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Abstract
The digitalization of healthcare fuelled by advances in technology and the increased prevalence of mobile smart devices and
health-related internet of things can offer equitable access to expert-level healthcare globally. Growing demand for tele-
medicine, mobile health apps, and advanced data analytics have further established their role in a modern information soci-
ety during the Covid-19 crisis. Digital health is, in essence, powered by software (DHSW), which has to operate in the specific
digital health environment characteristics and is therefore highly and intrinsically complex and prone to software defects and
faults. Given the lack of standardization regarding DHSW quality, we explored the available reviewed research on this crucial
topic in this brief paper, using a synthetic thematic analysis approach. We assert that neither the volume, distribution nor
scope of the DHSW quality research content is satisfactory, and significant research gaps exist. Based on the presented evi-
dence, we can only conclude that we should be concerned and that the time to act is now to ensure that the unavoidable
increase of usage and prevalence of DHSW will not – in the end – reduce the quality of care due to subpar software and
software-based digital health systems.
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Introduction
Digital health technologies are becoming ubiquitous, and if
successfully implemented and delivered, can offer equitable
access to expert-level healthcare on a global level, thus
reducing the global health and quality of life gap.1–3. The
digitalization of healthcare is being fuelled by further
advances in technology and the increased prevalence of
mobile smart devices. It has also flourished during the
Covid-19 pandemic, with the growing demand for tele-
medicine, employment of mobile health apps, and advanced
data analytics to improve health systems.4,5 Digital health
is, in essence, powered by software (DHSW), which has
to operate in the specific digital health environment charac-
teristics and therefore has to deal with several complex
requirements. Among those are management of multimodal
and high dimensional digital health data,6 patient safety,7

cyber security,8 communication with a myriad of healthcare
internet of thing devices,9 and work in embedded medical
devices in real-time.10,11

The above responsibilities make DHSW extremely and
intrinsically complex, resulting in increased incidence and
proneness to software defects and faults.12 However, the
number of faults is not the only important quality metric
for DHSW; the perceived quality of the DHSW by stake-
holders, patients, health professionals, and other end-users
or software developers is also paramount. Therefore,
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various standards and software quality models define differ-
ent software quality characteristics: the available function-
ality, reliability, usability, portability, or maintainability,
which should all be present in DHSW.13

Surprisingly, there is only one international standard
regarding the regulation of DHSW, namely the International
Electrotechnical Commission (IEC) 62304,14 which was
also accepted by the U.S. Food and Drug Administration
(FDA). However, FDA additionally requires the use of rigor-
ous validation approaches.15 Nevertheless, both FDA and IEC
provide just a very general description of common DHSW
development life cycle activities, without any strict indication
concerning process models or methods and techniques for
DHSW quality assurance or development.16

Given the lack of standardization, we explored and
reviewed the DHSW quality using a synthetic thematic ana-
lysis approach. Within that framework, the volume and
trends of the research literature production, its spatial distri-
bution and content are analysed, and we address potential
research gaps and propose possible solutions.

Methodology
Synthetic thematic analysis is a triangulation of bibliometric
mapping and thematic analysis.17 It enables one to holistic-
ally assess the research activity in any scientific field by
semi-automatically analysing the corpora of scientific publi-
cations. Unlike traditional and more formal knowledge syn-
thesis methods, which are labour intensive and limited to a
relatively small number of publications, it enables one to
process several hundreds or even thousands of publications.

We first harvested the publications from the Scopus
database and then performed the authors’ keywords based
on bibliometric mapping of extracted publications using
VOSViewer software.18 Scopus was selected due to the
fact that it is the largest bibliographic database of reviewed
literature. To find the articles the search string
TITLE-ABS-KEY({quality software} OR {software
quality}) AND (LIMIT-TO (SUBJAREA, ‘MEDI’) OR
LIMIT-TO (SUBJAREA, ‘HEAL’) OR LIMIT-TO
(SUBJAREA, ‘NURS’) OR LIMIT-TO (SUBJAREA,
‘DENT’)) was used where MEDI denotes the subject cat-
egory Medicine, HEAL health, NURS nursing, and
DENT dentistry. The resulting author keywords cluster
landscape was then thematically analysed using authors’
keywords as codes and links between authors’ keywords
to form categories. Finally, subcategories were used to
label clusters with themes.

Results

Volume of research

The search resulted in 259 publications, of which there were
137 conference papers, 105 articles, 8 reviews and 11 other

types of publications, such as books and conference reports.
In comparison, the search for the same keywords not
restricted to Scopus subject areas resulted in 13,429
publications.

Given the result, it is clear that medical software quality
research represents a minuscule part (<2%) of the overall
software quality research. Given the importance of the
DHSW and the possibly catastrophic consequences of soft-
ware failures within DHSW, the indicated lack of interest in
research focusing on software is surprising and worrying.
To confirm the findings, we performed additional searches
using strings, such as ‘TITLE-ABS-KEY(({quality soft-
ware} OR {software quality}) AND (medicine or nursing
or health or dent*)) or TITLE-ABS-KEY (“digital health”
AND software AND quality)’, which resulted in compar-
able corpora containing 94 to 240 publications.

The oldest publication indexed in Scopus dates to 1979
when Srinivasan and Dascher19 published their paper on
producing and managing health care software. During the
first period (1979–2010), publications were scarce, fluctuat-
ing between zero to seven per year. The notable increase in
productivity occurred in 2010 when exponential growth
began, reaching the peak productivity in 2019 with 40 pub-
lications. After that, the number of publications dropped to
28 in 2020. The year 2021 is not finished, but the current
number of 16 publications might indicate that the negative
production trend will continue.

Spatial distribution of research

The literature production was spread between 54 coun-
tries. The most productive country was the United States
(n= 55), followed by India (n= 24), Brazil (n= 22),
Germany (n= 17), the United Kingdom (n= 17), China
(n= 13), Canada (n= 11), and Italy (n= 10). Those coun-
tries produced more than two-thirds of all publications, so
a regional concentration of research in G8 and other devel-
oped countries with good economies and health systems
can be observed.

Among 103 source titles, the most prolific sources were
Studies in Health Technology and Informatics (n= 16),
Proceedings IEEE Symposium On Computer-Based
Medical Systems (n= 12), Medical Physics (n= 7), and
International Journal of Medical Informatics (n= 5). It is
interesting to note first that the most prolific source titles
are conference proceedings. Second, the rest of the publica-
tion production is spread among more than 90 journals,
meaning that no core archival journals have been estab-
lished yet, indicating that research is still reaching maturity.

Research themes

The authors’ keyword landscape is shown in Figure 1.
Among 742 author keywords, 77 occurred in more than
one publication. Bibliometric mapping distributed those
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77 keywords into six clusters. Selecting more popular key-
words as codes and analysing links between them resulted
in themes presented in Table 1.

Research gaps

The above analysis revealed that DHSW quality research
focuses on two quality features: reliability and user satisfac-
tion. The software quality research is mainly concerned
with mobile applications, telemedicine, radiation and
image therapies, and clinical decision systems regarding
digital health domains. From the quality point of view,
quality assurance is performed by following ISO/IEE stan-
dards, capability maturity model integration, and using
machine learning in empirical software engineering prac-
tices, such as software defect prediction.

Comparing DHSW quality research to the overall soft-
ware quality research20 following potential significant
research gaps can be identified:

- Using knowledge management in DHSW development.
- Consideration of human factors and software complexity
in DHSW evaluation.

- Including project management aspects in DHSW develop-
ment life cycles.

- Analysing if the employment of agile approaches increases
the quality of DHSW.

- How to manage/assure the quality of embedded DHSW.
- How to improve the DHSW quality with software reuse.

Discussion and conclusion: Should we be
concerned?
According to our synthetic review, neither the volume,
distribution nor scope of the DHSW quality research
content is satisfactory, especially given the ever-growing
importance of DHSW and the potential consequences
of quality defects. In our opinion, a systematic approach
to DHSW quality is required, and this can only follow
from a robust, well-defined and well-researched body
of evidence. Based on identified existing trends and
best practices in overall software quality, substantial
research in software quality exists but would need
to be tailored to the specific requirements of DHSW
quality.

Should we, therefore, be worried based on the current
trends and state-of-the-art? We believe so. Nevertheless,
concrete actions can (and should) be taken by the research
and broader professional community to ensure that the
unavoidable increase in usage and prevalence of DHSW

Figure 1. The cluster landscape of author keywords emerging in more than one paper. (VOSViewer resolution= 0.25).
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will not – in the end – reduce the quality of care due to
subpar software and software-based tools.

Possible next steps could include several approaches. An
interdisciplinary review of software quality methods
already utilized and identifying the necessary adaptations
to the DHSW could be performed. Additionally, evaluating
the usefulness of methodologies researched in other critical
industries (such as aviation) would probably be beneficial.
Existing industry best practices that (probably) exist
should be systematically researched, as it seems they did
not receive adequate independent vetting and analysis
required to ensure their usefulness and robustness.
International Medical Informatics Association Technology
Assessment & Quality Development in Health
Informatics Working Group, the newly established
European Federation of Medical Informatics Working
Group on Digital Health and similar associations could be

informed about the problem and urged to organize work-
shops, special conference sessions, and special journal
issues concerning DHSW quality. Finally, on the political
level, research funding agencies could be informed and
asked to prepare necessary policies to ensure more
funding for DHSW quality research.
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Table 1. DHSW quality research themes (numbers in parenthesis represent the number of publications in which an author keyword
occurred three or more times).

Theme Popular codes Categories

User satisfaction (10 keywords) User satisfaction (3); sentiment analysis (3);
software process (2); certification (2);
image-guided therapy (2)

Sentiment analysis in user satisfaction
assessment; certification of software processes;
software platforms for image-guided therapy

Machine learning in empirical
software engineering (15
keywords)

Software engineering (8); machine learning (8);
software metrics (5); software testing (4);
software defect prediction (4); refactoring (4)

Software engineering supported by machine
learning and data mining of software metrics
data; machine learning for software defect
prediction based on software quality metrics;
data mining in software testing; software
maintenance based on refactoring, design
patterns and software metrics

Improving patient safety with
standardized health
information systems (9
keywords)

Patient safety (6); electronic health records (4);
clinical decision support systems (4); health
information systems (3)

Test-driven software development of clinical
decision support systems based on electronic
health records to improve patient safety,
standards for health information systems and
electronic health systems

Software quality assurance of
DHSW focusing on reliability
(26 keywords)

Software (11); quality assurance (8); open
source software (7); software quality
assurance (6); information systems (5);
evaluation (5)

CMMI guidelines for software development
evaluation; quality assurance guidelines for
radiation therapy; software quality assurance
for information system development; software
reliability of open source software

Quality evaluation of
telemedicine software (5
keywords)

Case study (6); software quality evaluation (5);
telemedicine (3)

Case studies in software quality evaluation of
telemedicine applications

ISO/IEC software quality
standards in mobile
applications (12 keywords)

Software quality (39); ISO/IEC 25010 (5);
software evaluation (3); pregnancy (3); data
quality (3)

ISO/IEC standards in software quality related to
mobile applications and personal health
records; ISO/IEC standards in mobile personal
health records related to pregnancy; software
quality and data quality

CMMI: Capability Maturity Model Integration; IEC: International Electrotechnical Commission.
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