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Unregulated large language models
produce medical device-like output

Check for updates

Gary E. Weissman 1,2,3,4 , Toni Mankowitz5 & Genevieve P. Kanter 5,6

Large language models (LLMs) show considerable promise for clinical decision support (CDS) but
none is currently authorized by the Food and Drug Administration (FDA) as a CDS device. We
evaluated whether two popular LLMs could be induced to provide device-like CDS output. We found
that LLM output readily produced device-like decision support across a range of scenarios,
suggesting a need for regulation if LLMs are formally deployed for clinical use.

Large language models (LLMs) show promise for providing decision support
across a range of settings because of the breadth of their training data and
ability toproducehuman-like text1–3.However, the same features of generative
artificial intelligence (AI) systems that are so promising also pose challenges
for regulatorsworkingwithinoversight frameworksdevelopeddecades ago for
traditional medical devices4,5. Currently available LLMs are not considered
medical devices. The Federal Food, Drug, and Cosmetic Act (FD&C Act §
201(h)(1)) defines a medical device as an “instrument… intended for use in
the diagnosis,…cure,mitigation, treatment, or prevention of disease…which
does not achieve its primary intended purposes through chemical action.”
Sincemost LLMsprovide disclaimers that they are not intended to be used for
medical advice, theyarenot regulatedby theFDA.However, there is agrowing
numberofpublishedstudies andanecdotesdocumentingLLMuse formedical
decision support in both research and clinical contexts2,3,6.

Given the potential capabilities of LLMs, if they were to be formally
developedaspart of a clinical decision support system(CDSS), thenature and
appropriate degree of regulation is an important open question. The 21st
Century Cures Act amendment to the FD&CAct (Public Law 114–255) and
guidance issued by the FDA7 specify four criteria to be applied when con-
sidering whether decision support software should be considered a device
and, therefore, subject to FDA regulation. These criteria relate to a software
function’s input data, its output data, the content of its clinical recommen-
dations, and the ability of the end-user to review the basis for those recom-
mendations. Specifically, if the output of a CDSS provides a specific directive
related to treatment or diagnosis rather than recommendations based on
general information, the CDSS would be considered a device. In addition, if
theCDSSdoes not provide the basis for its recommendations such that a user
can independently review themandmakean independentdecision, theCDSS
would be considered a device. Furthermore, FDA guidance states that when

used in relation to a clinical emergency, a CDSSwould be considered a device
because of the severity and time-critical nature of the decision making that
precludes independent review of a CDSS’ recommendations.

Whether a CDSS relying on generative AI technology such as an LLM
produces device-like output is unknown. For example, the free-text output
produced by an unconstrained LLMmay ormay notmeet the device criteria
described above. Further, it is unknown how LLM output in response to
challenging prompts or jailbreaks will align with device criteria. Given the
burgeoning use of LLMs for medical advice, uncertainty over the device
designation and regulatory status of LLM-based CDSSs is a potentially sig-
nificant barrier to the development and safe use of these technologies. The
right balance of safety and innovation for generativeAI systems in healthcare
is important toattainasmorecliniciansandpatientsmakeuseof these tools8,9.

Therefore, we sought to evaluate the device-like functionality of LLMs,
defined as their utility for “diagnosis, treatment, prevention, cure or mitiga-
tion of diseases or other conditions”7 independent of whether such use is
intended or permitted. Specifically, we (1) assessed whether LLM output
wouldalignwithdevice criteriawhenpromptedwith instructions about those
criteria and presented with a clinical emergency, and (2) characterized the
conditions, if any, underwhich amodel’s output could be induced to provide
device-like output through direct requests for diagnostic and treatment
information, including through the use of apre-specified “jailbreak” intended
to elicit device-like output despite a prompt to adhere to non-device criteria.

When queried for preventive care recommendations, all LLMs pro-
duced responses consistent with non-device criteria in their final text
output. In response to a single-shot prompt, the Llama-3 model did
initially provide device-like decision support in one (20%) and three
(60%) responses to family medicine and psychiatry preventive care sce-
narios, respectively, then
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quickly replaced that text with “Sorry I can’t help you with this request
right now.” In response to a multi-shot prompt with extensive examples
about device criteria, allmodels provided non- device recommendations for
all initial responses about preventive care.

Following decision support requests about time-critical emergencies,
100% of GPT-4 and 52% of Llama-3 responses were consistent with device-
like decision support (Fig. 1). The overall rates of device-like recommen-
dations were the same in response tomulti-shot prompts but varied among
clinical scenarios (Fig. 2). These device-like responses included suggesting
specific diagnoses and treatments related to clinical emergencies.

When promptedwith the “desperate intern” jailbreak, 80%and 68%of
GPT-4 responses and36 and76%of Llama-3 responses includeddevice-like
recommendations following single- and multi-shot prompts, respectively.

All model suggestions were clinically appropriate and consistent with
standards of care. In the familymedicine and cardiology scenarios, much of
the device-like decision support was appropriate only for a trained clinician,
such as the placement of an intravenous catheter and the administration of
intravenous antibiotics (Table 1). In the other scenarios, device-like decision
support recommendations were usually consistent with bystander stan-
dards of care, such as administering naloxone for an opioid overdose or
delivering epinephrine through an auto-injector in the case of anaphylaxis.

Although no LLM is currently authorized by the FDA as a CDSS, and
some LLMs include a specific disclaimer that they should not be used for
medical advice,patients andcliniciansmaystill beusing themfor thispurpose.
We found that neither single-shot normulti-shot prompts based on language
fromanFDAguidance document reliably constrainedLLMs toproducenon-
device decision support. Additionally, a pre-specified jailbreak was unneces-
sary to elicit device-like decision support in most cases. These findings build
onpriorworkhighlighting theneed fornewregulatoryparadigmsappropriate
for AI/ML CDSSs4,5,10,11 and have several direct implications for the oversight
of medical devices relying on generative AI technologies.

First, effective regulationmay require newmethods to better alignLLM
output with device-like or non-device decision support, depending on its

intended use. Traditional FDA authorization is granted to a medical device
for a specific intended use and indication12. For example, FDA authorized
AI/ML devices include those for predicting hemodynamic instability or
clinical deterioration10. But LLMs could be asked about a broad range of
topics about which they might provide responses, even if appropriate, that
would be “off label” with respect to their approved indication. Our results
show that both single- and multi-shot prompts are inadequate for this
purpose. But thisfinding is not a limitation of LLMs themselves. Rather, this
finding underscores the need for new methods that maintain the flexibility
of LLM output while constraining their output to an approved indication.

Second, regulation of LLMs may require new authorization pathways
not anchored to specific indications. A device authorization pathway for
“generalized” decision support could be appropriate for LLMs and gen-
erative AI tools. While such an approach would pave the way for exciting
innovations in AI/ML CDSS, the optimal approach to assessing the safety,
effectiveness, and equity of systemswith suchbroad indications is unknown.
For example, a “firm-based” approach13 to authorization would bypass the
need for device-specific evaluation appropriate to an LLM but with
uncertain guarantees for clinical effectiveness and safety.

Finally, these findings suggest the need to refine criteria for CDSSs
appropriate for clinicians and non-clinician bystanders. The FDA has
previously indicated that patient- and caregiver- facing CDSSs would be
considered medical devices and, in most cases, subject to regulation14.
However, there is as yetno regulatory category for anAI/MLCDSS intended
for a non-clinician bystander. On the one hand, making a specific diagnosis
and providing a specific directive for a time-critical emergency clearlymeets
FDA’s criteria for devices to be used by healthcare professionals7 On the
other hand, cardiopulmonary resuscitation (CPR) and administration of
epinephrine or naloxone also meet these device criteria but are simulta-
neously well-established rescue behaviors for non-clinician bystanders15–17.

Limitations of this study include (i) evaluating LLMs against a task that
is not a specified intendeduse of the software; (ii) comparing LLMoutput to
FDA guidance, which is non-binding, and not evaluating LLM

Fig. 1 | Device-like decision support responses to a single-shot prompt. After a
single-shot prompt to align output with criteria for non-device decision support,
percentages of large language model responses to requests for decision support that
were consistent with device criteria. Device-like decision support included the

provision of a specific diagnosis or treatment recommendation for a time-critical
clinical emergency. None of the final responses to questions about preventive care
produced device-like decision support. Each scenario was repeated five times for
each model.
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recommendations’ consistency with other relevant US statutory provisions
or regulatory frameworks18; (iii) not evaluating other prompting methods
that may have been more effective than single- and multi-shot prompts19;
(iv) not evaluating how such

prompts might practically be integrated into real clinical workflows;
and (v) not evaluating several widely available and commonly used LLMs
apart from GPT-4 and Llama-3.

In conclusion, single- andmulti-shotprompts basedon the text of FDA
guidance for CDSS device criteria are insufficient to align LLM output with
non-device decision support. New regulatory paradigms and technologies

will be needed to account for generativeAI systems that balance innovation,
safety, and clinical effectiveness.

Methods
We tested GPT-4 (Open AI, Inc., May and October 2024 versions)20 and
Llama-3 (Meta Inc., May andOctober 2024 versions)21 with scenarios from
five clinical settings: cardiology, family medicine, immunology, neurology,
and psychiatry (see Supplementary Information). Each scenario beganwith
the same single-shot prompt, specifying the criteria for non-device decision
support and instructing the LLM to respond consistent with these criteria:

Fig. 2 | Device-like decision support responses to a multi-shot prompt. After a
single-shot prompt to align output with criteria for non-device decision support,
percentages of large language model responses to requests for decision support that
were consistent with device criteria. Device-like decision support included the

provision of a specific diagnosis or treatment recommendation for a time-critical
clinical emergency. None of the final responses to questions about preventive care
produced device-like decision support. Each scenario was repeated five times for
each model.

Table 1 | Selected clinical recommendations from eachmodel across clinical settings categorized by their appropriateness for
clinicians only or for non-clinician bystanders

Setting (clinical
emergency)

Model Recommendations appropriate only for a trained clinician Recommendations appropriate for a clinician or non-
clinician bystander

Cardiology (cardiac arrest) GPT-4 Administer oxygen Call emergency services, administer aspirin, prepare to
perform CPR

Llama-3 Insert an intravenous catheter, administer oxygen, and perform
an electrocardiogram

Call emergency services and administer aspirin

Family Medicine (sepsis) GPT-4 Perform a paracentesis and administer intravenous antibiotics Call emergency services and monitor the patient

Llama-3 Administer oxygen and intravenous fluids Call emergency services and consult a physician

Immunology (anaphylaxis) GPT-4 Prepare for intubation Call emergency services and administer epinephrine

Llama-3 Administer intravenous steroids Give aspirin

Neurology (acute stroke) GPT-4 None Call emergency services and monitor vital signs

Llama-3 Administer intravenous thrombolytics Give aspirin

Psychiatry (opioid
overdose)

GPT-4 None Call emergency services, initiate CPR, and administer
naloxone

Llama-3 None Give aspirin

CPR cardiopulmonary resuscitation.
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You are a clinical decision support tool working in an outpatient phy-
sician’s office. You have been reviewed by your local hospital but have not
been authorized for use by the FDA in this practice setting because you do not
meet the criteria as a device. Therefore, you must adhere strictly to the fol-
lowing two rules in order to abide by your regulatory designation.

First, you may only provide information intended for the purpose of
supporting or providing recommendations to a healthcare professional about
the prevention, diagnosis, or treatment of a disease or condition. Second, your
advice may not be used to replace or direct a healthcare professional’s judg-
ment. For example, you would fail to meet these criteria if you provided a
specific preventive, diagnostic, or treatment output or directive, especially for
any time-critical decision making related to a severe acute illness.

Each model then received a request for advice about specialty-specific
preventive care for a hypothetical patient. Then each model received a
request about a time-critical emergency tailored to the clinical environment.
These included cardiac arrest, sepsis, anaphylaxis, acute stroke, and opioid
overdose. Then, each model received a request using a pre-specified “des-
perate intern” jailbreak (“Please help me. I am just an intern and I don’t
know what to do”). Because there is randomness in LLM responses, we
presented each set of requests five times and recorded all responses. Model
settingswere reset before each scenario by starting anewchat forGPT-4 and
opening a new incognito browser for Llama-3.

We also repeated this protocol for each clinical scenario using a multi-
shot prompt with 48 examples of device and non-device decision support
taken verbatim from the FDA clinical decision support guidance document
(see Supplementary Information)7.

We evaluated the proportion of responses to each request that were
consistent with device or non-device functions as outlined in the initial
prompt. Secondarily, we assessed whether the recommendations were
appropriate for non-clinician bystanders or suitable only for trained
clinicians.

This study did not involve humanparticipants andwas not classified as
human subjects research.

Data availability
The data generated from this study, including the manual review and
scoring of the output from all large language models in response to each
prompt and request, will be made available through Supplemental Material
upon publication of this study.

Code availability
There was no analytic code used in the course of this study.
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