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Introduction

One of the greatest mysteries in modern molecular biology 
is the functional role of the 3 billion DNA bases in our human 
genome. Based on the sequencing results of the Human Genome 
Project, <2% of our DNA is predicted to be genes that encode 
for proteins, long thought to be the primary blueprint for life. 
The remaining ~98% of the genome had been pejoratively 
labeled “junk” DNA to connote the notion that intergenic DNA 
sequences had no useful function. This perception stems from 
the beginning of the molecular biology age in the late 1950s when 
Francis Crick, one of the co-discoverers of the DNA double helix 
structure, first coined the term “Central Dogma” to summarize 
the concept that genetic information flow in cells is essentially 
one-way, from DNA to RNA to protein. In the intervening years, 
research efforts were directed primarily toward understand-
ing the function of proteins in such essential cellular processes 
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The rise in antimicrobial drug resistance, alongside the failure 
of conventional research to discover new antibiotics, will 
inevitably lead to a public health crisis that can drastically 
curtail our ability to combat infectious disease. Thus, there is 
a great global health need for development of antimicrobial 
countermeasures that target novel cell molecules or processes. 
RNA represents a largely unexploited category of potential 
targets for antimicrobial design. For decades, control of 
cellular behavior was thought to be the exclusive purview 
of protein-based regulators. The recent discovery of small 
RNAs (sRNAs) as a universal class of powerful RNA-based 
regulatory biomolecules has the potential to revolutionize our 
understanding of gene regulation in practically all biological 
functions. In general, sRNAs regulate gene expression by base-
pairing with multiple downstream target mRNAs to prevent 
translation of mRNA into protein. In this review, we will discuss 
recent studies that document discovery of bacterial, viral, and 
human sRNAs and their molecular mechanisms in regulation 
of pathogen virulence and host immunity. Illuminating the 
functional roles of sRNAs in virulence and host immunity can 
provide the fundamental knowledge for development of next-
generation antibiotics using sRNAs as novel targets.
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as enzyme catalysis and cellular structure. In general, RNA was 
relegated to a role as an intermediate in transcription and transla-
tion to convert the nucleotide language of DNA into the amino 
acid language of proteins.

In the past 15 years, discovery of a new class of regulatory 
biomolecules, termed small RNAs (sRNAs), has challenged the 
long-held perception that proteins are the predominant regu-
lators of gene expression.1,2 sRNAs have been found in diverse 
organisms from bacteria to plants to man, and are primarily 
encoded in intergenic space. Bacterial sRNAs vary from ~50 
to 450 nucleotides, whereas eukaryotic sRNAs, also termed 
microRNAs (miRNAs), are processed into short ~22–25 nucle-
otide sequences. Many sRNAs function as gene regulators by 
base-pairing with the 5′ and 3′ untranslated regions (UTRs) 
of target mRNAs to attenuate translation of mRNA into pro-
tein at the post-transcriptional level. (Fig. 1) By modulating the 
expression levels of target genes, a unique profile of sRNAs can 
enable precise gene regulation and rapid adaptation of cellular 
physiology in response to specific environmental changes. In our 
own studies, we have developed a single molecule fluorescence in 
situ hybridization (smFISH) method to quantify specific sRNA 
levels in Yersinia pestis.3 Using an automated multi-color wide-
field microscope, we observed that a temperature shift to 37 °C 
to simulate the human host resulted in a ~3.5-fold increase in 
the number of Y. pestis expressing the novel sRNA ysp8, suggest-
ing that ysp8 may play a role in pathogenesis during host infec-
tion. These deliberate changes in sRNA expression can modulate 
pathogenicity by regulating virulence factors such as the Type III 
secretion system, quorum sensing, or iron transport.

In this review, we will discuss bacterial, viral, and human 
sRNAs and their respective roles in pathogen virulence and host 
immunity. (See Table 1 for summary of sRNAs.) While discov-
ery of pathogen sRNAs and their cognate functions are rapidly 
growing fields, a number of cancer studies have already estab-
lished human miRNAs as potential biomarkers for distinguish-
ing healthy tissue from malignant tumors in different types of 
cancer. To date, ~25 000 miRNA transcripts from 193 species, 
including ~1600 from humans, have been entered into the Sanger 
miRBase database release 19 (http://www.mirbase.org).4-7 Only 
ten years earlier, this database began with 218 entries. This expo-
nential discovery of sRNAs far outpaces functional discovery, 
and thus the great majority of sRNAs have not yet been validated 
for function. We will describe the current state of sRNA discov-
ery and functional analysis in pathogens and human immune 
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approaches to identify novel sRNAs included shotgun cloning 
of cDNAs generated from expressed RNA transcripts followed 
by traditional sequencing, and DNA microarray analysis printed 
with probes to inter-genic regions.9

Currently, ultra high-throughput sequencing is revolutioniz-
ing whole genome and transcriptomics analysis, including iden-
tification of novel sRNAs in intergenic space. This approach is 
often combined with co-immunoprecipitation of the bacterial 
RNA-binding protein Hfq, which facilitates binding between 
many sRNAs and their cognate mRNAs, to enrich RNA prepa-
ration for downstream sRNA sequencing and identification.10 Per 
sequencing run, millions of reads can be mapped to intergenic 
space, thus allowing for deeper probing of sRNA populations 

defense and discuss sRNAs as potential novel targets to com-
bat infectious disease by modulating pathogenicity or the host 
inflammatory response.

Identification and Analysis of sRNAs

Highly-expressed sRNAs, such as 4.5S, transfer-messenger 
(tmRNA), RNaseP, and Spot 42, were first discovered fortu-
itously in 1971 in E. coli using metabolic radiolabeling with 32P 
orthophosphate of the total RNA population.8 These sRNAs 
were initially thought to be precursors for tRNAs, and their roles 
in key housekeeping functions were not elucidated until decades 
later. Other early labor-intensive and low-to-moderate throughput 

Figure 1. Overview of regulatory RNA. (A) Protein-coding genes in DNA can be transcribed into mRNA (mRNA) and then (B) translated into protein. 
Regulatory RNAs are a novel class of RNA that do not encode protein but act as regulators of gene expression. (C) Regulatory RNAs, either eukaryotic 
miRNAs (blue) or prokaryotic sRNAs (red) are transcribed from the genome, and (D) regulate translation of other protein coding genes by base pairing 
with 5′ and 3′ untranslated regions of their cognate mRNA targets.
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related pathogens can be used to establish robust transcriptomic 
signatures.

For eukaryotes, host miRNA expression can also be analyzed 
using commercially-available microarrays, which contain probes 
against all known human miRNAs. Although this method can-
not uncover novel miRNAs, the microarrays provide a cost-effec-
tive and standardized platform for comparing eukaryotic sRNA 
expression in response to different stimuli or cell types.

Bioinformatics approaches have also been applied to identi-
fication of bacterial sRNAs using such parameters as secondary 

than has previously been possible. High-throughput sequencing 
has also enabled analysis of sRNA expression in bacteria grown 
under different conditions or between closely related species. A 
comparative transcriptomics analysis of Burkholderia cenocepacia 
grown in two different ecological niches, a soil environment and 
an infection model, revealed that the sRNA expression profiles 
differed between the two growth conditions.11 A B. cenocepacia 
sRNA that exhibited bactericidal activity was found to be present 
only in some members of the Burkholderia species but not in near 
neighbors, suggesting that unique sRNA sequences in closely 

Table 1. Diverse mechanisms of sRNA function in bacteria, host, and virus during host–pathogen interactions

Organism sRNA Mechanism References

Bacterial pathogens

Y. pestis ysp8 Overexpression at 37 °C, analysis by smFISH 3

Y. pseudotuberculosis, Y. pestis ysr35 Virulence determinant in pathogenic Yersinia 21

Y. pestis gcvB Encodes two sRNAs that regulate membrane transport 25

E. coli, Y. pestis sgrS Expressed under conditions of metabolic stress 26

Y. pseudotuberculosis csrB/C Activates expression of the global virulence regulator RovA 27

F. tularensis FtrC Regulates replication of the bacterium 29

B. abortus abcR1, abcR2 Regulates metabolism genes required for intracellular survival 30

X. campestris sX12 Affects disease symptoms in the plant host 31

E. amylovora RyhA, RprA Affects lesion size in the plant host 32

Host

A. thaliana miR393a Mediates resistance against P. syringae infection 58

Human/mouse miR-146
Upregulated during infection by multiple bacteria and influenza; regulates 

innate immunity and inflammatory responses; targets TRAF6 and IRAK1
59–63, and 

106

Human miR-155
Upregulated in response to bacterial and viral antigens; regulates cytokine 

production and adaptive immunity
59, 62, 64–70, 

and 74-79

Human miR-371–372–373 Implicated in H. pylori infection 71

Human miR-21 Implicated in H. pylori infection 72

Human miR-223
Implicated in H. pylori and TB infection; indicator of sepsis; modulates 

neutrophil activation during influenza infection
73, 81, and 105

Human miR-125b Negative regulator of TLR pathway; targets TNF-α 64 and 80

Human let-7
Downregulated in response to infection by multiple pathogens; targets TLR4; 

upregulated in response to RSV
82–85

Human miR-29a Inhibit HIV production 102

Human miR-200a Modulates JAK-STAT pathway in response to influenza infection 105

Human miR-451
Suppresses host cytokine production in dendritic cells during influenza 

infection; role in TB infection
81 and 107

Viral pathogens

Adenovirus VA1 and VA2 Suppresses host translation 96

Epstein–Barr virus EBER1 and EBER2 Suppresses host translation 97

Kaposi sarcoma-associated 
herpesvirus

KSHV-miR-K11–12
Shares 100% seed sequence similarity with miR-155 and modulates host 

immune response
100

HIV tRNALys3, tRNALys5a Acts as primers for HIV RT polymerase and slows host protein synthesis 101

Influenza svRNAs Required for viral RNA production 104

CaMV sRCC1 Promote cleavage of Atlg76950 during infection of Arabidopsis 108



788	V irulence	V olume 4 Issue 8

Y. pseudotuberculosis and Y. pestis significantly attenuated survival 
in a mouse model compared with a virulent wild-type strain, 
strongly suggesting that Ysr35 is required for Yersinia adaptation 
to the host. Deletion of three other sRNAs in Y. pseudotubercu-
losis also led to attenuation of infection in mice. Since this ini-
tial work, two other studies have also described identification of 
Yersinia sRNAs. In one study using deep sequencing, 17 out of 
31 candidate Y. pestis sRNAs were found to overlap with the ~150 
Y. pseudotuberculosis sRNAs,22 whereas there was no overlap at all 
in sRNA identity in the second study, which employed cDNA 
cloning methods in human-avirulent Y. pestis.23 These variable 
results illustrate that individual sRNA expression levels are likely 
to be highly dependent on specific experimental conditions and 
underscores the importance of sRNA validation using northern 
blot to prevent false positives.

To attempt to quantify the copy number of specific bacte-
rial sRNAs, our lab has also employed ultra high-throughput 
sequencing to identify novel sRNAs in Yersinia and modified a 
smFISH imaging method to quantitatively detect a novel sRNA 
termed ysp8, which is overexpressed at the human host tempera-
ture of 37 °C compared with 26 °C.3 We found that a small frac-
tion (~20%) of Y. pestis express ysp8, with a copy number between 
0 and 10 transcripts. This observation suggests that very low lev-
els of sRNAs may be enough to regulate target mRNA popula-
tions at any given time. Interestingly, ~20% of E. coli proteins are 
present at one copy number or less, supporting a model in which 
low copy numbers of biomolecules are sufficient to maintain cel-
lular functions.24

Other sRNAs have been previously identified in pathogenic 
Yersinia based on sequence homology with known E. coli sRNAs, 
including gcvB, sgrS, and csrB/C. Although these sRNAs regu-
late various aspects of bacterial metabolism rather than virulence, 
they nevertheless can be exploited for antimicrobial development 
to inhibit bacterial growth or survival. Y. pestis gcvB encodes 
two sRNAs that regulate dppA, the periplasmic-binding protein 
component of the dipeptide transport system.25 Deletion of gcvB 
altered the Y. pestis growth rate and colony morphology, pleio-
tropic phenotypes that indicate gcvB most likely regulates mul-
tiple downstream genes, in addition to dppA. The sRNA sgrS 
is expressed under conditions of metabolic stress when E. coli 
is unable to metabolize phosphorylated sugars. A Y. pestis sgrS 
ortholog has been shown to complement an E. coli sgrS mutant, 
indicating a conservation of function in regulation of target 
gene expression.26 Finally, the csrB/C sRNA has been shown 
to activate expression of the global virulence regulator RovA in 
Y. pseudotuberculosis.27

In S. pneumoniae, 56 novel sRNAs were identified using whole 
genome transcriptional sequencing.28 Fifteen sRNAs were chosen 
based on a favorable predicted free energy of folding and high 
levels of expression, as determined by northern blot, and further 
subjected to targeted deletion to validate sRNA function in viru-
lence. Mutant S. pneumoniae strains that contained knockouts 
for eight of the sRNAs exhibited attenuation of sepsis in a murine 
model of infection by intranasal challenge, indicating that the 
selected sRNAs were required for virulence. A Tn-Seq approach 
was also applied to assess the relative fitness of sRNA mutants at 

structure, thermodynamic stability, transcriptional signals, spe-
cific structural elements such as atypical GC content, and com-
parative genomics.12,13 However, computational prediction of 
sRNAs remains challenging because sRNAs are diverse in length, 
do not appear to have a common secondary structure, and are 
not well conserved even across related species. Methods that rely 
on conservation of sRNA sequence and/or structure would most 
likely miss more unique, species-specific sRNAs. Given that false 
positives are common among bioinformatics methods, experi-
mentation is always required to validate sRNA candidates. For 
example, the behavioral responses of bacteria deficient for a target 
sRNA by either gene knockout or knockdown can be compared 
with wild-type bacteria to validate sRNA functional roles.

Pathogen sRNA Function in Virulence

Bacterial sRNAs have been implicated in a wide variety of cel-
lular functions in physiology, including both conserved house-
keeping functions, such as tRNA processing and the secretory 
pathway, and more specialized functions, such as quorum sensing 
or virulence. sRNAs are classified into three functional groups: 
(1) cis-coded sRNAs that regulate an adjacent gene, (2) trans-coded 
sRNAs that bind to multiple targets in distant sites in the genome, 
and (3) sRNAs that bind to proteins in order to regulate a target. 
In bacteria, the RNA chaperone Hfq facilitates binding between 
many sRNAs and their cognate mRNAs to strengthen interac-
tions that are often dependent on short stretches of imperfect base 
pairing. Homologs of Hfq are found in diverse bacterial species, 
including pathogenic Salmonella, Yersinia, and Burkholderia spe-
cies.14,15 Consistent with a critical role in sRNA-mediated gene 
regulation, deletion or mutation of hfq leads to pleiotropic effects 
or significant attenuation of virulence. A Y. pestis mutant deleted 
for hfq exhibited attenuated infection in mice and marked altera-
tions in expression of many stress resistance and virulence genes.16 
An hfq mutant in Brucella abortus also displayed extreme attenu-
ation in mice, increased sensitivity to oxidative stress and starva-
tion conditions, and decreased survival in low pH, compared with 
the parental strain.17 Hfq also promotes resistance to osmotic and 
membrane stresses in Franciscella tularensis and is required for the 
ability of the vaccine strain F. tularensis LVS to induce disease 
in a mouse model.18 However, there are also examples of sRNAs 
that do not appear to require Hfq. For example, deletion of hfq in 
Staphylococcus aureus and Listeria monocytogenes did not appear to 
affect overall sRNA expression levels or function.19,20

Bacterial sRNA discovery and validation
As aforementioned, deep sequencing has become the method 

of choice for discovery of novel sRNAs. In Yersinia pseudotu-
berculosis, ~150 previously-unknown sRNAs were found to be 
expressed at the human host temperature of 37 °C, compared 
with the flea host temperature of 26 °C.21 The majority of these 
sRNAs are conserved between Y. pseudotuberculosis and its close 
relative, Y. pestis, the causative agent of plague. However, the 
timing of sRNA expression and functional dependence on Hfq 
was shown to differ, suggesting that subtle differences in post-
transcriptional gene regulation exist between the two pathogenic 
Yersinia species. Deletion of a specific sRNA, Ysr35, in both 
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miRNAs (pri-miRNAs) several kilobases in length that contain 
embedded hairpin structures with stem regions and terminal 
loops.40,41 The hairpin structures are recognized and excised by 
the microprocessor complex in the nucleus, which consists of 
the RNase III-like enzyme Drosha and dsRNA binding protein 
DGCR8.42,43 The processed ~65–70 nucleotide hairpin struc-
ture, termed the precursor miRNA (pre-miRNA), is exported 
into the cytoplasm by Exportin-5,44,45 where the pre-miRNA 
is processed by another RNase III enzyme, Dicer, to yield the 
mature 22–25  nt duplex.46,47 The guide strand of the mature 
duplex is loaded into a multi-protein complex, RNA-induced 
silencing complex (RISC), to direct subsequent miRNA:mRNA 
target interaction and gene silencing. The catalytic component 
of RISC is the Argonaute (AGO) protein, which mediates bind-
ing and silencing of the target mRNAs.48 Almost every aspect of 
miRNA biogenesis, from transcription and processing to subcel-
lular localization and stability, is highly regulated in a sequence- 
and cell-specific manner.

Given that there are over one thousand miRNAs in humans 
and each miRNA is thought to bind multiple targets, it is pre-
dicted that ~60% of the human transcriptome may be regulated 
by miRNAs.49 miRNAs downregulate translation by binding 
to the miRNA response elements (MREs) in the 3′ UTR (3′ 
untranslated region) of their mRNA targets to inhibit mRNA 
translation or stability.50 Complementarity between miRNAs 
and MREs can be near perfect in plants, but only partial in ani-
mals. One important finding is the so-called “seed rule”, in which 
extensive Watson–Crick base pairing between the “seed” region 
(2–7 nt from the 5′ end) of the miRNA and its target, remarkably 
reduces the number of false positive predictions.51,52 The seed rule 
has been widely applied as the fundamental criteria by most cur-
rent prediction algorithms to screen for potential miRNA target 
genes. Nevertheless, considerable evidence exists to argue that the 
seed pairing is either not required or not sufficient for predicting 
miRNA:mRNA interactions.53 Other features within 3′ UTRs, 
in addition to seed pairing, have been demonstrated to be impor-
tant determinants, including overall thermodynamic stability of 
the miRNA:mRNA duplex, total number of MREs within the 
3′ UTR, accessibility of the MRE, position of the MRE related 
to the stop codon, and local AU rich elements.54-56 Thus, as is 
the case for bacterial sRNA targets, current computational target 
prediction is far from established, and predicted target candi-
dates need to be experimentally verified.

miRNA function in bacterial infection
A variety of studies in cancer have strongly implicated miR-

NAs as potential biomarkers for distinguishing different types of 
cancer and progression of disease onset.57 Like cancer, the host 
produces miRNA signatures that act as complex fingerprints for 
immune response during pathogen infection. Host immunity 
must be tightly regulated in order to achieve pathogen clearance, 
but at the same time, avoid consequences of deregulated gene 
expression, such as septic shock or uncontrolled inflammation. 
An early example of miRNA response to pathogen infection was 
reported in plants, in which miR-393a expression in Arabidopsis 
thaliana mediates resistance against Pseudomonas syringae. 
During infection, the A. thaliana FLS2 receptor senses a P. 

three different host sites vital for progression of pneumococcal 
disease, including the nasopharynx, lungs, and the bloodstream. 
Unique sRNAs were found to play key roles in each of these spe-
cific tissues during infection.

Specific sRNAs have also been implicated in virulence in other 
pathogens. In the intracellular pathogen F. tularensis, high levels 
of the sRNA ftrC were shown to downregulate bacterial replica-
tion and reduce levels of bacteria in organs of an infected mouse 
model.29 A double knockout of two Brucella abortus sRNAs, 
abcR1 and abcR2, resulted in a significant decrease in intracel-
lular survival following infection of murine macrophages and a 
mouse model of chronic B. abortus infection.30 These abcR sRNAs 
regulate metabolism genes, including amino acid and polyamine 
transport, and may play a role in targeting mRNA degradation. 
Depletion of the sRNA sX12 in the plant pathogen Xanthomonas 
campestris pv vesicatoria (Xcv) decreased disease symptoms in 
infected pepper plants. This effect was specifically rescued by 
ectopic expression of the sRNA.31 Similarly, a significant reduc-
tion in lesion diameter was observed in immature pears upon 
depletion of the sRNAs ryhA, and rprA from the plant patho-
gen Erwinia amylovora, a phenotype that can be subsequently 
rescued by expressing rhyA and rprA from plasmids.32 Finally, 
sRNAs were found to silence the avirulence gene Avr3a in the 
oomycete plant fungus Phytophthora sojae, leading to escape from 
host detection and increased virulence.33

Bacterial sRNA target identification
Although deep sequencing methods have steadily increased 

the number of candidate bacterial sRNAs, identification of spe-
cific mRNA targets modified by sRNAs remains a challenging 
task. A recent study reported experimental validation of direct 
mRNA targets for only ~50 sRNAs.34 The hybridization between 
sRNAs and their cognate targets are usually dependent on a core 
interaction of six to eight contiguous bases pairs. sRNAs are 
thought to hybridize to well-accessible regions such as hairpin 
loops or single strand sequences.35 Computational prediction of 
sRNA targets offers a screening tool to identify an initial pool 
of high quality candidates for follow-on experimental validation. 
A number of algorithms have been described for sRNA target 
prediction, including TargetRNA,36 sTarPicker,37 and other strat-
egies.37,38 These methods utilize parameters such as prediction 
of Hfq binding sites, strength of sRNA-mRNA hybridization 
duplexes, sequence analysis at translation initiation sites, interac-
tion site accessibility, and machine learning. However, all compu-
tational methods still suffer from a high false positive rate, but are 
expected to gradually improve as a mechanistic understanding of 
sRNA–mRNA target interactions becomes more refined.

Gene Regulation and Host Response by MicroRNAs 
in Eukaryotes

miRNA biogenesis and target recognition
Eukaryotic miRNAs are ~22–25 bp endogenous non-coding 

RNAs that function as post-transcriptional regulators of gene 
expression in a wide spectrum of biological processes, including 
oncogenesis, development, and host immune response.39 Unlike 
bacterial sRNAs, miRNAs are initially transcribed as primary 
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F.  tularensis, suggesting that miR-155 may regulate this differ-
ence in pathogenicity.62

Other miRNAs have been shown to be downregulated in 
response to less pathogenic bacterial strains. miR-125b func-
tions as a negative regulator of the TLR pathway in the absence 
of pathogen64 and directly targets TNF-α. In Mycobacterium, 
the non-pathogenic M. smegmatis induced low levels of miR-
125b and high levels of TNF-α in human macrophages, 
whereas pathogenic M. tuberculosis activated high levels of miR-
125b and low levels of TNF-α, indicating that miR-125b is a 
key regulator of the host inflammatory response during patho-
gen infection.80 Furthermore, patients with latent M. tubercu-
losis infection expressed lower levels of 17 different miRNAs in 
peripheral blood monocytes compared with patients with active 
M. tuberculosis infection. Several of the upregulated miRNAs, 
including miR-223 and miR-451, were implicated in hemato-
poetic differentiation and may thus play a role in granuloma 
formation.81

Finally, the highly conserved let-7 family has also been 
shown to be downregulated in response to infection by 
H. pylori,82 S.  enterica,63 L. monocytogenes,83 and the protozoan 
Cryptosporidium parvum.84 A key target of let-7 is TLR4, the pri-
mary receptor that binds bacterial LPS to activate the host innate 
immune response. Repression of let-7 leads to upregulation of 
both pro-inflammatory and anti-inflammatory cytokines to bal-
ance host immunity and prevent excessive inflammation. In con-
trast to bacterial infection, viruses have evolved to exploit this 
balance. Let-7 expression is upregulated in respiratory syncytial 
virus (RSV) infection, which results in a decrease in antiviral 
cytokine response.85

sRNAs in Viral Infection to Modulate Host Function

Viruses are dependent on the host for their own replication 
and use a variety of RNA-based mechanisms to manipulate host 
gene expression and function. For example, double-stranded 
RNA (dsRNA) molecules are often produced as replica-
tion intermediates during viral infection. Depending on their 
nucleotide length, dsRNAs can induce host RNA interfer-
ence (RNAi) or a type I interferon (IFN) response, resulting 
in restricted viral replication or host cell death, respectively.86-89 
Many viruses produce proteins that exhibit RNA silencing sup-
pressor (RSS) activity to facilitate adaptation to innate antiviral 
responses.90 The RSS proteins Tat, NS1, and VP35 in human 
immunodeficiency virus type 1 (HIV-1), influenza A, and ebola 
virus, respectively, all feature RNA binding domains that block 
RNAi and the type I IFN response by binding to long (>30 nt) 
dsRNA, unprocessed and mature miRNAs, and siRNAs, to 
shield these reactive RNA species from the host dsRNA sensing 
proteins (RIG-I and MDA5) and the RNAi processing Dicer/
TRBP/PACT complex.91-95

Human adenovirus (AdV), which causes upper respira-
tory infections, has evolved an alternative strategy to block the 
RNAi pathway via saturation of RISC with very abundant and 
highly structured virus-associated (VA) sRNAs, VA1 and VA2, 
produced as late virus transcripts. Some VA sRNAs have been 

syringae flagellin-derived peptide and induces miR-393a expres-
sion to modulate auxin signaling and plant immune defenses.58

miRNAs play a critical role in regulating both innate and 
adaptive immune responses against various pathogens. Two key 
host miRNAs, miR-146 and miR-155, were found to be strongly 
upregulated from a panel of ~200 miRNAs following stimula-
tion by lipopolysaccharide (LPS), a cell wall component of gram-
negative bacteria and activator of innate immunity, in human 
monocytes.59 miR-146 has since been found to be upregulated in 
response to multiple pathogens, including Helicobacter pylori,60 
Listeria monocytogenes,61 F. tularensis,62 and S. Typhimurium.63 
miR-146 upregulation is dependent on NFκB, a key transcription 
factor that regulates practically all aspects of the innate immune 
response, including synthesis of the pro-inflammatory cyto-
kines TNFα and IL-1β, and regulation of immune cell migra-
tion. Interestingly, TRAF6 (TNF receptor-associated factor 6) 
and IRAK1 (IL-1 receptor-associated kinase 1), two components 
of the Toll-like receptor 4 (TLR4) signaling pathway that act 
upstream of NFκB, were found to be targets of miR-146a, sug-
gesting that miR-146a functions in the negative feedback regula-
tion of TLR signaling in order to ensure appropriate strength and 
duration of the innate immune response.59

miR-155 can be stimulated by both bacterial and viral anti-
gens, including LPS,64-66 peptidoglycan through the intracellular 
NOD pathway,67 and nucleic acids, such as poly(I:C) and hypo-
methylated DNA.65 miR-155 has been shown to play a prominent 
role during infection by H. pylori, a gram-negative bacteria esti-
mated to chronically infect the gastric mucosa of half the world 
population. Gastric mucosa samples from H. pylori-infected 
human and mouse systems were found to exhibit elevated lev-
els of miR-155, and miR-155 knockout mice were incapable of 
controlling an H. pylori infection.68,69 miR-155 upregulation was 
shown to be dependent on the H. pylori virulence factors vacu-
olating toxin A and γ-glutamyl transpeptidase, as well as LPS.70 
In addition, other miRNAs, including miR-21, the miR-371–
372–373 cluster, and miR-223 have been implicated in H. pylori 
infection.71,72 High levels of miR-223 in serum have also been 
found to be a reliable indicator of sepsis.73

miR-155 is proposed to fine tune inflammatory cytokine pro-
duction through negative feedback loops by targeting TAB2,66 
FADD (fas-associated death domain protein), IKKε (IκB kinase 
ε), and Ripk1 (receptor-interacting serine-threonine kinase 1).64 
miR-155-deficient dendritic cells exhibited impaired ability in 
antigen presentation and T cell activation, suggesting its involve-
ment in bridging innate and adaptive immunity.74 Mice lacking 
miR-155 displayed loss of vaccine efficiency upon infection with 
S. Typhimurium,74 prolonged colonization of Citrobacter roden-
tium in the gastrointestinal tract,75 and deficient CD8+ T  cell 
response to L. monocytogenes infection.76 miR-155 was shown to 
restrict Th2 but not Th1 lineage commitment after CD4+ T cell 
activation,74,77 and is also required for the differentiation and 
proliferation of regulatory T helper cells, which function to self-
limit the immune response.78,79 Two subspecies of F. tularensis 
were shown to exhibit differential regulation of miR-155. miR-
155 expression is strongly induced by the low virulence F. novo-
cida, but remains mostly unchanged in the highly-virulent 
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sRNAs in lytic viruses,96 the majority of viral siRNAs represent 
less than 1% of the total pool of sRNAs in host cells. Recent 
deep sequencing analysis has led to the discovery of low abun-
dance sRNAs in mammalian cells infected with dengue virus, 
vesicular stomatitis virus, polio virus, hepatitis C virus, and West 
Nile virus, thus opening new avenues for development of RNA-
directed strategies aimed at containing viral infections.103

Influenza
The genomic 3′ and 5′ ends of the eight genome segments 

of influenza viruses have long been considered to have no role 
in virulence and were neglected in traditional Sanger-based 
sequencing. Recently, a deep sequencing approach was used to 
identify influenza A virus-derived small viral RNAs (svRNAs) 
produced in infected host cells.104 These svRNAs were found to 
be 22–27 nt in length and corresponded to the 5′ end of each of 
the viral genomic RNA segments. Synthesis of svRNAs required 
viral RNA-dependent RNA polymerase, nucleoprotein, and the 
nuclear export protein NS2. Depletion of svRNAs produced a 
significant loss of viral RNA in a segment-specific manner.

Influenza infection also induces host miRNA responses in a 
strain-specific manner. Eighteen miRNAs in the mouse transcrip-
tome have been found to be differentially expressed in response to 
infection with the highly-virulent 1918 H1N1 influenza A virus 
compared with infection with a low pathogenicity H1N1 virus.105 
Gene ontology analysis was used to identify several pathways that 
inversely correlated with pathogenicity, including miR-200a, a 
modulator of the JAK-STAT pathway that maintains the integ-
rity of the lung epithelium, and miR-223, a negative modulator 
of neutrophil activation. This differential regulation of miRNA 
expression may contribute to differences in viral strain pathoge-
nicity, and more specifically, to the extreme virulence of the 1918 
H1N1 virus.

Other studies have found miRNAs that are common to mul-
tiple strains of influenza infection. One of the miRNAs thought 
to be involved in the influenza virus replication cycle is miR-
146a, described earlier to be upregulated in response to LPS. 
Inhibition of miR-146a significantly increased viral propaga-
tion.106 Another host miRNA, miR-451, which regulates a subset 
of proinflammatory cytokine responses, is elevated in influenza-
infected lung dendritic cells. Dendritic cells treated with RNA 
antagomirs directed against miR-451 secreted elevated levels 
of the cytokines IL-6, TNF, CCL5/RANTES, and CCL3/
MIP1α107, suggesting that influenza infection has adapted to 
the host miRNA machinery by inducing a miRNA that nega-
tively regulates dendritic cell cytokine production and the host 
immune response.

Viral sRNA mechanisms during plant infection
Viral pathogens are also targeted by the RNA silencing 

machinery in plants, leading to the accumulation of viral-derived 
siRNAs. These siRNAs constitute part of the antiviral defense 
mechanisms in plants. However, viruses can also hijack the 
plant RNA silencing machinery and express viral-derived siR-
NAs to target and downregulate host transcripts, contributing 
to infection. For example, the siRNA sRCC1 from cauliflower 
mosaic virus (CaMV) has been shown to promote cleavage of the 
Atlg76950 transcript during infection of Arabidopsis.108 A siRNA 

suggested to act as miRNAs to suppress host mRNA transla-
tion.96 VA1 and VA2 are indispensable for AdV replication, 
since deletion of both regulatory elements leads to cessation of 
virus production.96 Primate cells infected with the γ-herpesvirus 
Epstein–Barr virus (EBV) express large amounts of two sRNAs, 
EBER1, and EBER2, which can functionally substitute for the 
VA sRNAs in the lytic growth of AdV serotype 5, although there 
is no sequence similarity between the VA and EBER sRNAs.97 
These studies demonstrate that highly-structured viral RNAs 
like VA1/2 and EBER1/2 function as RSSs that competitively 
inhibit processing of host and virus dsRNAs by Dicer.

Another mechanism used to subvert the host is the expres-
sion of viral miRNA orthologs to manipulate host signaling 
pathways, first observed in EBV.98 Viral miRNAs have since 
been identified in many DNA viruses, including all three her-
pesvirus subfamilies, polyomavirus, adenovirus, and in a bovine 
leukemia retrovirus.99 For example, Kaposi sarcoma-associated 
herpesvirus (KSHV), the causative agent of primary effusion 
lymphoma, encodes 12 miRNA genes. Viral miRNAs designated 
KSHV-miR-K11–12 were found to share 100% seed sequence 
similarity with miR-155, a host miRNA critical for host immune 
response to infection. The 3′ UTR of the transcriptional repres-
sor BACH-1 has been validated as a specific target of KSHV-
miR-K11–12 and miR-155. In cells expressing both miRNAs, 
BACH-1 protein levels were decreased. Additionally, transcript 
expression profiling identified 66 genes that were commonly 
downregulated in cell lines stably expressing either KSHV-
miR-K11–12 or miR-155, illustrating that viruses can highjack or 
mimic host regulatory factors to optimize the host environment 
for pathogen replication.100

HIV
The retrovirus HIV-1 also encodes siRNAs and miRNAs 

that restrict accumulation of viral cytotoxic proteins to ensure 
the prolonged host fitness necessary for successful completion 
of the virus replication cycle. The viral miRNAs originate from 
structured regions in the viral RNA genome, such as the RNA 
packaging signal that triggers Drosha/Dicer processing or anti-
sense transcripts produced from 3′ UTRs. Suppression of viral 
siRNAs by antagomirs significantly stimulated virus production, 
thus validating their role in modulation of virus gene expression 
and possibly, establishment of HIV-1 latency. A specific HIV-1 
siRNA was shown to play a dual role by targeting host tRNA 
during protein synthesis. Reverse transcription (RT) initiation of 
the HIV-1 genome requires specific host tRNAs, tRNALys3, and 
tRNALys5a, that serve as primers for HIV RT Polymerase. The 
levels of tRNALys were reduced by 95–99% in HIV-1 infected 
cells, which slows down host protein synthesis and metabolism, 
processes associated with establishment of persistent HIV-1 infec-
tion. This tRNALys reduction was found to stem from dsRNA for-
mation between the HIV-1 primer binding site and host tRNA.101 
Interestingly, miR-29a has also been shown to inhibit HIV-1 pro-
duction by targeting the 3′ UTR and enhancing viral mRNA 
association with RISC and P bodies,102 illustrating that the host 
also employs sRNA-based strategies to defeat pathogen infection.

With the exception of the AdV VA1/2 and EBV EBER1/2 
sRNAs, which can constitute up to 80% of total Dicer-associated 
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tertiary structure containing stem/loop architecture. To examine 
sRNA structure, our team is currently using SHAPE (selective 
2'-hydroxyl acylation analyzed by primer extension) to analyze 
the secondary structures of sRNAs identified from ultra high-
throughput sequencing of Yersinia and Burkholderia pathogen 
transcriptomes. In SHAPE, the reactivity of the 2'-hydroxyl group 
in sRNAs is monitored by chemical mapping to measure the 
dynamics and solvent exposure of local RNA structure. Single-
stranded or flexible RNA regions will have high 2'-hydroxyl 
reactivity, whereas RNA stem structures engaged in base pairing 
have lower reactivity. We expect this type of information will be 
invaluable for in vitro modeling studies with small molecules to 
analyze sRNA stability and identify potential chemical scaffolds 
or inhibitory RNAs that can bind and inhibit sRNA functions.

The potential development of new therapies for infectious 
disease using RNA-based strategies has attracted the attention 
of biotechnology entrepreneurs, especially in the siRNA arena. 
There have been a growing number of clinical trials based on 
siRNAs,116,117 which involve delivery of siRNAs to target tissues 
for treatment of such disorders as macular degeneration and vari-
ous cancers. As with any novel strategy for drug development, 
there still remain technical challenges that need to be overcome, 
including minimization of off-target effects (OTE) and sys-
temic delivery of siRNAs in the body. Nevertheless, the research 
momentum in sRNA identification and functional analysis rep-
resents promising high-value potential for translating fundamen-
tal bioscience discovery into therapeutic treatment. The overall 
promise of sRNAs as a powerful new approach to induce specific 
inhibition of gene expression has generated enormous enthusi-
asm and hope in the biomedical community that sRNA-based 
therapeutic treatment of disease can become a reality in the near 
future.
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from CMV-Y satellite RNA mediates cleavage of CHLI tran-
script, leading to yellowing symptoms in infected tobacco plants 
by impairing chlorophyll biosynthesis pathway.109,110

Another category of infectious nucleic-based particles are 
viroids, single-stranded RNAs ranging from 250 to 400 nt that 
encode no protein product and can infect crops.111 Viroids fold 
into sophisticated RNA structures and manipulate host factors 
to replicate and travel inside the host plant.112-114 There are two 
viroid families: (1) Avsunviroidae, which has branched secondary 
structures and replicate in the chloroplasts, and (2) Pospiviroidae, 
with rod-like secondary structure and replication in the nucleus. 
Symptoms of viroid infection include growth stunting, leaf epi-
nasty and deformation, fruit distortion, stem and leaf necrosis, 
and plant death. Recent studies suggest that viroids can generate 
siRNAs of 21–24 nt in the host that target and direct the cleavage 
of reporter genes or host genes in a sequence-specific manner.115 
This post-transcriptional RNA silencing effect may be the under-
lying mechanism of viroid pathogenicity.

Conclusions

In the last decade, research in sRNA identification and func-
tional analysis has begun to reveal a previously hidden regulatory 
layer in the already complex gene networks that control cellular 
function and behavior. As discussed in this review, sRNAs have 
been shown to act as regulators of pathogen virulence and host 
immunity, suggesting the possibility that inhibition of key sRNA 
folding or target mRNA interactions can be developed as the 
basis of novel anti-infective strategies.

Many fundamental questions on sRNA biology remain 
to be answered. For most sRNAs, the exact cellular func-
tion and downstream mRNA targets remain to be elucidated. 
Experimental efforts to determine cellular function of sRNAs 
are time-consuming and labor-intensive, while bioinformatics 
prediction of target mRNAs remains largely unreliable due to 
the imperfect complementarity between the sRNA and mRNA. 
Experimental strategies that utilize Hfq co-immunoprecipitation 
may improve the process by stabilizing sRNA:mRNA pairs for 
direct isolation of mRNA targets. Given their ~50–450 nt length, 
it is likely that bacterial sRNAs assume a defined secondary and 
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