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HE CHARACTER OF biological warfare is currently un-

dergoing a substantial change. This change derives
from 2 parallel developments: one in society, the other in
science. First, biological security threats are moving from
the realm of weapons of mass destruction to the domain of
information warfare, where small-scale, targeted attacks may
still have a massive psychological impact. The COVID-19
pandemic has shown us how effectively fears of infection can
close down societies, sow mistrust among allies, and create
political turmoil. Future biological wars may use the same
dynamics to inflict shock and confusion upon the enemy by
the mere threat of mass casualties, thereby circumventing
several previous limitations of biological warfare."? Second,
rapid developments in the field of synthetic biology may
broaden the repertoire of bioweapons, enabling tactical ver-
satlity and more precise attacks. Preparedness to defend
against biological attacks must keep pace with these develop-
ments, taking into account not only defense against disinfor-
mation but also the need to rapidly mobilize resources at the
frontline of molecular biology. Better preparedness calls for
closer collaboration between frontline civilian scientists and
national security establishments to build rapidly scalable net-
works of expertise and infrastructure for medical intelligence.

FroMm WEAPONS OF MAss DESTRUCTION
TO WEAPONS OF Mass DisrurTION

In the 21st century, large-scale political conflicts will not be
limited to armed struggles but will encompass all of society.
Battles of psychological influence will escalate, while iso-
lated kinetic warfare may become a rarity.” What is and
what is not war will be increasingly difficult to say. What is
the place for biological warfare in this future battle of the
narratives, often occurring in the gray zone between peace
and war?

The COVID-19 pandemic has taught us that the threat
of a serious health crisis may have a severe impact on
democratic nations.* Fears of a health crisis can tip an
entire society into turmoil,” in turn opening several other
vulnerabilities. For example, an outbreak of infec-
tious disease can push people to work and live in the
digital sphere where they will be sensitive to cyberattacks
and technical breakdowns.®” It is becoming clear that a
biological attack, however small, may still reach effects at
the strategic level by shifting the target for biological
weapons away from military contingents toward the
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whole of society.® To achieve authenticity and deliver a
sustained psychological effect, a limited attack may nev-
ertheless require a foundation in real-world events of a
shocking nature. Taking this into account, the strategic
success of future biological attacks in gray zone conflicts
depends on the extent to which they:

* Have a linked information war objective, including a
broad set of possible aims, such as distracting from the
suppression of opposition movements in the attacker’s
homeland or toppling the government of the target
nation

e Trigger worries of massive spread, stressing the im-
portance that the pathogen appears highly contagious,
even if that is not the case

e Instigate fear of severe disease or death, suggesting
that truly lethal agents may be used or that the young
will be targeted in order to maximize fear; fear of
infection could also limit in-depth scientific inves-
tigations as to the cause, mechanism, and origin of
disease

¢ Prevent traceability back to the attacker, with clouded
origins and deniability being used to sow fear for new
outbreaks; an unknown origin is also useful for cre-
ating a sense of lost control in the target population,
while inspiring conspiracy theories directed toward the
target nation’s institutions

* Maximize the element of surprise, to circumvent any
countermeasures from the target nation; the element
of surprise may not be limited to the time and location
of an outbreak but may also include the use of exotic
or synthetic biological agents and unexpected routes of
delivery

* Be psychologically impactful, to deliver maximum
effect on the media landscape; ways to achieve this
may be to target public events with a high degree of
media coverage or target public figures

* Be small-scale in factual nature, to avoid spreading
pathogens back to the attacker and their allies; this
effect may be achieved by counting on effective coun-
termeasures from the target state or using sophisticated
biotechnology

CIRCUMVENTING THE OBSTACLES
OF Past BrorLogical. WARFARE

Due to its targeted mode of operation, future biological
warfare in the gray zone may circumvent most of the ob-
stacles that prevented bioweapons from reaching strategic-
level effects in the past."*®

First, large-scale production and deployment of biolog-
ical agents may no longer be needed. Deployment on a
massive scale to reach tactical effect on the battlefield used
to require that weaponized agents were environmentally
robust. They also had to be paired with a delivery system
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that could provide large-scale exposure." This factor made
it challenging to keep bioweapons programs secret and
also demanded considerable infrastructure investments.
In contrast, because even small outbreaks can now reach
effects at the strategic level, future bioweapon production
facilities can easily be nested in industrial or academic
molecular biology laboratories as long as these facilities are
not open to international scrutiny.’

Second, the armamentarium of biological warfare will
broaden its repertoire of useful biological agents.'® Most
classic programs of biological warfare have been largely
restricted to natural pathogens, with the efforts of the Soviet
Union near its end a well-known exception.'" This has
limited the range of agents to a handful of pathogens,
against which countermeasures could be extensively plan-
ned. This limitation, however, is now being offset on a
grand scale by ongoing developments in biotechnology.'?
Infectious agents and animal cells can now be built from
scratch in research laboratories.'”> Every year, the full ge-
nomes of more and more bacteria and viruses are sequenced
and published. The biotech toolbox is increasing, not least
with help from CRISPR/Cas9 technology, allowing us to
change the DNA of living organisms, including patho-
gens.'* The increasing capacity to navigate big data via
machine learning could also make genetic manipulation
of pathogens more effective.'” The purpose of such ma-
nipulation could be wide-ranging and include obvious
improvement of weapons capacity such as increased trans-
mission rate and enhanced virulence, toxin production, or
resistance to antibiotics or vaccines. However, manipula-
tion may be even more far-reaching and include the in-
troduction of mutations that allow a jump from animal to
human host or nucleic acid sequences that code for peptides
with subtle, nonlethal effects, such as mimicking common
benign but incapacitating diseases. It may even be feasi-
ble to construct functions for delayed presentation of
symptoms, allowing broad dissemination from the point of
transmission, so that victims will seek medical care at an
array of dispersed medical facilities. Such a multipronged
attack would make quarantine and other efforts for a co-
ordinated crisis response difficult.

Third, self-protection on a large scale may no longer be
needed. The use of classic bioweapon pathogens has rested
on the condition that they must be treatable or preventable
for the troops of the attacker."? Keeping outbreaks small
and targeted may circumvent this issue. Furthermore, using
agents with a high lethality and morbidity would typically
facilitate limitation because victims will die or be hospi-
talized in isolation before the pathogen has had time to
infect a large number of people. Notably, the shock effect of
a highly lethal, but easily containable pathogen can be
enhanced by concomitant spread of a more benign and thus
more transmissible variant of the same pathogen, from
which the need for self-protection is not very high. Recent
progress in synthetic biology may also radically facilitate the
limitation of an outbreak. While debated as to its feasibility,
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it cannot be excluded that the increasing availability of data
on human genetic variation may allow specific targeting of
individuals or specific ethnic groups based on their geno-
types.'® Specific genetic targeting methodology could also
be useful for targeting crops or livestock, which are often
nation/culture specific and relatively genetically homoge-
nous. Other ways to limit an outbreak could be by engi-
neering the DNA of a pathogen in ways that would restrict
its replication to only a certain number of cycles or to
certain environmental conditions.'” As an additional safety
mechanism, an attacker may prepare for large-scale vaccine
production against the applied pathogen. The COVID-19
pandemic has shown that vaccines can be produced at a
rapid pace. Ironically, if the attacker can escape attribution
while providing a timely vaccine to the world, the attacker
may also succeed in creating positive publicity for its side in
a conflict.

The factors previously listed all contribute to dissolving
friction points that previously made biological war difficult
to operationalize. However, at least one factor remains
that may keep its role as a deterrent against biological at-
tacks: their moral reprehensibility, especially when directed
against civilian targets. This deterrent may even be en-
hanced in a modern battle of the narratives. Pragmatically,
this means that if a biological attack is ever planned, it is
more important than ever to make sure that someone else,
or no one at all, gets the blame. Sowing confusion as to the
origin of an instigated disease outbreak could be key to
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strateglc Success.

TuEe THIickENING Foc orF BrorLogicar War

Carl von Clausewitz, the father of modern strategic military
thinking, used the metaphoric fog of war to characterize the
uncertainty and confusion surrounding battle.'” Nowhere
has this confusion been more prominent than in today’s
conflicts, with an increasing use of nonmilitary means of
warfare, often difficult to discern from criminal activity,
recreational hacking, or accidental events. Attribution—
finding out who is behind biological attack—will probably
be challenging in the future.”® Some of the main reasons
attribution will be challenging:

* The global financial biotech sector is growing rapidly,
with many actors, large and small, having complicated
ties to each other, to governments, and to academia.

* While information flows freely online, the trend toward
open science makes it mandatory for scientists to deposit
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more and more data,

such as genome sequences in
open archives, free for any bad actors to grab.

e Setting up new technology platforms is becoming less
expensive every year, primarily because the costs of ge-
nome sequencing, DNA synthesis, data analysis, and data
storage are going down. The capacity to create now lethal
strains of pathogens are currently available at most major

universities around the world.
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* More and more sophisticated delivery systems increase
the possibilities for covert action. New possibilities
within the fields of nanotechnology and small auton-
omous vehicles may broaden the repertoire of vectors
beyond what is available today.?***

* The community of bad actors is increasing in com-
plexity and is no longer limited to rogue nation states
but also includes private security contractors, criminal
groups, and terrorist groups, all of which may act in
concert or in parallel.

That accountability and attribution can be made difficult
by shifting bioweapons production from the government to
the private sector is well illustrated by the South African
apartheid-era Project Coast, where several private compa-
nies were used as cover for the production of biological and
chemical agents.”> Today’s global economy, where inter-
national biotech companies are becoming increasingly
connected with large academic research institutions and
with government agencies, provides near-perfect conditions
for actors who want to hide biological weapons develop-
ment under the cover of innocent-looking (dual-use) bio-
medical research.'® Notably, one may have to anticipate
that future antagonists may be a blend of states and non-
state actors using biological threats to pursue agendas that
may not even be political—similar to developments in the
field of cybersecurity where bad actors are often nongov-
ernmental and work for profit.

FuTUuRrRE B1ODEFENSE REQUIRES INCREASED
CrviL—MILITARY SYNERGY

How should democratic societies best prepare for the bleak
future outlined in this paper? Further work to improve
compliance to the Biological Weapons Convention by
better mechanisms for regulation of dual-use technology
is laudable.”® However, societies must look beyond tra-
ditional means of biodefense such as biosurveillance and
stockpiling vaccines, drugs, and personal protective equip-
ment. In a future where sophisticated biology will be
combined with information warfare, medical intelligence
will be critical®” because (1) high-resolution and updated
assessment of the biotechnological capacity among antag-
onists will be vital to deny attackers the element of surprise
and (2) we will need frontline research expertise and in-
frastructure to produce solid data to counter disinforma-
tion. Finally, large-scale datasets on pathogens, such as their
genome sequences, will prove vital for rapid production of
countermeasures.

As a civilian health professional, I suggest that an up-
dated biosecurity strategy for democratic societies should
include at least:

* Information countermeasures that can defend against
damaging narratives appearing alongside a biological
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attack. Considering the inevitable polarity between free-
dom of speech and information campaigns, public mes-
saging must be carefully performed, preferably leaning
heavily on well-validated and updated medical data.

* Rapid deployment of next-generation sequencing
technologies to genetically characterize emerging threats
and facilitate attribution.”® This requires scalable lo-
gistics for rapid and extensive sampling of the popu-
lation, where field investigation teams are linked with
first-class molecular biology facilities.

* Rapid postmortem investigations of deaths from sus-
pected new biological threats. The purpose of this is
not only to sample potential pathogens, but also to
characterize how new agents injure and kill—knowledge
that is critical for treating victims that are still alive.””

*® Secure data transmission and storage, and computa-
tional capacity that can rapidly be scaled up to analyze
vast amounts of biological data. This should include a
rapid and secure system to funnel data to producers of
vaccines and other countermeasures.

* A closer collaboration among government, the defense
sector, healthcare providers, the commercial biotech
sector, and medical research institutions. It would be
advantageous to draft plans and financial contracts that
regulate this collaboration in peacetime, to be activated
later in times of crisis. In the recent launch of the Eu-
ropean Health Emergency Preparedness and Response
Authority, the civil-military axis in such collaborations is
strikingly absent, at least according to open sources.”

* A constantly updated pool of expert scientists and
healthcare professionals that can be pulled into service
when required. This indicates the need for security-
cleared civilian experts who are regularly trained to
mobilize in times of crisis—essentially a core of aca-
demic reservists.

Finally, a word of warning: when entering a new era of
increased preparedness, it is essential to maintain a balanced
approach. A hypervigilance among government agencies to-
ward biological threats can be a vulnerability in itself, carrying
the risk that small natural outbreaks of benign pathogens will
trigger massive lockdowns, which hamper other elements of
defense, prove financially costly, and risk attenuating the re-
sponse once a real threat emerges. Finding out fast and with
high precision what exactly caused a set of suspicious deaths or
a disease outbreak before it becomes clickbait and fuels hys-
teria will be critical. Ramping up medical intelligence efforts
to include frontline methods and top expertise in molecular
biology is thus of paramount importance.
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