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The assessment of smart city
information security risk in China
based on zGT2FSs and IAA method

Hui Zhao, Yiting Wang™ & Xin Liu

The continuous expansion of the construction scale of smart city has reconstructed the urban
information pattern. How to maintain the stability of information security while giving full play to the
role of information sharing is a practical problem that must be solved for the sustainable development
of smart city. Based on the information ecology theory, this paper construct the smart city information
security risk evaluation system from six aspects. Then, zGT2FSs is established based on type-2 fuzzy
set theory and IAA method, which fully considers the internal and external uncertainty of expert
decision-making. According to the calculation results, the key influencing factors of information
security risk of smart city are analyzed to provide suggestions and guidance for the formulation of
information security control in the process of smart city construction in China.

Smart city deeply integrates emerging technologies such as big data, cloud computing and Internet of Things
with urban construction!?, which is conducive to the sustainable development of urban economy, society and
environment, and at the same time, it has greatly changed the information pattern of smart city>*, causing
multi-angle impact on information security. For example, in the process of building smart city, there exists
security risks such as hackers attacks and the lack of awareness of network security protection®~’. The Chinese
government attaches great importance to the construction of smart city in urban development and governance.
Vigorously promoting the construction of new smart city has become the strategic direction of China’s urban
development®’. In the context of the massive urban data collection required for the prevention and control of the
world’s COVID-19, how to identify the key influencing factors of information security risks in smart city while
giving full play to the great role of information sharing, collaboration and integration, and how to formulate
and improve relevant policies to maintain information security and stability are practical problems that must be
solved for the sustainable development of smart city.

Smart city aims to integrate all subsystems of the city by using advanced information technology and operate
the city in a smarter way'’. Compared to digital city, smart city empathizes people’s subjective feelings, like care
applications for the health emergency management and the vulnerable groups'’, etc. At the technical level, smart
city apply and integrate the latest information and communication technologies such as Internet of things and
cloud computing, gathering many aspects of urban development such as sustainable, innovative and availability,
and pursuing integration of ICT in transportation systems and many other systems in urban construction'?; At
the level of urban governance, smart city emphasize participatory governance, focusing on relationship between
urban residents and local government by expanding the investment scale of human and social capital'®; At the
target level, smart city aim to realize the wisdom of urban governance, public services and people’s life'*>.

At present, the academic research on smart city information security risks can be roughly divided into three
categories: risk connotation, risk measurement and information security countermeasures. The risk research
methods that have been applied to information security include Random Forest'®, DEMATEL"’, Bayesian
Network'® and so on. Felipe' proposed nine aspects of information security for smart city systems, including
information access, information tracking, and cross-access, focusing on information security issues and coun-
termeasures in the planning and implementation phases of smart city construction. Moch proposed a point of
insightful view that in the process of smart city construction, local governments need to focus on the safety and
security of urban planning, services and decision-making, which also requires the joint efforts of both urban
residents and the government®®. Wang Yin*! believed that the key reason for frequent smart city information
security problems in China is that the construction is immature. In addition, due to the integration of technol-
ogy, governance, manpower, external economy, society, ecological environment and other factors in the process
of building a smart city, a large number of complex problems would arise?. The development and construction
of smart city projects must go through the technology, safety and convenience evaluation and reach the target
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Figure 1. Different representations of temperature by Boolean logic (classic logic), T1 FSs and IT2 FSs.

before acceptance, and the project construction should be based on planning, development and maintenance
of land system, so as to ensure the balanced utilization of land in urban construction”?*. Among the existing
research results, most risk studies are only considered from the perspective of information technology risks,
and the results of holistic analysis from multiple angles are few. Moreover, the uncertainty in decision-making is
seldom considered when determining the indicator weight, which includes the inter-uncertainty when experts
make decisions, and the intra-uncertainty when experts make decisions on the same object at different times.

Higher order fuzzy logic systems such as interval type-2 fuzzy logic systems have been shown to be very well
suited to dealing with the large amounts of uncertainties present in the majority of real world applications®*?.
Type-2 fuzzy set (T2 FSs), as a three-dimensional fuzzy set, has a better ability to measure fuzziness than type-1
fuzzy set (T1 FSs) in two-dimensional space. Inter and intra uncertainties can be identified and modeled using
the different degrees of freedom of type-2 FSs, thus providing a clear representation and separation of these
individual types of uncertainty present in the data®’-*. ZSlice method of T2 FSs reduce both the complexity
and the computational requirements for general type-2 fuzzy logic systems. As well as IAA method based on
zSlice-based general type-2 fuzzy sets (ZGT2FSs) can well measure the inter and intra uncertainties in decision
making and make the evaluation process more accurate and comprehensive®.

In this paper, information security risk assessment system of smart city is established based on the information
ecology theory, and IAA method based on zGT2FSs is used to calculate the index weights, providing reference
for the related research and decision-making of information security risk of smart city.

Materials and methods

zSlice-based general type-2 fuzzy sets (zGT2FSs). Type-1 fuzzy sets (T1 FSs) and Type-2 fuzzy sets
(T2 FSs). Classical Logic (represented by Boolean logic) holds that all objects or statements can be represented
by binary terms such as 0 or 1, yes or no, black or white®!. Given the set X, every element in its universe either
belongs to the set X completely or does not belong to X at all, and there is no case where part of it belongs to
X. However, the semantic concepts used in people’s daily communication are often uncertain, and whether an
element belongs to a semantic concept is often a gradual process rather than a sudden change, which cannot be
simply described by the yes and no*>*.

In order to better model semantic concepts, Zadeh® put forward fuzzy set theory (as T1 FSs in this paper).
Compared with classical logic, T1 FSs can better measure the uncertainty of a single user’s understanding of
semantic concepts, which is Intra uncertainty. In 1975, Zadah® put forward the concept of T2 FSs based on T1
FSs. Compared with T1 FSs, T2 FSs are characterized by 3 dimensional MFs, which in turn making T2 FSs a
better ways to solve the high levels of uncertainty®. Different Representations of Temperature By Boolean Logic
(Classic Logic), T1 FSs and IT2 FSs are shown in Fig. 1.

A T1 FSs can be generalized as as set function on a universe X into [0, 1]. MF can be represented by j4(x) and
classic T1 FS can be defined as:
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Figure 2. Membership function of IT2 FSs.

A = {(x, na(x)) |Vx € X} (1)

where X is continues, A can be commonly formalized as:

A= [awators @
where f is union over all x € X.
The T2 FSs can be defined as:
A={(w,p;00w)|Vx € X,Vu e Jx  [0,1]} (3)
Or
A= /xeX /ue]xﬂg(x: ”)/(x’ u) (4)

where J is the primary membership and Jx € [0, 1], 15 (x, u) is the secondary membership corresponding to
each primary membership and 0 < (x, u) < 1.

Interval Type-2 fuzzy sets (IT2 FSs). Interval Type-2 Fuzzy Sets (IT2 FSs) are simplification forms of T2 FSs
which the primary membership is defined as the interval|y, 7|, where y and y represent the different degrees of

membership of x in the lower membership function (LMF) and upper membership function (UMF)
respectively®®¥, we give a sample of membership function of IT2 FSs in Fig. 2.

Thus, a IT2 FS can be presented as:
A= / / 1/ (x, y) 5
xeX Jye [L,yx] (5)

IT2 FSs also can be expressed as:
A={(xA® = [Ax),AW)])Ix € X} ©)

where the mapping A : X — L([0, 1]) is the membership function, A(x) and A(x) represent the LMF and UME
And it is worth noting that L([0, 1]) represents all close subinterval of [0, 1], expressed as:

L([0,1]) = {X' = [, %]|(x, %) € [0,1]*,x <X} )

LME UMF and FOU (Footprint of Uncertainty) can be written as:

UMF = {(x, by),x € X} (8)

LMF = {(x,ay),x € X} 9)

FOU = Uxxsz Uxx[ax,bx] (10)
xeX xeX

GT?2 FSs based on zSlices (zGT2FSs). 1In respect to the set operation of T2 FSs, Karnik present the Vertical
Slices™ to facilitate the discretized point of T2 FSs where at each x exist a secondary membership, and defined
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Figure 3. (a) Front view of a general type-2 set F. (b) Third dimension at x’ of a zSlice based type-2 fuzzy set.

the secondary membership as Vertical Slice. Since this method is intuitive and easy to understand, it has been
widely popularized and applied®**. The vertical slice based on T2 FSs in the universe X can be expressed as:

A= [ m)= [ V fxf<u’>/u}, 0=fe(d) =1 SO an
x'eX xXeX |Juely

On the basis of vertical slice, scholars put forward wavy slices*!, computational geometry approach** and
other methods®.

A zSlice is formed by slicing a general type-2 fuzzy set in the third dimension (2) at level z;, creating an interval
set with height z; in the third dimension (as Fig. 3). A zSlice Z; can be expressed as:

Zi =/xEX/Mi€]ixzi/(x’ui) (12)

Zi :/XGX/uiE[l,’,r,‘]zi/(x’ui) (13)

Zi = {((xi, u), z0)IVx € X, Vu; € [l;,7i]} (14)

where z; = i/I,] <i < I, the notation I means the the number of zSlices. In Eq. (11), a zSlice Ziis equal toa T2
FSs which membership grade 7o) in the third dimension equal z;,0 < z; < L
Specially, when z = 0,

Z =/xex/u,-ejx0/(x,u) (15)
A general T2 FS F is equal to the collection of zSlices:
F= /osislzhl — 00 (16)

In a discrete situation, Eq. (15) can also be written as:

F = ZOSiSI Zi (17)
The MF 1 (') of the zSlice based general type-2 fuzzy set (zGT2FSs)F can be written as:
pi(x') = /,ue]x/ max (z;)/u, Jy € [0,1] (18)
where0 < i < Lug (x’) isa T1FS.

Interval agreement approach (IAA). The academic method research on modeling survey based data
using T2 FSs such as the interval approach (IA)* and enhanced interval approach (EIA)**¢ has made a lot of
progress, but these methods require data preprocessing and specific FSs forms, which makes it difficult for cal-
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Figure 4. Smart city information security impact framework.

culation and operation’’. Wagner (2014)*® proposed a new approach about how uncertain intervals (where there
is uncertainty about the endpoints of intervals) collected from decision-makers or multiple survey participants
over repeated surveys can be modeled using type-1, interval type-2, or general type-2 FSs based on zSlices,
named interval agreement approach (IAA). This method captures and models survey-based uncertainty requir-
ing no data preprocessing and the prior definition of a specified MT type®.

TAA method can effectively reduce the quantity and degree of assumptions. In addition, this method con-
structs nonparametric model based on interval data without determining the specific type of FSs (such as
Gaussian and Triangular)®®!. At same times it can greatly diminish the loss of information when reduce the
higher ordered model*.

In this paper, we focus on modeling more uncertainty intervals from multiple sources, therefore, we only
explain the principle in that case. And it is worth note that we claim all methods were carried out in accordance
with relevant guidelines and regulations, all experimental protocols were approved by the Academic Ethics
Committee of Qingdao University of Technology, Academic Committee of Qingdao University of Technology,
informed consent was obtained from all subjects and/or their legal guardians. IAA method is conducted by
following steps.

Step 1. Generate the IT2 FSs for each source.

1(A) = y1 /UN_ Aprtyn JUNZTUNZL (A NA)+ /(U oy - Uy (A 02N AL)) (19)

where y; = ﬁ And it is worth noting that we employ Eq. (18) independently for all outer and inner endpoints,
create the UMF and LMF of IT2 FSs model.
Step 2. Aggregate IT2 FSs to create a zGT2 FS.

w(A) =21 JUN_ Ay +22/UN ZHUNZE L (An N A )+ 4an /(U - UN (A NN Ay)) (20)
where z; = ﬁ In this step, Eq. (19) is applied twice to get all source-specific UMFs and LMFs resulting in the
UMFs and LMFs of respective zSlices.

The steps above create zGT2FS that provides a model of both intra and inter uncertainty for the given set of
uncertain intervals.

Case study
Problem description. The application of emerging technologies in the construction of smart city fully
integrates data resources and changes the information pattern of cities, leading to significant changes in the
connotation and conformation of information security of smart city, bringing about a multi-faceted impact on
information security (Fig. 4). Information security is the foundation of smart city construction and the guar-
antee of healthy development of it, hence the significance for the information security risk evaluation to ensure
sustainable development. In China, promote the construction of new smart city has become the strategic direc-
tion of China’s urban development®’. With the gradual deepening of smart city construction, the issue of infor-
mation security has become an increasingly prominent focus®. Information security is the foundation of smart
city construction and the guarantee of healthy development of smart city>, which plays a vital role in smart city
system and even national and social stability.

The problem faced by the decision makers in China’s smart city project is to prioritize the dimensions and
application areas separately so that project resources are allocated according to the importance and urgency
of the each application area and the dimension related with it. The application of the smart city concept is
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Figure 5. Smart city information security risk evaluation indicator system.

conceptualized as a MCDM problem and IAA approach with zSlice type-2 fuzzy sets is utilized to solve this
problem.

Smart city information security risk evaluation indicator system. In 1869, Haeckel* put forward
the concept of ecology for the first time, he stated that ecology is the whole relationship between animals, organic
and inorganic environments. Ecology developed rapidly and penetrated into many disciplines after that>-¢!.
Information ecology is a new subject research field which emerged from the intersection of information science
and ecology, existing studies have confirmed the applicability of information ecology theory in information
security system®-%%, Smart city is a typical information ecosystem which covers many elements such as people,
information, technology and institutions. Based on the information ecology theory, we investigate the elements
of smart city information ecosystem and existing security risks, comprehensively analyze the characteristics of
information security risks in smart city according to the roles and influences among the elements and construct
the evaluation indicator system. Through analyzing the literature in recent 10 years and screening the indicators
(details at ESM Appendix I), the evaluation indicator system of information security risk assessment is shown
in Fig. 5.
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Figure 6. Example interval response (where (a) represents a more uncertainty response, (b) represents a less
uncertainty response, (c) shows the uncertain intervals where for the latter each endpoint is itself an interval
(variance)).

Experimental results. Aiming at the information security risk evaluation of smart city, four experts were
selected from different organizations for interview research. The purpose of this study is to provide decision-
making reference for professionals who are responsible for information security risks in smart city. Therefore,
we do not cover all stakeholders of information security risks in smart city in an all-round way, but give prior-
ity to the opinions of the implementation and decision-makers who have a say in the project. The four experts
selected in this paper have more than 10 years of relevant experience in their specific fields in smart city and have
decision-making ability in their organizations.

According to IAA, in order to capture uncertainty during data collection, the survey design in which experts
can express their uncertainty about a given response by specifying an interval, rather than specifying or choos-
ing a crisp point such as on Likert scale. Each decision-makers is asked to provide a variance in each decision
which can be interpreted as the uncertainty of in their answers. In this method, experts’ certainty in their view
denoted by the width of the interval, a narrow interval indicates that experts are sure about their answer, a wider
interval means that they are less certain (as Fig. 6).

In this paper, three repeated questionnaires were conducted for four experts at different 3 times. The contents
of the questionnaires were the same, and a total of 12 questionnaire results were obtained, based on which the
internal and external uncertainties in the expert decision-making process were measured. Each pair of intervals
is calculated according:

p=I[la—wa+ul,[b—ub+u] 1)

where p is the resulting pair of intervals, u is the uncertainty value, and [4, b] is an expert’s opinion.

In order to show the above decision-making process more intuitively, the ellipse drawn by experts from one
of the surveys is summarized in digital form as shown in Table 1.

Next, calculate the intervals according to Eq. (20), the results are showed as Table 2.

Using Eq. (18) with the above intervals (detailed calculations can be found in ESM Appendix II, (2)), results in

7(A) = (1/[0.15,0.90] + y,/[0.20,0.85] + y3/[0.25,0.80]) (22)

w(A) = (11/10.25,0.80] + y2/[0.30,0.75] + y3/[0.35,0.70]) (23)

It is worth noting that the notation 77(A) means the UMF and 1 (A) means the LMF which together com-
pletely describe the IT2 FS A for expert A.

After complete generating the IT2 FSs, we proceed to step 2 to create a zGT2 FS that can representing the intra
and inter uncertainty. According to “Materials and methods”, the secondary membership domain is divided into
4 levels, at membership degrees of 0.25, 0.5, 0.75 and 1, also can be expressas Z; = 1/4 = 0.25,Z, = 2/4 = 0.5,
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Expert A Expert B Expert C Expert D
Indicators Answer | Uncertainty | Answer | Uncertainty | Answer | Uncertainty | Answer | Uncertainty
Mobile internet AP coverage 4-7 0.5 5-6.5 0.2 4-6 1.1 4.5-6.5 |04
Virtualized resource pool 5-7 05 3-6 0.9 4-7 03 55-65 | 0.9
stability
Maturity of smart city applica- 6-8 1 5.8 05 6-9 02 46 15
tion system
Eallure rate of software and 6-9 08 575 15 6-8 05 65-75 |07
ardware
Data theft and falsification 2-7.5 0.5 4-6 0.5 3-6 0.8 2-5 0.2
Developmentlevel of informa- |, ¢ 1.6 4-7 03 5-9 0.5 7-8 0.4
tion industry
Security strategy and manage- | , - 03 35 05 24 02 3.4 0.7
ment
pecurity O&M management | 5 g 05 3-85 |05 25-75 |05 465 |06
Perfection of special emergency 26 02 45 L1 35 06 3.6 03
plan
Incidence of accidents caused
by responsibility and authority >7 04 4-6 0.5 35 09 >-8 0.1
Key personnel controlled 4-6.5 0.8 3-7 0.1 5-6 0.4 4-6.5 0.5
Practitioner intelligence level 6-9 0.2 5-8 0.5 7-8 0.5 6-7 0.3
Anti-virus software coverage 3-6 0.6 4.5-7 0.2 6-7 0.1 4-5 1.5
Access controlandidentity 155 ¢ o5 6-8 05 5-7 03 6-75 |04
authentication
Data encryption and recovery | 7-9 12 6-9 0.6 5-8 0.2 7-8 0.6
Perfegtlon of information 45-5 0.8 36 01 475 04 5.6 0.8
security standards
II}forAmation security legal 34 05 2-5 05 5.6 05 24 07
binding
Publig awareness of information 7.9 1 5.95 02 6-8 03 7-8 15
security
Table 1. One of the expert decision result.
Experts 1st survey 2nd survey 3rd survey
A [[0.15,0.25], [0.75,0.85]] [10.25, 0.35], [0.80, 0.90]] [[0.20, 0.30], [0.70, 0.80]]
B [10.25, 0.35], [0.80,0.90]] [[0.22,0.28], [0.77,0.83]] [[0.31,0.39], [0.76, 0.84]]
C [10.20,0.301, [0.70, 0.801 ] [[0.14,0.261, [0.74, 0.861] [10.35, 0.45], [0.65, 0.75]]
D [[0.34, 0.46], [0.59, 0.71]] [[0.35, 0.45], [0.62,0.72]] [[0.31,0.39], [0.66, 0.74]]

Table 2. Uncertain intervals of one expert conducted from the expert decision result of the indicator security
O&M management level.

73 = 3/4 = 0.75and Zy=1. Equations (24) and (25) give the details of Z, which are calculated using Eq. (19),

and a more detailed view of the calculations can be found in ESM Appendix II.

Z7 = 0.25/((0.33/[0.14,0.90]) + (0.66,/[0.20, 0.85]) + (1/[0.25,0.83]))

71 = 0.25/((0.33/[0.25,0.80]) + (0.66,/[0.30,0.77]) + (1/[0.35,0.76]))

Z5 = 0.5/((0.33/[0.15,0.90]) + (0.66/[0.20,0.84]) + (1/[0.31,0.80]))

7> = 0.5/((0.33/[0.26,0.80]) + (0.66/[0.30,0.75]) + (1/[0.39,0.70]))

Z5 = 0.75/((0.33/[0.22,0.86]) + (0.66/[0.25,0.80]) + (1/[0.35,0.75]))

73 = 0.75/((0.33/[0.28,0.74]) + (0.66/[0.35,0.70]) + (1/[0.45,0.65]))
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Figure 7. IT2 FSs produced with IAA (a) Expert A, (b) Expert B, (c) Expert C, (d) Expert D.
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Figure 8. GT2FSs Zi produced with TAA. (a) Z1 =0.25,(b) Zy = 0.5,(c) Z3 = 0.75,(d) Z4 = L.

ZZ =1/((0.33/[0.31,0.74]) + (0.66/[0.34,0.72]) + (1/[0.35,0.71]))
~i =1/((0.33/[0.39,0.66]) + (0.66/[0.45,0.62]) + (1/[0.46,0.59])) (24)
2221U22UZ3UZ4 (25)

The IT2 FSs and zGT2 FSs based on expert decision results constructed by IAA method are obtained through
the above steps, as shown in Figs. 7 and 8. Figure 7 shows the IT2 FSs created for each of the experts over the
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71=025 |Z,=05 |Z3=075 |Zy=1

UMFs Zr 7y Zz Zz

y =033 [0.14,0.90] |[0.15,0.90] |[0.22,0.86] |[0.31,0.74]
y = 0.66 [0.20,0.85] | [0.20,0.84] |[0.25,0.80] |[0.34,0.72]
y=1 [0.25,0.83] |[0.31,0.80] |[0.35,0.75] |[0.35,0.71]
LMFs 7 7 Zs Zy

y =033 [0.25,0.80] |[0.26,0.80] |[0.28,0.74] |[0.39,0.66]
y = 0.66 [0.30,0.77] |[0.30,0.75] |[0.35,0.70] |[0.45,0.62]
y=1 [0.35,0.76] |[0.59,0.70] |[0.45,0.65] |[0.46,0.59]
Defuzzified 0.5516

Table 3. zSlice details with intervals and associated primary and secondary membership.

Indicator Weight | Relative weight
Mobile internet AP coverage 0.5501 | 0.0532
Virtualized resource pool stability 0.6147 | 0.0594
Maturity of smart city application system 0.6959 | 0.0673
Failure rate of software and hardware 0.7241 | 0.0700
Data theft and falsification 0.4512 | 0.0436
Development level of information industry 0.5278 | 0.0510
Security strategy and management 0.3097 | 0.0299
Security O&M management level 0.5516 | 0.0533
Perfection of special emergency plan 0.4313 | 0.0417
Incidence of accidents caused by responsibility and authority | 0.4007 | 0.0387
Key personnel controlled 0.6567 | 0.0635
Practitioner intelligence level 0.7216 | 0.0698
Anti-virus software coverage 0.5749 | 0.0556
Access control and identity authentication 0.6811 | 0.0659
Data encryption and recovery 0.8005 | 0.0774
Perfection of information security standards 0.5419 | 0.0524
Information security legal binding 0.4775 | 0.0462
Public awareness of information security 0.6294 | 0.0609

Table 4. Indicators weight.

three surveys, Fig. 8 shows the zSlices at the respective secondary membership degrees (zLevels) of 0.25, 0.5,
0.75,and 1.

Repeat the above steps to obtain zGT2FSs corresponding to 18 indicators. The calculation results are sum-
marized in Table 3. Thus, the indicator weights are showed in Table 4.

In order to verify the superiority of the IAA model, we conducted a comparison experiment of EIA and IA
method use the same data of the 4 experts above according** and*, results are shown directly as Fig. 9.

A direct comparison was showed above, it is apparent that the shape of the sets generated by three models
have similarity, illustrates the effectiveness of the IAA method in evaluation. EIA and IA are two classic method
of T2-fuzzistics methodology to obtain IT2 FS models that have already proved by many researches about their
practical and validity®>=%. Through above analysis, it can be known that IAA method models the intra-uncertainty
in the primary membership, inter-uncertainty in the FOU, while EIA/IA method models the intra-uncertainty
in the FOU, and do not capture the interval endpoints uncertainty. Next, the overall results demonstrate supe-
riority of IAA when measuring different types of uncertainty (both inter and intra). EIA/IA combine both intra
and inter-uncertainty in the triangular IT2 FS, different from the IAA using secondary membership to capture
uncertainty across 4 experts, enable the capturing of both crisp and uncertain intervals, minimizing any loss of
information and any assumptions.

Therefore, we summarize the different characteristics of the three methods and the superiority od IAA as:

(1) if the decision come from a single source, which is, the intervals are crisp, IAA generates T1FS while IA
produce IT2 FSs to measure intra-uncertainty based on single or repeated surveys;

(2) if decisions come from multiple sources, which is, the intervals are crisp, [AA generates zGT2 FS to meas-
ure intra and inter uncertainty using primary and secondary membership while IA and EIA produce IT2 FS
combining both types of uncertainty;
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Figure 9. IT2 FSs, EIA and IA using corresponding crisp intervals for each expert (a) Expert A, (b) Expert B,
(c) Expert C, (d) Expert D, (e) Expert A-EIA, (f) Expert B-EIA, (g) Expert C-EIA, (h) Expert D-EIA, (i) Expert
A-IA, (j) Expert B-1A, (k) Expert C-IA, (m) Expert D-IA.

(3) the IAA approach enables the capturing and modeling of uncertain intervals which is currently not directly
possible with the IA/EIA approaches.

Results and discussion

Based on the analysis results, the top 5 critical factors of smart city information security risk are: Data Encryption
and Recovery (0.0774), Failure Rate of Software and Hardware (0.0700), Practitioner Intelligence Level (0.0698),
Maturity of Smart City Application System (0.0673), Access Control and Identity Authentication (0.0659). From
the results we deduct from the survey above, it can be seen that there are 2 index from the top 5 most important
factors belong to the same category which is information security assurance (0.1989). And the rest of categories
can be ranked by importance as information infrastructure (0.1799), information security personnel (0.1720),
information technology (0.1647), information security environment (0.1594) and information management
(0.1250). As the operations results show the rules and characters in the field of smart city information security,
the policy orientation in the real world is also in agreement with it (we would give samples of those situation and
cases in next paragraph), which prove that the methodology proposed in this paper can be used to analysis smart
city information security during the government scientific decision-making process by giving the stakeholders
a importance ranking reference, as they can use in relevant invest or policy-making programs.

In the context of the normalization of epidemic prevention and control, a large amount of data has been made
publicly available to national research organizations in order to enhance epidemic traceability and prediction,
leading to a significant increase in the difficulty of data encryption and recovery processing. Meanwhile, in the
field of software and hardware, Huawei established the most stringent routing WIFI testing laboratory in Wuhan,
2019, gradually expanding its global market share through self-developed technology, and further enhancing
China’s global IT industry position. Further more, as the construction of smart cities continues, the construction
of a new smart city puts forward higher requirements for the technological innovation and concept change of
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smart city practitioners, with a view to realizing the integration of smart city with financial technology, urban
and rural planning, emergency decision-making and other fields. After Equifax and Alteryx data breaches, the
need for authentication to protect privacy is increasing. The Chinese native open source server operating systems
represented by Kylin focus on enhancing identity authentication, executing control mechanism and security
audit’”®, but compared to the high level of security and reliability as it claimed, Kylin also faces problems like
physical memory limits, unknown error occurred after resetting metadata’, etc.

In general, the development of China’s smart city information security technology has achieved certain results,
but still face many challenges. A large amount of foreign technologies and achievements have been applied in the
core construction of China’s smart city, bringing certain supply chain risks. In addition, with the world’s urban
development focusing on carbon emission and carbon neutrality, the construction and development of smart
city have increased the strategic direction of reducing carbon emission, which puts forward new requirements
for scientific and technological innovation and application. With the public attaching importance to the safety
and sustainability of urban construction, the development of smart city in China should actively integrate social
resources, strengthen technology R&D and promotion, truly realize the autonomy and controllability of core
technology, and the refinement and intelligence of urban governance.

Based on the above analysis, we proposed the following strategy suggestions.

(1) Strengthen the top-level design of information security in smart city. Government departments should
conduct overall coordination from the top-level design, formulate all-round information security strategies,
policies, plans and schemes, establish and improve the information security management mechanism of smart
city, to avoid overlapping or blank areas of the functions of participating departments.

(2) Build the smart city information security framework system. Combine the results from this paper above,
optimizing access control is the focus and difficulty of managing information security risks in smart cities. In
the application of smart city data, government should strengthen the security of the operating system, realize
access control and hardware security through identity authentication technology and cloud storage security
technology, to ensure the stability of the security system.

(3) Improve the smart city information security evaluation mechanism. Security assessment can help the
government and relevant departments effectively analyze system risks, master system security status, make
scientific decisions, and improve the level of information security. Combined with the research of this paper,
the government should fully consider the information uncertainty in decision-making, and comprehensively
improve the information security evaluation mechanism of smart city from assets, threats, vulnerability and
security measures.

Conclusion

In this study, we discuss smart city information security risk prioritization problems using zGT2FSs and IAA
method from the point of view of solving the problem of information loss in multi-criteria decision making. The
results show that data encryption and recovery is the most critical factor affecting the smart city information
security risk, and IAA method has apparently better ability to represent multidimensional uncertainty compared
with EIA and IA. In the context of the normalization of COVID-19 prevention and control, it is very urgent to
manage and protect a large number of data resources. As the operations results show the rules and characters in
the field of smart city information security, the policy orientation in the real world is also in agreement with it,
we suggest IAA method is very useful for capturing interval-based (survey) data and uncertainty information in
fuzzy sets models by minimizing any assumptions or loss of information, which can supports crisp or uncertain
intervals setting from multiple sources captured over different surveys. Compared with other MCDM methods
such as VIKOR, TOPSIS, UAT etc., the IT2FSs & IAA method is also more realistic and easier to comprehend
and implement.

However, there are still some deficiencies in this paper. Firstly, we only adopt 4 experts in this paper for
case study, although there are advantages such as adequacy of the small number of decision makers and ease
of application, limited to the computing complexity of high-class fuzzy logic system, the sample size is not big
enough to a certain extent. Secondly, we have not proposed a practical case study from one or some smart cities
in China as samples due to the general model data set limitation. In the future, we would aim to adopt reduct
algorithms and machine learning to optimization computing process, enlarge the group number of experts,
and we are also working on explore practical applications focusing on conducting a web- or mobile-app-based
data collection exercise, which will expand the IAA method to access more representative data and evaluate the
proposed approach in real-world contexts.
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