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Abstract: Drug counterfeits have been an international issue for almost two decades, and the latest
statistics show that fake medications will continue to penetrate legitimate pharmaceutical supply
chains (PSCs). Therefore, identifying the issues faced by PSCs is essential to combat the counterfeit
drug problem, which will require the implementation of technologies in various phases of the PSC
to gain better visibility. In this regard, a literature review was conducted to fulfill the following
objectives: (i) review the application of traceability technologies in various PSC phases to detect
counterfeits; (ii) analyze the various barriers affecting the establishment of a safe PSC and the
critical success factors used to overcome those barriers; and (iii) develop a conceptual framework
and guidelines to demonstrate the influence of traceability technologies and success factors on
overcoming the various barriers in different phases of the PSC. The major finding of this review
was that traceability technologies and the critical success factors have a significant influence on
overcoming the barriers to establishing a safe PSC.

Keywords: pharmaceutical supply chain; traceability technologies; critical success factors; barriers to
a safe pharmaceutical supply chain

1. Introduction

Various management activities, such as sourcing, conventions, manufacturing oper-
ations, marketing, product design, finance, procurement, and all the activities involving
logistics, are involved in the development of supply chain management. The wide range of
activities sometimes results in flawed business processes for pharmaceutical firms, with
issues involving supplier selection, purchasing, warehousing, data accuracy, and the in-
creased complexity and distribution of operations due to their complicated settings. In
recent years, pharmaceutical companies have faced challenges related to the development
and sale of counterfeit drugs, which are significantly affecting the industry. Counterfeit
drugs are fake medicines that resemble authentic medicines, and which are harmful to the
health of a patient. The ineffective management of supply chains by manufacturers and
distributors has allowed counterfeiters and smugglers to evolve rapidly and become very
creative, and excel in producing counterfeit medicines and inserting them into the legiti-
mate supply chains, meaning that many fake medicines go undetected [1]. To counter this
issue, global organizations, such as the World Health Organization (WHO), the European
Union (EU), and the US Food and Drug Administration (FDA), work together to reduce
the spread of this frightening crime to protect the safety and security of patients [2].

Pharmaceutical supply chains (PSCs) are more complex than other types of supply
chains. The main reason is the continuous change in the ownership of medications between
their leaving the suppliers of raw materials and reaching patients’” hands. The absence
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of an efficacious supply from manufacturers and distributors poses threats for firms. For
instance, errors in the manufacturing processes, medical compounds, storage, temperatures,
and distribution tend to make the drugs ineffective and produce adverse side effects or
even death. Counterfeit drugs might have no active ingredients, or they might have some
harmful ingredients, which are toxic when they are administered to a human being. Such
failures of the pharmaceutical firms mean that the consumers pay for products with poor or
no medicinal value, which creates many other issues [3]. Including counterfeit medicines
alongside real ones often delays the treatment period, causes severe side effects, increases
the spread of diseases, and can lead to death [4]. Due to the increasing intensity of the
problem over the years, and with increased competition, the pharmaceutical industry has
adopted methods for countering the issue. As a result, certain potential remedies have been
adopted in the pharmaceutical sector, such as implementing strict regulations, monitoring
cold-chain shipping, implementing price controls for prescription drugs, facilitating supply
chain visibility, and providing a range of serialized mandates [5].

Given the importance of implementing innovative technologies for overcoming supply
chain issues in the pharmaceutical industry, this paper systematically and comprehensively
reviews the literature on traceability technologies for detecting counterfeit medicines and
ensuring a safe PSC. It assesses the application of traceability technologies, barriers to
their implementation, and the critical success factors in various phases of the PSC for
achieving a safe PSC and detecting counterfeits. This assessment has significance for the
industry with regards to traceability technology and the need to develop an adequate
supply chain system.

1.1. The State of the Literature

Yu et al. [6] discussed the issues related to China’s pharmaceutical market and focused
on implementing radio frequency identification (RFID) technologies to enhance the health-
care system, listing associated barriers. Coustasse et al. [7] also reviewed the wide range
of benefits and barriers to adopting RFID technologies and their potential impacts on the
hospital supply chain.

Jaberidoost et al. [8] identified the risks facing the PSC and classified them into
seven main categories from the perspective of manufacturing companies. Kovacs et al. [9]
identified 42 different technologies based on how they are utilized by low- and middle-
income countries (LMIC) to analyze and detect counterfeited drugs. Ab Talib et al. [10]
focused on reviewing the critical success factors in the context of supply chain management
(SCM) and identified the “vital few” and the “useful many” by using Pareto analysis.
Hamilton et al. [11] showcased the technologies being used to rapidly identify and detect
fake medicines, including Sproxil’s Mobile Authentication Service (MAS), which allows
consumers to verify their medications” authenticity at the point of purchase.

Fadlallah et al. [12] discussed and identified the strategies and critical success factors
for effectively fighting counterfeit drugs. Sheikhi et al. [13] identified the key success
factor used to improve the efficiency and effectiveness of the drug supply chain, and the
study summarized that the technology selected, level of information shared, and average
inventory were the main factors that affected overall performance. Mackey and Nayyar [14]
explored the existing and emergent digital technologies that can be used to trace high-value
medications and validate their authenticity. Ding [15] identified the barriers to a range
of potential sustainability measures in PSCs, such as high cost, length of time, ineffective
collaboration and coordination, lack of expertise, and unknowledgeable patients.

De Lima et al. [16] reviewed the anti-counterfeit measures for medicines in the PSC
and classified them into four main areas: inter-organizational processes and policies,
intra-organizational processes and policies, stakeholders’ behavior, and technological
implementation. Silva and Mattos [17] identified the critical success factors for an effective
PSC and prioritized them using the analytic hierarchy process (AHP) to achieve effective
drug traceability. Bottoni and Caroli [18] and Bolla et al. [19] discussed the technologies
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used to check the chemical characteristics of drugs and detect counterfeits in the active
pharmaceutical ingredients (APIs).

Most published review papers have focused on identifying the type of technologies
that are useful for detecting counterfeit drugs for a particular phase of the PSC. Neverthe-
less, other papers have explored factors other than technological implementation which
either contribute to a safe PSC or affect adaption. The review of previous literature indicated
that traceability technologies, success factors, and barriers were not considered together,
and their influences on each other and the phases of the PSC have not been analyzed.

1.2. Review Objectives

This review study integrates and discusses the links between traceability technologies,
critical success factors for overcoming barriers, and the detection and solution of counterfeit
issues, all of which can contribute to a safe PSC, as illustrated in Figure 1.

Critical Success Factors
oo oO® 00

o
Traceability Technologie
[ N N N I‘

Qoo

0,0.0
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Figure 1. Objectives framework.

This research aims to meet the following objectives:

(i) Review the application of traceability technologies in various PSC phases to detect
and solve counterfeit issues;

(ii) Analyze the various barriers affecting the establishment of a safe PSC and the critical
success factors for overcoming these barriers; and

(iii) Develop a conceptual framework and guidelines to demonstrate the influence of
traceability technologies and success factors on overcoming the various barriers in
different phases of the PSC.

The study answers these questions through a literature review that is focused on assess-
ing the key issues related to the development of a safe PSC and the potential problems of the
process, identifying where these problems can be solved using traceability technologies.

2. Materials and Framework
2.1. Review Methodology

The review methodology that we have adopted is similar to that used by Yao et al. [20],
which has been modified to accommodate the purpose of this paper. The review was
divided into three phases, which included the planning of a review in the form of literature
identification and collection, conducting the review in the form of literature categoriza-
tion, and finally reporting the review in the form of literature analysis, evaluation, and
implications, as shown in Figure 2, and explained as follows.

Literature Literature Literature
identification categorization p| analysis,
and collection evaluation and

implications

Figure 2. Review methodology.

2.1.1. Literature Identification and Collection

The literature identification and collection phase comprises three steps, as illustrated
in Figure 3.
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Figure 3. Literature identification and collection.

Step 1: Define the preliminary outline

This paper’s outline was created by defining the phases of a PSC, the main elements
of the review framework, and the areas to be discussed regarding the development of a
safe PSC. The PSC phases were defined through the review of various sources and articles,
drawing on the recurrent concepts and phases of the PSC in different research papers.

The review framework was developed through the identification of the counterfeit
issues faced by PSCs, as shown in Figure 4. Then, we have suggested where the implemen-
tation of traceability technologies might occur across the different phases of the PSC, with
a definition of the various critical success factors necessary for overcoming the barriers to

achieving a safe PSC.
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Figure 4. Review framework.

Step 2: Define the academic sources

The literature search was conducted with the help of library search engines, such as
“Scopus”, “EBSCOhost”, “Science Direct”, “Emerald Insight”, “Springer Link”, “IEEE”,
“Medline”, “Researchgate”, and “Google Scholar”. Other sources were also used to add
more value to the review and strengthen the search results, such as Taylor & Francis Online,
book chapters, and industrial reports.
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Rather than utilize a single academic source, the authors drew on various platforms,
including Springer Link, IEEE, and Medlin, which aided the collection of research articles
and books that discuss the subjects and relevant knowledge in an elaborated manner. Using
all of these search engines ensured a diversified knowledge base that included a range of
relevant concepts, and which strengthened the recognition of critical success factors and
traceability technologies necessary for establishing a safe PSC. All of the aforementioned
databases link to renowned journals and a variety of publications that are relevant to the
usage of traceability technologies and other related safety techniques and measures used
in the PSC. With the help of appropriate keywords, the most crucial papers were found in
each journal and included in this review.

The data related to the subjects were collected in accordance with the research objec-
tives. Relevant data were obtained subject to our quality standards, and we were able to
collect an ample amount of relevant material that met the needs of the research, and which
ensured the delivery of in-depth, accurate findings. This approach was adopted because it
ensured that we were able to pay attention to and collect information appropriate for our
collective interpretation.

Step 3: Identify the keywords

In our search, we focused only on papers and secondary sources that were published
in English. A range of different keywords for the review were identified that could cover
the objectives.

We devised our keywords based on the topic at hand. Specifically, we utilized key-
words that would help us develop a comprehensive and elaborate approach for collecting
data, and which would therefore include all of the relevant elements that were identified in
the review framework according to the subject. Table 1 details the methodology used to
identify and search for the keywords.

Table 1. Identification of keywords.

Keywords Search Strings Databases
1. Traceability technologies to detect Traceability technologies AND Drug
counterfeit drugs in the pharmaceutical counterfeiting detection AND
supply chain Pharmaceutical supply chain Scopus
. . . Barriers (OR risks) AND Drug counterfeiting EBSCOhost
2. Barr1er§ t(:hdetehctmg coultn.terlfelt drugs detection AND Science direct
mthep zirmia'eu rea Pharmaceutical Emerald insight
SUpply cham supply chain Taylor & Francis Online
Spri h
3. Critical success factors for detecting Critical success factors (OR success factors) prm;gg]géearc
counterfeit drugs in the AND Drug counterfeiting detection AND
pharmaceutical Pharmaceutical
supply chain supply chain

The keywords were categorized into two areas. The first area looked into the traceabil-
ity technologies that have been implemented in PSCs to detect counterfeit drugs, while
the other focused on barriers and critical success factors for detecting counterfeit drugs
and ensuring a safe PSC. Different search strings were used with different combinations of
keywords, such as “Traceability technologies AND Drug counterfeiting detection AND
Pharmaceutical supply chain”, “Barriers (OR risks) AND Drug counterfeiting detection
AND Pharmaceutical supply chain”, and “Critical success factors (OR success factors) AND
Drug counterfeiting detection AND Pharmaceutical supply chain”. The words “pharmaceu-
ticals”, “medicines”, and “drugs” have the same meaning and were used interchangeably
to refine the search results. The study dealt with various traceability technologies, and the

focus was on the latest studies over a period from 2010 to 2021.
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2.1.2. Literature Categorization

Figure 5 shows the sub-steps that were used for categorizing the literature. Initially, the
abstract, introduction, conclusion, and the year of publication for each collected research
article were reviewed. The articles with no relevance to any of the review objectives were
excluded. This literature search led to the collection of 1200 research articles, and each
article was classified based on the different topics relating to the predetermined keywords
and the sections of the review framework. Then, the content of the different research
articles that had been gathered from different sources was compared, and duplicate ones
were excluded. The outcome of this step was 220 research articles. Selected research articles
were sorted based on their relation the predetermined phases of the PSC and read carefully
to ascertain whether or not they were properly specialized in topics relating to the forward
supply chain. All of the reverse pharmaceutical supply chain articles were excluded. The
outcome of this filter was the shortlisting of 130 research articles for the final review.

Literature
categorization

Initial search:

1200 papers

Y

Exclusion 1:

220 papers

Y

Exclusion 2:

130 papers

i

Fefinement

and

classification

Figure 5. Literature categorization.

2.1.3. Literature Analysis, Evaluation, and Implications

The shortlisted papers were exported in Research Information Systems (RIS) format
to the VOSviewer software for analysis. The overlay visualization map, shown in Figure 6,
details the topics that the articles discussed, such as “Blockchain technology”, “Traceabil-
ity”, and “Drug counterfeiting”, which started receiving attention in late 2017. The density
visualization map in Figure 7 highlights the frequency of focus received by various topics.
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3. Pharmaceutical Supply Chains

The PSC is the chain responsible for transporting authentic APIs to the manufacturers
for production purposes, and for delivering the finished drugs to the patients. Thus, a
satisfactory PSC can provide the required quantity of medication at the required time,
meet safety and quality standards, and be affordable to as many patients as possible. This
section reviews the issues relating to the presence of counterfeit drugs in legitimate PSCs,
the application of traceability technologies in different phases of the PSC, barriers, and
critical success factors for establishing a safe PSC.

3.1. Issues of Counterfeit Medicines in the Legitimate PSC

The WHO has defined counterfeit medicines as “Products deliberately and fraud-
ulently produced and mislabelled concerning identity and source to make it appear to
be a genuine product” [21]. Counterfeit medicines are those that not only lack essential
ingredients, but which can also contain substandard active ingredients or completely fake
ingredients [22].

Counterfeit drugs can appear anywhere in the PSC, where these medications are
usually duplicated and sold in the underground economy. The rate of counterfeit drug
production has increased due to the disruption that COVID-19 has caused to all supply
chains, a lack of business resilience, and the rapid development of technologies [23]. The
existence of counterfeit drugs in the legitimate PSC violates the trademark and intellectual
property rights of the manufacturers of the original brands and leads to a loss of sales. The
brand loses trust from potential customers, and value and profits are adversely affected.
Most counterfeit drugs enter the market during peak seasons when the demand for a
product is very high. Counterfeited drugs often are the most expensive drugs, such as
chemotherapeutic drugs, vaccines, antibiotics, and diabetes drugs. Deceived customers
who use counterfeit drugs are those who use the drugs inappropriately or illegally, or who
are searching for cheap products, thinking that they are being offered the original at a
lower price.

The WHO began its campaign against fake medications in 1980 after the products
of drug manufacturers were discovered to have been counterfeited and sold in gray
markets [24]. It is estimated that one in 10 medicines sold in the legal markets, particularly
in medium- to low-income or developing countries, are falsified [25]. A report provided
by US pharmaceutical companies recently stated that their yearly business losses due to
counterfeit drugs in the legal PSC were around USD 200 billion [26].

Figure 8 shows statistics provided by the Pharmaceutical Security Institute (PSI) for
2015 to 2019. More than 5000 cases of pharmaceutical crime incidents happed in 2019, with
a 15 per cent increase compared to the previous year. The PSI states that the presence of
counterfeits increased by 69 per cent over a total of five years [27].

4000

5081
o 440%
4000 3509
000
2000
1000

1}

2015 2016 2017 2018 2019

Figure 8. Number of Incidents, CY 2015-CY 2019.
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3.2. Traceability Technologies in Various Phases of the PSC
3.2.1. Definition of Traceability

The International Organization for Standardization (ISO) defines traceability as “the
ability to follow the movement of products through specified stage(s) of production, pro-
cessing, and distribution” [28]. Bansal et al. [4] indicated that traceability technologies
provide unique identity codes that are assigned to each drug and allow for the safe transi-
tion through all supply chain stages. These identity codes are provided at an early stage of
the supply chain, and the tagged medicine must retain its identity until it reaches the final
stage of consumption.

3.2.2. Phases and Technologies

The pharmaceutical market is an attractive place for adulteration and counterfeit
crimes due to the high profit gained from illegal trafficking [29]. In his study, Theyel [30]
discussed the importance of tracing drugs through all of the stages of the PSC, from the
raw materials stage to the consumption-by-patients stage. Drug counterfeiting can occur at
any phase of the PSC. However, technologies, such as traceability, can give pharmaceutical
firms better supply chain resilience [31] and assist all stakeholders by providing item-level
tracking mechanisms. Other research in this area has shown that traceable methods, such as
the use of RFID, electronic product codes (EPCs), and business-to-business (B2B) strategies,
can ensure that the items are traceable on an individual level, meaning that firms are able
to combat the issue of counterfeit medicines [32].

Many different traceability technologies exist in various sizes, shapes, prices, and
complexity levels. The earlier the detection of counterfeited medications, the fewer fatal
effects the consumer base will experience [33]. The current study overviews the main
applications of traceability technologies reported in the literature as follows.

Phase 1: Suppliers of raw materials

The ability of traceability technologies to verify drug authenticity at the production or
supply stage is rarely considered because the focus is on technologies that can check the
chemical compounds of the medications.

Blockchain

There are no qualms about using advanced technology to maintain their operational
efficiently, but firms need their systems infrastructure to be robust enough before adopting
any new technology [34]. One advanced emergent technology is blockchain. Different
technologies have different purposes. Blockchain is more suitable for sharing secured
information. Put simply, a blockchain is a time-stamped series of fixed and unalterable data
that is recorded and managed by a group of decentralized computers, and which is not
owned by any single entity [35]. Blockchain technology was most famously used in Bitcoin
and electronic transactions until 2014, when professionals started to discover other useful
applications for blockchain [35]. Although blockchain technology has already been proven
to be useful in healthcare applications, it is necessary to understand blockchain technology
before dealing with its applications [36]. A blockchain is useful for sharing information in
a manner that makes it challenging to adulterate the information [37]. This technological
aspect can help overcome the vulnerabilities and challenges of various systems, including
the safety, consistency, and accessibility of information.

The structure of blockchain technology has been designed so that it is difficult to make
changes in the information without being noticed because all stakeholders and organiza-
tions in a supply chain share this information [38]. Hence, the information shared among
authorized individuals is secured. In addition, a blockchain can ensure that information in
a PSC management system is consistent and reliable. Another critical aspect of blockchain
is that information can be easily accessed from any part of the world. However, it does not
mean that everyone can easily access the information. The security of blockchain is robust
enough so that only authorized stakeholders can have access to it. Blockchain technology
can be used to prevent the spread of counterfeit medicines [34]. Traceability mechanisms
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work highly efficiently with blockchain technology, and can therefore be used in PSCs to
precisely monitor the interconnectivity of the chains. Thus, if there is any flaw that allows
the use of counterfeit medicines, it can be countered more easily.

Glover and Hermans [39] reviewed the potential capabilities of blockchain technology,
showing that they were able to improve clinical trials by ensuring that sufficient amounts
of APIs present in the raw materials were sourced from different reliable suppliers, and by
ensuring that all participating PSC partners recorded critical information regarding their
medications in the shared network.

Phase 2: Manufacturers
RFID

Most pharmaceutical manufacturers prefer RFID technology because one of its dis-
tinctive features is that it is able to provide automatic identification. Manufacturers can tag
their products with sophisticated RFID chips that contain electronic information, including
a unique serial number, that helps them trace their medications [29] electronically.

Deisingh [40] proposed using RFID coupled with an EPC, similar to how barcodes
are used in supermarkets. These are applied by manufacturers, and store and carry basic
drug information given by the manufacturers to the authorized retailers through the
distribution chains.

Pedigrees and mass serialization

Bansal et al. [4] pointed to pedigrees and mass serializations as other types of trace-
ability technologies that manufacturers use as part of their encoding processes to ensure
the integrity of delivered drugs. Deisingh [40] explained how the global trade item num-
ber (GTIN) and the serialized global trade item number (sGTIN) systems, which are two
types of mass serialization, can be used as ways to manage traceability, ensure safety, and
systematically recall counterfeit medications.

Blockchain

Key pharmaceutical manufacturing companies, such as Genentech, AmerisourceBer-
gen, McKesson, Pfizer, and AbbVie, agreed on the MediLedger project in 2017, which is
based on implementing blockchain technology that would provide them with the ability
to trace their products from the production stage to the quality control and distribution
stages [41]. Schoner et al. [42] proposed a drug security prototype based on blockchain
technology solutions that would enable them to establish transparent traceability and allow
manufacturers to trace their medications. On the other hand, Huang et al. [43] proposed a
drug traceability system for manufacturers based on blockchain to trace their products and
identify their locations.

Tseng et al. [21] outlined a database called Gcoin, which is based on blockchain,
and which can store medication information for all of the authorized parties to a PSC in
order to control the sourcing of resources without the need for a centralized government
entity. Kumar et al. [44] proposed a private system based on blockchain technology that
would be managed by manufacturers, and which would provide real-time traceability of
medications at any stage of the PSC. Kumar and Tripathi [45] proposed a drug traceability
model based on blockchain technology that would be encrypted with a quick response
(QR) security code to detect the correct APIs during the manufacturing stage to prevent
counterfeit drugs from being introduced into the PSC. Bryatov and Borodinov [25] proposed
a blockchain-based business model called Hyperledger Fabric that can assist manufacturers
in tracing their products and eliminating any penetration of counterfeits in legitimate
supply chains. Abbas et al. [26] proposed a novel blockchain system that can be deployed
with Hyperledger Fabrics and which is based on machine learning technologies. This
system can be used for drug traceability to detect the presence of counterfeit medications in
a smart pharmaceutical industry. Shahbazi and Byun [46] looked differently at enhancing
the security of system transactions and protecting the underlying data related to the
manufacturing processes by proposing an integrated framework of blockchain and machine
learning to improve the smart manufacturing of drugs.
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Phase 3: Packagers
RFID

Kumar and Tripathi [45] discussed RFID and barcodes and listed their usages by
packaging companies where they are attached to medication bottles specifically to verify
the legitimacy of drugs.

Barcodes

Gautam et al. [47] discussed using simple barcode technologies by packagers to tag
drug packages and prove product authenticity. Venhuis et al. [2] suggested using unique
2D barcodes on all medication packages to simplify the scanning and reveal the history
and other critical information related to the medications.

Klein and Stolk [48] highlighted another type of barcode known as a 2D data matrix,
which can capture electronically encoded information, such as manufacturer ID, product
ID, or a unique ID used commonly on drug packages.

Phase 4: Distributors/Wholesalers
RFID

Sharifian et al. [49] stressed the importance of implementing RFID technology to scan
and trace information about medications to ensure the authenticity of drugs during the
transportation stage. Nilsson et al. [50] proposed a novel method for implementing active
RFID technology that is embedded with time-controlled numeric tokens (TCNT) which,
when combined with the seal of drug products, would ensure the security of medications
through the logistic chain, especially at its weakest point when it is with the distributors.

IoT

Ng et al. [51] explored the essential uses of the internet of things (IoT) for pharma-
ceutical logistics. IoT systems can be coupled with RFID sensors, 2D bar codes, or smart
labels to track drug shipments, trace high-value medications and validate authenticity.
Singh et al. [3] proposed another use of IoT sensor-based blockchain, showing how it can
be used to track and trace medicines during their transportation, as well as closely monitor
their temperature and prevent the penetration of counterfeit drugs in the legal chains.

Phase 5: Hospitals and Pharmacies
RFID

Coustasse et al. [7] discussed the benefits of RFID technology for a hospital supply
chain, where its implementation could help to improve service quality, reduce costs,
monitor the temperature of perishable medications, and track hospital inventories in real
time to ensure the punctual availability of medications for patients. Martinez et al. [52]
showed the importance of implementing RFID technology to trace high-risk and high-cost
medications in order to ensure the safety of drug prescriptions given to patients in day
hospitals. Del Carmen Leén-Araujo et al. [53] showed how RFID technology could be
embedded in smart cabinets to manage the circulation of drugs inside smart hospitals.

Blockchain

Thatcher and Acharya [54] proposed an electronic prescription model called the pre-
scription drug monitoring system (PDMS). The system is based on blockchain technology,
and aims to solve the opioid crisis by introducing a single point of failure. On the other
hand, Jamil et al. [55] outlined another version of an automated drug prescription system
that has been proposed by Hyperledger Fabric which would ensure the safe circulation of
prescribed medications within the different sections of smart hospitals.
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IoT

Igbal et al. [56] outlined the architecture of a new approach to monitoring the health
of elderly patients. The approach is based on an intelligent task-mapping system for
a closed-loop IoT healthcare environment where the system could detect and provide
notifications of any abnormalities, such as the provision of the wrong medication or
deteriorating conditions, which would lead to faster interventions and assistance. The
same authors proposed another use of IoT technology that can ensure the safety of patients
with chronic diseases or other fatal diseases through the administration of a smart patient
health monitoring system (PHMS), which is based on an optimized scheduling mechanism
that uses IoT tasks [57].

Phase 6: Patients
Smartphones

Huang et al. [43] argue that mobile phones are small, user-friendly portable devices
that can simplify the traceability process by helpings patients verify the authenticity of
their medications. Table 2 shows a detailed summary of the implementation of traceability
technologies in various phases of the PSC from the literature, provided in a tabulated form
for easy reference.

3.3. Barriers to Establishing a Safe Pharmaceutical Supply Chain

Although the implementation of traceability technologies hugely contributes to de-
tecting counterfeit drugs, there are barriers which prevent the complete establishment of a
safe PSC. Table 3 shows a summary of these barriers based on the literature.
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Table 2. Traceability technologies in various phases of the PSC.
Authors Suppliers .of Manufacturers Packagers Distributors/Wholesalers Hospitals/Pharmacies Patients
Phases Raw Materials
Deisingh [40] PediI;feIeDs Z?llélplllf;is;vslg}ia]alli)z(e;tion
King and Zhang [29] RFID
Gautam et al. [47] Simple barcode
Nilsson et al. [50] RFID
Coustasse et al. [7] RFID
Sharifian et al. [49] RFID
Martinez et al. [52] RFID
Glover and Hermans [39] Blockchain
Schoner et al. [42] Blockchain
Huang et al. [43] Blockchain Smartphones
Klein and Stolk [48] 2D data matrix
Ngetal. [51] IoT sensors coupled with RFID
Thatcher and Acharya [54] Blockchain
Tseng et al. [21] Blockchain
Venhuis et al. [2] I{)I;ﬁggg?
Bryatov and Borodinov [25] Blockchain
Del Carmen Ledn-Araujo et al. [53] RFID
Jamil et al. [55] Blockchain
Kumar et al. [44] Blockchain
Kumar and Tripathi [45] Blockchain with QR RFID
Woods and Iyengar-Emens [41] Blockchain
Abbas et al. [26] Blockchain

Singh et al. [3]

IoT sensors based
Blockchain
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Table 3. Barriers to safe PSC.

Barriers

References

PSC complexity

Breen [58]; Jaberidoost et al. [8]; Tremblay [59]; Singh et al. [3]

Insufficient regulation

Breen [58]; Yu et al. [6]; Jaberidoost et al. [8]; Punniyamoorthy et al. [60]; Tremblay
[59]; Venhuis et al. [2]; Kumar et al. [44]

Lack of visibility and transparency Breen [58]; Yu et al. [6]; Jaberidoost et al. [8]; Tremblay [59]; Kumar et al. [44]

Cost issues

Breen [58]; Yu et al. [6]; Narayana et al. [61]; Bansal et al. [4]; Coustasse et al. [7];
Jaberidoost et al. [8]; Kumar et al. [44]; Lee et al. [62]

Lack of information and Breen [58]; Jaberidoost et al. [8]; Punniyamoorthy et al. [60]; Tremblay [59];

effective communication Kumar et al. [44]
Poor quality or insufficient availability of Breen [58]; Jaberidoost et al. [8]; Punniyamoorthy et al. [60]; Li et al. [63];
raw material Kumar et al. [44]
Lack of knowledge regarding the Breen [58]; Narayana et al. [61]; Jaberidoost et al. [8]; Punniyamoorthy et al. [60];

manufacturing process Kumar et al. [44]

. Breen [58]; Tremblay [59]; Klein and Stolk [48]; Venhuis et al. [2]; Soon and

Improper packaging

Manning [64]; Salim et al. [33]

Improper storage

Breen [58]; Punniyamoorthy et al. [60]; Venhuis et al. [2]; Kumar et al. [44]

Poor logistics and distributions Breen [58]; Jaberidoost et al. [8]; Punniyamoorthy et al. [60]; Singh et al. [65]
Patients’ lack of knowledge Tremblay [59]
Rise in online purchases Maékinen et al. [66]; Gray [67]; Leontiadis [68]; Tremblay [59]; Shaikh et al. [69]
External influences Jaberidoost et al. [8]; Punniyamoorthy et al. [60]; Kumar et al. [44]
PSC complexity

The complexity of the PSC is caused by the fragmentation [8,59] of the pharmaceutical
system, where the drug passes through different stages, channels, and partners. It is not
easy to apply standardization and common codes [58] between individuals of the supply
chain and oblige them to open communication channels, especially if they come from
different backgrounds. In addition, this type of supply chain is temperature sensitive,
making it very challenging to keep medications usable and effective within a specific
temperature range [3].

Insufficient requlation

Improper rules and regulations, unstable policies, and a lack of common codes will
eventually affect the safety of the PSC and patients [2,7,9,44,58—60].

Lack of visibility and transparency

Lack of visibility may happen in different areas, such as regulations, stock [8,58],
collaborative relationships, mutual understandings, corruption of individuals [6], and
unclear traceability [44,59].

Cost issues

Costs are associated with the production, supply, inventory, and procurement of
drugs [8,44]. Other costs include the higher price of healthcare [6] and health insur-
ance [61], different rates of interest while purchasing medications [58], different currency
rates, and high costs of developing a modern traceability technology to detect counter-
feit drugs [4,8,44]. There is also an additional cost applied to the original price of the
medicines to cover the overhead costs, logistics costs, plus a profit, usually referred to as a
mark-up [62].
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Lack of information and effective communication

Delays in sharing information [8], sharing less or more information than needed [44,58,59],
and the breakdown of the IT infrastructure cause the loss of information, especially if it is
not secured properly [60].

Poor quality or insufficient availability of raw material

Adulterated or degraded raw materials [8,44,58,63] or even the poor quality of short-
listed suppliers [60] can adversely affect achieving a safe PSC.

Lack of knowledge regarding the manufacturing process

Insufficient production capabilities [60], unavailability or scarcity of skilled labor
required for quality manufacturing [8,58,61], disruption in the production process, or ma-
chine failures [44] can all affect the safety of medications that drug manufacturers produce.
Improper packaging

Pharmaceutical packaging protects medications from exposure to factors that cause
environmental deterioration, such as cold and heat, as well as from counterfeiting [31].
Errors when packing drugs with technology-protected packs [48], incorrectly printed
details [58], or the reuse and relabeling of previously salvaged packages that have been

recovered after selling authentic drugs will negatively affect the safety of the purchased
medications [2,59,64].

Improper storage

The inadequate storage of drugs or improper maintenance of cold chains [2,58,60]
will quickly degrade the current APIs and lead to adulterated medications. The lack of
appropriate storage facilities [44] to store drugs according to standards can affect the safety
of end-beneficiaries.

Poor logistics and distributions

Outsourcing logistics activities to unreliable transporters [65] can have dire conse-
quences for the safety of the PSC [8]. Other factors can also affect drug distributions, such
as crowding, accidents, and bad weather [58], or issues related to designing transport
networks [60].

Patients’ lack of knowledge

The point of consumption is considered to be the most vulnerable stage for the entry
of counterfeit medications, especially if patients lack the knowledge and the technology to
assist them in detecting counterfeit drugs. If it is difficult for even knowledgeable doctors
and pharmacists to detect fake medications, patients will certainly find it much harder [59].

Rise in online purchases

The extended use of the internet has created an unsafe supply of medications via
simplified online purchases [59]. Typically, patients opt for cheap alternative sources
where they can purchase medications with attractive offers and volume discounts from
fraudulent online suppliers [68]. Many patients target these sources to avoid the need for
prescriptions [67] or to purchase expensive medicines at lower prices [66]. The quality of
medications that are purchased online is questionable and threatens patients” health and
safety [69].

External influences

Some factors that are outside the control of people involved in the PSC can also disturb
the safety of the PSC, such as natural disasters [8], climate disturbances [44], terrorism, or
political issues, such as wars or sanctions imposed on certain countries [60].

3.4. Critical Success Factors for Achieving a Safe Pharmaceutical Supply Chain

Implementing traceability technologies in the PSC can provide more than just a perfect
means of traceability. They will be able to detect the falsified medications that penetrate
the legitimate supply chains if these technologies are implemented with an array of success
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factors in mind. Table 4 summarizes the shortlisted critical success factors for achieving a

safe PSC.

Table 4. Critical success factors.

Success Factors for
Ideal Traceability

De Vries and Huijsman [75]

Papert et al. [77]

Tian [78]

Sodhi and Tang [80]

<_| Stank et al. [70]

Collaboration and its drivers

Culture

Trust

Sharing information
Cooperation
Coordination

a0 o

<_| Barratt [71]

<_| Doukidis et al. [73]
<_| Fawcett et al. [74]
<_| Karlsen et al. [76]
<_| Fadlallah et al. [12]

<_| Min et al. [72]

<_| Khan et al. [28]

<_| De Lima et al. [16]

<_| Silva and Mattos [17]

<_| Fernando [79]

<_ | Hastig and Sodhi [81]

<_| Rogerson and Parry [82]

Visibility and
transparency

Government
support

Quality of
information/
products

Integration and v
interoperability

Stakeholder
support

Cost effectiveness

Resource
management/
training

Data security and
privacy

Dedicated IT
infrastructure

Decentralized
system

Collaboration

According to scholars and professionals, collaboration remains a vague concept that
is challenging to implement unless performed correctly [71]. Min et al. [72] defined
collaboration as the sharing of information, benefits, and risks, which is the “driving
force” behind achieving effective supply chain management and the basis for internal and
external communication and the reinforcement of traceability. Collaboration should be
of the right amount and tied to definite activities in the supply chain in order to achieve
the maximized benefit because the number of individuals involved in each activity differs
according to each phase of the supply chain. Most researchers consider collaboration
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to be an integral part of the culture, involving trust, information sharing, cooperation,
and coordination.

a.  Culture

A working environment that supports collaboration is essential. Without this cultural
understanding, collaboration will be difficult to implement in a supply chain [71].

b. Trust

Trust between PSC partners is critical to achieving successful long-term relation-
ships [16].

c.  Sharing information

Sharing information is an essential ingredient for day-to-day collaborative opera-
tions [72]. The willingness of supply chain parties to exchange ideas, data, and collaborate
is essential to improve partnerships in the supply chain [71].

d.  Cooperation

Cooperation requires maintaining good relationships within an organization and
with other partners in the supply chain [28]. It depends mainly on proper communica-
tion among supply chain partners, which helps improve inter- and intra-organizational
relationships [81].

e. Coordonation

Coordination includes sharing resources and closer cooperation among the supply
chain actors to improve value chain procedures [81].

Visibility and Transparency

This is “the ability to see transparently through all supply chain links” [16]. Visibility
and transparency enable partners within the supply chain to disclose information [80],
share a mutual understanding, and reduce information asymmetry so that all can access the
same information simultaneously. Papert et al. [77] classified the pharmaceutical supply
chain’s visibility into four dimensions: availability, identity, position, and status quo.

Government support

Governments monitor the manufacturers, inventories, and distributors, and determine
the legal use of these medications, as well as the proper disposal processes of recalled
medications [28]. Fadlallah et al. [12] pointed to the importance of governments when
raising public awareness in order to eliminate purchasing medications from illicit sources,
such as online pharmacies, to maintain public safety.

Quality of information
Partners of the PSC always expect to receive high-quality information or products [16].

If the shared information is incorrect at any point, this could adversely affect the safety and
security of patients.

Integration

Integration “represents mutual understanding, a common vision, shared resources,
shared risks and achievement of collective goals” intra-organizationally and inter- orga-
nizationally [70]. De Vries and Huijsman [75] stated that the integration of health supply
chains occurs in areas such as processes in general, planning processes, intra- and inter-
organizational information flow, market approaches, and market development. More focus
should be given to integrating processes in order to gain better performance of the PSC
and ensure the safety of drugs.

Stakeholder support

Establishing a healthy relationship between stakeholders is central for maintaining
trust and support for collaboration in a PSC [73].
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Cost Effectiveness

Cost effectiveness is expressed in different forms, especially when implementing a
traceability technology. The focus is typically on price reduction, process improvement, or
on increasing the quality of extracted data, consequently increasing the ability to detect
any disturbances to the legitimate supply chain and ensuring safety [17].

Resource management

Investing heavily in human resources is a critical factor for achieving safety in the
supply chain, such as forming the right teams [74] and providing adequate training to
individuals [76] to check the authenticity of the received raw materials from suppliers and
follow good manufacturing practices (GMP) as per international standards [8].

Data security

Ensuring data security and software privacy is essential to guarantee the credibility of
the platform and the privacy of users in order to earn their trust [79].

Dedicated IT infrastructure

The base platform ensures the safety and security of the medication information that
is exchanged between PSC partners when implementing proper traceability technology.
IT infrastructure helps to sustain, deploy, and leverage different resources to standardize
communication between all parties [81].

Decentralized system

The traditional supply chain was based on a centralization approach, where the
authority was centered around a specific individual or section of the supply chain. One
main reason for implementing traceability technology in PSC is to gain decentralization as
a critical success factor in order to avoid dependence on a single controlling authority [82].
Traceability technology will also increase collaboration without trust between all supply
chain partners [78].

4. Discussion

This section summarizes, discusses, and analyzes all the data gathered from the
literature review. As discussed in the earlier sections, counterfeit medications are signif-
icant issues and challenges for a legitimate PSC. The safety and security of drug prod-
ucts are gaining global attention, especially with the increased counterfeit drug incident
cases worldwide.

4.1. Conceptual Framework and Guidelines for a Safe PSC

Counterfeit drugs typically enter the market through the gaps in the PSC and can be
inserted during any phase where they are either mixed with the original drugs or brought
in on their own. According to the research, most companies depend on API-producing
countries, such as China and India, that export them based on market needs. Due to the
high market demand, suppliers of raw materials often search for separate companies that
offer the raw materials and who will agree to place their labels on the products, but this
poses a significant problem for product quality. The raw materials suppliers may then have
a limited time to check a product’s quality before it reaches the market.

Raw materials are manufactured and transported from one country to another through
various distribution methods. Many additional processes might occur during the distribu-
tion process, such as repackaging the products for better shipment. This is an ideal chance
for a counterfeiter to easily alter the original products.

Wholesalers indirectly contribute to the entry of counterfeit products into the market.
Counterfeit products find their way into the market through arbitrage. Arbitrage is the
act of buying a product in one market and then reselling it at a higher price in another
market, hence making a profit from the cost difference. Wholesalers often buy the drugs
and then sell them in the market where the prices are high. These drugs could be cheap and
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counterfeited and purchased from different countries. Figure 9 illustrates the two different
methods for the entry of counterfeit drugs in the legitimate PSC.

Counterfeit Original
drugs drugs

\
Transit network '|

Wholesalers,
Retailers,
Pharmacy,
Hospitals

Consumers/

— patients

Figure 9. Entry of counterfeit drugs in the PSC.

Because counterfeit medicine threatens people’s health, the WHO helps ensure access

to safe and quality medicines everywhere by supporting regulatory changes and improving
technical capabilities. However, with increased technology and globalization, the problem
will grow continuously unless several solutions are applied. Among these solutions are
the following:

1.

A PSC should be legitimate, regulated, and licensed by the health ministry or health
body to supply authentic drugs to patients.

In case of any suspicious activity concerning the packaging, pill size, color, tex-
ture, or taste compared to the previous prescription, the patient should report
the matter or contact the manufacturers or the physician because these might be
counterfeit medications.

Healthcare and pharmacists can also assist patients in preventing counterfeit drugs
from entering the PSC by purchasing from reliable and known sources. They can also
warn patients against buying their medication online by telling them the dangers that
they may encounter.

Being cautious when shopping for medications online. Always shop in approved
online pharmacies that display a Verified Internet Pharmacy Practice Sites (VIPPS)
seal. Sites without this seal often sell counterfeit drugs.

Implementing an effective PSC security system with several protective measures.
Recommending ways in which health authorities can detect and deal with counterfeit
drugs in the industry.

Reaching a global common understanding to create awareness of what counterfeit
drugs are.

Developing a national action plan that creates prevention and detection measures to
respond to counterfeit drugs.

Figure 10 illustrates a framework for achieving a safe PSC by demonstrating the path

drugs need to follow to ensure their safety.
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Figure 10. Framework for a safe PSC.

Manufacturers:

Entities receive raw materials from authorized suppliers of raw materials and produce
finished drugs in the correct quantity and quality. Finished drugs are then packaged,
labeled with the manufacturing company logo, and prepared for distribution.

According to the review, packaging and labeling play a critical role as a first step in
thwarting counterfeit drugs. Labeling also helps to protect the trademark and the intellec-
tual property rights of the manufacturing companies. Some anti-counterfeit measures that
can be used with labeling and packaging include:

Watermarks

These are images or patterns embedded into the design that the manufacturers use to
authenticate the product and protect their brand [40]. It is usually very hard to notice or
duplicate a watermark.

Micro text

Micro texts are tiny codes or symbols that are hard to replicate without advanced
detection and printing equipment [16]. Counterfeiters have difficulty seeing these micro
texts with the naked eye and are usually unaware that they exist.

Holograms

This is a three-dimensional image formed by the interference of a beam of light.
Holograms incorporate the various forms of data and then produce tracking information.

RFID system

This technology uses radio waves and helps identify a product, such as drugs, by
transmitting the information on a microchip attached to the antenna [29]. It detects valuable
information concerning the product and can help identify and detect counterfeit prod-
ucts. The finished drugs can be scanned using RFID technology before being received by
distributors to ensure authenticity.

Distributors:

Distributors acquire or receive the finished drugs from the registered manufacturers.
They usually act as intermediaries between the manufacturers and their customers. Distrib-
utors can decide to repackage the drugs that they acquired from the manufacturers. This
then presents another opportunity for counterfeiting to easily occur. To prevent this, after
repackaging, all the drugs should be scanned using traceability technology, such as RFID,
and verified to detect the falsified ones before they reach pharmacies or hospitals.
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Online Pharmacies:

Online pharmacies are companies that sell drugs legally or illegally through the
internet. The extended use of the web has simplified the operation of online trade, especially
for expensive medications that patients are unable to purchase through legal sources.
Online pharmacies also receive the drugs from various distributors and sell them directly
to the patients. According to the review, online pharmacies have proliferated over the
years. This growth has led to another opportunity for counterfeit drugs to find their way
into the market. Most patients purchase drugs online blindly without considering whether
the sellers are certified or not. The patients are also at risk because they cannot tell whether
the vendors are offering the same quality of drugs as those offered in a retail pharmacy. To
prevent more risks, legal online pharmacies should be licensed in the area that they operate,
and they should have a VIPPS logo on their site, which shows that they are licensed [67].
Medications purchased online should also be scanned through traceability technology to
ensure that they are not counterfeit. Patients should be knowledgeable of what to look at
when shopping for their drugs online.

Retailers:

Retailers are pre-authorized entities that provide or sell prescribed medications to
patients. According to the review, most patients receive their prescribed treatments from
hospitals. Patients trust all kinds of drugs that they receive from the hospitals and believe
that hospitals do not provide counterfeit products. Therefore, hospitals should apply
traceability technology and scan their products to ensure product safety before providing
them to patients [59]. They should also ensure that their suppliers are authorized and
trusted and never supply falsified drugs.

Patients:

Patients are the ultimate beneficiaries of medication products and are entities who
purchase, consume, or store medications. Counterfeit products usually significantly affect
end users. According to the review, they usually get into their hands without their knowl-
edge or because of ignorance, or because they trust their drugs providers. To protect the
patients from these falsified products, they should be trained on how to identify them and
on what to do if they find or become suspicious of a particular drug being falsified or note
a difference from the previous medication. They should always report the matter to their
physician and be careful when buying their medication online.

Insurance provider:

The role of the insurance provider is to reduce risks that might affect patients and
prevent the spread of counterfeit drugs. They usually have a potent influence as a buyer
of health services. Insurance providers can also reduce the financial loss in case of any
catastrophic occurrence during illness [29]. They should then ensure that the patients are
well covered even in the event of utilizing counterfeit products.

Figure 11 illustrates guidelines for achieving a safe PSC by demonstrating the influence
of traceability technologies and success factors on overcoming the various barriers in
different phases of the PSC.
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Figure 11. Guidelines for a safe PSC.

Phase 1: Suppliers of raw materials

Poor quality raw materials are a barrier at the supplier’s phase. Implementing trace-
ability technology and ensuring the quality of information or products are the success
factors used to overcome this barrier. Along with the various traceability technologies
reviewed, blockchain is the most suitable one to overcome this barrier. A blockchain can be
used as a single point to store important information about purchased raw materials from
different suppliers and ensure that they contain the correct APIs.

Phase 2: Manufacturers

Two barriers affect the drug manufacturing phase. The first one is the lack of knowl-
edge regarding the manufacturing process. The most significant enabler would be properly
managing the resources and ensuring the intense training of the workforce when installing
and using traceability technologies of all kinds, such as barcodes, mass serialization, and
RFID, to detect counterfeit drugs.

The lack of enough regulation is a second barrier that leads to unregulated manufac-
turing processes. Government funding and support can encourage the implementation of
traceability technology to detect counterfeit drugs.
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Phase 3: Packagers

The improper packaging of medications affects safety at the packaging phase. There
are two factors for successfully overcoming this barrier. The primary one is implementing
traceability technologies to ensure visibility and real-time status updates, which assist
in rapidly detecting any irregular act. Among all traceability technologies, RFID and
sophisticated barcodes are considered to be the most effective ones. The other success
factor is training human resources to perform the packaging process correctly, to deal with
traceability technologies, and to install them precisely.

Phase 4: Distributors/Wholesalers

Inadequate storage adversely affects essential pharmaceutical compounds and de-
grades the APIs, which is a barrier in the distribution phase. There are two success factors
to be considered for overcoming this barrier, i.e., traceability technologies and resource
management training. RFID is the most suitable for providing clear visibility, temperature
control, and real-time monitoring among the various traceability technologies. Then, the
human resources in charge of the storage and transportation processes have to be well
trained to retain the drug cold chain as recommended by the manufacturers and adequately
use the implemented traceability technologies to detect counterfeits.

Poor logistics is another barrier that also affects safety and disturbs the continuity of
drug distribution. The most important way of overcoming this barrier would be to have
the required level of visibility and transparency during the logistics process. An emerging
traceability technology can achieve visibility and transparency of the PSC, for example,
blockchain. Blockchain assists in changing the traditional way of drug distribution to
a more robust and transparent one by creating multiple points of records distributed in
various locations visible only by authorized members in order to manage drug shipments
in real time [26].

There are also uncontrollable external factors, such as natural disasters [8], environ-
mental disturbances [44], and all kinds of political issues [60]. A decentralized system that
is built on blockchain, which supports data immutability, can tackle these uncertainties.
It can also avoid the single point of authority, responsibility, infrastructure, and failure,
where only authorized members can access, monitor, store, or update information from
their systems [21].

Phase 5: Hospitals and Pharmacies

Lack of visibility and transparency is one barrier that can significantly affect the safety
of drugs as they reach hospitals and pharmacies. Certain critical success factors that need
to be considered to overcome this barrier are as follows.

Collaboration between partners of the PSC can provide a mutual understanding and
help to share information freely. Traceability technology can provide visibility, precise mon-
itoring in real time, and effective communication between partners of the PSC. The most
effective one would be utilizing blockchain to provide visibility to authorized members [79].
A dedicated and reliable IT platform through which traceability technology can be applied
for transparent communication without the need for trust between the retailer’s supply
chain partners is necessary. A decentralized system can be utilized for implementing a
blockchain, which can provide the much needed visibility. Blockchain is also immutable
unless changes are agreed upon by all partners [43]. Costs associated with healthcare are a
source of fear for patients and another barrier that affects the same phase. Cost efficiency is
the critical success factor in its various forms, though it is not necessarily tied to reducing
costs. However, it can include improving the current process, increasing the quality of
shared data, and adapting the right traceability technology to detect any disturbances in
the legitimate PSC.

The lack of exchange in information and effective communication is also a barrier
that affects hospitals and pharmacies. There is a group of critical success factors to be
considered that can help to overcome this barrier, and they are as follows.
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Collaboration between partners within the supply chain and their willingness to
communicate effectively can act as an essential success factor [83]. The proper selection of
traceability technology will ensure effective communication between the supply chain part-
ners where all shared information is being monitored, tracked, and secured [16]. Visibility
and transparency of the information are required to a certain extent where they provide
mutual agreements and reduce the asymmetry of the shared information. Government
support and funding are also essential to overcome this barrier. System integration and
interoperability are critical for process unification and mutual understanding between part-
ners of the PSC, because this would ensure the effectiveness of the information sharing [84].
The support of stakeholders and their willingness to collaborate is a critical factor in achiev-
ing successful communication. Data security and privacy are also mandatory to overcome
the lack of effective communication and reinforce trust. A dedicated IT infrastructure can
serve as a reliable platform for effective and secure communication between the supply
chain partners. Establishing a decentralized system through a blockchain platform facili-
tates communication efficacy and trust between supply chain partners, helping authorized
members share required information from different locations [85].

Among the various traceability technologies, blockchain can prove its effectiveness by
providing much needed collaboration, visibility, and transparency, as well as data security
to overcome the communication discrepancies in the PSC.

Phase 6: Patients

The patient phase is considered to be the most vulnerable stage for any counterfeit
medication entry, especially if patients lack the knowledge and the proper technology to
detect a counterfeit. The most influential success factor for overcoming this barrier includes
traceability technology in patients” smartphones that can help verify the legitimacy of their
medications on their own.

The growth in online pharmacies adversely affects patients’ decisions and permits
them to search for cheap sources from which to purchase their medications. Governments
must support patients by setting strict regulations to control online pharmacies, publishing
a government-approved list, and controlling medication prices to stop the manipulation of
generic and branded drugs and ensure medications’ cost effectiveness.

All Phases (PSC complexity)

One significant barrier affecting the PSC is the complexity and fragmentation [8]
of the pharmaceutical system, where the drug passes through different stages, with its
ownership changing all the time. This barrier affects all phases of the PSC and is not
limited to one phase. There are two success factors to be considered to overcome this
barrier. The first is to understand the complexity of collaboration between partners in the
PSC and manage it properly [86]. The second is implementing traceability technology
or upgrading a current one to overcome the complexity barrier and limit the spread of
counterfeit medicines. Among the various traceability technologies, blockchain is the most
influential one to overcome complexity, improve visibility [87], facilitate collaboration
among business partners, and improve the overall performance of the supply chain.

A safe PSC will reinvigorate pharmaceutical organizations, helping them better use
their assets and resources and boosting the values and profits for shareholders, while still
fulfilling the patients” demands.

To ensure the safety and availability of useful drugs for patients, the PSC should focus
on several steps, which are:

e  Connecting and collaborating with the patients and the supply chain partners in order
to provide end-to-end visibility and different business interactions;

e  Closely monitoring the manufacturing process to ensure product consistency, making
sure that drugs are not contaminated, because an extra substance in the manufacturing
process may be life threatening to the end beneficiaries;

e Having end-to-end traceability;
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e Having a quick response to a change in demand. Responding to demand changes
quickly and coming up with the best solutions is important in the pharmaceutical
industry; and

e Having complete inventory visibility. Drug manufacturers should ensure complete
downstream inventory visibility with good shipping practices. This eventually ensures
that the products are reaching their intended destination.

4.2. Overall Findings

The first key research question that the study has answered is related to applying
traceability technologies to various PSC phases to detect and solve counterfeit issues. In
order to answer this question, a comprehensive review was conducted that found key
studies which explained in detail the application of traceability technologies in various
PSC phases to detect counterfeit drugs. With the help of the literature, six phases were
identified: the raw material supply phase, the manufacturing phase, the packaging phase,
the distribution/wholesale phase, the hospital and pharmacy phase, and finally, the patient
phase. Each phase was found to be essential for ensuring that counterfeit issues are detected
and solved. The pharmaceutical market experiences a lot of adulteration and forgery due
to the high revenue gained from illegal trafficking. Hence, the importance of tracing drugs
was discussed in the study throughout all the stages of the PSC, from the raw materials to
the consumption by patients. The traceability technologies identified included all types
of barcodes, RFID, blockchain, IoT, pedigree, and mass serialization. The latest statistics
in the pharmaceutical sector showed that fake medications would continue to penetrate
legitimate PSCs at any weak points due to the desperate need by different patient segments.
Theyel [30] implied that the tracing of drugs throughout all the stages of the PSC should be
conducted to detect counterfeit drugs and ensure a safe PSC.

The second research question had two parts that this study answered in detail. First,
what are the various barriers affecting the establishment of a safe PSC? To answer this
question, the study conducted an extensive review of the literature and found that the
complexity of the PSC was the most significant barrier affecting the PSC due to its effect
on all phases of the supply chain. Complexity is the main cause of fragmentation in the
pharmaceutical system. Having individuals and stakeholders from different backgrounds
increases the complexity of establishing trust and open communication channels. Other
barriers identified included the failure to have enough regulations, lack of information and
effective communication, lack of visibility and transparency, high-cost issues associated
with healthcare, impaired quality of raw materials, manufacturing, packaging and storage,
and poor logistics that will all lead towards failure in the attempts to establish a safe
PSC. Hence, the study has answered the question by identifying barriers which affect the
establishment of a safe PSC.

The other part of the question was to assess the critical success factors that will help
overcome the barriers to establishing a safe PSC. The study also conducted an extensive
review of the literature to answer this. The critical success factors identified were col-
laboration or its drivers between the partners, visibility and transparency, government
support, quality of information or products, integration and interoperability, stakeholder
support, cost effectiveness, resource training, data security, dedicated IT infrastructure,
and decentralized systems. Likewise, based on the findings related to the traceability tech-
nologies that could have a significant influence on overcoming the barriers to establishing
a safe PSC, implementing these critical success factors has equal importance. However,
implementing traceability technologies in the PSC is insufficient to provide the perfect
means of traceability and detect the falsified medications that penetrate the legitimate
supply chains unless these technologies are led by success factors that support the means
for their implementation.
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4.3. Managerial Implications

Based on the findings of this study, certain decisions can be taken related to the safety
of the PSC. Managers in pharmaceutical sectors should ensure that they select the proper
combination of traceability technology and the appropriate critical success factors to detect
counterfeit drugs and simultaneously overcome barriers.

All technologies have advantages and disadvantages, and some perform better than
others in certain situations depending on the product type and the requirements [88].
Findings revealed that simple or sophisticated barcodes, mass serialization, and RFID
systems could all prove effective in detecting counterfeit drugs in the PSC. Ng et al. [51]
gave an opposing perspective; they argued that simple barcodes and RFID on their own
prove ineffective, which is why emergent blockchain-based traceability solutions are be-
coming more influential. They bring transparency to the supply chain [89], preserve the
history from their point of origin, ensure immutability [90], and have more applicability
in almost all stages of the PSC and even for monitoring vital signs. Beginning with the
raw material and sourcing stage, the findings show that blockchain technology is the most
effective solution for ensuring the purchased raw materials contain the correct APIs [32].
Counterfeiting issues are most pronounced in the manufacturing stage, and blockchain
solutions in the form of Hyperledger Fabrics have proven to be the most effective solution
to drug counterfeiting [26,41].

Among the key barriers identified that can lead to issues of drug counterfeiting are
complexities, the high cost of healthcare, lack of knowledge, and online purchasing. Most
studies have identified these issues as the most persistent. Considering these barriers,
leaders of the PSC have to act in the interest of patients, invest in training their workforce
to handle medications at different stages properly, and establish technologies that help
stakeholders collaborate and share information, and which give them much needed visibil-
ity. Pharmaceutical trade regulations should be revisited, and strict rules applied to protect
all segments of patients from increases in medication and healthcare prices. Healthcare and
pharmacists can also help patients to avert counterfeit drugs by buying from trustworthy
and known sources. They can also advise patients not to purchase their medications online
by discussing the hazards they might encounter unless these websites have the VIPPS logo.

The study has also identified certain critical success factors that support achieving
a safe PSC, and findings have revealed that collaboration, visibility, transparency, and
government support are the most influential factors for overcoming barriers and ensuring
an effective PSC. However, other studies provide different perspectives in this regard.
Karlsen et al. [76] argues that collaboration and government support are the most effective
success factors for detecting counterfeits and ensuring a safe PSC, but Tian [78] believes that
only visibility and transparency are the way for forward, and attributes little significance
to data security. De Lima et al. [16] highlighted the need for collaboration at a trust-
based level between stakeholders of the PSC to ensure a higher quality of medications
and ideal methods of eliminating counterfeit drugs. Although this solution is applicable,
companies working via online platforms require much more than just trust between PSC
stakeholders to collaborate. Although critical success factors are essential to identifying
and eliminating counterfeit drugs, and ensuring a safe PSC, situational conditions and
subjective approaches are more important to identify the most applicable strategies.

4.4. Theoretical Implications

In a world where the environmental, economic, and social domains are increasingly
complex, digital technologies have become a go-to option to ameliorate the looming threat
of socioeconomic and environmental crises [31]. Because supply chains are the jugular vein
of a modern globalized economy, their efficacious functioning is paramount to success,
especially with an imminent environmental crisis. As shown in this study, threats to
data security, lack of transparency, inconsistencies in product pricing strategy, and lack of
visibility of materials in between the supply chains are major factors behind the burgeoning
problem of counterfeit products [91].
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Most previous published papers that were reviewed focused on identifying the type
of technologies useful for traceability and detecting counterfeit drugs for a particular phase
of the PSC. Other papers showed only critical success factors or factors that hindered the
establishment of a safe PSC. The current study differs from others and contributes to the
current literature based on the three objectives discussed, as it integrated and showed the
important links among the traceability technologies, critical success factors, barriers, and
various phases of the PSC to detect and solve counterfeit issues, especially because the
influence of all three together was not considered previously, and their influences on each
other and the different phases of the PSC were not analyzed. This was illustrated in the
form of guidelines for achieving a safe PSC.

4.5. Limitations and Scope of Future Research

Time constraint was the key limitation associated with this study. The time allotted
was insufficient for covering a broader array of literature. Thus, more studies could
be reviewed to obtain more information. In addition to this, the study examined only
secondary data published in previous papers.

Although this review encompassed a large domain of traceability technologies and
their influence on ameliorating barriers in PSCs, some other barriers could not be solved
through such techniques. With the imminent climate crisis, the sustainability of supply
chains remains a question mark for manufacturers, retailers, distributors, and policymakers.
The literature is scarce regarding the impact of novel traceability technologies introduced to
improve the transparency of drug transportation networks. In the presence of a highly fossil
fuel-based supply chain, the current review does not address the environmental and social
impacts of these new technologies. Furthermore, the current drug regulatory framework
in the majority of the countries is arduous, which concomitantly has left loopholes in the
process. Counterfeiters exploit these loopholes to leak their counterfeit products into the
formal market. Because counterfeiters could also acquire traceability technologies through
the same loopholes, studies on improving regulations are needed, which are not part of
this review paper.

5. Conclusions

The health crisis that the world went through recently has adversely impacted the
pharmaceutical sector and seen an increase in counterfeit drug. Yet it further opened new
opportunities to utilize various technologies to combat counterfeited products. Although
healthcare techniques and the use of technology within the pharmaceutical sector have
advanced, certain issues persist. Especially in the post-COVID-19 era, healthcare profes-
sionals face increasing burdens and burnouts. The high demand for drugs has created
incentives for counterfeit drug manufacturing and inclusion into legitimate supply chains.
Hence the purpose of this review was to highlight the importance of achieving a safe PSC
and eliminating fake drugs from legitimate supply chains.

Recent statistics show that counterfeit drugs will continue to penetrate the markets
which have weak or uncontrolled PSCs and target more significant patient segments. This
review on the various applications of traceability technologies in different phases of the
PSC can assist in detecting drug counterfeits. The most important is blockchain technology
in the raw materials supply phase, RFID and mass serialization for manufacturers, RFID
and barcodes for packagers, RFID for distributors, RFID and blockchain for hospitals and
pharmacies, and smartphones for patients.

Although the implementation of traceability technologies contributes to detecting
counterfeit drugs, some barriers restrict the entire establishment of a safe PSC, such as the
complexity and the fragmentation of the PSC, insufficient regulations, lack of visibility and
transparency, high healthcare costs, the impaired quality of raw materials, manufacturing,
packaging and storage, and poor logistics. On the other hand, some factors support
establishing a safe PSC, such as collaboration between the partners, visibility, government
support, resource training, data security, and a dedicated IT infrastructure.
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Finally, the growth of counterfeited drugs leads to the paramount need for further
research in this area, mainly empirically testing the effect of traceability technologies and
critical success factors for overcoming the various barriers to establishing a safe PSC. This
study developed a conceptual framework and guidelines for achieving a safe PSC by
demonstrating the influence of traceability technologies and success factors on overcoming
the various barriers in different phases of the PSC.

Future researchers can focus more on the quantitative side of the study and conduct a
statistical analysis to test hypotheses drawn from the current study. This can be achieved
by surveys and interviews from respondents from the pharmaceutical sector to offer more
comprehensive results related to the study’s topic. Other studies might include exploring
the reverse PSC or testing the same framework for other products critical to human life,
such as food, to create safe supply chains in other areas.
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