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Abstract: As an emerging artificial intelligence technology, federated learning plays a significant
role in privacy preservation in machine learning, although its main objective is to prevent peers
from peeping data. However, attackers from the outside can steal metadata in transit and through
data reconstruction or other techniques to obtain the original data, which poses a great threat to the
security of the federated learning system. In this paper, we propose a differential privacy strategy
including encryption and decryption methods based on local features of non-Gaussian noise, which
aggregates the noisy metadata through a sequential Kalman filter in federated learning scenarios to
increase the reliability of the federated learning method. We name the local features of non-Gaussian
noise as the non-Gaussian noise fragments. Compared with the traditional methods, the proposed
method shows stronger security performance for two reasons. Firstly, non-Gaussian noise fragments
contain more complex statistics, making them more difficult for attackers to identify. Secondly, in
order to obtain accurate statistical features, attackers must aggregate all of the noise fragments, which
is very difficult due to the increasing number of clients. We conduct experiments that demonstrate
that the proposed method can greatly enhanced the system’s security.

Keywords: federated learning (FL); differential privacy; Kalman filter; non-Gaussian noise

1. Introduction

With the rapid development of the Internet of things (IoT), an increasing number of
devices are connected to the Internet [1,2], and the large amounts of data generated by
these devices can be mined through machine learning and other artificial intelligence (AI)
technologies to find value and improve the efficiency of production and operation [3-7].
Sometimes, training a decent machine learning model must require cooperation between
multiple devices, and their data sets need to be shared with each other. However, most
users are reluctant to share their data sets, as this involves private or other important
information. Once they share the data, it is difficult for them to control it, which may lead
not only to privacy leaks, but also to being threatened by malicious partners so as to cause
serious damage [8,9], raising privacy concerns [10]. As a result, it is not feasible to train a
decent model by directly sharing data, which results in “data islands”.

In order to solve the aforementioned problems, Google proposed federated learning
(FL) [11], which transfers the data storage and model training phase to the clients (namely
devices, including mobile phones, smart bracelets, pads and other terminals in the IoT),
while the clients only upload metadata instead of the original data [12]. Metadata refers to
the parameter information of a neural network, including its structure, gradient and weight.
In this way, it can reduce communication pressure and improve data security. FL can share
data value without sharing original data to mitigate the problem of “data islands”.

Although FL plays a significant role in privacy preservation, its main objective is to
prevent peers from stealing data, as there is no protection ability against external attacks [13].
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Research shows that malicious attackers can utilize reconstruction and other technologies
to infer the original client data. Zhu et.al proposed an attack method [14] in which attackers
can obtain original data through the differences in gradient information.

Scholars have tried encrypting metadata to defend against external attacks, for exam-
ple by using homomorphic encryption and differential privacy methods. Even if malicious
attackers steal the data during the transmission process, they cannot know the specific
results of the actual data. For example, Phong proposed a deep learning system based on
homomorphic encryption [15] to upload encrypted data to a cloud center. This system
can effectively protect the privacy of gradient information. In federated learning, the
communication cost is a major concern [16]. However, homomorphic encryption involves
high computing and communication performance demands. It requires the original data
to perform a large amount of the encryption operations and to transmit a large number of
ciphertexts, which greatly increases the burden of the system.

Compared with the homomorphic encryption algorithm, differential privacy has been
used because of its theory guarantee, simple algorithm and lower system performance
requirements [17]. It can be easily implemented on small devices such as smart phones,
which is very suitable for the application scenario of federated learning. Differential privacy
was first proposed by Dwork in 2006 [18]. The basic approach is to add noise to the data so
that the attacker cannot analyze the content of the original data through the data differences.
McMahan applied differential privacy in federated learning to build a language prediction
model [19] and achieved good results. Moreover, differential privacy has been applied
in real life. Google (Mountain View, CA, USA) [20], Apple (Cupertino, CA, USA) [21],
Microsoft (Washington, DC, USA) [22] and other companies have adopted differential
privacy mechanism to collect user data for model training in a safe way.

In the differential privacy approach, random noise must be added to the data, mostly
using the Laplace or Gaussian mechanism. Although adding noise with the Laplacian
distribution or Gaussian distribution on the data has a certain protection ability, as its
statistical properties are easy to identify, it still can be decrypted by experienced attackers.
Attacks from the outside pose a great threat to the security of federated learning system
and hinder the application of federated learning in IoT. Therefore, there is an urgent need
to improve the security of data during transmission in FL systems.

2. Related Works

In order to improve the security of federated learning system, this paper proposes
a federated learning differential privacy preservation strategy based on local features of
non-Gaussian noise and aggregates the noisy metadata through a sequential Kalman filter
(NGDP-FedSKF). We name the local features of non-Gaussian noise the non-Gaussian noise
fragments. The basic approach is as follows. For a trained neural network, firstly the
non-Gaussian noise is divided into several fragments, then one of the fragments is added
to the metadata randomly and the noisy metadata are uploaded to the server. Secondly, the
sequential Kalman filter is used in the server to aggregate the metadata for each client and
to obtain a noisy global model, which consists of real metadata and added non-Gaussian
noise. Thirdly, the noisy global model is sent to the client. Finally, in the client, a novel
filter is designed to denoise and decrypt the noisy global model. The precision of the
denoised global model is close to that achieved without adding noise. In this way, the
training accuracy of federated learning system does not show significant decline and the
ability to resist external attacks greatly enhanced, meaning the security of the system is
significantly improved.

The main contributions of this paper are as follows: (1) we propose a differential
privacy encryption strategy based on a class of non-Gaussian noise, making it difficult to
decrypt the data using existing differential privacy decryption technology; (2) we divide a
piece of random noise into multiple fragments, meaning we must aggregate all of the pieces
of information into a whole in the server before we can design a method to decrypt it; (3)
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for the aggregated non-Gaussian noise information, we design a tailored filtering method
to remove it, which has a good decryption effect on the existing encryption methods.

This paper is organized as follows. Section 1 provides a general introduction. Section 2
introduces the related work. Section 3 provides a detailed description of the proposed
method. Section 4 provides a simulation and analysis of the experiments. Section 5 provides
the conclusions and directions for future work.

3. Proposed Approach
3.1. Approach Overview

The main purpose of this subsection is to introduce the main process of the proposed
NGDP-FedSKF method.

In this paper, all edge devices are treated as clients, and we set up a trusted client
server called the server. We refer to the collection of clients and the server as a cluster.

Although federated learning is a good solution to the problem of privacy preserva-
tion within a cluster from the point of view of system stability, the following problems
still remain:

e  Delay and packet loss during data transmission [23];
e Inadequate defense against external attacks [24].

We propose a differential privacy strategy based on local features of non-Gaussian
noise and aggregate the metadata from each client with a sequential Kalman filter in the
server, which greatly improves the security of the data transmission and allows real-time
updates. Once the metadata reach the server, they can be aggregated immediately if the
server is in an idle state. As depicted in Figure 1, the proposed method is as follows:

1. At first, the server initializes a global model and sends its structure and initialized
metadata to each client for training, where the metadata includes the connection
weight and bias of the global model;

2. Ifitis not the first round, each client denoises and decrypts the noisy metadata from
the global model issued by the server with its secret key and takes the result as the
initial value of this training round;

3. After the training process, each client adds a non-Gaussian noise fragment with a
non-zero mean value to the metadata randomly, then uploads it to the server. Based
on the noise fragment, the client will generate a secret key and save it locally;

4. The server aggregates the noisy metadata with a sequential Kalman filtering algorithm
and sends the noisy metadata from the global model to the clients;

5. Steps 2 to 4 are repeated until reaching satisfactory testing performance.

noisy local model
!

Serverlsequential Kalman filterl

noisy global model

] i B
noisy noisy noisy
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¥ ¥ ¥
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Figure 1. Description of the federated learning structure.
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Given a fixed set of K clients, client [ has a fixed local data set P, with |P;| samples.

m
The m clients are picked in each round to participate in training. |P| = Y |P| is the total
=1

number of samples in a round. Our goal is to minimize the loss function f(w):

minf(w) @
flw)= Y. ||Ppl|fl(w) @
i=11

where f;(w) is the loss function of the client/,/ = 1,2, - - - , m. The simplified pseudo-code
for the NGDP-FedSKF is illustrated in Algorithm 1.

Algorithm 1: NGDP-FedSKF

01. m clients participate in the training in each round;

02. « is metadata(model parameter);

03. B is non-Gaussian noise randomly added by each client.
04. For server executes:

05. Input: x},x7,...,x/" where x} = al + g}, 1=1,2,---m
06. Output: x4

07. initialize ag

08. foreachround t = 1,2,... do

09. foreach client! =1,2,---m do

10. xl .y + SKF(x})

11. end for

12. Xpp1 = x4

13. end for

14.

15. For client executes:

16. Input:x,

17. Output: x},x%, ..., x}{" where xi = txi + /Sl,l =12,---m
18. foreachround t =1,2,...do

19. foreach client! =1,2,---m do

20. al < decrypt x;

21. oclt — ai Update by stochastic gradient descent
22. xb ol + Bl

23. end for

24, end for

Remark 1. This section introduces the overall process of the proposed method, in which the
noise adding (encryption) method, SKF algorithm and decryption method are in Sections 3.2-3.4,
respectively.

3.2. Noise-Adding Method Based on Non-Gaussian Fragments

The main purpose of this subsection is to give an outline of differential privacy technol-
ogy and present the noise-adding method based on non-Gaussian fragments we proposed.

The definition of differential privacy was first proposed by Dwork. Let data sets D
and D’ differ on at most one element, where ® is a random algorithm. For any output
S C Range(®), if Equation (3) is true, then algorithm ® satisfies (¢,0) differential privacy:

Pr[®(D) € S] < Pr[®(D’) € ] x ¢ 3)

where ¢ is the privacy budget and ¢ is the failure probability.
The sensitivity L(f) can measure the output variation of the function f over two data
sets D and D'. If L(f) is very large, subtle changes in the data set can lead to significant
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output differences. According to different calculation methods, sensitivity L(f) can be
defined as sensitivity L;(f) and sensitivity Ly (f) as follows:

Li(f) = max||f(D) — f(D")]], @
Ly(f) = max||f(D) — (D), ®)

Differential privacy can be implemented in many ways. At present, the main method
is to add random noise disturbance. For a row data set &, the encrypted data setis « + §3,
where f is random noise. For the Laplace mechanism, if the random noise follows the

Li(f)

€

mechanism, if the random noise follows the Gaussian distribution Gaussian(0, 1/21In % X
L(f2)

€

Laplace distribution Laplace(0, ), it can satisfy e-Differential privacy. For the Gaussian

), it can satisfy (¢,0)-Differential privacy.

Differential privacy technology has been used in machine learning. For example,
Geyer proposed a user-level differential privacy federated learning framework [25], which
provides differential privacy preservation for users. Compared with other encryption
algorithms, differential privacy is very suitable for federated learning due to its low im-
plementation cost. However, for the Laplace mechanism and Gaussian mechanism, their
simple statistical features can still be decrypted by experienced attackers. For example,
when the mean value is zero, it can be removed easily by using an exponential filter, so the
security needs to be strengthened. Therefore, we propose a differential privacy strategy
based on non-Gaussian noise fragments.

The non-Gaussian noise p with a non-zero mean value has the distribution of p(x),
where a < x < b; m clients are picked at each round to participate in training. As shown in
Equation (6), B is divided into r - m equal parts and f; has the distribution of p;(x), where
r > 1,1 <i < rm, while the range of values of x show in Equation (7):

;B:,Blu,BZU"'U,Brm (6)
C-a)i-1) _ _(b-a)i @)
rm rm

A selection matrix I? produced by client I can determine which fragment will be added

!, as shown in Equation (8):

on «
Bl ~T'p(x) ®)

Then, the noise ,Bl will be added to the metadata a! and the noisy metadata can be
represented as x/, x' = a! + p!. Finally, x/ will be uploaded to the server as a local model

parameter for sharing.

Remark 2. This subsection introduces the noise-adding method based on non-Gaussian fragments.
Compared with the traditional methods, the proposed method has stronger security performance for
two reasons. First, the noise we add has more complex statistics and it is more difficult for attackers
to identify. Second, in order to obtain accurate statistical features, one must aggregate all the noise
fragments. As the number of clients increases, it becomes less and less possible to intercept all of
the fragments.

3.3. Sequential Kalman Aggregation Algorithm

The main purpose of this subsection is to elaborate the sequential Kalman aggregation
algorithm in the case of additive noise. In NGDP-FedSKF, we utilize it to aggregate the
noisy metadata that come from clients.

The federated averaging algorithm (FedAvg) is the baseline FL aggregation algo-
rithm [26]. However, the delay and packet loss of updates during communication are
ignored [27]. In practice, it cannot aggregate the local models” parameters until all of them
arrive at the server, which results in poor reliability and controllability. In this paper, we
apply a sequential Kalman filter (SKF) to aggregate the local models’ noisy metadata [28]
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Rk+1k+1) =2"(k+1lk+1) = E{x"(k+ 1|k + 1)

in real-time in the order of arrival. This approach is improved on the basis of a classical
Kalman filtering algorithm to adapt to the random arrival of parameters, which is very
suitable for the application scenario of federated learning.

In order to update the parameters online via sequential Kalman filter, the model
needs to establish the state equation and measurement equation according to the Kalman
filter [29-33]:

We can denote the status value of the k period in client I as a!) (k). After adding the
noise fragment B(!) (k), the new status value is updated to x(!) (k) via the state equation
shown in Equation (9):

(k) = GV (k) + Cop " (k) ©)

wherel =1,2--. ,m; C; and C, are regulatory factors.
Considering the dynamic relationship between the k and k + 1 periods, the state
models shown in Equation (10) involves the concept of random walks:

x(k+1) = Ax! (k) + w(k) (10)

where A is the state transition matrix; w(k) is process noise, which is Gaussian white noise
with a mean of zero, the variance of which is Q(k) and Q(k) > 0.
The measurement equation is updated as Equation (11):

v (k+1) = Cra (k4+1) + Y (k4 1) + v(k+1) = Hx' (k+1) + v(k+1) (1)

where H is the measurement matrix; v(k 4+ 1) is measurement noise, which is Gaussian
white noise with a mean of zero, the variance of which is R(k+ 1) and R(k+ 1) > 0.
We can set x(k|k ) as the random initial value of the global model as in Equation (12):

2 (klk) = a(0) (12)

The sequential Kalman filter update process is as follows:

2 k+11k) = Ax(k|k) (13)

PY(k+1]k) = AP°(k|k)AT + Q(k) (14)

K'(k+1) = P'(k + 1|k)HT[HP' (k + 1k )HT + R(k +1)] " (15)
k+1k+1) = 24k +1)k) + Kk + 1) [yt (k+1) — HRY(k + 1]k)] (16)
PY(k+1|k +1) = [I — K*(k+1)H]P (k + 1|k) 17)

-1

K™(k+1) = P" Yk + 1)k +1)H [HP" Y (k+ 1]k + 1)HT + R(k +1)] (18)
M(k+1k+1) = 2" Yk + 1]k +1) + K"(k+ 1) [y"(k + 1) — HE" Yk + 1]k + 1)] (19)
P"(k+1lk +1) = [I — K™(k+1)H]P" Yk + 1|k + 1) (20)

2k+1k+1) =2"(k+1]k+1) (1)

Plk+1lk +1)=P"(k+1lk +1) (22)

where %(k + 1]k + 1) is the global model’s noisy metadata for the new round.

k4 1k +1), v (k+1),y*(k+1),--- ,y"(k+1)}  (23)

Remark 3. Through the method proposed in this subsection, the server can asynchronously update
the global model in real time in the case of additive noise, and can achieve similar or even better
results than using centralized filtering.
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3.4. Noise Elimination Method

The main purpose of this subsection is to introduce the decryption method for the
clients. In order to obtain high-precision data, the clients must eliminate the noise after the
noisy global model arrives.

The clients obtain the noisy global model parameter £(k + 1|k + 1) from the server,
which involves the joint estimation of the global model parameter a(k + 1) and noise
B(k + 1). The clients have the distribution information for f(k + 1), which has the ability
to eliminate as much noise as possible by converting noise to white noise [34], as in
Equation (24):

B(k+1) = CoB(K) + (k) 4)

where {7(k),k > 0} is white noise and its variance is Qy (k).

To design a new filter to remove the added noise, the new state value is G(k) in
Equation (25). We need to establish the state equation and measurement equation as
Equation (26) and Equation (27), respectively:

Glk+1) = [ ggﬁg ] (25)
G(k+1) = AcG(k) + (k) (26)
yolk+1) = 2(k+1k+1)
= Cllx(k + 1) + Czﬁ(k + 1) + ﬂ(k + 1)
|c @) a(k+1)
=15 ce, || faid ] oo @)
_ { a ci:,; }G(k+1)+n(k+1)
= HeG(k+1) + 5(k+1)
The Kalman filtering process is as follows:
G(k+1]k) = AcG(k|k) (28)
Ps(k+1]k) = AgP(k|k)AS + Qy (k) (29)
Kg(k+1) = Pg(k+ 1)) HL[HePs (k + 1)) HE + Q, (k)] ' (30)
G(k+1lk+1) = G(k+1]k) + Kg(k+ 1)[yg(k+ 1) — HGG(k + 1|k)] (31)
Po(k+1lk+1) = [I — Kg(k+ 1)Hg] P (k + 1[k) (32)

According to optimal estimation G(k + 1|k + 1), we apply the selection matrix U =
[ 1 0 ] toobtain the optimal estimation value #(k + 1) as the initial value a(k + 1) of new
around, as Equations (33) and (34). After removing the noise, the precision of the model
can be greatly improved.

(1 0]Ck+1k+1) = 1 o][g‘((,ffl)) }a(kﬂ):a(kﬂ) (33)

alk+1) =a(k+1) (34)
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Remark 4. Because clients have the statistical properties of the noise and decryption methods,
they can design a filter to remove noise to obtain the optimal value. However, the attackers do not
have prior knowledge, meaning they cannot effectively erase noise. Even if they utilize traditional
Gaussian white noise filtering methods, the result they can obtain is not as accurate as the clients’
result or is even worse than using no decryption.

4. Experiment Simulation
4.1. Data Set Preparation

In this paper, a rolling bearing data set from Case Western Reserve University (CWRU)
is used for simulation tests. We use a part of the data set of one horsepower for a simulation
test. A total of 1800 data samples are selected from the training set and 900 data samples
are selected from the test set. Five dimensions are extracted through the pre-processing
method to facilitate testing, and 9 fault types are generated by EDM.

4.2. Experimental Setting

The framework structure of the cluster is a server and four clients. The functional
architecture of the system is shown in Figure 1. In order to simulate delays in the commu-
nication process in reality, we set the order of parameters arriving at the server as random;
that is, the aggregation order of the SKF is random.

The sample number of the training set per client is 450, and 900 test samples are used
to test the accuracy of each client’s model to obtain the average accuracy.

In this experiment, 5 layers of neural network are set, with 5, 21, 43, 25 and 9 nodes in
each layer, respectively. The number of communication rounds is set as 50, and the number
of neural network training epochs in the client is set as 50. We apply a stochastic gradient
descent to train the local model.

In this experiment, we compare the accuracy levels and training times of FedAvg and
FedSKF in adding non-Gaussian noise fragments with different mean values, which we
name NGDP-FedAvg and NGDP-FedSKE, respectively. In order to verify the significant
effects of encryption, we set up a test without decryption (not-decrypt). In this test, we
apply FedSKF to aggregate the metadata, but unlike the NGDP-FedSKF experiment, in the
final communication round, once clients receive the noisy global model, they calculate the
accuracy immediately without decrypting the model. In addition, we set up another test
(Gaussian decrypt) where we suppose that the attacker learns the statistical properties of
the added noise and utilizes a Gaussian mechanism to denoise it.

The noise  we add has a chi-square distribution with a parameter of 4, while the
range is from 0 to 10, as shown in Figure 2. We set coefficient { to change the mean value of
the noise as Equation (34). In this experiment, we set { = 0.2, = 0.4, { = 0.6 and { = 0 for
the case with no added noise:

B(x) ~ Cx*(4) (35)

Figure 2. The chi-square distribution (4) was divided into four equal parts of 0 < x < 2.5,2.5 < x <5,
5<x<75and75 < x < 10.
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4.3. Rresult Analysis

Applying the not-decrypt, Gaussian decrypt, NGDP-FedAvg and NGDP-FedSKF
methods for training, we add different means of noise to the metadata. We repeat the
experiments one hundred times. The accuracy levels in fault diagnosis are shown in Table 1
and the variance analysis results are shown in Table 2. The comparison of the results for
the different methods is shown in Figure 3.

Table 1. The fault diagnosis accuracy results.

Diagnosis Accuracy (Unit: Percentage %)

Method
7=0 7=02 {=04 7=06
Not-decrypt - 79.75 61.67 39.48
Gaussian- - 83.44 77.42 56.98
decrypt
NGDP-FedAvg 89.33 89.00 84.15 82.44
NGDP-FedSKF 90.33 90.11 87.03 83.05

Table 2. The variance analysis results for the fault diagnosis accuracy.

Accuracy Variance

Method
€=O g:oz §=04 €=06
Not-decrypt - 0.0092 0.0240 0.0319
Gaussian- - 0.0033 0.0093 0.0293
decrypt
NGDP-Fed Avg 0.0013 0.0014 0.0021 0.0036
NGDP-FedSKF 0.0012 0.0012 0.0013 0.0028
100
90 — Bl p— —
80 — [
710+
|
e 60 F
S 50
. 4t
30 +
20 F 9
W - i =
0 > =
0 0.2 0.4 0.6

Figure 3. Comparison of the results for the different methods. Dark orange—not-decrypt; magenta—
Gaussian decrypt; yellow—NGDP-FedAvg; cyan—NGDP-FedSKF. The line chart represents the
variance values and the bar chart represents average accuracy values.

In terms of the accuracy shown in Table 1, NGDP-FedSKF shows better performance
than NGDP-FedAvg, with the percentage being over 1%, 1.11%, 2.88% and 0.61%. Adding
noise with different mean values will decrease the accuracy to different degrees. However,
regardless of the aggregation method we use, the accuracy is much more than in the
not-decrypt and Gaussian decrypt tests.

In terms of the stability shown in Table 2, the variance increases with the mean value
of the added noise. NGDP-FedSKF shows better performance than NGDP-Fed Avg as well.
When a small amount of noise is added, the variance increase is not obvious. However,
when ¢ > 0.4, the variance increases rapidly.

As ¢ = 0.2, the accuracy is almost the same as without the noise; moreover, the security
is improved. As = 0.4, although the accuracy is slightly decreased, the security is greatly
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improved. Therefore, { should not be too large or too small. If it is too large, it will have a
great impact on the accuracy of the model and lead to a great decline in accuracy. If it is too
small, it cannot achieve the effect of privacy protection.

The average training times for NGDP-Fed Avg and NGDP-FedSKF are 35.3 s and 38.9
s respectively. Because the SKF algorithm is more complex than the federated average
algorithm, the training time for NGDP-FedSKEF is slightly higher than for NGDP-Fed Avg,
although this is acceptable.

Therefore, in terms of confidentiality, the accuracy of the not-decrypt case is signifi-
cantly lower than the other cases. Even if the attackers learn the statistical properties of the
added noise and utilize a Gaussian mechanism to denoise it, the accuracy will still be much
lower than for NGDP-Fed Avg and NGDP-FedSKF. This proves that the encryption method
we have proposed has a significant protective effect.

4.4. Result Analysis

In terms of the accuracy and stability during fault diagnosis, the method proposed
in this paper has a good privacy protection effect, because the accuracy of diagnosis for
each client is significantly higher than in the not-decrypt case. This section analyzes the
distances between different model parameters to further prove the effectiveness of the
proposed methods from a theoretical perspective.

In a communication round, we set the parameter before encryption as a and the
parameter after encryption through the proposed method as «;. Using the proposed
method to decrypt a1, we can get &1. We use the traditional Gaussian decryption method
to decrypt a; so as to get &].

The Euclidean distance is used here to calculate the distance between parameters for
each model. The distance between a and a4 is ||a — a1]|,, which can be used to measure
the encryption effect. The farther the distance is, the better the encryption effect and the
less information is disclosed after being intercepted. The distance between a and & is
|l — &1]|,, which can be used to measure the decryption effect. The closer the distance,
the better the decryption effect, meaning the client can obtain more accurate decryption
results. The distance between a and &} is ||« — &) ,» which indicates the decryption effect of
traditional Gaussian methods after being intercepted by external attackers. The farther the
distance, the worse the decryption effect. After multiple tests and averaging of the results,
& —azll, = 1.86, ||« — &1]], = 0.2, |« — & ||, = 1.57. This shows that the proposed method
exhibits good security performance and does not have a great impact on the accuracy of
the model. Even if external attackers use the traditional Gaussian method for decryption,
they cannot accurately obtain the original data.

5. Conclusions and Future

In this work, we proposed a differential privacy strategy (NGDP-FedSKF) based
on local features of non-Gaussian noise and aggregates of the noisy metadata through
a sequential Kalman filter in federated learning scenarios to improve the security of the
federated learning system. An encryption technique based on local non-Gaussian features
was proposed to implement differential privacy. A data aggregation technique based on
sequential filter in the center was designed to aggregate the models of each client online.
A novel filter in the client was designed to decrypt the noisy aggregated metadata with
non-Gaussian statistical characteristics. The method proposed here was proven using
experiments, showing that in circumstances of appropriate noise, although the accuracy
slightly decreased, the safety performance of the federated learning system was greatly
improved. Moreover, it can aggregate local models” noisy metadata online, solving the
problems of delay and packet loss during data transmission. We suggest that the NGDP-
FedSKF model is a suitable method to improve the defense capability of the federal learning
system against external attacks.

There are still several points worthy of researching and improving in the future. One
of the most important points is that the added noise should not be too large or small,
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since improving the privacy protection requires a loss of model accuracy. Therefore, we
will consider searching for a more suitable mean of the noise to achieve the best balance
between the privacy protection and precision of the model [35].
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total number of clients

the number of picked clients in each round

a client

client data set

the number of samples of the client data set

loss function

metadata

non-Gaussian noise

metadata after adding noise

data set

random algorithm

probability

privacy budget

failure probability

sensitivity

probability density function

selection matrix in encryption process

process noise

measurement noise

regulatory factors

time step

measurement matrix

state-transition matrix

(k|k) state estimate

(k+1]k) state prediction value

(k+1k) state prediction error covariance matrix

(k+1lk+1) estimate error covariance matrix
Kalman gain matrix

Pk+1) prediction error

selection matrix in decryption process

coefficient of mean regulation

FOORTAIRETTEA

S ™
—
~ ~—

T O 8 AT

RNg g R =D

™~

1. Wu, Q.; He, K.; Chen, X. Personalized federated learning for intelligent IoT applications: A cloud-edge based framework. IEEE
Open . Comput. Soc. 2020, 1, 35-44. [CrossRef] [PubMed]

2. Dibaei, M.; Zheng, X.; Xia, Y.; Xu, X,; Jolfaei, A.; Bashir, A K,; Tariq, U.; Yu, D.; Vasilakos, A.V. Investigating the prospect of
leveraging blockchain and machine learning to secure vehicular networks: A survey. IEEE Trans. Intell. Transp. Syst. 2021, 23,

683-700. [CrossRef]


https://engineering.case.edu/bearingdatacenter/welcome
https://engineering.case.edu/bearingdatacenter/welcome
http://doi.org/10.1109/OJCS.2020.2993259
http://www.ncbi.nlm.nih.gov/pubmed/32396074
http://doi.org/10.1109/TITS.2020.3019101

Sensors 2022, 22, 2424 12 of 13

10.

11.

12.

13.

14.
15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.
26.

27.

28.

29.

30.

31.

32.

Liu, X,; Li, H,; Xu, G,; Liu, S,; Liu, Z.; Lu, R. PADL: Privacy-Aware and asynchronous deep learning for IoT applications. IEEE
Internet Things J. 2020, 7, 6955-6969. [CrossRef]

Wen, T.; Xie, G.; Cao, Y.; Cai, B. A DNN-Based Channel Model for Network Planning in Train Control Systems. IEEE Trans. Intell.
Transp. Syst. 2021, 23, 2392-2399. [CrossRef]

Kong, Y.; Ma, X.; Wen, C. A New Method of Deep Convolutional Neural Network Image Classification Based on Knowledge
Transfer in Small Label Sample Environment. Sensors 2022, 22, 898. [CrossRef] [PubMed]

Ye, L.; Ma, X.; Wen, C. Rotating Machinery Fault Diagnosis Method by Combining Time-Frequency Domain Features and CNN
Knowledge Transfer. Sensors 2021, 21, 8168. [CrossRef]

Arachchige, P.C.M.; Bertok, P; Khalil, ; Liu, D.; Camtepe, S.; Atiquzzaman, M. Local differential privacy for deep learning. IEEE
Internet Things J. 2020, 7, 5827-5842. [CrossRef]

Maurya, S.; Joseph, S.; Asokan, A.; Algethami, A.A.; Hamdi, M.; Rauf, H.T. Federated transfer learning for authentication and
privacy preservation using novel supportive twin delayed DDPG (S-TD3) algorithm for IIoT. Sensors 2021, 21, 7793. [CrossRef]
Zhang, C.; Patras, P.; Haddadi, H. Deep learning in mobile and wireless networking: A survey. IEEE Commun. Surv. Tutorials
2019, 21, 2224-2287. [CrossRef]

Mowla, N.I;; Tran, N.H.; Doh, L; Chae, K. Federated learning-based cognitive detection of jamming attack in flying Ad-Hoc
network. [EEE Access 2019, 8, 4338-4350. [CrossRef]

Konen, J.; Mcmahan, B.; Ramage, D. Federated optimization: Distributed optimization beyond the datacenter. arXiv 2015,
arXiv:1511.03575. [CrossRef]

Yang, K.; Shi, Y.; Zhou, Y; Yang, Z.; Fu, L.; Chen, W. Federated machine learning for intelligent IoT via reconfigurable intelligent
surface. IEEE Netw. 2020, 34, 16-22. [CrossRef]

Liu, X.; Xie, L.; Wang, Y.; Zou, ].; Xiong, J.; Ying, Z.; Vasilakos, A.V. Privacy and security issues in deep learning: A survey. IEEE
Access 2020, 9, 4566—4593. [CrossRef]

Zhu, L.; Liu, Z.; Han, S. Deep leakage from gradients. arXiv 2019, arXiv:1906.08935. [CrossRef]

Phong, L.T.; Aono, Y.; Hayashi, T.; Wang, L.; Moriai, S. Privacy-Preserving deep learning via additively homomorphic encryption.
IEEE Trans. Inf. Forensics Secur. 2018, 13, 1333-1345. [CrossRef]

Putra, K.; Chen, H.-C; Prayitno; Ogiela, M.; Chou, C.-L.; Weng, C.-E.; Shae, Z.-Y. Federated compressed learning edge computing
framework with ensuring data privacy for PM2.5 prediction in smart city sensing applications. Sensors 2021, 21, 4586. [CrossRef]
[PubMed]

Zhou, C.; Fu, A.; Yu, S.; Yang, W.; Wang, H.; Zhang, Y. Privacy-Preserving federated learning in fog computing. IEEE Internet
Things |. 2020, 7, 10782-10793. [CrossRef]

Dwork, C.; McSherry, F.; Nissim, K.; Smith, A. Calibrating noise to sensitivity in private data analysis. In Theory of Cryptography
Conference; Springer: Berlin/Heidelberg, Germany, 2006; pp. 265-284.

McMahan, H.; Daniel, R.; Kunal, T.; Li, Z. Learning differentially private language models without losing accuracy. arXiv 2017,
arXiv:1710.06963.

Abadi, M.; Chu, A.; Goodfellow, I.; McMahan, H.B.; Mironov, I.; Talwar, K.; Zhang, L. Deep Learning with Differential Privacy. In
Proceedings of the 2016 ACM SIGSAC Conference on Computer and Communications Security, Vienna, Austria, 24-28 October
2016; pp. 308-318. [CrossRef]

Apple, D. Learning with privacy at scale. Apple Mach. Learn. J. 2017, 1, 71.

Ding, B.; Kulkarni, J.; Yekhanin, S. Collecting telemetry data privately. arXiv 2017, arXiv:1712.01524. [CrossRef]

Yang, H.; Yuan, J.; Li, C.; Zhao, G.; Sun, Z.; Yao, Q.; Bao, B.; Vasilakos, A.V.; Zhang, J. BrainloT: Brain-Like Productive Services
Provisioning with Federated Learning in Industrial IoT. IEEE Internet Things J. 2021, 9, 2014-2024. [CrossRef]

Oseni, A.; Moustafa, N.; Janicke, H.; Liu, P; Tari, Z.; Vasilakos, A. Security and privacy for artificial intelligence: Opportunities
and challenges. arXiv 2021, arXiv:2102.04661.

Geyer, R.; Klein, T.; Nabi, M. Differentially private federated learning: A client level perspective. arXiv 2017, arXiv:1712.07557.
McMahan, H.; Eider, M.; Daniel, R.; Blaise, A. Federated learning of deep networks using model averaging. arXiv 2016,
arXiv:1602.05629.

Jajub, K.; Mcmahan, H.; Felix, X.; Peter, R. Federated learning: Strategies for improving communication efficiency. arXiv 2016,
arXiv:1610.05492.

Ma, X.; Wen, C.; Wen, T. An asynchronous and real-time update paradigm of federated learning for fault diagnosis. IEEE Trans.
Ind. Inform. 2021, 17, 8531-8540. [CrossRef]

Gannot, S.; Burshtein, D.; Weinstein, E. Iterative and sequential Kalman filter-based speech enhancement algorithms. IEEE Trans.
Speech Audio Process. 1998, 6, 373-385. [CrossRef]

Wen, C.; Cheng, X.; Xu, D.; Wen, C. Filter design based on characteristic functions for one class of multi-dimensional nonlinear
non-Gaussian systems. Automatica 2017, 82, 171-180. [CrossRef]

Sun, X.; Wen, C.; Wen, T. Maximum Correntropy High-Order Extended Kalman Filter. Chin. |. Electron. 2022, 31, 190-198.
[CrossRef]

Wang, Q.; Sun, X.; Wen, C. Design Method for a Higher Order Extended Kalman Filter Based on Maximum Correlation Entropy
and a Taylor Network System. Sensors 2021, 21, 5864. [CrossRef]


http://doi.org/10.1109/JIOT.2020.2981379
http://doi.org/10.1109/TITS.2021.3093025
http://doi.org/10.3390/s22030898
http://www.ncbi.nlm.nih.gov/pubmed/35161644
http://doi.org/10.3390/s21248168
http://doi.org/10.1109/JIOT.2019.2952146
http://doi.org/10.3390/s21237793
http://doi.org/10.1109/COMST.2019.2904897
http://doi.org/10.1109/ACCESS.2019.2962873
http://doi.org/10.5539/cis.v2n1p115
http://doi.org/10.1109/MNET.011.2000045
http://doi.org/10.1109/ACCESS.2020.3045078
http://doi.org/10.48550/arXiv.1906.08935
http://doi.org/10.1109/TIFS.2017.2787987
http://doi.org/10.3390/s21134586
http://www.ncbi.nlm.nih.gov/pubmed/34283140
http://doi.org/10.1109/JIOT.2020.2987958
http://doi.org/10.1145/2976749.2978318
http://doi.org/10.48550/arXiv.1712.01524
http://doi.org/10.1109/JIOT.2021.3089334
http://doi.org/10.1109/TII.2021.3063482
http://doi.org/10.1109/89.701367
http://doi.org/10.1016/j.automatica.2017.03.041
http://doi.org/10.1049/cje.2020.00.334
http://doi.org/10.3390/s21175864

Sensors 2022, 22, 2424 13 of 13

33. Liu, X.; Wen, C.; Sun, X. Design Method of High-Order Kalman Filter for Strong Nonlinear System Based on Kronecker Product
Transform. Sensors 2022, 22, 653. [CrossRef] [PubMed]

34. Vershinin, Y. A data fusion algorithm for multisensor systems. In Proceedings of the Fifth International Conference on Information
Fusion. FUSION 2002. (IEEE Cat.No0.02EX5997), Annapolis, MD, USA, 8-11 July 2002; Volume 1, pp. 241-345. [CrossRef]

35. Li Y, Yang, S.; Ren, X.; Zhao, C. Asynchronous Federated Learning with Differential Privacy for Edge Intelligence. arXiv 2019,
arXiv:1912.07902.


http://doi.org/10.3390/s22020653
http://www.ncbi.nlm.nih.gov/pubmed/35062614
http://doi.org/10.1109/icif.2002.1021172

	Introduction 
	Related Works 
	Proposed Approach 
	Approach Overview 
	Noise-Adding Method Based on Non-Gaussian Fragments 
	Sequential Kalman Aggregation Algorithm 
	Noise Elimination Method 

	Experiment Simulation 
	Data Set Preparation 
	Experimental Setting 
	Rresult Analysis 
	Result Analysis 

	Conclusions and Future 
	References

