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Introduction: Mobile health (mHealth) is now considered an important approach to extend 
traditional health services and to meet the growing medical needs. The prescribability of mHealth 
applications is a complex problem because it depends on a large number of factors and concerns a 
wide range of disciplines and actors in the industrial, health, normative, and regulatory domains.
Objective: Our study correlated data from the scientific literature with data on regulatory 
developments in the United States, the European Union, and France with the aim of 
identifying the conditions for the prescription of mHealth applications.
Methods: The search method adopted was the systematic literature review process by Brereton 
et al. All empirical evidence from the relevant fields of study was gathered and then evaluated to 
answer our predefined research questions. The WoS and PubMed databases were queried for the 
period between 1 January 1975 and 30 November 2020. A total of 165 articles (15 with a direct 
focus and 150 with an indirect focus on mHealth prescribing) were analyzed/cross-referenced. The 
ScienceDirect database was consulted to complement the collected data when needed. Data 
published by international and national regulatory bodies were analyzed in light of the scientific 
data obtained from the WoS, PubMed, and ScienceDirect databases.
Results: The International Medical Device Regulators Forum has ensured the international 
structuring of the regulatory field in collaboration with participating countries. The creation and 
updating of databases have allowed the tracking of medical device versions/upgrades and incidents. 
The regulatory organizations of the United States, the European Union, and France are currently 
consulting healthcare personnel, manufacturers, and patients to establish evaluation criteria for 
usability and quality of instructions for use that take into consideration patients’ level of literacy. 
These organizations are also providing support to manufacturers who wish to file marketing 
applications. Marketing, privacy, and cybersecurity measures are evolving with developments in 
technology and state cooperation policies. The prescription of mHealth applications will gain social 
acceptance only if consistency and coordination are ensured at all stages of the process: from pre- 
design, through verification of medical effectiveness, to ethical consideration during data collection 
and use, and on to marketing.
Conclusion: The conditions for mHealth prescribability include the adaptation of international 
regulation by the different states, the state provision of marketing support, and the evaluation of 
mHealth applications. For mHealth to gain social acceptance, increased collaboration among 
physicians, manufacturers, and “information technology stakeholders” is needed. Once this is 
achieved, MHealth can become the cornerstone of successful health care reform.
Keywords: national and international laws and regulations, medical device, evaluation of 
technologies, mHealth, prescription feasibility
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Introduction
Mobile health (mHealth) is the use of applications and/or 
mobile connected devices for the purpose of supporting 
medical and public health practices.1,2 Mobile health appli-
cations consist of two types. The first is software as a medical 
device (SaMD), which performs medical functions through 
software installation on generic devices such as tablets or 
smartphones. The second is software in a medical device 
(SiMD), which requires both hardware and software compo-
nents to operate – for instance, an mHealth application that 
interfaces and interacts with a material medical device 
(MD).3 Insofar as they are qualified as MDs, both SaMDs 
and SiMDs must comply with the regulatory frameworks 
established by national and international authorities for mar-
keting, quality, safety of use, usability, and data security. 
Material MDs, and their embedded SiMDs if any, have 
long been required to undergo certification by national and 
international regulatory systems. By contrast, the require-
ment for certification of SaMDs, particularly mHealth appli-
cations, was implemented only recently.

Mobile health can play a positive role in various 
domains that affect the health status of individuals (well-
being, prevention, care, monitoring or surveillance of diag-
nosed diseases, etc.) while also benefiting the health care 
system as a whole.4 It is now considered an important 
approach to extend traditional health services and a 
means to meet the growing medical needs.

In their review of the literature, Gagnon et al5 identi-
fied several factors that might contribute to the adoption of 
mHealth: perceived usefulness and ease of use, design and 
technical concerns, cost, time, privacy and safety issues, 
familiarity with the technology, risk-benefit assessment, 
and interaction with others (colleagues, patients, and man-
agement). Several studies6–9 have noted that physicians 
can play a major role in mHealth adoption by recommend-
ing mHealth applications to their patients. Yet, despite the 
recent publication of policy recommendations promoting 
the use of mHealth applications in routine clinical practice, 
these technologies are rarely recommended and even less 
prescribed by physicians.10

The prescribability of mHealth applications is a complex 
problem because it depends on a large number of factors and 
concerns a wide range of disciplines and actors in the indus-
trial, health, normative, and regulatory domains. Moreover, 
patient acceptance of these technologies is not self-evident. 
Patients must be assured that their data will be protected and 

must be provided information via explanatory notices on 
how to use these applications.11

Indeed, while the prescription of drugs is a well- 
known practice in the medical field, the prescription of 
software is not. For mHealth prescription to gain social 
acceptance, prescribers and patients must be protected 
through regulating this novel practice and requiring the 
certification of mHealth applications. In this regard, J. 
Forsstrom12 highlighted as early as 1997 the urgency 
of implementing the certification of medical software 
to ensure their widespread adoption in clinical practice. 
In addition, the performance outcomes of mHealth 
applications must be evaluated in clinical trials, such 
that prescribers’ actions are supported by evidence and 
possibly covered by insurance.11 There is indeed a 
striking gap between the large number of mHealth 
applications available in app stores and the small num-
ber of applications evaluated by researchers and other 
actors.13

In 2015, the Institute for Healthcare Informatics 
(IMS)8 published a report proposing a series of actions 
to build a maturity model for the prescription of 
mHealth applications. The IMS noted that the prescrip-
tion process had to be designed by all actors via the 
creation of technological standards and controls related 
to security and privacy. It also highlighted that mHealth 
applications had to be clinically evaluated prior to their 
medical use and integration into health information sys-
tems (HIS). The majority of IMS proposals have since 
been cited by researchers interested in the use of 
mHealth in clinical research.14–17 In their study examin-
ing the possibility of prescribing mHealth applications 
in oncology, Berkowitz17 et al recalled the importance 
of obtaining marketing authorization from the US Food 
and Drug Administration (FDA). Fox BI18 argued that 
the prescription of certain types of mHealth applications 
could contribute to reducing hospital readmissions pro-
vided that the following conditions were met: provision 
of support to patients in their use of these applications; 
prioritization of applications adapted to patients’ literacy 
level; verification of effective use; and allowance of 
dedicated nursing time. In their literature review of 
mHealth prescribing for the period 2005–2015, Daifi 
et al19 proposed the development of stores with applica-
tions evaluated based on clinical data and approved for 
medical use by the FDA. Byambasuren et al20,21 identi-
fied the following two barriers to prescription of 
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mHealth applications by general practitioners: lack of 
knowledge about effective applications and lack of reli-
able sources (eg app stores) to access them. They also 
observed that it is often impossible to affirm the effec-
tiveness of mHealth applications based on the available 
literature, and highlighted the lack of robustness of 
existing randomized clinical trials (RCTs).

The 2017 report of the IQVIA (formerly IMS)22 

assessed the degree of maturity of the four criteria listed 
in the 2015 IMS report8 to help promote the prescription 
of mHealth applications – ie patient usability; accuracy, 
effectiveness, and safety; data privacy and security assur-
ance; mitigation of malpractice risk – and added two 
important criteria – ie acceptable financial incentives; 
acceptable clinical workflow and usability. All or part of 
these criteria have been included in several projects aimed 
at the creation of platforms that are interoperable with 
HIS, that integrate app stores based on IQVIA recommen-
dations, and that provide decision support tools for the 
prescription of mHealth applications.9,23,24

This background knowledge about mHealth usage indi-
cates that the prescription of mHealth applications depends 
on the interaction between the regulatory, legal, and medical 
domains. Accordingly, our study correlated data from the 
scientific literature with data on regulatory developments in 
the US, the EU, and France with the aim of identifying the 
conditions for the prescription of mHealth applications.

In this paper, we begin by providing an overview of the 
international organizations responsible for the regulation 
and standardization of MDs and, in particular, of mHealth 
applications. Second, we describe the common regulatory 
framework developed by different international organiza-
tions and national bodies to ensure the global circulation 
of MDs. Third, we trace the implementation of interna-
tional regulations in the US, the EU, and France. Fourth 
and last, we discuss the improvements that are still needed 
to reach the objective of widespread mHealth adoption 
taking into consideration the integration of artificial intel-
ligence and machine learning in mHealth applications.

Materials and Methods
The present study on mHealth prescribing is based on the 
collection of data from several disciplines: medicine, pub-
lic health policy, and regulatory and normative policy. The 
consultation of different multidisciplinary databases 
required knowledge of their organization and a command 
of the specific mHealth vocabulary used in each.

As the growing number of empirical studies increases 
knowledge in the area of mHealth, systematic reviews are 
needed to evaluate their findings and to provide a balanced 
and objective summary of the evidence they provide. To 
achieve this purpose, we adopted the systematic literature 
review process proposed by Brereton et al,25 which is com-
monly used in software engineering. This method was the 
most appropriate for our purposes as it can be applied to a 
wide range of domains, including clinical research.

Following Brereton et al, all empirical evidence from a 
specific field of study must be gathered and then evaluated to 
answer one or several predefined research questions. The 
systematic literature review process consists of three major 
steps that can be adapted to achieve an evidence-based para-
digm/model. In our study, these three steps were as follows: 
article search, article selection, and data correlation. The 
article search consisted in translating our research problem 
into a series of answerable questions and in searching for the 
best evidence with which to answer these questions. The 
article selection process consisted in choosing the documents 
most likely to answer all or part of the questions. The data 
correlation process consisted in analyzing data published by 
international and national regulatory bodies in light of scien-
tific data obtained from the WoS, PubMed, and 
ScienceDirect databases.

Article Search
We translated the need for information into the following 
four questions and searched for the best evidence with 
which to answer them.

Question 1: What is an mHealth application?
One of the first publications to use the term “mHealth 

application” dates from 2004,26 which is also the year 
when the word “mHealth” first appeared in the literature.27 

Numerous other descriptors were employed to describe 
these new MDs until the term “mHealth application” was 
integrated in the MeSHas unique ID : D063731 in 2014. . 
These different descriptors were included in our query.

Question 2: What regulations have international organiza-
tions established regarding mHealth?

We collected information on the membership and mis-
sions of the World Health Organization (WHO) and the 
International Medical Device Regulators Forum (IMDRF). 
The organizational chart and mode of functioning of these 
organizations were examined to determine which docu-
ments contained the information we needed. Policy papers, 
reports on the definition or clinical evaluation of mHealth, 
and procedures for marketing mHealth applications were 
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included in the analysis. Session proceedings were 
excluded.

Question 3: How are the regulations of international orga-
nizations implemented by their Member States, more spe-
cifically the US, the EU, and France?

We identified the health agencies responsible for imple-
menting international regulations in the US, the EU, and 
France. These were, respectively, the FDA, the European 
Medicines Agency (EMA), and the French National 
Authority for Health (HAS, Haute Autorité de Santé). We 
collected the following data from these agencies’ websites: 
reports, recommendations, and guidelines for filing market-
ing authorization applications. Conventions signed between 
the US, the EU, and France were also collected.

Question 4: How do scientific advances contribute to the 
evolution of regulations and how are scientific develop-
ments impacted by regulations? What synergy exists 
between the regulatory and scientific domains?

Two multidisciplinary databases, WoS and PubMed, 
were searched to gather scientific evidence using the 
same query. One advantage of the WoS database is that 
it covers not only the field of medicine, but also those of 
manufacturing, computer technologies, and security and 
technical standards. This allowed us to explore a wide 
range of literature addressing technical and normative 
issues beyond the medical domain. Another advantage is 
that Wos publications can be filtered according to their 
content by using the “ANALYZE” command on the bib-
liographic record’s heading. We used the “medical infor-
matics” heading in our analysis.

Article Selection
The WoS and PubMed databases were queried for the 
period between 1 January 1975 and 30 November 2020. 
Two concepts were searched in MeSH descriptors and in 
article titles, abstracts, and keywords. The first concept, 
« mHealth,” was searched with the following terms: 
Mhealth OR m-health OR mobile health OR health 
devices OR health device OR digital health OR mobile 
Apps OR mobile app OR medical app OR medical Apps 
OR smart device OR smart devices OR mobile phone OR 
mobile phones OR mobile technology OR mobile technol-
ogies OR mobile device OR mobile devices OR connected 
health OR mobile application OR phone app OR phone 
Apps OR health application OR health applications OR 
mobile healthcare OR smartphone app OR smartphone 
Apps OR mobile applications OR smartphone Apps OR 
telecare technolog*. The second concept, “prescription” or 
“recommendation,” was searched with the following 
terms: prescription OR prescrib* OR recommandation.

A total of 3872 and 1913 references, respectively, 
were retrieved from WoS and PubMed and stored in a 
database created for this purpose. The titles and 
abstracts of the 4544 references were automatically ana-
lyzed using an SQL procedure: Only the references 
containing the concepts “mHealth” and “prescription” 
or “recommendation” in the same sentence were 
retained, for a total of 1143 references. After reading 
the abstracts and keywords of these 1143 references, we 
excluded those focusing on applications dedicated to 
wellbeing, administrative functions (eg appointment 
scheduling) or general health information, as well as 
technical articles that described mHealth without study-
ing its impact on diseases. A total of 552 references 
were retained. After reading the full text of these 552 
references, we selected 15 articles that dealt explicitly 
with the prescription of mHealth and 150 articles that 
dealt indirectly with prescribability in the context of 
clinical practice or research (eg RCTs evaluating 
mHealth applications, studies describing mHealth qual-
ity criteria such as MARS or UMARS or addressing 
usability, ethical issues, security, privacy, user perceived 
value). The article selection process is shown in 
Figure 1.

The 15 articles dealing explicitly with the prescription 
of mHealth applications are listed in Table 1.

For the literature on mHealth regulations, we used a 
narrative, descriptive approach to examine thematic and 
geographical aspects of the prescription of mHealth 
applications.

Data Correlation
From the list of selected articles, we identified those that 
focused on regulation and those that dealt with prescrip-
tion. We performed a systematic reading of the references 
cited in the most relevant articles obtained with the 
“mHealth prescription” query to identify additional refer-
ences on mHealth regulation. Conversely, we scanned the 
bibliography of the articles obtained with the “mHealth 
regulation” query to find additional references on mHealth 
prescription. The continuous back and forth between these 
two sets of data allowed us to refine our research questions 
and, consequently, to avoid collecting unnecessary 
material.

Lastly, the ScienceDirect database was consulted to 
complement the collected data when needed. The 
PubMed database was consulted for the same purpose as 
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late as May 2021, ie a few months after the end of the 
search period.

The Regulatory Environment
Regulations and Standards
It is essential to clearly define the notions of regulation and 
standardization, both of which are widely used in the field 
of MDs.

Regulation is the set of rules established by national or 
international organizations that defines the participation of 
people or companies in a market or sector of activity. In 
the case of MDs, these rules concern circulation and con-
trol in the areas of health safety, contribution to care, and 
health care reimbursement. National and international 
organizations can agree to grant the right to market pro-
ducts, which implies the creation of labels or markings (eg 
CE marking, etc.), nomenclatures, and common clinical 
research programs in the case of MDs. Regulations pro-
vide actors in the field (manufacturers, researchers, 

healthcare personnel, patients, etc.) with a specific frame-
work in line with public policy and public health objec-
tives. Unlike standards, regulations are mandatory.

Standardization is the process of implementing techni-
cal standards in manufacturing for the purpose of limiting 
risks and ensuring safety of use (eg AFNOR in France and 
ISO at the global level). For some MDs and most mHealth 
applications, standards also concern the security of patient 
data. The key standarts are: EN ISO 13485:2016, medical 
devices -quality management systems - Requirements for 
regulatory purposes. EN ISO 14971:2012, Application of 
risk management. IEC/TR 80002-1:2009 medical device 
software. Since standards are voluntary, manufacturers are 
free to choose which ones to use. The two most important 
standards for MD manufacturers are ISO 9001 (quality 
management systems) and ISO 13485 (quality manage-
ment systems for organizations involved in one or more 
stages of the MD life cycle). Both of these standards are 
regularly updated.

Figure 1 Article selection flowchart.
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Table 1 Articles Dealing Explicitly with the Prescription of Mobile Health Applications

Authors – Title _ Year of publication – Source 
Journal

Objectives Proposals for Improvement

Fox BI, Umphress DA, Hollingsworth JC. 

Development and delivery of an interdisciplinary 

course in mobile health (mHealth). Curr Pharm Teach 

Learn. 2017;9(4):585–594. doi:10.1016/j. 

cptl.2017.03.00518

Reducing hospital readmissions through 

supporting patients in their use of applications.

Identifying patients with literacy problems, promoting 

education, developing connected objects adapted to 

patients’ literacy level, verifying use, allowing 

dedicated nursing time.

IMS Institute for Healthcare Informatics. Patient- 

Adoption-of-Mhealth. Accessed July 15, 2021. https:// 

www.iqvia.com/-/media/iqvia/pdfs/institute-reports/ 

patient-adoption-of-mhealth.pdf8

Identifying the conditions for the introduction of 

mHealth into medical practice.

Involving all stakeholders and facilitating evidence- 

based development of mHealth apps. 

Promoting payer and provider recognition of the 

potential role of apps in healthcare management. 

Creating a standard benchmark for security and 

privacy guidelines. 

Facilitating curation and evaluation of healthcare apps. 

Integrating apps with other health information 

systems.

Austin RR, Hull S. The power of mobile health 

technologies and prescribing apps. Comput Inform 

Nurs. 2014;32(11):513–515. doi:10.1097/ 

CIN.000000000000012014

Identifying the opportunities offered by mHealth in 

the field of care for chronically ill patients and 

healthcare workers.

Developing organizational policies and guidelines on 

the use of mHealth applications, and integrating these 

policies and guidelines into nursing practice.

Aungst TD, Clauson KA, Misra S, Lewis TL, Husain I. 

How to identify, assess and utilise mobile medical 

applications in clinical practice. Int J Clin Pract. 2014;68 

(2):155–162. doi:10.1111/ijcp.1237515

Defining the factors relevant to medical app selection, 

and presenting a framework for clinicians to identify, 

evaluate, and use mobile medical apps in their own 

practice.

Explicitly mentioning app references (manufacturer, 

standards used, etc.). Developing apps centered on 

patients and practitioners. 

Introducing mHealth in the training of physicians and 

healthcare personnel.

Terry K. Prescribing mobile apps: What to consider. 

Med Econ. 2015;92(12):35–38, 4016

Reporting lessons that others physicians have learned 

while using mobile apps to help treat patients.

Providing evidence of app effectiveness. Facilitating 

app evaluation, interoperability with health 

information systems, data security, knowledge of 

benefits to patients, patient acceptance, improved 

reimbursement.

Zhang Y, Koch S. Mobile health apps in Sweden: what 

do physicians recommend? Stud Health Technol Inform. 

2015;210:793–79727

Describing the factors that encourage physicians to 

recommend mHealth apps to their patients in a 

pioneering country, Sweden.

Developing evidence-based content, multi-language 

support notice, security, and privacy.

Daifi C, Bahrami S, Kaakeh R, Kaakeh Y. Evolving 

Frontier: A Review of the Role of Mobile Medical 

Application Prescribing. Journal of Pharmacy 

Technology. 2016;32(3):91–97. doi:10.1177/ 

875512251663387319

Providing an overview of the evolution and 

environment of app prescription from 2005 to 2015.

Developing stores with evaluated apps, evaluation of 

app effectiveness using clinical data.

Berkowitz CM, Zullig LL, Koontz BF, Smith SK. 

Prescribing an App? Oncology Providers’ Views on 

Mobile Health Apps for Cancer Care. JCO Clin Cancer 

Info. 2017;1. doi:10.1200/CCI.17.0010717

Exploring the opportunities and barriers for the use 

of apps in oncology using qualitative methods.

Identifying the challenges to implementation: 

Responsibility: privacy/data security, response to 

inputs, liability; 

Source of technology: institutional branding, 

involvement of key stakeholders, trust and fidelity; 

Access: cost, equity; 

Workflow: time burden/efficiency; 

Clinical utility.

THE IQVIA INSTITUTE. The Growing Value of 

Digital Health. Published January 11, 2021. Accessed 

January 11, 2021. https://www.iqvia.com/insights/the- 

iqvia-institute/reports/the-growing-value-of-digital- 

health22

Analyzing the barriers to integration in care flows. This report completes the 2015 IMS report by 

assessing the degree of maturity of mHealth app 

prescription.

(Continued)
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International Organizations
Two international organizations, the WHO and the 
IMDRF.28 have been developing regulations for MDs in 
collaboration with a group of Member States.

World Health Organization
The WHO considers that health technologies, which include 
MDs, are essential to the proper functioning of health sys-
tems. In particular, mHealth applications are seen as playing 
a crucial role in the prevention, diagnosis, and treatment of 
diseases and in the rehabilitation of patients.

In 2003, the WHO published a document to provide 
guidance to Member States wishing to create or modify 
their own MD regulatory systems, while acknowledging 
that a single model would be difficult to achieve.29

Recognizing the important role of health technologies, the 
World Health Assembly adopted resolution WHA60.29 in 

May 200730 to address the problems arising from the inap-
propriate deployment and use of health technologies. The 
resolution also highlighted the need to establish priorities for 
the selection, regulation, and evaluation of health technologies.

Thus, in 2012, the WHO published the National 
eHealth Strategy Toolkit in collaboration with the 
International Telecommunication Union (ITU).31 Over 
the years, it published several other documents to 
strengthen research and implementation in the field of 
health technologies.32

The 2018 World Health Assembly unanimously 
adopted a resolution calling on WHO leadership to 
develop a global strategy on mHealth to support national 
efforts toward universal health coverage. This strategy is 
to be implemented between 2020 and 2025.33

Lastly, Dr. Tedros announced the creation of the 
Department of Digital Health on 6 March 2019. The aim 

Table 1 (Continued). 

Authors – Title _ Year of publication – Source 
Journal

Objectives Proposals for Improvement

Ferguson C, Jackson D. Selecting, appraising, 

recommending and using mobile applications (apps) in 

nursing. J Clin Nurs. 2017;26(21–22):3253–3255. 

doi:10.1111/jocn.1383410

Creating guidelines for selecting apps. Using a list of seven indicators (with 23 questions) for 

quality appraisal of health apps.

Byambasuren O, Sanders S, Beller E, Glasziou P. 

Prescribable mHealth apps identified from an 

overview of systematic reviews. npj Digital Medicine. 

2018;1(1):1–12. doi:10.1038/s41746-018-0021-921

Identifying trusted apps with proven effectiveness in 

the medical literature.

Promoting the concept of prescribability as defined 

by evidence-based medicine (RCTs). Identifying the 

necessary and sufficient conditions for prescribability: 

evidence-based medicine with commercialization and 

improved writing of articles and reviews.

Byambasuren O, Beller E, Hoffmann T, Glasziou P. 

Barriers to and Facilitators of the Prescription of 

mHealth Apps in Australian General Practice: 

Qualitative Study. JMIR MHEALTH AND UHEALTH. 

2020;8(7). doi:10.2196/1744720

Assessing current knowledge and use of mHealth 

apps by general practitioners in Australia. Identifying 

the barriers to and facilitators of use of apps in 

consultations and to app prescription.

Building knowledge about effective apps and about 

reliable sources to access them. Developing a list of 

effective mHealth apps or a library of apps for general 

practitioners and healthcare providers to overcome 

the identified barriers.

Lopez Segui F. F, Pratdepadua Bufill C, Abdon 

Gimenez N, Martinez Roldan J, Garcia Cuyas F. The 

Prescription of Mobile Apps by Primary Care Teams: 

A Pilot Project in Catalonia. JMIR Mhealth Uhealth. 

2018;6(6):e10701. doi:10.2196/107019

Building the conditions for the implementation of an 

information system for the prescription of apps in 

Catalonia.

Recommending apps, promoting telemedicine, 

verifying patients’ ability to learn to use apps.

López Seguí F, Pratdepàdua Bufill C, Rius Soler A 

et al. Prescription and Integration of Accredited 

Mobile Apps in Catalan Health and Social Care: 

Protocol for the AppSalut Site Design. JMIR Res 

Protoc. 2018;7(12):e11414. doi:10.2196/1141423

Describing a three-level protocol for the 

implementation of an information system in 

Catalonia: prescription framework, interoperability, 

architecture of mHealth app store.

The experience has shown itself to be feasible in 

organizational terms.

Dufour J-C, Grosjean J, Darmoni S et al. ApiAppS: A 

Project to Study and Help Practitioners in 

Recommending mHealth Apps and Devices to Their 

Patients. Stud Health Technol Inform. 2019;264:1919– 

1920. doi:10.3233/SHTI19071324

Proposing a protocol and the creation of an app 

prescription module for a general practitioner office 

management software in France.

Building interoperability with the French healthcare 

system in line with European directives and 

recommendations. 

Creating an experimental app store.
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was to give the WHO a greater role in assessing digital 
technologies and helping Member States prioritize, inte-
grate, and regulate these technologies.34

International Medical Device Regulators Forum
The IMDRF is a forum of volunteer countries that regu-
lates existing and future MDs and builds on the work of 
the Global Harmonization Task Force (GHTF) on Medical 
Devices. The IMDRF was established in October 2011 in 
Ottawa by representatives of MD regulations and stan-
dards authorities from Australia, Brazil, Canada, China, 
Japan, the US, and the EU, in collaboration with the 
WHO. Other international organizations involving other 
jurisdictions are regularly invited, including the Asia- 
Pacific Economic Cooperation (APEC) Life Sciences 
Innovation Forum (LSIF).35

The IMDRF proposes strategies, policies, and orienta-
tions for the deployment of MDs which draw on the 
expertise of different working groups that are stakeholders 
in the field (industry, academia, health professionals, con-
sumer and patient representatives).

Some of the work items that have been completed by the 
IMDRF – quality of international standards, unique device 
identification (UDI) application guide, integration of MDs in 
patient registries, definition of SaMDs – are common to all 
MDs, whether or not these are based on information technol-
ogy (IT).36,37

The Development of a Common 
Regulatory Framework
In an international context marked by the barrier of 
multilingualism, a common regulatory framework has 
been developed to ensure the global circulation of 
MDs. In addition to common standards, this framework 
includes a common classification system, a common 
identification system, and a common nomenclature.

Classification
The WHO has established an international classification of 
MDs related to patient safety. This classification is based 
on the following criteria:

- Duration of use.
- Degree of invasiveness.
- Possibility of reuse.
- Therapeutic or diagnostic purpose.
- Dependence on an energy source.
- Part of the body in contact with the MD.
Medical devices are classified according to four levels of 

risk, from the product presenting the lowest risk to patients to 
the intrusive product presenting the highest risk. Each class 
of risk determines the applicable regulations for marketing in 
all countries.38 These classes are as follows:

- Class A (lowest risk) – eg, corrective glasses, vehi-
cles for disabled people, crutches, etc.

- Class B (moderate/medium risk) – eg, contact lenses, 
ultrasound devices, dental crowns, etc.

- Class C (high/important risk) – eg, condoms, lens 
disinfectants, etc.

- Class D (highest risk) – eg, breast implants, stents, 
hip replacements, etc.

The four classes of risk defined by the WHO have been 
adopted in France by the National Agency for the Safety 
of Medicines and Health Products (ANSM, Agence 
Nationale de la Sécurité du Médicament et des Produits 
de Santé)39 and in the EU by the Directorate-General for 
Health.40 They have been renamed classes I, IIa, IIb, and 
III in both jurisdictions (Table 2).

In the US, the FDA41 uses three classes of risk named I, II, 
and III. Class II corresponds to the moderate/medium and high/ 
important risk levels defined by the WHO (Classes B and C), 
and Class III corresponds to the highest risk level (Class D). 
The Center for Devices and Radiological Health (CDRH) is 
responsible for MD approval under the authority of the FDA.42

Table 2 Classification of MDs According to Geographic Area

Lowest Risk Moderate/Medium Risk High/Important Risk Highest Risk

WHO Class A Class B Class C Class D

US Class I Class II Class III

EU Class I Class IIa Class IIb Class III

France Class I Class IIa Class IIb Class III

https://doi.org/10.2147/MDER.S328996                                                                                                                                                                                                                               

DovePress                                                                                                                                     

Medical Devices: Evidence and Research 2021:14 396

Hassanaly and Dufour                                                                                                                                              Dovepress

Powered by TCPDF (www.tcpdf.org)

https://www.dovepress.com
https://www.dovepress.com


The class of a new MD is initially proposed by its 
manufacturer based on the classification rules established 
by the relevant jurisdiction in accordance with the pro-
duct’s claimed medical purpose.

In all countries, classification is the first step in filing 
for MD approval: It determines the pathway to follow and 
the documents to provide.

Identification
A UDI system common to all countries has also been 
developed to facilitate the traceability and marketing 
of MDs.

In 2012, the FDA created the UDI for US manufac-
turers to use on all MDs after receiving approval.43 The 
FDA then proposed to lead an international working 
group under the auspices of the IMDRF with a view 
to expanding, harmonizing, and streamlining the UDI 
system at the global level. In 2017, the EU included 
the UDI in the MDR (EU) 2017/745 directive44 aimed 
at establishing the European Database on Medical 
Devices (EUDAMED).

In 2014, the FDA published a guide entitled Global 
Unique Device Identification Database (GUDID): 
Guidance for Industry.43 This guide specifies which 
information about MDs must be entered into the new 
GUDID database: description, identification, manufac-
turer, user instructions, and malfunctions (as reported 
by the national authorities responsible for monitoring 
these devices).

The EUDAMED database was created to compile 
information on MDs similar to the GUDID database. 
Yet, despite existing agreements, differences remained 
between the two databases that prompted the US and the 
EU to sign a new agreement in July 2018 for the 
purpose of aligning their content. In addition, four inter-
national bodies were designated by the European 
Commission and the FDA to supervise the production 
and allocation of UDI codes.45

The GUDID and EUDAMED databases allow the tra-
ceability of MDs and ensure security through incident 
reporting in all participating countries.

Nomenclature
In 2001, the Global Medical Device Nomenclature 
(GMDN) agency46 was created as a collaboration between 
the EU, Canada, and the US to develop and regularly 
update internationally agreed descriptors for MDs. 
Medical device experts from all over the world 

(manufacturers, health authorities, and regulators) have 
since compiled the GMDN nomenclature in accordance 
with the requirements of ISO 15225. This nomenclature 
is recommended by the IMDRF and is now used in more 
than 70 countries, including the US and EU countries.

The GMDN nomenclature allows to find “predi-
cates” or equivalents of a new MD, simplifying appli-
cations for approval. It also ensures traceability and 
safety, both of which are essential to achieve 
prescribability.

Implementation of Regulations on 
Medical Devices and Mobile Health 
Applications in the United States, 
The European Union, and France
The intertwining of medical, technical, economic, and 
legislative dimensions leads to complexity in the imple-
mentation of MD regulations. First, despite international 
harmonization efforts, different countries have their own 
legislative frameworks that must be taken into considera-
tion in the implementation process. Second, there is het-
erogeneity in the MD sector in terms of technologies (eg 
bandages, medical imaging devices, mHealth applica-
tions), medical purposes (eg diagnosis, care, prevention), 
and associated risks (eg biocompatibility of materials, data 
security issues). Third, economic imperatives require the 
rapid introduction of digital health and its constant inno-
vations into the healthcare system.47

In this context, the MD sector is undergoing regulatory 
renewal not only at the international level but also in the 
US, the EU, and France. We shall now review the guide-
lines for obtaining MD marketing approval, the initiatives 
for the promotion of mobile health, and the data protection 
and privacy rules that have been implemented in each of 
these geographical areas.

Marketing of Medical Devices in the 
United States
In the US, the FDA is responsible for regulating the 
marketing of products intended for human use. 
Manufacturers who wish to have a product recognized as 
an MD must select one of the following four procedures 
depending on the classification they deem appropriate.48

Filing an approval application or Premarket 
Notification (510(k))49 for Class I or II MDs with one or 
more equivalents on the market. A 510(k) is a premarket 
submission made to the FDA to demonstrate that the MD 
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is at least as safe and effective as an already legally 
marketed device. A “Substantially Equivalent” (SE) letter 
is issued when the FDA determines that the MD is sub-
stantially equivalent to the already legally marketed 
device. For Class I MDs (lowest risk), there is no need 
to perform effectiveness studies. For Class II MDs (mod-
erate/medium risk), effectiveness studies must be carried 
out after receiving approval from a committee in charge of 
verifying compliance with good clinical practices includ-
ing ethical rules.

Filing a Premarket Approval (PMA) application50 for 
Class III MDs with one or more equivalents (ie SE 
devices) on the market. The PMA is the FDA’s scientific 
and regulatory review process to evaluate the security and 
effectiveness of Class III MDs. These MDs are those that 
support or sustain human life, play an important role in the 
prevention of harm to human health, or create an unrea-
sonable risk of disease or injury. Clinical studies of MDs 
presenting a high/important risk must be approved by the 
FDA and an ethics committee before they begin.

Submitting a De Novo Classification Request for Class I, 
II, or III MDs that have no equivalent on the market. A “Not 
Substantially Equivalent” (NSE) letter is issued when the 
FDA determines that the MD is not substantially equivalent 
to the already legally marketed device.51 In practice, De 
Novo MDs are classified as Class III by default, although 
they may be reclassified as Class I or II when sufficient 
controls based on several criteria are applied.52

Requesting a Humanitarian Device Exemption 
(HDE)48 for MDs intended to benefit patients with a 
disease that affects less than 8000 people per year in 
the US. This approval process allows applicants to mar-
ket MDs without providing evidence of clinical effec-
tiveness. The applicant must demonstrate that there is no 
unreasonable or substantial risk of disease or injury, that 
the likely health benefits outweigh the risks, and that 
there are no comparable devices on the market.

Initiatives for the Promotion of Mobile 
Health in the United States
In 2017, the FDA released an action plan aimed at foster-
ing innovation in digital health.53 This action plan was to 
amend legislative provisions regarding medical software 
through issuing a new policy on clinical decision support 
software and proposing a Digital Health Software 
Precertification (Pre-Cert) Program.54

The Pre-Cert program, currently in a pilot phase, is an 
FDA experiment intended to speed up the process of 
SaMD marketing. Currently, the FDA approval process 
for an MD takes approximately 90 to 180 days, and this 
timeframe can increase up to two-fold depending on 
delays or changes to the application file. A new certifica-
tion process is therefore needed that can keep up with the 
speed of software innovation.

As its name indicates, the Pre-Cert program allows for 
the precertification of a new SaMD based on the certifica-
tion of the company and the processes it currently uses to 
manufacture SaMDs. Five “excellence principles” must be 
met for certification to be awarded: patient safety, product 
quality, clinical responsibility, cybersecurity responsibility, 
and proactive culture. Once a company is certified, it can 
manufacture new “precertified” SaMDs without having to 
go through the entire certification process again. It can 
undergo “simplified reviews” or, in some cases, be 
exempted from the entire review process if the product is 
low risk.

In 2007, the FDA and Duke University entered into a 
public-private partnership called the Clinical Trial 
Transformation Initiative (CTTI) to promote the use of 
mHealth applications in clinical research. The CTTI has 
since noted that few interventional studies - particularly 
RCTs – are using mobile devices, which is especially 
striking given the speed of technological advances in the 
field.55,56 The CTTI has recently created a database of 275 
publications evaluating MDs or mHealth applications for 
data capture. This database compiles information on med-
ical context and choice of mobile technology, details about 
sensors, algorithms, and study samples, as well as results 
obtained by digital measurement.

Through developing recommendations and resources, 
the CTTI provides practical, user-friendly solutions that 
promote the conduct of RCTs using digital health and 
mHealth applications.

Data Protection and Privacy in the United 
States
In the US, the Health Insurance Portability and 
Accountability (HIPAA) Act of 199657 governs privacy 
protection through ensuring secure access to health care 
and patient information. The Act requires that patients be 
given clear written information on how their health infor-
mation may be used, stored, or disclosed.
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The legislation on the security of health information 
was strengthened in 2009 with the adoption of the Health 
Information Technology for Economic and Clinical Health 
(HITECH) Act.58,59 The HITECH Act, which is aimed at 
promoting the adoption and meaningful use of health IT, 
includes provisions concerning privacy and security that 
reinforce the HIPAA Act in the area of electronic trans-
mission of health data. It also provides a system for alert-
ing patients, healthcare professionals, and manufacturers 
about hardware or software malfunctions.

Marketing of Medical Devices in the 
European Union
Created in 1995, the EMA60 aims to protect public and 
animal health in EU Member States by ensuring that all 
health products placed on the EU market are safe, effec-
tive, and of high quality.

In the EU, MDs are currently governed by three direc-
tives: the Active Implantable Medical Devices Directive 
90/385/EEC (1990), the Medical Devices Directive 93/42/ 
EEC (1993) and the In Vitro Diagnostic Medical Devices 
Directive 98/79/EC (1998). While these three directives 
set objectives, the form and means of implementation 
remain under national authority. In 2017, two new regula-
tions, 2017/745/EU on MDs61 and 2017/746/EU on in 
vitro diagnostic MDs,62 were adopted to ensure better 
protection of public health and patient safety. These reg-
ulations came into force on 25 May 2017 and are intended 
to replace the existing directives following a transition 
period lasting until 2022.

These last two legislative texts recommend maintaining 
the four-level risk classification proposed by the WHO, to 
adopt the UDI system for the traceability and circulation 
of MDs, and to use the common GMDN nomenclature. 
Lastly, these regulations are accompanied by a set of 
guidelines intended for all actors in the MD sector and 
for experts who accompany them in their application for 
MD approval.63

The single application procedure covers all four classes 
of risk, integrates quality system management (QSM) prac-
tices, and requires proof of compliance with ethical rules 
(respect of patient privacy) as well as evidence of effective-
ness. For Classes I and IIa, the requested evidence is mainly 
documentary. For Classes IIb and III, all data collected dur-
ing tests and trials must be provided, especially those con-
cerning patient safety. All controls are carried out by Notified 
Bodies (NBs) which are proposed by EU Member States via 

the EMA and appointed by the Medical Device Coordination 
Group (MDCG) (see below).

For Classes IIb and III, the EU recommends that clinical 
studies on MDs be conducted in collaboration between dif-
ferent European research teams. A manufacturer may cite 
clinical studies on a product similar to his or her own as 
evidence of effectiveness. The manufacturer must monitor 
the MD so as to report any adverse event and eventually 
withdraw it from the market. Lastly, he or she must report to 
the MDCG any changes in the manufacturing process.

The MD is marketed after issuance of the CE marking, 
which includes the UDI, the name of the manufacturer, 
and the country of manufacture.

A regulatory system has been set up that involves 
several organizations and a website for the sharing of 
information, the monitoring of certification procedures, 
and the gathering of data on MDs. It is specifically com-
posed of:

Notified Bodies, proposed by EU Member States via 
the EMA and appointed by the MDCG (see below). In 
addition to assessing compliance with regulations,40 these 
bodies are responsible for market surveillance and for the 
monitoring of incidents caused by certified MDs.

The MDCG,64 composed of experts from all disci-
plines appointed by the EU. The MDCG appoints the 
NBs, settles disputes related to classification, evaluates 
preventive health protection measures, verifies compliance 
with standards, and oversees the harmonization and imple-
mentation of regulations.

The EUDAMED website,44 currently under construc-
tion, whose mission is to list MDs placed on the market. 
This tool, which will be shared between Member States, 
will serve to reference clinical studies on MDs. In its 
upcoming version, the website will facilitate the exchange 
of information between European and American actors. 
The long-term objective is to create a coherent authoriza-
tion pathway that will allow better circulation of MDs 
between the EU and the US.65

Initiatives for the Promotion of Mobile 
Health in the European Union
The EU’s position on MDs and mHealth applications is the 
result of two action plans – eHealth 2004–201166 and 
eHealth 2012–202067 — that cover broad and distinct 
areas of digital health.

In 2016, the EU published a document on SaMDs 
based on a literature search and a study conducted in 
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several EU countries; it also organized a seminar entitled 
“Safety of non-embedded software, including on safety of 
health, lifestyle, and wellbeing apps”.68 Both the study and 
the seminar highlighted the need to improve transparency 
regarding the security of health and wellbeing applications 
and to create a common EU framework for SaMDs (as 
several EU countries were developing their own frame-
works). No general framework is yet in place, but many 
guidelines have been published concerning a similar set of 
activities: medical content, security and privacy, ease of 
use, and effectiveness.

In 2017, the EU funded the WHO-ITU-mHealth project,-
69 whose objectives are to develop mHealth interventions in 
selected EU Member States and to create and maintain a 
“Knowledge and Innovation Hub for mHealth.” The results 
of the project are presented on the European mHealth Hub 
website.70 Among other things, the European mHealth Hub 
will produce a set of knowledge tools providing advice and 
guidance on the large-scale implementation of mHealth ser-
vices and interventions (a first toolkit has been published that 
focuses on the evaluation frameworks for mHealth applica-
tions adopted in 12 EU countries). This project follows the 
Working Group on mHealth assessment guidelines, which 
defined six criteria: privacy, transparency, reliability, validity, 
interoperability, safety in 2016 and then 7 more criteria: 
technical stability, effectiness, accessibility, usabiity, scal-
ability, user experience, security in 2018.

In 2020, the EU recommended using SaMDs as a 
means to empower patients to take care of their health, 
to encourage prevention, and to enable feedback and inter-
action between care users and providers.71

Data Protection and Privacy in the 
European Union
The General Data Protection Regulation (GDPR),72 

applicable since 25 May 2018, replaces Directive 95/46/ 
EC. The GDPR governs the processing of data (including 
health data) from all EU citizens. The European Data 
Protection Board (EDPB) ensures the consistent imple-
mentation of the GDPR and ePrivacy73 directives.

In order to comply with the GDPR, mHealth 
applications74 must integrate the concepts of privacy by 
design and privacy by default right from their conception. 
Protection measures must be taken systematically, and the 
level of security of personal data must be preconfigured in 
order to minimize risks. Note, however, that the GDPR 
only applies when data are collected and stored on an 

information system (ie it does not apply in the absence 
of data transmission.75

The European Network and Information Security 
Agency (ENISA) is responsible for network and informa-
tion security (NIS) in EU Member States and other 
European countries.76 The ENISA works to improve cap-
abilities in cybersecurity and in critical information infra-
structure management in the health sector.

Marketing of Medical Devices in France
France has introduced EU regulations concerning MDs 
into its health law. Thus, any MD, whether it is aimed 
solely at the French market or more widely at the 
European market, must obtain a CE marking and a UDI 
and must refer to the common EU nomenclature in order 
to be placed on the market.

In France, the organizations responsible for implement-
ing MD regulations and marketing MDs are the ANSM 
and the HAS.77

As in other EU countries, manufacturers must imple-
ment the following actions for their MDs to be placed on 
the market:

Demonstrate compliance with technological standards 
by producing detailed documentation.

Implement a quality approach for manufacturing and 
suitability for use.

Comply with the GDPR78 and the French Data 
Protection Act (LIL, Loi Informatique et Libertés).79

Conduct a risk analysis and develop an incident man-
agement system for the duration of the MD’s life cycle.

Report product changes and provide instructions for 
use in several languages.

Conduct clinical studies if the selected level of risk 
(Classes I, IIa, IIb, or III) requires it.

For MDs to be reimbursed by the French health insurance 
system, they must be registered on the List of Reimbursable 
Products and Services (LPPR, Liste des produits et presta-
tions remboursables). This requires submitting a registration 
application to the Medical Device and Health Technology 
Evaluation Committee (CNEDIMTS, Commission 
Nationale d’Evaluation des Dispositifs Médicaux et des 
Technologies de Santé),80 which is the French NB appointed 
by the MDCG. The HAS has recently published a guide to 
help manufacturers submit registration applications for dif-
ferent types of MDs.81

The CNEDIMTS evaluates MDs based on the 
improvement they provide compared to a designated 
equivalent product admitted or not to reimbursement and 
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considered as a reference in the scientific literature.82 The 
level of improvement provided is determined by the ratio 
between expected service and delivered service.83

For innovative MDs (ie those that provide significant 
clinical benefit or a reduction in costs), the HAS may grant 
exceptional and temporary funding (Innovation Pass).

Exceptional and temporary funding is conditional on the 
applicant conducting a clinical study for the purpose of con-
firming the significant benefit of this new technology for 
health.84

As an EU Member-State, France (via the ANSM) is 
expected to integrate its data on MDs into the 
EUDAMED database by 2022. Currently, the ANSM dis-
tributes this information via several documents and tables 
available on its website.85

The HAS has recently proposed a classification com-
prising 11 types of digital health applications. These are 
classified into four levels – A, B, C, and D – according to 
purpose of use, capacity to offer a personalized response, 
and level of autonomy in decision-making (ie “capacity to 
operate with or without human intervention”). The classi-
fication is aimed at promoting the introduction of digital 
applications into the healthcare system.86

Initiatives for the Promotion of Mobile 
Health in France
The ANSM distributes a range of information to help 
economic actors determine whether an application should 
be considered a wellbeing device or an MD.87 Software 
and mobile applications related to health are presented in 
the form of a flowchart, taking into consideration regula-
tory provisions40 and the decisions of the European Court 
of Justice (ECJ) concerning decision support software.

As new regulations are introduced in the EU, the HAS 
publishes documents to support manufacturers and other 
economic actors. For example, in 2016, the HAS issued a 
guide on “Good practice guidelines on health apps and smart 
devices (mobile health or mHealth)” for manufacturers as 
well as a list of good practices for healthcare actors.88 One of 
its latest publications (from 2019) describes the evaluation 
process that needs to be followed for an MD to receive CE 
marking and to become eligible for reimbursement by the 
French health insurance system.81

Data Protection and Privacy in France
The GDPR legislation harmonizes EU regulations by pro-
viding a common legal framework for professionals 

working with data and aims to foster the development of 
digital activities within the EU based on user trust. In 
France, the GDPR legislation prompted the adaptation of 
the pre-existing French Data Protection Act of 6 January 
1978. One of the main changes to the Act was the exten-
sion of the powers of control and sanction of the French 
National Commission on Information Technology and 
Liberties (CNIL, Commission Nationale de 
l’Informatique et des Libertés). Accordingly, the CNIL 
now cooperates closely with the EDPB.

In the area of cybersecurity, the French National 
Agency for the Security of Information Systems (ANSSI, 
Agence Nationale de la Sécurité des Systèmes 
d’Information), which reports to the General Secretariat 
for Defense and National Security (SGDSN, Secrétaire 
Général de la Défense et de la Sécurité Nationale), is 
responsible for proposing rules for the protection of state 
IT systems and for verifying the implementation of 
adopted measures. The protection of French healthcare 
IT systems therefore depends in part on the decisions and 
future prospects of the ANSSI. Initially intended for IT 
security professionals, the guides and recommendations 
issued by the ANSSI constitute useful methodological 
bases for healthcare structures and actors89 Table 3.

Discussion
This study correlated data from the scientific literature 
with data on regulatory developments in the US, the EU, 
and France with the aim of identifying the conditions for 
the prescription of mHealth applications. Our main find-
ings are as follows. The IMDRF has ensured the interna-
tional structuring of the regulatory field in collaboration 
with participating countries. The creation and updating of 
databases have allowed the tracking of MD versions/ 
upgrades and incidents. The regulatory organizations of 
the US, the EU, and France are currently consulting 
healthcare personnel, manufacturers, and patients to estab-
lish evaluation criteria for usability and quality of instruc-
tions for use that take into consideration patients’ level of 
literacy. These organizations are also providing support to 
manufacturers who wish to file marketing applications. 
Marketing, privacy, and cybersecurity measures are evol-
ving with developments in technology and state coopera-
tion policies. The prescription of mHealth applications will 
gain social acceptance only if consistency and coordina-
tion are ensured at all stages of the process: from pre- 
design, through verification of medical effectiveness, to 
ethical consideration during data collection and use, and 
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on to marketing. Achieving this will require increased 
collaboration among physicians, MD manufacturers, and 
“IT stakeholders”.90–94

Two important medical aspects of mHealth prescrib-
ability were not addressed in the 165 included studies: the 
economic costs and benefits of mHealth innovations and 
the barriers to the prescription of mHealth applications. 
We shall now briefly discuss how these aspects have been 
approached in other studies.

In view of the steady increase in health care expenditures 
in all countries, health economics researchers are paying 
more and more attention to the economic impact of 
mHealth use. In their 2007 literature review of economic 
evaluations of mHealth, Iribarren et al95 identified 39 studies 
conducted in 19 countries (most of them high-income coun-
tries or upper middle-income countries): In 29 of these stu-
dies (74.3%), mHealth interventions were found to be cost- 
effective, economically beneficial, and/or cost-saving.

Allenby and al shed light on biopharmaceutical com-
panies’ interest in acquiring mHealth start-ups. Indeed, 
biopharmaceutical companies are looking for opportunities 
to take advantage of new ways of organizing care based on 
digital technologies. They are also trying to position them-
selves as third parties in the care relationship by providing, 
in addition to classic medication, applications that facil-
itate patient-doctor interaction and applications that allow 
for care monitoring either by the patient him/herself or by 
a healthcare professional.96

Several barriers to the prescription of mHealth applica-
tions have been identified in the rest of the literature. One 
of the most common is that general practitioners have 
insufficient time to explain to their patients how to use 
mHealth applications.97,98 To overcome this problem, 
Rijcken C. recommends that instructions on use be given 
by pharmacists instead of physicians (as is already the case 
for drugs).99

Despite all the developments that have occurred since 
the introduction of connected devices, the prescription and 
reimbursement of mHealth applications remain rare.

What improvements are still needed?
Most importantly, there is a need for rigorous evaluation of 

mHealth applications. The lack of transparency, the instability 
of emerging technologies, and the gap between the long time-
frame of clinical studies and the short timeframe of technolo-
gical development should be addressed by adopting the 
Consolidated Standards of Reporting Trials of Electronic and 
Mobile HEalth Applications and onLine TeleHealth 
(CONSORT-EHEALTH).100 For applications incorporating 

artificial intelligence (AI), the recent Consolidated Standards 
of Reporting Trials-Artificial Intelligence (CONSORT-AI) 
protocols should be preferred.101 Application of these stan-
dards would allow for comparisons between trials.

The evaluation of mHealth applications based exclu-
sively on traditional RCTs is a hindrance to the penetration 
of innovations into the world of healthcare. For this reason, 
researchers102 have proposed a hybrid trial methodology that 
combines simulation studies using data from patient regis-
tries (which provide information on patient characteristics 
and help to identify simulation parameters) with RCTs con-
ducted on a limited number of patients. This approach has 
proven successful for regulatory decision-making linked to 
drug effectiveness in some contexts.103

In addition to evaluations based on clinical data, the EU104 

recommends the inclusion of patient input in regulatory deci-
sions on the use of health technologies. In this regard, EU 
regulatory bodies have developed several initiatives that range 
from direct patient involvement in the regulatory decision- 
making process to the use of patient information as evidence 
in empirical studies.

In the US and the EU, a regulatory framework is now 
being built for digital technologies, with a particular focus 
on the introduction of artificial intelligence/machine learn-
ing (AI/ML) in MDs. Muehlematter et al observe that 
there is currently no clear approval process and no specific 
regulatory pathway for AI/ML-based MDs in these 
jurisdictions.105 Accordingly, they recommend greater 
transparency regarding approval and regulation procedures 
with a view to improving public trust as well as the 
effectiveness, security, and quality of AI/ML-based MDs.

Should mHealth applications not be evaluated differ-
ently from classic medication?

In practice, mHealth applications are evaluated in a 
manner similar to classic medication. Thus, in a study 
from 2016, Van Norman106 found similarities between 
the processes of approval for drugs and MDs. While this 
study examined MDs in general, it was especially relevant 
with regards to mHealth devices.

One proposal to achieve mHealth prescribability is to 
create a specific framework for mHealth applications while 
still considering them as part of MDs, which would entail 
defining these applications with greater precision than is cur-
rently done with MDs. Other proposals are to build databases 
of applications that are accessible to all (from citizens to health 
personnel), to adopt a homogeneous UDI system, to provide a 
more clinically oriented description of applications based on 
specific medical terminology, to consider evaluations by 
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external organizations, and to ensure quality use as requested 
by many researchers.107,108 Lastly, patient registries such as 
electronic health records (EHRs) and personal health records 
(PHRs) should be made interoperable with decision support 
modules to help promote the recommendation and prescription 
of mHealth devices.

The main limitation of our study is that our search 
focus on prescribability caused us to miss references that 
address the economic costs and barriers to using 
mHealth. This focus, however, was justified by the sub-
ject matter. Moreover, these issues were explored in the 
Discussion along with avenues for improving mHealth 
perscribability.

Conclusion
This review of the literature has identified the following 
conditions for mHealth prescribability: the adaptation of 
international regulation by the different states, the state pro-
vision of marketing support, and the evaluation of mHealth 
applications. It has also shown that states are increasingly 
collaborating to ensure the global circulation of MDs. For 
mHealth to gain social acceptance, increased collaboration 
among physicians, MD manufacturers, and “IT stakeholders” 
is needed. Once this is achieved, MHealth can become the 
cornerstone of successful health care reform.
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