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Abstract

Background The practical application of infectious disease emergency plans in mental health institutions during the
ongoing pandemic has revealed significant shortcomings. These manifest as chaotic management of mental health
care, a lack of hospital infection prevention and control (IPC) knowledge among medical staff, and unskilled practical
operation. These factors result in suboptimal decision-making and emergency response execution. Consequently,

we have developed a digital-based emergency prevention and control system to reinforce IPC management in
psychiatric hospitals and enhance the hospital IPC capabilities of medical staff.

Methods The system incorporates modern technologies such as cloud computing, big data, streaming media, and
knowledge graphs. A cloud service platform was established at the PaaS layer using Docker container technology
to manage infectious disease emergency-related services. The system provides application services to various users
through a Browser/Server Architecture. The system was implemented in a class A tertiary mental health center from
March 1st, 2022, to February 28th, 2023. Twelve months of emergency IPC training and education were conducted
based on the system. The system’s functions and the users'IPC capabilities were evaluated.

Results A total of 116 employees participated in using the system. The system performance evaluation indicated that
functionality (3.78 £0.68), practicality (4.02+0.74), reliability (3.45+0.50), efficiency (4.14+0.69), accuracy (3.36+0.58),
and assessability (3.05+0.47) met basic levels (> 3), with efficiency improvement and practicality achieving a good
level (>4). After 12 months of training and study based on the system, the participants demonstrated improved
emergency knowledge (x>=37.69, p <0.001) and skills (p < 0.001).

Conclusion The findings of this study indicate that the digital-based emergency IPC system has the potential to
enhance the emergency IPC knowledge base and operational skills of medical personnel in psychiatric hospitals.
Furthermore, the medical personnel appear to be better adapted to the system. Consequently, the system has
the capacity to facilitate the emergency IPC response of psychiatric institutions to infectious diseases, while
simultaneously optimising the training and educational methodologies employed in emergency prevention and
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Key points

control. The promotion and application of this system in psychiatric institutions has the potential to accelerate the
digitalisation and intelligence construction of psychiatric hospitals.

- Digital Emergency-Plan System Improved Responding Efficiency Of Psychiatry Hospital.
- Digital System Enhanced Knowledge Level and Emergency Responding Ability of Staff.
- Digital Emergency-Plan System Helped Relocation of Emergency Resource.

Keywords Emergency plan, Psychiatry hospitals, Infectious disease, Emergency prevention and control

Introduction

Although the National Emergency Plan for Public Health
Emergencies [1] issued in 2006 offered clear guidelines
for preventing and controlling infectious diseases in
healthcare institutions, the limited capacity of most
healthcare facilities to handle intensive care and pre-
vent hospital-acquired infections during the three-year
COVID-19 pandemic [2] hindered the plan’s effective
implementation in practical situations. Consequently,
this led to inefficiencies in decision-making and imple-
mentation of measures for infectious disease prevention
and control [3]. The impact of the COVID-19 pandemic
has been profound, particularly in hospitals that cater to
patients with special care needs [4]. Additionally, men-
tal health institutions have their inherent shortcomings.
For instance, these facilities often face challenges due to
close staff-patient contact during patient restraint pro-
cedures [5]. The limited number of patients also results
in restricted activity spaces. Structural barriers exist in
the implementation of infection prevention and control
(IPC) measures and management in these care settings
[6]. The team at the institution possesses expertise pri-
marily in psychiatric specialties, which leads to a lack of
knowledge and skills in infectious disease prevention and
control [4, 7].

Additionally, the majority of text-based emergency
plans designed to prevent and control infectious diseases
lack inherent intelligence to iterate and optimize them-
selves effectively [8, 9], which poses a significant risk of
widespread nosocomial infection outbreaks in psychiat-
ric medical institutions during severe public health crises
like COVID-19. Consequently, staff members experience
significant physical and mental stress while carrying out
practical IPC measures. Therefore, staff members face
great physical and mental stress while performing their
duties in IPC efforts [10, 11]. In the context of significant
stress, medical personnel may be prone to engage in the
inappropriate utilisation of personal protective equip-
ment (PPE) and disinfectants. Moreover, the absence of
monitoring systems for personnel and material resources
in IPC measures can lead to insufficient stockpiles of
disinfection supplies and PPE, as well as the improper
allocation of resources [12]. Furthermore, inadequate
support from the team specializing in infectious disease

medical technology, coupled with subpar coordination
among multiple departments, hampers the emergency
management capabilities of frontline medical staff [13,
14]. These shortcomings greatly complicate the imple-
mentation of text-based emergency plans, thereby posing
significant occupational exposure risks to medical work-
ers [15], and even further escalate into multiple outbreaks
of nosocomial infections across different locations.
Digital emergency prevention and control systems have
been implemented with considerable success in a number
of other fields, including electric power [16], geological
disasters [17, 18], smart cities [19], urban flood preven-
tion and control [20]. The emergence of the COVID-19
pandemic has prompted the utilization of technologies
such as big data and artificial intelligence (AI) in epi-
demic prevention, diagnosis, and treatment [21]. These
advancements serve to address the limitations associ-
ated with precise diagnosis, efficient IPC measures, and
prompt treatment [22, 23]. There are also a wide range
of applications of Al or big data in psychiatric hospitals
[24], such as remote diagnosis and treatment, predic-
tion of psychological state [25], precision diagnosis and
prediction of efficacy [26]. Nevertheless, there is a scar-
city of reports regarding the implementation of Al-based
digital emergency plan systems in psychiatric hospitals.
Historically, emergency plan management in such hospi-
tals predominantly relied on text-based (paper) formats.
This approach lacked the ability to promptly integrate
with the evolving epidemic situation and failed to pro-
vide real-time control over the specific execution steps in
emergency response [27]. Text-based contingency plans
solely rely on manual recording of information gener-
ated during the emergency response process, thereby
lacking the ability to accurately analyze crucial details
like process execution time and communication records
afterward. Moreover, psychiatric institutions face limita-
tions in terms of individual disposal capabilities during
the fight against COVID-19, which hinders the possibil-
ity of achieving effective cooperation in IPC efforts, as
well as the sharing of medical resources [28, 29]. There-
fore, we have developed a Digital-Based Emergency Pre-
vention and Control System (D-B_EPCS) for infectious
diseases, which incorporates modern information tech-
nologies such as big data, streaming media technology
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and knowledge graph technology (KGT) to improve the
psychiatric hospital’s accurate decision-making ability
and enhance the medical staff’s skills.

Methods

Brief introduction of the digital-based emergency
prevention and control system

Utilizing cutting-edge information technologies includ-
ing Cloud computing, Big data, Streaming media, and
Knowledge Graph, we have developed a comprehensive
cloud service: Platform as a Service [30, 31], using Docker
container technology [32, 33]to effectively manage and
segment emergency services pertaining to infectious
diseases. The D-B_EPCS further provides application
services to diverse users through the Browser/Server
Architecture [34, 35]. By deploying D-B_EPCD server on
a cloud server and leveraging its resources such as virtual
machines, storage, and load balancing, we ensure optimal
high availability and scalability for the platform.

The D-B_EPCS is designed according to GJB/Z 102A-
2012 “Guide for military software safety design” (https:/
/www.doc88.com/p-7018433753463.html) and GB/T
39725-2020 “ Information security technology — Guide
for health data security” (http://www.phic.org.cn/zcyjyb
zpj/bzypj/bzgf/gjbz/202103/P020210331605989883649.
pdf), using HyperText Transfer Protocol Secure (HTTPS)
[36, 37] to encrypt HTTP messages at the application
layer, and then use the Secure Sockets Layer (SSL) [38]
certificate issued by Certificate Authority (CA) [39-42] to
establish a secure channel at the transport layer to realize
data encryption transmission and identity authentication
between the client and the server, which not only ensures
data security for user login and business operations but
also prevents network attacks such as Domain Name Sys-
tem (DNS) [43, 44] hijacking and effectively protects user
privacy and system security.

D-B_EPCD uses the Knowledge graph [45] as the under-
lying framework to provide data and intelligence func-
tions to the application end. It encompasses functions
such as compiling, accessing, presenting, and executing
emergency plans. By integrating with hospital informa-
tion systems (HIS), laboratory information management
systems (LIS), electronic medical records (EMR), clinical
information systems (CIS), hospital resource planning
(HRP), and other medical databases, D-B_EPCD incor-
porates an intelligent early warning function based on Big
data analysis. The technology roadmap of D-B_EPCD is
shown in Fig. 1, and the structure of the Knowledge graph
is shown in Fig. 2. The application software of this system
is compatible with a range of devices, including mobile
phones, touch screens/tablets, and desktops. It is primar-
ily designed to support various aspects of infectious dis-
ease emergency prevention and control, including pre,
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during, post, and training education. The system deploy-
ment is shown in Fig. 3.

Pre-event

D-B_EPCD provides a cloud-based comprehensive
knowledge base that encompasses emergency-related
laws and regulations, case studies, and skills knowledge.
The emergency plan management function enables users
to edit, delete, store, and rehearse emergency plans.
Additionally, D-B_EPCD incorporates an “Al assistant
intelligent response” feature based on knowledge map-
ping technology, allowing for efficient information que-
ries and display. The intelligent question and answer
(QA) function facilitates knowledge learning and skills
practice through education. It also enables emergency
exercises to be conducted in a safe environment, allow-
ing emergency responders to enhance their response
preparedness and capabilities by practicing emergency
response procedures.Please confirm whether the sup-
plementary files are correctly identified. Amend them if
necessary.The supplementary files (table and figures) are
correctly identified, and these files are necessary.

Mid-event

D-B_EPCD assists emergency-related personnel in car-
rying out emergency disposal work effectively. On-site
executives perform their tasks efficiently through the cell
phone terminal. Figure S1 shows the user interface of the
cell phone terminal; Figure S2 shows an emergency exer-
cise example on a cell phone.

Peripheral commanders get real-time feedback (video,
voice, and short message) on-site execution, realiz-
ing comprehensive control of site situation and allow-
ing accurate judgment and efficient decision-making by
streaming-technology-based information synchroniza-
tion in a cell phone, computer terminal, and customized
terminal. Figure S3 shows an instance of emergency exer-
cise on a desktop.

Post-event

D-B_EPCD provides comprehensive reports, logical anal-
ysis, effectiveness evaluation, and information tracing for
emergency rehearsals. Figure S4, included as a supple-
mentary material, provides a straightforward illustration
of the report format. These features assist in adjusting
and revising emergency plans, conducting evidence-
based research, and summarizing scientific findings.
Regular repetitions of emergency plan deductions and
exercises aid staff in becoming thoroughly acquainted
with the emergency plan. This iterative optimization
process ensures accurate decision-making throughout
the emergency phase and enables a smooth transition
between regular and contingency periods.
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Fig. 1 Technique roadmap of the system design. The assistant function of this system includes survey, drill, editing, execution, and decision-making. The
key technology is based on a knowledge graph, which holds the mutual conversion between electronic and digital emergency plans

System application

D-B_EPCD was applied to a class-A tertiary mental
health center from 1 March 2022 to 28 February 2023,
including 1800 beds, 23 clinical departments, and 8
medical and technical auxiliary departments. During this
period, D-B_EPCD was also implemented in two class-
A tertiary hospitals and four class-B tertiary hospitals.
The lack of adequate infrastructure for the digital system
resulted in the expenditure of several months on system
commissioning. Consequently, the training and educa-
tion programme was not conducted.

The capacity of medical personnel to prevent and
control infection may be contingent upon their famil-
iarity with infectious disease and proficiency in the req-
uisite skills during the ongoing pandemic [46]. It is of the
utmost importance that PPE is worn correctly in order to
effectively deal with an infectious disease outbreak and to
ensure the safety of personnel undergoing virtual reality
training [47, 48]. The participants’ emergency knowledge
level and three-level protective clothing-wearing capa-
bility were tested before the application and after twelve
months of use. Four emergency IPC drills utilising the

D-B_EPCD were conducted during this period. The pro-
gramme comprised two pneumonia outbreak IPC drills,
scheduled for the first and sixth months, a medical waste
exposure IPC drill, scheduled for the ninth month, and a
fire emergency IPC drill, scheduled for September, which
was conducted as a routine exercise.

System evaluation and application effect evaluation

In order to improve the potential value of promotion,
D-B_EPCD need to be assessed by the staff of the psy-
chiatric hospitals [41], including intervention adaption,
communication effectiveness, learning environment.
Therefore, through a questionnaire survey as shown in
Table S1, individuals who have used the software were
surveyed to evaluate whether the software has appli-
cation and promotion value from six aspects and five
degrees (1- None, 2- Slightly, 3- Basic, 4- Good, 5- Excel-
lent), Functionality: The functions implemented meet
users’ needs. Practicality: D-B_EPCD is convenient for
users, especially for mobile or desktop applications,
which can produce positive effects without increasing the
user’s burden. Reliability: The information that replies to
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Fig. 4 The evaluation of this digital contingency prevention and con-
trol system in six aspects of users. 1- None, 2- Slightly, 3- Basic, 4- Good,
5- Excellent

Table 1 Comparison of emergency response ability before and
after training with emergency plan system in two psychiatric
hospitals

Before  After X P
(n=116) (n=116)
Knowledge assessment 3769 <0.001
[score] *
Excellent (= 90) 7 19
Pass (60 ~89) 64 90
Failure (<60) 45 7
Level 3 PPE: wearing and tak-
ing off speed [minutes]
Very fast (<6) 1 23 9151 <0.001
On Fast (6~12) 54 93
Slow (= 12) 61 0
Very fast (<6) 7 47 64.80 <0.001
OFF Fast (6~12) 74 69
Slow (=12) 35 0

*The score is in the centennial.

queries in emergency drills helps staff effectively handle
and increases users’ knowledge and skill levels in educa-
tion. Efficiency: D-B_EPCD can timely reflect the status
of various disposal processes during emergency drills and
can provide services to users promptly. Accuracy: The
accuracy of implementing various measures has been
improved during emergency drills. Assessability: After
emergency drills and teaching, D-B_EPCD can evaluate
and quantify the execution effect of each step, making it
convenient for users to review and optimize.

Ethics approval

This study was approved by the Institutional Review
Board of Chengdu Fourth People’s Hospital. All partici-
pants were provided written informed consent.
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Statistical analysis

The data was analyzed by SPSS 26 (IBM Corporation,
New Orchard Road, Armonk, NY 10504, USA). Paired
T-test or Mann-Whitney U test is used to analyze con-
tinuous variables, and the Chi-squared test is used to
analyze categorical variables. P<0.05 is considered statis-
tically significant.

Results

The participants who used this system for education
were from 10 departments: 27 medical staff, 49 medical
nurses, 16 caregivers, 19 cleaners, and 5 administrators.
After 12 months of systematic multimedia case study or
training, the users showed a significant improvement
in emergency knowledge level (x*=37.69, p<0.001) and
wearing and taking off PPE (both p<0.001), as shown in
Table 1.

Fig. 4 shows that D-B_EPCD’s functionality (3.78+£0.68),
practicality (4.0210.74), reliability (3.45%0.50), efficiency
(4.14£0.69), accuracy (3.3610.58), and assessability
(3.05£0.47) have all met the emergency exercise and edu-
cation requirements (>3), with efficiency and practicality
improvement reaching level Good. All staff using this sys-
tem for infectious diseases emergency IPC knowledge and
skills training have an average use frequency of 1.74+0.69
times per week.

Discussion

The significance of the D-B_EPCD application in psychiatric
hospitals

Application necessity in psychiatric hospitals

The implementation of D-B_EPCD in a psychiatric hos-
pital has led to an improvement in the IPC capabilities of
these institutions, as well as an enhancement in the abili-
ties of staff members to respond to personal emergency
situations. In China, healthcare personnel in psychiat-
ric inpatient wards demonstrated a lack of compliance
with IPC standards [49]; Those suffering from severe
mental illness may be reluctant to be vaccinated and
may also find it challenging to adhere to IPC measures
[50]. In addition, due to their strong professionalism,
psychiatric hospitals involve fewer departments in the
emergency IPC management of infectious diseases than
general hospitals, which is conducive to the construction
of D-B_EPCD.

Application possibility in psychiatric hospitals

Preliminary results from D-B_EPCD’s implementation in
psychiatric hospitals demonstrate its ability to meet the
hospital’s requirements in terms of functionality, prac-
ticality, reliability, accuracy, efficiency, and evaluability.
Notably, D-B_EPCD proves to be highly efficient and
practical in assisting emergency response efforts. For
instance, during the initiation phase of an emergency
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plan, D-B_EPCD’s synchronous issuance of messages
and commands, along with the intellectual formation of
the emergency expert group, significantly saves time in
emergency response [27]. The advent of the COVID-19
pandemic has precipitated a significant acceleration in
the development of digital health technologies within
the psychiatric domain [51]. The most effective weapons
against the COVID-19 pandemic are big data, artificial
intelligence, and cloud computing [52]. These technolo-
gies offer the potential for accessible and scalable inter-
ventions that can augment traditional care. For example,
some research indicated the mobile system can capture
behavioral change in patients with psychiatric disorders
during COVID-19 pandemic [53]. The application of
machine learning enables the prediction of the severity of
psychiatric symptoms based on demographic and clinical
characteristics [54]. It is therefore evident that the devel-
opment of a digital-based system to assist emergency
responders in psychiatric hospitals is both promising and
critical.

Changes in emergency plan management

Technologic improvements

The implementation of this system marks a shift in emer-
gency plan management from traditional text-based and
manual approaches towards a more advanced direction
of informatization and intelligence [22]. A expected digi-
tal emergency management (EDEM) framework based on
digital technology has recently been proposed in China as
a potential solution to the challenges faced by emergency
management agencies in the digital age [55]. The utilisa-
tion of knowledge graphs has been demonstrated to facil-
itate enhanced emergency decision-making in disaster
management [56]. Consequently, the D-B_EPCD, which
is based on knowledge graph technology, has been devel-
oped with the specific objective of facilitating the IPC
measures of severe infectious diseases. Consequently,
D-B_EPCD provides assistance to relevant personnel in
the implementation of interventions that facilitate the
formulation of reasonable and timely decisions.

Functional improvement

At the present time, digital systems are capable of per-
forming a number of functions in the context of health
emergencies. These include monitoring and surveil-
lance, as well as the provision of healthcare and logisti-
cal assistance [57]. The analysis of potential scenarios is
a crucial function of digital information systems [58]. It
enables the provision of timely warnings and information
on material allocation in the emergency response chain.
Furthermore, the digital information system is capable
of meticulously recording a multitude of data types dur-
ing emergency drills [59], including SMS messages, call
records, operational records, material consumption and
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so forth. Therefore, D-B_EPCD significantly incorpo-
rates knowledge graph technology, intelligent warning
capabilities, and comprehensive documents, effectively
transforming text plans into digital plans and markedly
enhancing the efficacy and convenience of infectious dis-
ease prevention and control operations within mental
health institutions.

Improvement of emergency response capabilities
Management and command improvements

At the command level, D-B_EPCD empowers emergency
command personnel with global control over the entire
emergency response process [60]. This enables them to
coordinate joint actions among multiple departments,
ensuring a seamless and efficient emergency response
[61]. However, it is common for psychiatric hospitals
to have untrained infection management personnel in
charge of emergency events. This lack of professional
expertise may result in weak control over various aspects
of the emergency response and uncertainty about the
required abilities throughout the process [62]. To address
this challenge, D-B_EPCD incorporates an intelligent
question and answer (QA) function that facilitates con-
venient detailed queries and point-to-point visualization
docking. This function assists commanders in promptly
responding to on-site feedback and proposing solutions
to specific problems that arise during each stage of the
emergency response [63]. As a result, this system signifi-
cantly improves the capabilities of emergency command-
ing and on-site emergency response, enhancing overall
effectiveness in managing emergency situations. Some
research found communication problems exist in previ-
ous emergency drills [64], especially that personal protec-
tive equipment (PPE) will form Communication disorder
[65]. The mobile terminal and the command terminal can
freely and easily mutual-communicate via text, voice, or
video, resulting in much smoothing communication and
improving the implementation efficiency of emergency
response [66].

Training and education improvements

With the help of this system, the physical and men-
tal pressure of front-line medical staff facing the severe
infectious disease [67, 68] has been reduced, and the
focus level of emergency response command person-
nel has been improved. Through QA and multimedia
technology, the cell phone client can directly view emer-
gency-related knowledge and case studies of emergency
events, transferring previous offline training and edu-
cation to a flexible online approach, bringing incred-
ible flexibility and autonomy in learning to medical and
healthcare staff, thus enhancing their participation and
interest [60]. The test results showed that the use of D-B_
EPCD had improved their emergency knowledge base
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and emergency response capabilities. Some studies have
shown that emergency drills can improve organizational
decision-making and coordination [69]. With China’s
vigorous information technology infrastructure develop-
ment, this flexible online education mode has become
indispensable for communication and learning [70].

Limitations

Insufficiency of D-B_EPCD

Our system is committed to maximizing emergency
response capabilities within limited resources, includ-
ing resources of prevention and control, personnel and
their capabilities, and regional assistance. Research and
evidence-based decision-making capabilities, labora-
tory diagnostic capabilities, infrastructure, health sys-
tem capabilities, and even climate and environmental
health [71, 72] are topics worth paying attention to but
limitate the application and improvement of this system.
We also have identified some shortcomings that urgently
need to be addressed [27]. For example, D-B_EPCD lacks
humanized design, the accuracy of predicting infection
risk is insufficient, and D-B_EPCD’s adaptability in differ-
ent hospitals is weak.

Challenges associated with the implementation

The emergence of a global village highlights the need for
collaborative response efforts among multiple medical
institutions to effectively address outbreaks like COVID-
19. Regional cooperation among a diverse range of medi-
cal institutions is crucial. While D-B_EPCD has been
successfully implemented in several psychiatric hospitals,
including two class-A tertiary hospitals and four class-
B tertiary hospitals, its current scope is limited to local
emergency information infrastructure. However, the
capacity for cooperation among multiple psychiatric hos-
pitals is still being tested, particularly in terms of infor-
mation and resource sharing, as well as the planning of
material transportation routes for regional joint preven-
tion and control. These aspects are essential for establish-
ing a robust network that enables efficient coordination
and response across psychiatric hospitals within a region.
To help psychiatric hospitals break through the previous
regional material and personnel mobilization challenges
[73] and achieve joint IPC of regional infectious diseases
within the mental health consortium [28], functional
optimization, wide application, and joint emergency
drills are steadily underway.

Insufficient assessment system

Additionally, it is plausible that inconsistencies may
emerge in the responses of healthcare profession-
als across diverse roles to our assessment instruments,
potentially influenced by factors such as gender, educa-
tional- or -work background [74], and age [75]. However,
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these discrepancies may not be subjected to in-depth
analysis due to the insufficient sample size. In order to
enhance the statistical efficacy, it is recommended that an
additional control group be incorporated into the study
without utilizing the system. However, the aforemen-
tioned limitation may potentially give rise to unforeseen
complications [76, 77]. After meticulous deliberation, it
is deemed prudent to incorporate a control group in the
forthcoming phase of the investigation.

The ongoing process of functional optimisation will
facilitate the implementation of the system in psychiatric
institutions, enabling the effective management of poten-
tial infectious disease outbreaks, such as the current pan-
demic caused by the SARS-CoV-2 virus. Accordingly, the
training and education programme will be adhered to,
and the evaluation system will be constructed with con-
sideration of factors such as job, sex, age, and other rel-
evant aspects.

Conclusion

The digital, informative and intelligent management of
emergency prevention and control of infectious diseases
in psychiatric hospitals represents an inevitable trend
of development in this field. It was determined that the
system enhances the emergency IPC knowledge base
and operational skills of medical personnel, and that
the medical personnel are better adapted to the system.
Consequently, the system can facilitate the emergency
prevention and control response to infectious diseases,
while simultaneously enhancing the training and educa-
tional methodologies employed in emergency prevention
and control. Furthermore, it can facilitate the expansion
of knowledge regarding the management of emergency
IPC of infectious diseases. The next stage of research will
focus on enhancing the system’s functionality, promot-
ing its wider application, and developing more effective
evaluation methods.
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