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Introduction: Risk management is essential for quality assurance in modern healthcare organizations. Risk matrices are widely used
to evaluate risks in healthcare settings; however, this approach has noteworthy weaknesses and limitations. This paper introduces
a novel risk evaluation model that utilizes multicriteria decision-making and fuzzy logic, to enhance the transparency and quality of the
risk evaluation process in healthcare.

Methods: The Multicriteria Evaluation Model was developed using the Decision Expert method and expert knowledge integration.
Fuzzy logic was integrated within the model, using partial degrees of membership and probabilistic analysis, to address uncertainties
inherent to healthcare risk evaluation. The evaluation model was tested with healthcare professionals active in the field of risk
management in clinical practice and compared with the risk matrix.

Results: The designed evaluation model utilizes multicriteria decision-making while encompassing the risk matrix framework to
boost user understanding and enable meaningful comparison of results. Compared with the risk matrix, the model provided similar or
marginally higher risk-level evaluations. The use of degrees of membership enables evaluators to articulate a wide range of plausible
risk consequences, which are often overlooked or ambiguously addressed in the traditional risk matrix approach.

Discussion and Conclusions: The evaluation model demonstrates increased transparency of the decision-making process and
facilitates in-depth analysis of the evaluation results. The utilization of degrees of membership revealed distinct strategies for handling
uncertainty among participants, highlighting the weaknesses of using single value evaluation approach for the presented and similar
decision problems. The presented approach is not limited to healthcare-related risk evaluation, but has the capacity to improve risk
evaluation practices in diverse settings.
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Introduction

The report by the Institute of Medicine (US) Committee on Quality of Health Care in America, titled “To Err is Human:
Building a Safer Health System”, underscores the critical role of healthcare quality assurance in preventing unnecessary
patient deaths within healthcare organizations. Using data extrapolation, this report identified medical errors as
a significant contributor to mortality, surpassing more commonly recognized causes such as vehicular accidents, breast
cancer, and AIDS.' Similarly, a later dated paper, summarizing findings from five studies on preventable medical error-
related deaths in the United States reports a substantial impact of medical errors on mortality rates, estimating that
approximately 251,454 annual patient deaths can be attributed to preventable fatal adverse events.” Although, some
researchers have raised concerns about the accuracy of these estimates,” up to date empirical evidence still highlights the
substantial impact of avoidable patient harm due to different types of adverse events.* The most recent study reviewed
estimates that nearly 800,000 patients in the United States die or suffer serious harm annually as a result of diagnostic

errors alone.’
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In recognition of these findings, continuous quality assurance and quality management efforts have become vital
components of contemporary healthcare practices.®’ International organizations that provide accreditations for healthcare
organizations play an important role in healthcare quality management and are increasingly prevalent today.®
Accreditation procedures and standards by the International Standards Organization (ISO) and the American
Accreditation Commission International (AACI) are used internationally and are also predominately present in our
region. They serve as an essential quality assurance framework for healthcare organizations and incorporate risk-based
thinking as an integral strategy for quality assurance, solidifying risk management as a critical approach for quality
improvement.” " According to ISO, risk is defined as the effect of uncertainty on objectives, expressed as a combination
of risk sources, potential events, likelihood, and consequences. The framework outlines risk assessment as a process of
identifying, analyzing, and evaluating risks in order to achieve the best risk treatment solutions.''*'> The focus of this
paper is risk evaluation practices, which are centered on comparing risk analysis results to predetermined risk evaluation
criteria, aiming to support organizational decision-making regarding risks and appropriate mitigation responses.'’ The
purpose of risk evaluation is to assess and compare risks, to determine the effectiveness of existing controls, or the need
for additional measures."?

Risk matrix is a widely used approach for evaluating the risk levels of individual risks in healthcare settings. It is
a graphical representation of risk, determined as a combination of likelihood and severity criteria.'®> The level of risk is
calculated as the product of these two criteria, with various approaches of defining, categorizing, and interconnecting its
components.'* !> The labeling of criteria can vary in different sources, including terms for risk consequence evaluation
such as impact, severity, or consequence, and risk likelihood evaluation terms such as probability, likelihood level, or
likelihood. In our paper, the terms “Risk level”, “Likelihood”, and “Severity” were used as Risk level = Likelihood %
Severity.

Initially introduced in aviation,'¢ the risk matrix has since been widely adopted in various high-risk industries,
including healthcare, nuclear power generation, the oil industry, and manufacturing.'® It is broadly applicable in various

17,18

contexts and is commonly used to evaluate risk in health and healthcare settings.'*'*? However, it lacks a strong

research basis and empirical support.***

Some authors have criticized the risk matrix approach, highlighting issues such as subjectivity, poor transparency,
ambiguity of inputs, misleading risk classification, and inadequate handling of uncertainties that need to be
addressed.'>?**>2° Consequently, the results of the evaluation process may be misleading, inaccurate, and lack
transparency. Inadequate transparency of the decision process hinders the in-depth interpretation, justification, and
comparison of risk evaluation results, making this approach best suited for cautious and highly customized
applications.”*” Although the risk matrix is the most prevalent approach for risk evaluation in healthcare, methods
such as Failure Mode and Effects Analysis (FMEA) and Healthcare FMEA are also commonly used.”®*° These,
however, suffer from similar weaknesses regarding poor objectivity and inadequate transparency of the evaluation
process. Integrating multi criteria decision-making methods could improve the quality of risk evaluation practices in
healthcare.®® Furthermore, advanced risk analysis approaches, including Event Tree Analysis, Fault Tree Analysis, and
Bowtie diagrams, have also been present in contemporary healthcare risk management practices.’’ These approaches
highlight the importance of acknowledging uncertainties in healthcare risk evaluation, but lack a clear and transparent
mechanism for transitioning these uncertainties into the risk evaluation process.

This paper aims to introduce the results of the initial clinical testing and conceptual validation of The Multicriteria
Risk Evaluation Model for healthcare risk evaluation, which is based on the risk matrix approach and fuzzy logic
integration. The presented evaluation model aims to address some weaknesses of the risk matrix approach while
maintaining adequate applicability and enhancing the risk evaluation quality within a hospital setting. Recently published
reviews highlight the wide applicability of multicriteria decision-making methods in addressing complex decision
problems in healthcare and other fields, including their use in risk evaluation and management.**** Additionally, these
methods can incorporate fuzzy logic into the risk evaluation framework, to assist decision-makers in managing
uncertainties,”~> demonstrating the feasibility of this approach for improving uncertainty handling in healthcare and
other high-stakes environments.

638 https: Risk Management and Healthcare Policy 2025:18



Drnovsek et al

The novelty of the presented evaluation model lies in its ability to address some of the weaknesses of the risk matrix
approach while maintaining strong intuitiveness and adequate applicability for evaluating diverse risks within a hospital
setting. Our primary objective is to improve the transparency of the decision-making process and support evaluators in
holistic risk evaluation. Additionally, we recognize and address uncertainties related to risk severity evaluation arising
from the wide variety of potential outcomes associated with individual events in healthcare. In-depth risk analysis
involves the use of clinical data and expert knowledge to uncover various uncertainties regarding a range of potential
risk-related outcomes in healthcare settings. The presented model differs from the commonly used fuzzification of
linguistic expressions, as it uses partial degrees of membership as evaluators’ inputs instead of crisp values. Its purpose is
to empower decision makers to recognize, utilize and address risk evaluation-related uncertainties, which, when using the
risk matrix, may otherwise be handled ambiguously with less precision and lack of transparency.

Methods

The Multicriteria Risk Evaluation Model was developed with scientific and expert knowledge integration using the
Decision Expert (DEX) method. Fuzzy logic was integrated into the evaluation model to address uncertainties in the risk
evaluation process. The proposed model was developed and tested at the Slovenian University Medical Centre. Approval
from the ethical committee of the University of Maribor, Faculty of Organizational Sciences, was obtained prior to
conducting this study.

Model Development

Accreditation guidelines mandate the maintenance of risk registries by healthcare organizations to structure and enhance
their risk management practices.”'' An analysis of risk registry entries from the past five years within the participating
clinic was conducted to identify the various types of risks present in healthcare organizations. The findings of the risk
registry analysis guided the selection and arrangement of evaluation model criteria.

Further development of the model consisted of integrating expert knowledge, scientific findings in the field of
healthcare risk management, and established decision support methods. A multicriteria decision support model was
developed. Four unique variations of the evaluation model were designed during the development process. Each variation
of the evaluation model was presented and tested within the expert group to obtain suggestions for improvement and to
advance professional and structural adequacy. Following this, the criteria selection, arrangement, and their individual
contributions to the final level of risk were consolidated to form the presented Multicriteria Risk Evaluation Model. The
participating expert group consisted of three registered nurses and one doctor of medicine active in the field of risk
management (personnel responsible for risk management in the participating clinic) and three experts active in the field
of operational research and decision support (previously engaged in integrating decision support tools for healthcare-
related decision-making).

DEX Method

The Multicriteria Risk Evaluation Model was developed using the DEX method. The DEX method uses qualitative multi-
attribute utility theory, in which the resolution of multiple small problems enables the resolution of a more complex
decision problem. In DEX decision models, the set of attributes or criteria is denoted by X = {x;, X5, ..., X,}. These
criteria can be represented in a hierarchical structure resembling a tree (tree of attributes) with aggregated criteria
(hierarchically higher) and basic criteria (hierarchically lowest). The final step of the decision process (in our case, the
final evaluation of risk) is represented by the hierarchically highest criterion.**

The DEX method differs from most conventional multi-attribute decision methods because it uses qualitative rather
than quantitative criteria. Alternatives are evaluated using the domain value (Di) of criterion x;, where D; is a finite set of
at least two discrete values Di = {d;;, dj, ..., dj;} arranged orderly from least (d;;) to most (d;j) desirable according to the
decision problem. A decision model is used to evaluate alternatives. Alternatives are an infinite set of options (in our case
risks). Each alternative is evaluated by selecting the most suitable option from the domain value for all basic criteria. The
values for the higher-level aggregated criteria are derived using predefined rule-based utility functions through simple if-
then decision rules rather than quantitative weights or mathematical utility functions.
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In contrast to the usual weighting sum models, the DEX method enables the weights of the criteria to be dependent on
their values. For example, a criterion may have little or no influence on the evaluation of a hierarchically higher criterion
when its value is moderate or low. However, the same criterion could have a significant or even decisive impact if its
value is high.** DEX method was chosen for its relevance for the particular decision problem, our familiarity with the
approach and its proven success in previous healthcare-related applications.®> For the development of the model and
evaluation of alternatives, the freeware DexiSuite — DexiWin version 1.2 was used, along with the software’s built-in
tools for integrating fuzzy logic.*

Uncertainty Modeling
In The Multicriteria Risk Evaluation Model, fuzzy logic and probabilistic analysis were employed to address the
uncertainty regarding the multitude of possible risk outcomes.

The key aspect of fuzzy logic comprises the fuzzy sets introduced by Zadeh in 1965. The author presented the
definition of fuzzy sets and methods for operating with them. In contrast to classical sets, where elements are attributed
clear membership, the elements of fuzzy sets are ascribed a degree of membership.?” Therefore, a fuzzy set is defined by
a membership function within the interval [0,1]. If X is the universe of discourse with individual elements x and A is
a fuzzy set, this set is defined by a membership function that transforms each element of set X into a degree of

membership within the interval from 0 to 1.%*

The concept of fuzzy logic aims to avoid strict categorization of properties
into one of two values: complete membership or complete non-membership. Instead, fuzzy sets allow partial membership
in the set.*

Guidelines by Hawer*® were used to determine the most suitable approach for applying fuzzy sets in our decision
problem. To express evaluation uncertainty regarding a multitude of possible risk outcomes, degrees of membership
expressing discrete probabilities and probabilistic analysis of inputs were used. The used DexiSuite — DexiWin®*

facilitates the use of partial degrees of membership and probabilistic analysis, which were used in the model design.

Evaluation Model Testing

Personnel active in risk evaluation at the department for quality assurance of the participating clinic participated in the
testing of the model. To ensure maximum understanding of the evaluation model by the participants, interactions with the
model took place in individual interviews and in one case with two participants simultaneously. Interactions with
participants were audio-recorded to support future analysis of the findings and gather impressions regarding the usage
of the evaluation model.

Preliminary to testing, a selection of risks evaluated in this study was predetermined. This selection included the risk
of patient fall, risk of pressure ulcer, risk for employee burnout, and risk of workplace injury. These risks were selected
because they were commonly recognized in diverse clinical environments within the organizational risk registry. The
participants were asked to evaluate at least one clinical risk of their choice. Data regarding the incidence of the four
mandatory risks were provided to ensure a relevant comparison of the risk evaluation results among the participants. For
the risks of their own choice, participants were asked to use their knowledge of incidence to assess the likelihood of risks.

The testing involved two meetings spaced one to four days apart (depending on the participant’s availability), each
lasting 75—100 minutes. The meetings were held from September 19, 2023, to January 25, 2024.

In the initial meeting, individual participants first evaluated all risks using the contemporary organizational risk
matrix, as succinctly presented in Figure 1. It employs a 4x4 grid to combine “Severity” and “Likelihood” criteria
providing ordinal nine-point scale risk-level evaluations.

This was followed by a presentation of the structure and functionalities of The Multicriteria Risk Evaluation Model
and a demonstration of its use in hypothetical examples. The participants were first introduced to simple decision models
to demonstrate the features of multicriteria decision-making. Next, a summary of weights for individual aggregated
criteria was presented, and participants were asked to predict the values of the aggregated criteria based on the provided
weights. This was done to provide insights into the workings of the evaluation model and to gather feedback on
participants’ understanding of how evaluations of basic criteria influence the values of hierarchically higher aggregated
criteria. An example evaluation was then conducted by the researcher, who explained the evaluation process in detail.
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LIKELIHOOD

1-2: Low risk - acceptable, no
action required

3 - 4. Moderate risk - action to
lover nisk level advised

6-8: High risk - action to prevent
or eliminate risk required

9 - 16: Critical risk - immediate
actions on organizational level
required

SEVERITY

Figure | Contemporary risk matrix used to evaluate risk in the participating organization.

Each participant then carried out an evaluation of another example risk under the supervision and guidance of the
researcher, before proceeding with evaluations for data collection. Participants then engaged with the model using
a structured form to evaluate the risks according to the basic criteria of the model using single value evaluation approach.
In the second meeting, the contents of previous meeting were summarized. The participants were then familiarized with
the concept of fuzzy logic and the use of degrees of membership to express discrete probabilities in consequences
evaluation before applying the approach to reevaluate the “Severity” criterion of the analyzed risks. Similarly as in the
first meeting, the researcher demonstrated an evaluation of risk using fuzzy logic, which was followed by an individual
participant evaluating another example of risk using fuzzy logic under supervision and with additional guidance, if
needed. During both meetings, the risks for blood transfusion reactions and the risk of inadequate patient privacy
assurance were used as examples.

Participants were not informed about the final evaluations of The Multicriteria Risk Evaluation Model during testing and
were instructed not to base their individual evaluations of the criteria on previous evaluations of the same or similar risks.

Results
The Multicriteria Risk Evaluation Model was structured in accordance with the risk matrix framework to aid evaluators
in understanding the proposed approach. The final version of the developed model consists of ten basic and six
aggregated criteria. Table 1 represents the hierarchical structure of The Multicriteria Risk Evaluation Model, with the
assigned descriptions of the individual criterion.

The presented risk evaluation model was designed using Slovenian language. The parts featured in this paper were
translated separately by two researchers and were uniformed with consensus.

Domain Values and Utility Functions Determination

Similar to the selection of criteria, the qualitative domain values selection acknowledged contemporary risk evaluation
methods while aiming for increased objectivity of inputs. As an example, we present the domain values of the criterion
“Estimated occurrence” in Table 2.
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Table | Evaluation Model’s Criteria and Their Descriptions

Attribute Description
RISK LEVEL Aggregated final evaluation of risk
I—LIKELIHOOD Aggregated risk likelihood evaluation
| I—Estimated occurrence | Estimation of future occurrence probability
| l—Trend Estimation of future occurrences trend
| L—Relative occurrence Estimated occurrence rate in relation to organizational goals
L—SEVERITY Aggregated severity of consequences evaluation
|—Stakeho|der wellbeing | Aggregated severity of consequences regarding wellbeing of affected
| I—Health Estimation of health-related severity of consequences of single occurrence
| I—Satisfaction Estimation of satisfaction related severity of consequences

| L—Number of affected | Estimated number of affected stakeholders of single occurrence
I—Operational capability | Aggregated severity of consequences regarding operation capability

| I—Work processes Estimation of work processes related consequences of single occurrence

| L—Work relations Estimation of work relations related consequences severity

I—Corporate standing Aggregated severity of consequences regarding corporate standing
I—Expenses Estimation of expenses related consequences severity of single occurrence
L—Public relations Estimation of public relations related consequence severity

Table 2 Domain Values and Their Descriptions of the Criteria “Estimated occurrence”

Domain Value | Description
I. | Very low Event is not expected to occur in near future / occurs less than once in several years
2. | Low Low probability of occurrence / occurs annually or at least every few years
3. | Moderate Moderate probability of occurrence / occurs monthly or at least every few months
4. | High High probability of occurrence / occurs weekly or at least every few weeks
5. | Very high Very high probability of occurrence / occurs daily or at least few times a week

The values are arranged from most to least desirable, where a more desirable value results in a lower, and a less
desirable value results in a higher evaluation of risk. Similarly, the domain values of the remaining criteria were
determined. To evaluate risks using the model, the evaluator selects the most appropriate value for a particular risk,
while the values of hierarchically higher aggregated criteria are derived by a predetermined utility function consisting of
individual simple if-then rules.

The DEX method is particularly suitable for precise modelling of expert knowledge, as rules in the evaluation model
can be individually assigned. Leveraging the functionality of this method allows for the contribution of the criterion’s
impact, based on its unique value. Through iterations, decision rules were determined within the expert group. The
functionality of individual rule determination was most profoundly applied in the criterion “Number of affected”, where
traditional sum weights were unable to produce a satisfactory outcome. Decision rules for this criterion were determined
so that the criterion value had minimal impact on the evaluation when the lowest “Individual” value was selected.
However, the expert group recognized that higher values for the criterion demanded a significant shift. The evaluation
model, therefore, strongly favors higher grades for the criterion, to the extent that it becomes challenging for the model to
derive a desirable overall evaluation of risk when the high value for the criterion is selected. This approach was adopted
based on the decision that even minor consequences should receive a high evaluation of consequences when the event
affects a larger number of stakeholders.

To present an example of a utility function, the aggregated criterion “Operational capability” was chosen. Determined
decision rules of the utility function are given in Table 3. Additionally, we provide a graphical representation of the utility
function in Figure 2, generated with the used software, DexiSuite. The figure illustrates all possible evaluations of basic
criteria “Work processes” and “Work relations” with resulting evaluation of the aggregated criterion “Operational capability”.
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Table 3 Specific Rules Defining the Utility Function of the Criterion
“Operational capability”

Work Processes | Work Relations | Operational Capability
| Negligible Negligible Negligible
2 Negligible Low : Moderate Low
3 Low >= Low Low
4 >= Low Low Low
5 Low : Moderate Negligible Low
6 Negligible <= High Moderate
7 Low Moderate : High Moderate
8 Moderate Low : Moderate Moderate
9 High >= Low Moderate
10 | >= Low High Moderate
Il | Low : Moderate Moderate Moderate
12 | Moderate : High Low Moderate
13 | Moderate <= High High
14 | High Moderate : High High
15 | Critical >= Moderate High
16 | Low : Moderate Ciritical High
17 | Moderate : High High High
18 | <= High Moderate High
19 | Critical <= High Critical
20 | <= High Critical Critical

Similarly, individual decision rules for the remaining aggregated criteria were determined through collaboration

among the members of the interprofessional expert group.

Model Testing Results

All personnel active in risk evaluation at the Department for Quality Assurance of the participating clinic were invited to
partake in the testing of the model, to which seven participants (five nurses, one doctor of medicine, and one
physiotherapist) from diverse clinical environments within the participating clinic agreed to participate. Among the
seven participants, 34 risks were evaluated using three diverse risk evaluation methods: the risk matrix, The Multicriteria
Risk Evaluation Model single value evaluation, and The Multicriteria Risk Evaluation Model with partial degrees of
membership. The testing yielded 102 risk evaluations included in our analysis. In the study, evaluations of nine unique
risks were done. This included four mandatory preliminarily delegated risks with the given incidence data and five risks
of the participant’s own choice, for which likelihood estimations were based on expert knowledge. Two participants
chose identical risks to evaluate, whereas one declined the evaluation of the additional risk of their own choice.

Similar to the organization’s 4x4 risk matrix, the evaluation model uses a nine-point scale to rank risks. This decision
was made to enhance user acceptance, improve comprehension of the risk evaluation process, and enable meaningful
comparison between the two approaches. Additionally, The Multicriteria Risk Evaluation Model‘s nine-point ordinal
scale was binned into classes, grouping risk evaluations into “Low risk” (1, 2), “Moderate risk” (3, 4), “High risk” (5, 6),
and “Critical risk” (7, 8, 9), following the structure of the existing risk matrix approach as presented in Figure 1.

Both the evaluation model and the risk matrix yielded an equivalent number of diverse evaluations, categorizing risks
into six distinct levels across all above presented risk classes (ranging from “Low” to “Critical”). In both evaluation
approaches, no significant evidence was found to support the impact of individual risks on the final evaluation. Some

differences in the variance patterns were observed between the approaches, which could indicate a difference in the
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Operational capability

Critical

High

s Moderate

Low

Negligible

Critical Critical
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Work processes

Low Low
Negligible ~ Negligible

Figure 2 Representation of utility function of the criterion “Operational capability”.

consistency of evaluations, with the evaluation model showing slightly lower levels of variance across all four mandatory
risks. The distributions of evaluations for both analyzed approaches are presented in Figure 3.

The distributions of final risk evaluations for both analyzed approaches are shown as violin plots, with black dots
representing the individual evaluations of all seven participants. Risks are given at the top of each panel. Only the four
mandatory risks were included into this section of analysis, as all participants were asked to evaluate these risks, while
the fifth risk was chosen individually by each participant. Similar to the risk evaluations distribution analysis, no
significant correlations supporting interrater reliability between evaluators were observed in the data.

A preliminary sensitivity analysis was conducted to evaluate the model’s performance. A “+1” sensitivity analysis
was used to assess the impact of changing individual values of the basic criteria on the final risk evaluation. This
approach examines how increasing or decreasing the evaluation of an individual basic criterion by one rank affects the
overall risk evaluation.

The results of the sensitivity analysis for an alternative “Risk of patient fall” evaluation, as evaluated by a participant,
are presented in Table 4. The risk was evaluated as ‘“Moderate risk” by the participant. The sensitivity analysis
demonstrates that the criterion “Estimated occurrence” significantly impacts the final risk evaluation, raising it to
“High risk” if increased by one rank. Additionally, the criteria “Health” and “Satisfaction” decrease the final evaluation
to “Low risk” if their values are lowered by one rank.

The evaluations of the same risks by the same evaluators using both approaches differed among the approaches, with
the evaluation model use resulting in slightly higher risk evaluations. This was verified by the Wilcoxon signed-rank test
for related samples comparing nine-point scale evaluations from both tools (p = 0.040) but was not statistically
significant when comparing data binned into classes (p = 0.075). Discrepancies in the assigned classes for the evaluated
risks are shown in Figure 4.

The distribution of the evaluation discrepancies shown in the graph exhibits slightly positive skewness. The mode of
evaluation discrepancies was zero, indicating that, most commonly, there is no difference in the risk class assignment
between the two approaches. However, The Multicriteria Risk Evaluation Model tended to assign higher risk evaluations
more frequently than lower ones compared to the risk matrix approach.
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Figure 3 Distribution of final risk evaluations by both approaches.

To demonstrate the reasoning for these discrepancies, two representative cases of individual participants’ evaluations
were selected: a case of risk for patient fall being evaluated with high consistency, and a case of risk for employee
burnout with a low level of consistency using all three evaluation methods. For the example of patient fall risk, the
participant evaluated the risk as a “Moderate risk” (“Likelihood” = 2 and “Severity” = 2), with both the risk matrix
approach and the tested model. The second example of the risk of employee burnout demonstrates a greater discrepancy
between the approaches. The evaluator first evaluated the risk of employee burnout as a “Low risk” (“Likelihood” = 1
and “Severity” = 2) using the risk matrix. However, using The Multicriteria Risk Evaluation Model, the same evaluator
assessed the risk as a “High risk” (“Likelihood = 2 and Severity = 3). Both evaluations using the model are shown in
Figure 5Sa.

To outline the reasoning for the presented discrepancy, in this section, we address the higher evaluation of the risk
likelihood. The participant evaluated “Estimated occurrence” as “Low” (estimating about annual occurrence of risk)
using the evaluation model. This corresponds to provided data that stated from approximately two to five annual

occurrences in the previous five years, and indicates a decreasing trend. The evaluator recognized a decreasing trend

Table 4 Results of +1 Sensitivity Analysis for the Example Alternative “Risk of patient fall”’

Criterion ot bd Patient Fall +]”
Primary criterion Risk level Moderate risk
Subordinated basic criteria | Estimated occurrence Moderate High risk
Trend Falling
Relative occurrence Expected
Health Low risk Low
Satisfaction Low risk Moderate
Number of affected Individual
Work processes Low
Work relations Low
Expenses Negligible
Public relations Negligible
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Differences in final level of risk class assigment
(evaluation model - risk matrix )

Figure 4 Discrepancies in final risk evaluation - risk level by the evaluation model subtracted by the risk matrix risk level evaluation.

a) Final evaluation of risk of burnout and risk of patient fall b) Risk of burnout "Likelihood" criterion evaluation

LIKELIHOOD

RISK LEVEL

2
Relative Expeﬁgw Estimated
High risk occurence occurence
o
Modergte risk
Trend

c) Risk of burnout " Severity"” criterion evaluation
SEVERITY

Corporate
standing

Operational
capability

cRisk of burnout LIKELIHOOD
SEVERITY = Risk of patient fall

Stakeholder
wellbeing

Figure 5 Outputs of the evaluation model representing: (a) The final evaluation and evaluation of the two main aggregated criteria of both presented risks, (b) The
evaluation of the aggregated criterion “Likelihood” of the presented risk for employee burnout (c) The evaluation of the aggregated criterion “Severity” of the presented risk
for employee burnout.

646 https: Risk Management and Healthcare Policy 2025:18



Drnovsek et al

in the risk occurrence over the five-year period and deemed this occurrence as expected and acceptable given the nature
of the risk and capabilities of the healthcare organization. This resulted in the evaluation of “Likelihood” = 2. The
evaluation of all of the above-mentioned criteria is presented in Figure 5b.

On the other hand, using the risk matrix, the evaluator evaluated the risk likelihood as “1” representing the occurrence
as “I do not believe that the risk could occur in the near future.” This evaluation is less expected for events (according to
the presented data) that commonly occurred in previous years. Therefore, the particular participant was asked why they
had assigned this specific grade when the evaluations were complete. The participant explained that the event is likely to
occur in the near future, but the evaluation was chosen to depict the difference in likelihood in comparison to previously
evaluated risks (“Likelihood” criterion evaluated as 2), that in preceding years occurred approximately 30 to 70 times
annually (Risk of patient fall and risk of pressure ulcer). This occurrence of surprisingly low gradings of “Likelihood”
criterion using the risk matrix was not isolated to a single evaluator. In fact, the likelihood rating of “1”” was unexpectedly
assigned in five instances using the risk matrix approach but only appeared in the evaluations of the last two risks
according to their order of evaluation. Conversely, the evaluation model did not yield an unexpectedly low likelihood
evaluation.

To further analyze the discrepancy in results, we now address the difference in the criterion “Severity” (evaluated
higher in comparison to the risk matrix). The higher evaluation could be attributed to the contribution of the simultaneous
consequences of employee burnout identified in different organizational aspects. The evaluation of these criteria is shown
in Figure Sc.

The evaluator recognized the impact of employee burnout not only in the criterion “Stakeholder wellbeing”, but also
in criterion “Corporate standing” and criterion “Operational capability”. The impact of risks on all these criteria increased
the evaluation of criterion “Severity” to 3. However, incorporating probabilistic analysis into the evaluation process
revealed additional differences in evaluations using the analyzed approaches. To further investigate the discrepancies in
“Severity” evaluations, we present the findings of the degrees of membership and probabilistic analysis use in risk
severity evaluations.

The participants were offered an option to use degrees of membership for risk consequence evaluation. Fuzzy logic
broadens the scope of conventional binary logic by embracing the notion of partial truths, which lie between the absolute
values of “true” and “false.” This is more closely related to human thought processes and can facilitate uncertainty
integration in the decision-making process, making it particularly applicable in complex decision-making environments
where clear-cut answers are rare. Using this approach, The Multicriteria Risk Evaluation Model does not provide crisp
results. Instead, decision makers input their fuzzy evaluation of basic criteria and are also presented with results in
varying degrees of membership, reflecting uncertainty and depicting the nuanced nature of the risk evaluation process.

In some cases, the fuzzy evaluation was closely related to the single value method evaluation, attributing the highest
degree of membership to the same level of risk. To continue with our representative examples, this is true in the case of
patient fall risk, where the highest degree of membership (0.57) was assigned to the same class of “Moderate risk”, while
adjacent classes were assigned lower degrees of membership (“Low risk” — 0.20 and “High risk” — 0.23). This was not
the case for employee burnout evaluations. When given the option of using the degree of membership, the evaluation of
risk shifted. While the participant evaluated the risk of employee burnout using single value as a “High risk”, the
evaluation using degrees of membership derived an evaluation of “High risk” with the membership of 0.48, but
importantly the evaluation of “Moderate risk” with the degree of membership 0.52. The final evaluations of both risks
using probabilistic analysis and compared with their evaluations using a single value method are presented with the
program output in Figure 6.

The different degrees of membership are a result of a variance in evaluation of “Severity” criterion, which reflects
different possible scenarios that the participant anticipates. In both cases, the evaluation of “Stakeholder wellbeing” most
prominently influenced the final evaluation of risk. Therefore, evaluations ascribed to this criterion should be considered.
A comparison of single value evaluations and evaluations using the degrees of membership as assigned by the
participants for the relevant criteria is presented in Table 5.

The evaluation of criteria using degrees of membership in the first presented evaluation (risk of patient fall)
demonstrates a significantly large spectrum of possible outcomes that the participant considers when evaluating risk
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Risk of patient fall
(degrees of membership evaluation)

Risk of burnout

(single value evaluation)
Risk of burnout

(degrees of membership evaluation)

Low risk Moderate risk Highrnsk Critical risk

RISK LEVEL

Risk of patient fall
(single value evaluation)

Figure 6 Output of the valuation model representing final levels of risks evaluated, using single value and degrees of membership.

severity, ranging from minor to potentially critical evaluations. While in the second case (risk of employee burnout), the
participant seemed to anticipate three diverse possible event outcomes, two being similarly plausible. This resulted in two
distinct levels of risk with high degrees of membership, as observed in our results.

Discussion
The presented healthcare risk evaluation model has important implications for an improved risk evaluation process in
healthcare organizations.

First, the evaluation model enables the evaluator to acknowledge that the consequences of an individual event can
have consequences of unequal severity in different domains or areas of organizational operations. Although the risk
matrix can consider the diverse consequences of an event and a holistic evaluation of risk consequences is encouraged in
healthcare organizations,' the method itself is incapable of properly acknowledging simultaneous occurrences of these
impacts, since no guidance for their contribution and overall aggregation of “Severity” score is provided by the approach.

Table 5 Single Value Evaluations and Degrees of Membership of the Criterion “Stakeholder wellbeing” as Ascribed by the Participants

Risk Criterion Single Value Degrees of Membership Evaluation
Evaluation
Risk of patient fall Health Low Minor: 0.20; Low: 0.70; Moderate: 0.05; Major reversible: 0.01; Major
irreversible: 0.01; Critical: 0.01
Satisfaction Moderate Minor: 0.30; Low: 0.30; Moderate: 0.20; High: 0.15; Critical: 0.05
Number of Individual Individual: 1.00; Small group: 0.00; Large group: 0.00
affected
Risk of employee Health Moderate Minor: 0.00; Low: 0.00; Moderate: 0.40; Major reversible: 0.50; Major
burnout irreversible: 0.10; Critical: 0.00
Satisfaction Critical Minor: 0.00; Low: 0.00; Moderate: 0.40; High: 0.50; Critical: 0.10
Number of Individual Individual: 1.00; Small group: 0.00; Large group: 0.00
affected
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This problem was recognized in an extensive review of risk evaluation practices in England that detected a lack of
guidance for the use of the risk matrix approach in instances where risk has several consequences in multiple domains.*!
The presented evaluation model, on the contrary is not limited by the two main criteria but can more transparently and
accurately acknowledge the simultaneous impacts of risk on multiple domains of risk consequences by using additional
criteria and predetermined utility functions. With its design, the evaluation model encourages the evaluator to account for
all aspects of the risk consequences and provides support for determining their impact on the final evaluation.
Additionally, criteria are connected with individually determined decision rules, enabling adequate precision and possible
model modification in accordance with future empirical findings or organizational goals.

Second, the decision model provides more precise guidelines for criteria evaluation, enabling the evaluator to select
a more suitable and consistent option when evaluating risks, thereby boosting the reliability of the evaluation process.
This was evident in our results, where the participants knowingly miscategorized their decisions using the risk matrix
approach to somehow integrate their knowledge into the decision-making process. The decision to emphasize the
differences in likelihoods between the evaluated risks is sensible; however, it is inaccurately and untransparently handled
using the risk matrix approach. Additional criteria and tailored domain values enable evaluators to integrate their
knowledge more accurately, sufficiently, and transparently into the evaluation process. Even if the evaluator conducts
an in-depth holistic analysis of risk to formulate a precise evaluation of the two criteria using the risk matrix, this is not
evident when analyzing the risk evaluation results. Increased transparency is another clear contribution of the evaluation
model, which our results clearly demonstrate. An increase in the transparency of the decision process enables an
improved understanding of the evaluation results and analysis to support more precise measures for risk-mitigation
strategies. As can be seen in our results, decision makers can use the evaluation model results not only to understand the
rationale behind the final risk-level determination but also to recognize crucial future efforts for risk reduction. By
analyzing the areas of impact, intel of the best strategies for improvement is granted. By recognizing these features of
risk evaluation as useful tools, additional fronts for future improvement and research in the field of risk management in
healthcare can be developed.

Third, we identified categorization uncertainty as an important barrier to adequate risk consequences evaluation in
healthcare. This arises from the nature of healthcare risks, which produce not one but a spectrum of possible outcomes. In
our evaluation model, this was addressed using partial degrees of membership. This functionality enables the evaluator to
express diverse plausible scenarios that can occur following an event. Considering the diverse plausible outcomes of an
event is a well-established approach in risk management and risk analysis methods. Using partial degrees of membership
to express probability allows the evaluation model to transparently integrate findings from a preliminary in-depth analysis
of risk into the evaluation process. Examples of recognized risk analysis methods that utilize this approach include Event
Tree Analysis and Bowtie Analysis. They use clinical data and expert knowledge to help determine different probabilities
for a range of possible outcomes of an event and have previously been used for healthcare risk analysis.>'***** The
important contributions of these risk analysis methods are neglected or subjectively generalized in risk evaluation if the
evaluator is obliged to select only one option for evaluating the risk criteria.

Previous work in this field already includes multicriteria decision-making and fuzzy logic integration to boost the
quality of the risk evaluation process.***** However, some advantages of the presented model can be pointed out. The
presented model uses multicriteria decision-making to enhance the sensitivity and structure of the evaluation process,
while at the same time providing a fuzzy logic mechanism to address uncertainty. Another important advantage of the
presented model is its wide applicability for diverse risks in healthcare evaluation, which, in comparison to existing
solutions, enables it to adequately replace the use of the existing risk matrix approach.

Furthermore, our results show that risk characteristics play an important role in determining the best ways of
addressing uncertainty. The use of degrees of membership enables the evaluator to implicate the examined probabilities
directly into the evaluation process. This paper demonstrates the importance of appropriate uncertainty handling in this
and similar decision problems, as this uncertainty cannot be adequately addressed using the more common fuzzification
of linguistic expressions. Our results show that the distributions of the probability of event outcomes in healthcare can be
diverse and, in some cases, highly skewed or irregular. Comparing evaluations using degrees of membership and single
value evaluations also revealed two distinct approaches to handling uncertainty when obligated to select a single value
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between the participants. In the first case, the participant selected, in his opinion, the most probable option considering
the later provided degrees of membership. However, in the case of the risk of employee burnout, the participant used
a more conservative approach and seemed to evaluate risk severity according to the worst-case scenario using single
values evaluation. Because of diverse distributions of outcomes probabilities and differences in style of generalization
between evaluators, forced single value generalization should be avoided, making discrete probabilities a more appro-
priate choice, even considering that commonly exact probabilities are assumed in this approach.*® Our findings reveal
a potential research front, to further highlight how uncertainties regarding the plausible outcome scenarios influence
single value risk evaluation on how they should be addressed.

Results of the presented study support the usability of our approach for enhancing risk evaluation practices not only
within healthcare settings but also across a wide range of industries and disciplines. The used DEX method utilizes
individual rule configuration, which is highly adaptable and easy for users to understand. This enables precise expert
knowledge modelling and supports potential modifications when needed. Likewise, the approach of handling uncertain-
ties using partial degrees of membership has proven to be effective in addressing the nuanced characteristics of risks and
was sufficiently adopted and understood by the participants. Insights from our study highlight the need for future research
in diverse areas of risk evaluation practices, since this approach could be highly usable, particularly in similar highly
complex environments where risk evaluation is inherently prone to uncertainty.

Our study has three main limitations. Although the model tackles uncertainty using degrees of membership in
consequence evaluation, it does not acknowledge epistemological uncertainty, as consequence of lacking expert’s
knowledge for likelihood estimation. This is an important limitation, since recognizing lacking experts’ knowledge is
crucial in healthcare risk management, where accurate likelihood estimation is often limited by poor data availability.
This is the result of poor safety culture and healthcare workers’ unwillingness to report adverse events for which they feel
responsible. Data regarding adverse events are an important resource in risk management but are commonly under
reported and lacking.**> Although healthcare quality managers can enhance adverse event reporting and compensate
through proactive approaches in risk management,* inadequate data can lead to subjective and unreliable likelihood
estimations. Lack of support of the evaluator, both in the case of addressing uncertainties regarding likelihood and
uncertainties regarding the evaluation of consequences, was also flagged by the previously cited study analyzing existing
practices in England.*' The possibilities of addressing likelihood estimation-related uncertainties using fuzzification of
linguistic expressions or integrating degrees of estimation confidence should be addressed in future research on this topic.

The second limitation of our study is the lack of empirical evidence to support the usability of the evaluation model in
clinical practice. Future research should prioritize longitudinal study designs to evaluate the impact of the novel risk
evaluation model’s actual impact on risk management practices and patient safety outcomes. Additionally long-term
implementation could reveal potential barriers to successful adoption in clinical practice, since the increased complexity
and time consumption of the proposed approach may hinder its usability and user acceptance, demanding adaptations of
the evaluation model.

Although our results indicate greater transparency in risk evaluation, providing evidence to support its accuracy or
validate the consistency of the proposed evaluation model is beyond the scope of this study. This third limitation of our
study is evident in the high variance in evaluations, both between participants and across risks, highlighting the need to
evaluate possible additional measures to increase objectivity. Adding additional criteria and stricter domain values
description could promote objectivity, however these adaptations should be considered with caution, since they may
hinder the capability of evaluators to confidently express their knowledge regarding the evaluated risk and increase time
and expertise needed to produce an evaluation. This could negatively impact the usability, scalability and user acceptance
of the proposed evaluation model.

Possible additional approach of addressing the limitation of interrater reliability is incorporation of multiple decision-
makers’ inputs. Although interprofessional collaboration was used in the model development process, group decision-
making could be more extensively utilized in model development and risk evaluation process. Existing research in this
field shows that group decision-making can provide not only an improved process of evaluation model conceptualization,

development and adaptations, but can also boost objectivity of the evaluation process.*’*®
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Besides group decision-making, study design should also be considered to address these issues in future research.
Since the participants in our study originated from diverse clinical settings, poor and insignificant correlations between
evaluators were anticipated. High variance between evaluators could be addressed with an improved study protocol,
which should include more comprehensive training for participants and include multiple evaluators originating from
same or similar clinical background, since our sample of participants was ill-suited for interrater reliability analysis.
Findings from this kind of research approaches could provide more information on the evaluation model validity,
consistency and applicability. Further, multicenter studies will also determine whether the selected criteria are sufficient
for the use of the model in diverse healthcare organizations and settings. In the model development process, risk
management practice data from a single clinic were used to identify relevant criteria.

Nevertheless, the proposed evaluation model demonstrates possibilities for future development and supports precise
adaptations of the model in the future. The presented approach is not limited to healthcare-related risks evaluation but can
be used in diverse fields of expertise to improve risk management practices.

Conclusion

Risk management is an important activity for quality improvement in healthcare. We present some issues with existing
risk evaluation methods and a qualitative multicriteria evaluation model that addresses some of these issues. The
presented study was conducted in a single clinic with a low number of participants. The scope of the presented study
is therefore limited, and additional longitudinal research is needed to validate the usability and impact of the presented
evaluation model in clinical practice. Future research should also consider the performance of the evaluation model in
diverse healthcare organizations and settings. Adaptations and cost—benefit analyses for specific clinical environments are
warranted and will provide crucial information on barriers to implementation and scalability of the approach. Even so,
the proposed model improves the process of risk evaluation by providing a more transparent and precise decision-making
process, while supporting the evaluator in tackling uncertainties inherent to the nature of risks in healthcare. The DEX
method used for model development is highly adaptable and enables nuanced modifications of criteria structure and
decision rules for the precise modelling of both expert and empirical knowledge. Consequently, the proposed approach is
not limited to healthcare risk evaluation but can be applied in diverse risk evaluation environments and modified
according to specific risk characteristics and evaluator needs.
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