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ARTICLE INFO ABSTRACT
Keywords: As facial modification technology advances rapidly, it poses a challenge to methods used to detect
Deep fake detection fake faces. The advent of deep learning and Al-based technologies has led to the creation of

Deep conditional generative adversarial
networks
Ensemble discriminators

counterfeit photographs that are more difficult to discern apart from real ones. Existing Deep fake
detection systems excel at spotting fake content with low visual quality and are easily recognized
by visual artifacts. The study employed a unique active forensic strategy Compact Ensemble-
based discriminators architecture using Deep Conditional Generative Adversarial Networks
(CED-DCGAN), for identifying real-time deep fakes in video conferencing. DCGAN focuses on
video-deep fake detection on features since technologies for creating convincing fakes are
improving rapidly. As a first step towards recognizing DCGAN-generated images, split real-time
video images into frames containing essential elements and then use that bandwidth to train
an ensemble-based discriminator as a classifier. Spectra anomalies are produced by up-sampling
processes, standard procedures in GAN systems for making large amounts of fake data films. The
Compact Ensemble discriminator (CED) concentrates on the most distinguishing feature between
the natural and synthetic images, giving the generators a robust training signal. As empirical
results on publicly available datasets show, the suggested algorithms outperform state-of-the-art
methods and the proposed CED-DCGAN technique successfully detects high-fidelity deep fakes in
video conferencing and generalizes well when comparing with other techniques. Python tool is
used for implementing this proposed study and the accuracy obtained for proposed work is 98.23
%.

1. Introduction

One of modern society’s rising challenges is the prevalence of deep fakes. Face tampering is a significant problem for the safety of
the global community and the reliability of human-biometric authentication and identification systems [1]. Deep fake replaces a
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Fig. 1. Model for generating and recognizing deep fakes.

human face in a picture or video with a digitally created one. Deep fakes refer to realistic fake images that could be formed through
computational modification [2]. There are various false media recognition techniques; however, the recent advance of unreal data
technology has rendered the current analyzers useless [3]. As a result, the need for better technologies to identify fake accounts in films
is pressing. In addition, auto-encoders and GANS have increased the prevalence of disingenuous video and picture content on the web
[4]. The technology relying on GAN makes it easier for amateurs to create convincing fake face videos. Hence, hoax films quickly
propagate over the web [5].

GANs and VAEs (Variational Autoencoders) are two examples of the sophisticated generative algorithms used to create convincing
fake pictures and movies. Now that these tools are widely available and highly precise, it’s next to impossible to tell a fake from the
actual footage [6]. For a long time, video-deep fake identification has been accomplished with the help of Neural Networks (NNs), with
the most significant results achieved with algorithms [7]. The classifier in the GAN architecture serves as an error function, giving the
generators an accurate training signal to refine their settings. For the classifier in modern state-of-the-art GANs, deep Convolutional
Neural Networks (CNNs) are commonly utilized, with the networks being trained by gradient descent optimization methods [8].
Typically, a CNN will have many convolutional, activation, and max pooling built on top of one another to help extract discriminative
features for the recognition job. However, given that most algorithms have become increasingly precise in synthesizing highly realistic
faces, this research focuses on deep fake detection of face images in video conferencing [9].

Fig. 1 displays an example of a phoney picture made with one of these applications. If given randomly, it’s easier to tell which
images are real or fake [10]. Anybody, regardless of age or level of education, this create phoney pictures. In light of these consid-
erations, the study of how to identify deep fakes emerged as an excellent new topic of study [11]. It’s not easy, and it still needs to be
addressed. Deep fake enables the production of phony-convincing movies by replacing a person’s facial in an existing clip with a
different individual or by modifying facial features such as the eyes, mouth, and eyebrows to create a convincing illusion from another
setting [12].

In the article, Deep Conditional Generative Adversarial Networks (DCGANSs) have been tremendously successful in a wide range of
information tasks, still experiencing significant difficulties in producing aesthetically accurate representations without the model
collapsing or becoming unstable during GAN training. One widely recognized reason for the model collapse and instability is that the
discriminator focuses on the most discriminative difference between actual and synthesized pictures while ignoring the less racist and
discriminatory components, providing a low training signal to the generators [13,14]. Making DCGANSs effective requires a significant
challenge of getting the discriminator to have a more substantial representation so that a more accurate learning signal can be supplied
to the generator to improve it. As a solution, a unique ensemble learning loss function and compact deep ensemble to construct a
discriminator for GANs [15]. They are building a conditional GAN employing compact ensemble-based discriminators architecture and
evaluating significant parameters, including non-convergence, mode collapse, and decreased gradients. Existing approaches for
identifying deep fakes are insufficient because they cannot adapt to the constant development of deep fake generating techniques. Most
of these technologies rely on static image analysis or traditional machine learning algorithms, which are inadequate when faced with
excellent fake images and lack the ability to generalize to different types of modified information. Furthermore, most current solutions
lack the ability to handle data that streams, which is a critical feature in real-time videotelephony. Filling these gaps is made possible
by combining CED-DCGAN, which aims for real-time detection while adding feature analysis. CED-DCGAN outperforms current ap-
proaches for deep fake detection in video conferencing. It solves the problem of high-quality deepfakes and provides real-time analysis
capabilities. It is possible that the proposed approach is effective against the deep fake creation methods employed in the study, but
more study could be required to prove the approach’s effectiveness against a larger range of deep fake generation approaches.
CED-DCGAN can improve video conferencing security on platforms by accurately identifying deep fakes in real time. This can help to
avoid imitations, safeguard user privacy, and assure participant authenticity. The study introduced a tight ensemble discriminator for
assessing the generators from various angles. Many supplementary primarily categorized are integrated into a single deep model,
taking cues from ensemble methods. An innovative ensemble loss function is created to guarantee proper coordination throughout
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Table 1
List of abbreviation.
Abbreviation Details
CNN Convolutional Neural Network
3DCNN 3D convolutional neural network
DICNN Dual-Input Convolutional Neural Network
GAN Generative Adversarial Network
AGAN Attention-Based Generative Adversarial Network
DCGANS Deep Convolutional Generative Adversarial Network
CED-DCGAN Compact Ensemble-based discriminators architecture using Deep Conditional Generative Adversarial Networks
CED Compact Ensemble discriminator
CelebA-HQ CelebFaces Attributes High Quality
MSE Mean Squared Error
PIFR-GAN Pose Invariant Face Recognition - Generative Adversarial Networks

training across the whole framework. While the results of a research may work well in specific situations or datasets, their application
to detecting new or evolving kinds of deep fakes necessitates constant validation and adaption. Addressing these problems with strong
evaluation frameworks, constant model improvement, and interdisciplinary collaboration might improve the generalizability as well
as practical utility of deep fake detection systems in a variety of environments and applications.

The main components of the article are as follows.

1. This investigation used an innovative active forensic method by Compact Ensemble-based discriminators architecture trained on
Deep Conditional Generative Adversarial Networks (CED-DCGAN) to detect deep fakes in real-time during video conferences
2.Split real-time video pictures into frames with essential parts and utilize that bandwidth to train a compact ensemble-based
discriminator classifier to recognize DCGAN-generated images.

3. The suggested method detects the high-fidelity, accuracy, and sensitivity of deep fakes in video conferencing and generalizes
effectively to other GANSs utilizing similar refined procedures.

The rest of the article is organized as follows: section 2 goes on the literature. The approach and information sources of deep fake
detection and face forgery are then discussed in section 3. section 4 offers experimental data and analyses. Lastly, section 5 offers the
conclusion and suggestions for further study.

1.1. Motivation

The fast development of video conferencing systems has transformed communication by making distant interactions more fluid and
accessible. However, technological innovation has also resulted in considerable issues, notably in terms of security. One of the most
important issues is the rise of deep fakes and face forging, in which sophisticated algorithms are utilized to modify video information,
potentially leading to serious consequences. Identifying deep fakes as well as face forgeries during real time presents novel challenges.
Traditional approaches sometimes fail due to the complex nature of modern forging techniques and the requirement for fast testing.
The enormous amount of video data, along with the need for fast processing, complicates the detection process. As a result, there’s an
urgent need for novel technologies that can accurately and efficiently detect forgeries as they develop. Table 1 shows the list of
abbreviation.

2. Literature survey

Liu et al. [16] introduced a unique Convolutional Neural Network (CNN) that uses periodic roughness enhancement and infor-
mation compression to better characterize materials at different logical levels in pictures, increase resilience, and enhance global
textured perceptions. Regrettably, the fundamental issue with existing fake face detection algorithms is that they must generalize to
discriminate between various GANs. Nevertheless, results show that our model routinely exceeds the state-of-the-art in both single-
and multi-domain image processing tasks, particularly when pictures are affected by Gaussian filters. Kohli et al. [17] proposed a
lightweight 3D convolutional neural network (3DCNN) to identify common face-spoofing forms such as DeepFakes, Face2Face, and
FaceSwap. For video authenticity verification, the suggested system studies similar interest characteristics. In addition, activation
maps are analyzed extensively to learn more about 3DCNN'’s detection procedure. Furthermore, the widely-used FaceForensic++
dataset is utilized to learn from and test the suggested solution. Finally, the presented technique is tested. Its efficacy is compared to
state-of-the-art methods regarding the number of learnable parameters and the precision with which it can recognize binary images.
Bhandari et al. [18] presented a ten-fold cross-validation Dual-Input Convolutional Neural Network (DICNN) model to bridge the gap
and broaden the network’s perspective, we forced the model into ’SHapley Additive exPlanations (SHAP),” which can visually describe
the research results and interconnectivity using comprehensible artificial intelligence. Perfectly shaped values, with an average
recognition rate of 99.36 0.62 %, a test accuracy of 99.08 0.64 %, and a ground truth of 99.30 0.94 %. Having the suggested model
acknowledged by forensics and security specialists is crucial since it has unique characteristics and is far more accurate than
state-of-the-art approaches. Fig. 2 shows the architecture of GAN training cycle.



S.K. Sharma et al. Heliyon 10 (2024) e37163

Generator

(Fake image)

Discriminator Discriminator
A B

(Fake vs Real (Fake vs Real)

Generator
B
(Fake image)

Fig. 2. GAN training cycle.

Chen et al. [19] introduced SS-GAN, or a Semi-Supervised Adversarial Generative Network, is used to avoid image counterfeiting.
Then, the effect of anomalies is removed by using a representative frame selection module to filter them out of the training movie.
Second, provide a single-frame feature anti-spoofing method that leverages a generative adversarial network (GAN) to better control
the variable selection of the neural network via data preprocessing by a generator, thereby resolving the problem of inadequate
training data. The results of our experiments show that our method is superior to most manually created characteristics, and it operates
similarly to state-of-the-art deep learning methods. Ali et al. [20] proposed an in-network damage segmentation model, and an
Attention-Based Generative Adversarial Network (AGAN) was created (IDSNet). Compared to other province networks, the generated
IDSNet accuracy of an instrument is well. It has excellent diagnostic accuracy (0.952), a high Fl-score (0.941), and fast response
(0.942) over a test set, with a mean crossover over union probabilities of 0.900. With AGAN’s contribution, IDSNet’s mIoU grows by
12 %. As a result of its highly compact separative, IDSNet can analyze 640 x 480 x 3 thermal pictures at 74 frames per second
instantaneously, with a total of 0.085 M trainable parameters. Hariharan et al. [21] proposed a generative adversarial network is the
Deep Convolutional Generative Adversarial Network (DCGANS), which uses convolution and convolutional-transpose layers as the
discriminator and generator. Despite the volume of real-time photos being processed, this DCGANS returns results quickly. Never-
theless, the quality of the photographs used must be reduced to generate these fakes, which could serve as a giveaway that they are
fakes. The models in this project were trained with data from Kaggle’s CelebA dataset.

Recent advancements in Machine Learning (ML) and Deep Learning (DL) have significantly enhanced various fields by providing
innovative solutions and improving efficiency in handling complex tasks. In crime news retrieval, ontology-based systems address the
limitations of traditional keyword-based methods by understanding the context and semantics of search queries, thus enhancing the
accuracy and relevance of retrieved information [22]. In the medical field, ML and DL have transformed disease detection and
diagnosis. Convolutional Neural Networks (CNNs) analyze skin images to identify cancerous lesions with high accuracy, facilitating
early detection and effective treatment [23]. Similarly, expert systems integrating ML algorithms analyze patient data to diagnose
heart conditions and suggest treatment options, thereby improving diagnostic accuracy and patient care [24]. In software engineering,
ML models predict software defects by analyzing historical data, allowing developers to address potential issues early and enhance
software reliability [25]. These advancements underscore the transformative impact of ML and DL, offering more accurate, efficient,
and automated solutions across multiple domains.

Huang et al. [26] introduced Non-Intrusive Load Monitoring using a Deep Convolutional Generative Adversarial Network for
Prediction (NILM-GAN). Propose a technique for modifying the feature space utilizing the EMBED dataset’s visual representation and
the deep convolutional GAN (DCGAN)—finally, the test presentation by training some basic classifiers and assessing their accuracy
using the accuracy score. A series of tests assess the models’ flexibility in applying to various devices. On comparing results across
different training epoch counts, observe that the average performance is better than 70 % accurate. Wijaya et al. [27] introduced
Generative Adversarial Networks (GANs) to identify the distracted driver and his distraction source using a machine learning
approach. In this piece, GAN differentiates between distracted and safe driving. Developed the model by amassing a large amount of
picture data and then training using various parameters to achieve optimal accuracy. Using the data from the experiment, found that
our suggested model can reach D Loss = 0.0391 and G Loss = 5.7638. As a result, our model has the potential to be an excellent answer
to the problem of distracted driver identification utilizing a more complex method. Bansal et al. [28] DFN (Deep Fake Network) is an
unique design structure that integrates the major aspects of mobNet, such as a continuous stack of separable convolution, max-pooling
layers using Swish as a perceptron, and XGBoost as a classifiers. DFN functionality was evaluated using the Deep Fake Detection
Challenge (DFDC) dataset. Using this dataset, the suggested approach attained an accuracy of 93.28 % and a precision of 91.03 %.
Moreover, the loss during training was 0.14, while the loss during validation was 0.17.

Kas et al. [29] introduce 2D PIFR-GAN (Pose Invariant Face Recognition - Generative Adversarial Networks) that uses GAN for
translating images. The proposed Consolidated dataset consists of four data collections that provide identities and their corresponding
upfront images. The GAN employed is a Pix2Pix paired architecture spanning multiple generator and discriminator models. The
fractalization and categorization subsystems in our proposed architecture, the Combined-PIFR database, are separated with individual
constraints in mind. The outcomes have been significantly improved by 33.57 % compared to the baseline, all down to the GAN-based
fractalization.
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Fig. 3. Structure of the proposed CED-DCGAN model.

Heidari et al. [30] suggested an approach combines SegCaps and CNN approaches to improve visual feature extraction, and then
includes capsule network (CN) training for better generalization. A new data normalizing technique is developed to address hetero-
geneity from several global data sources. Additionally, transfer learning (TL) as well as preprocessing methods are used to improve DL
performance. Collaborative global training of models using blockchain and FL ensures data source privacy.

Ahamad et al. [31] suggested a hybrid face detection/object detection-based surveillance video system has been evaluated under
extremely rigorous conditions within a cloud-IoT (Internet of Things) incorporated distributive computing environment, and the
experimental study predicts that the proposed hybrid system would perform far better in the real world than existing systems. The
authors discovered that the cloud-IoT hybrid technique over recording video of suspicious objects within distributed real-time sur-
roundings has high accuracy, low overall error rate, and high average recall rate for both self-generated real-time data sets and
benchmark datasets.

2.1. Problem statement

In this study, learning GANSs for posture invariant face recognition needs large databases with a wide range of pose variations,
which can be time-consuming in terms of data collection and computing resources. The objective of non-invasive load monitoring
(NILM) with a deep convolutional GAN is to break down overall electrical consumption into specific appliances without the use of
intrusive hardware. One of the main drawbacks is the need for a large amount of high-quality training data that is labeled. One
significant concern with Attention-based GANs is the network architecture’s increased complexity. Processing three-dimensional data
require handling massive amounts of information, resulting in significant increases in computational burden and memory utilization
when compared to 2D CNNs. This makes it difficult to deploy 3D CNNs in real-time applications or on devices with low computational
power. OULU-NPU dataset is not be well suited to complex attacks such as deepfakes, and it predates popular mask use. Fake-Vs-Real-
Faces dataset lacks details about deepfake techniques, which limits generalizability. Subjective difficulty labels can also be unreliable.
To overcome such limitations, this proposed study introduced a two novel dataset and novel deep learning model for identifying fake
face forgery.

3. System methodology
3.1. Compact ensemble-based discriminators architecture trained on Deep Conditional Generative Adversarial Networks (CED-DCGAN)

The GAN operates on three pillars: first, data to be created using some form of statistical representation, and second, the generator
network can learn. It’s relatively new to the field of deep learning and makes use of two systems, one of which creates pictures.
Validating deep fakes’ legitimacy has become increasingly challenging since GAN models are constantly refined. With the rapid
expansion of such characteristics and the vulnerabilities identified by hackers, the techniques used to check their reliability could be
more effective. In addition, the natural environment sometimes presents challenges, such as inadequate lighting and complicated
backdrops. As a result, deep feature learning cannot begin until after the face pictures have been preprocessed to correct for alignment
and normalization. A novel model architecture for deep fake video detection is shown in Fig. 3; this design is a realistic and optimal mix
of two state-of-the-art models, Dense Net, and Res Net. In terms of both horizontal and vertical computing, sophistication, layer count,
etc., as explained above, both approaches have advantages and disadvantages.

Regarding intra-class differences, the study presents a DCGAN-based technique for concurrently learning functional and
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exclusionary models, which could be utilized to identify fakes. The DCGAN is a variant of the GAN wherein the generator is fed extra
information that could be used to exert more direct control over the generator’s output. The suggested system comprises a Generator
(G) and some discriminators. First, the conditional generator takes a face image as input. Then, it outputs a prototype face image based
on a video chat image while maintaining the other features of the input face image.

Given a condition involving action units, the generator G is better able to focus on data that will help it identify Deep fakes and
facial forgeries. DCGANs are a sophisticated deep learning model that specializes at producing accurate and manageable data. They
extend the basis of GANs by including convolutional layers and conditional inputs. In addition to label synthesis, DCGAN has been used
to successfully rebuild objects from edge maps and edit photographs. For DCGANSs to be effective, the delivery produced must closely
resemble the distribution of actual data. The DCGAN’s generator G and ensemble discriminator D compete in multiple combinatorial
events to reach this objective. In particular, the discriminator learns to distinguish between genuine and false samples, while the
generators know to produce fake models to trick the discriminator.

The CED-DCGAN approach provides a strong defense mechanism for video conferencing against deep fakes. By identifying up
sampling anomalies in the frames of a video, which is usually seen in generated content, deep fake can be detected even at its high
quality in real-time. Moreover, since it can be applied to a range of contexts beyond video conferencing, it could be highly useful for
identifying fake information in other spheres. The process repeats until the two components establish an Equilibrium state. Next,
separate the video frames containing the facial area to discard any irrelevant data. First, Cross-Gradient Convolutional Neural Systems
(CGCNN) are used to recognize deep fake faces and give the facial area frame since CNN has shown to be resilient and efficient for
synchronization. Next, the resized images should be normalized, and the data should be supplemented using methods like a ran-
domized switch. Normalizing the picture inputs has two purposes: first, it gets rid of the excessive frequencies, and second, it makes
sure that each of the image’s pixels follows the same distribution curve. In addition, the model’s efficiency and generalizability benefit
significantly from the increased sample size afforded by randomized switching. After carefully considering the characteristics of both
models and efficiently combining them, a new model design has been devised that achieves excellent performance with just a slight
increase in computing complexity. Besides designing a new architecture, the dataset boosts the model’s real-time performance.

The anticipated error rate of a DCGAN based on a loss function is shown in equation 1

GD(G, Z) = Epdata(x)logG(x) + Ep(d)(1 — log log Z(G(x)) ) 1)
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G denotes the generator network; Z indicates the discriminator network; data(x) represents the dispersion of actual statistics; p(d)
represents the dispersion of generator information; x represents a data point; Z represents a sample from p; Z(x) represents a
discriminator network; and G(x) represents the generator system. The first term of the equation is the most excellent possible value of
the cross-entropy (E), which is the proper data distribution (data (x)) multiplied by the discriminator (G(x)). CGCNNs are developing as
a promising solution that makes advantage of information flow between genuine and modified samples to increase accuracy. This
opens the door for DCGANSs to play a role. DCGANs, which are known for their forgery creation skills, can be used to build more
diversified and realistic deepfakes for training powerful real-time face forgery detection systems.

3.2. Deep conditional GAN

DCGAN structure is a more efficient deep learning methodology, is depicted in Fig. 4a. Several restrictions are placed on the
DCGAN’s ability to generate pictures. In the case, a new layer whose values come from a single hot-encoded picture. DCGANSs are a
strong tool for combating video-deep fake detection because of their ability to train and analyze certain aspects of a video. Compared
with vanilla GANs, DCGANs can be conditioned on extra information, which is not the case for the former. In the context of deep fake
detection, this conditioning information could be the original video of the person or a reference image. This makes it possible for the
DCGAN to learn not only the general features of real videos but also to adjust to the subject or scene of the target video. Some of the
features include.

@ Subtle anomalies include blinking patterns, lip motions which do not match speech, and strange skin textures.
@ Temporal artifacts are inconsistencies in light exposure or head posture that happen across video frames.
@ Statistical oddities are patterns in levels of noise or color distribution that deviate from real footage.

In this case, a Conditional GAN’s Discriminator doesn’t get trained to tell the two types of data apart. From there, it learns to accept
only really compatible pairings while rejecting any that have a fabricated history. During the training of the network, it noticed
significant outcomes in correlated faces was unable to overfit the data. Whenever the generator advances while the discriminator fails
repeatedly. Fig. 4b depicts the deep conditional GAN functions. At first, the video conferencing data are split into frames, and by using
CGCNN the frames are separated images for the fine-tuning of the images. DCGANs are meant to contain specific data about pictures
(y) associated with the conditional generators (CG) and the discriminator (D), which affect the class of the produced output DCGANs
are a great option here because of their proven success with unlabeled data.

The inputs in Fig. 4 are scrambled, and a new picture is produced by applying random information (noise) to each. All the data
pictures broken up are put through this procedure. Many different kinds of GANs are used to create deep fakes by creating new samples
that are convincing simulations of an existing data set. The Deep conditional GAN model combines the generative character of learning
with the racist and discriminatory nature of classification to turn low-dimensional random noise into photorealistic pictures. Fig. 4a
depicts the DCGAN’s generating and discriminator network designs, respectively. Fig. 4b illustrates the 18 layers that make up the
generator (G): an input node (noise), a construction and reorganization layer, an encoding layer, an embedding layer, five transcribed
convolutional (tconvl-tconv4), four batch normalization layers (bnorm1-bnorm4), four rectified linear unit (ReLU) layers (relul-rel
(tanh). Specifically, the network uses to construct and restructure to transform a 100-sample random stream into a 4 x 4 x 256 array.
Then it scales up the matrices using inverted conditional layers, batch normalization layers, and ReLU layers until they reach
128x128x3.In particular, five filters with properly selected numbers and sizes were used to produce 128 x 128 pictures through
transpose conditional neural networks. It’s important to note that the number of translated conditional neural networks will change
depending on the target size. This means that five, there will be only four transposed conditional networks if the target size is 64x 64.
The number of epochs is decreased by using regularization in each layer for normalization, reducing computational expenses. *Tanh’ is
utilized as the activating feature at the logits layer since it is compatible with the output layer of the network, is represented in equation
(2).

2

tanhx=—— —
an 1+e ™

1 )

Tanh activation functions are preferred over sigmoid ones because of the sharper and more constant slopes they produce over time.

A 100-sample random vector is projected onto a restructure layer, where it is then reorganized into a 44x512 matrix. Then, it
reformats the category labels into a 4 by 4 array of embedding vectors. The network then combines the pictures from the two inputs
along the channel dimension to produce a 4 x 4x 512 matrix. Finally, it uses a stack of transposed conditional layers, batch
normalization, and ReLU layers to scale the output arrays up to 128 by 128 by 3. As summarized, the generator uses a collection of
training pictures to teach its network to make convincing false content, while the discriminator determines if an incoming image is
genuine or fake. The cost functions of the Deep conditional generator are given in equation 3

RS
C, =min a ;1 — log log Z(G(x)) 3)

Where n is the noise factor in the deep conditional generator(x) represents the generator random input. This DCGAN uses conditional
data on the input to drive its feature learning. The collected characteristics are then sent into a CED, which utilizes the strengths of
numerous smaller discriminators to perform the final classification.
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3.2.1. Compact ensemble discriminator

Fig. 5 depicts the suggested ensemble discriminator structure. The Compact Ensemble Discriminator (CED) is a new architecture
proposed within Deep Conditional Generative Adversarial Networks (DCGANSs) that was specifically built to handle the challenges of
deep fake detection. Compared to traditional discriminators in DCGANS, this often function on a single, monolithic network, the CED
employs a collection of smaller, specialized discriminators. Each discriminator in the ensemble identifies a particular group of dis-
tinguishing qualities between genuine and synthetic images. This distributed technique enables the CED to detect deepfakes with
greater accuracy through utilizing the skills from multiple feature detectors. There are two classifiers and two sources in this archi-
tecture. Both the DenseNet and the ResNet are used as discriminators therefore to their excellent potential in a wide variety of tasks.
Fully linked layers are applied to these discriminators, combining their resulting image features. One of the generators relies on a
static, already-trained network. On the other hand, the deep conditional generator is trained from the beginning using the discrimi-
nator’s ensemble feedback. The quality and generalizability of an ensemble model’s false pictures to be greatly improved by increasing
the variety amongst networks in an ensemble discriminator. This was accomplished using two distinct network topologies, Dense Net
and Res Net. At a further step, a fully connected layer is linked to the combined feature maps of the two networks’ outputs.

The proposed generative adversarial ensemble learning system is comprised of two discriminators (DenseNet and ResNet). The
completely connected layers on top of both descriptors combine their increased properties as well as the output confidentially for
genuine and fraudulent images. The FaceForensics++ and CelebA-HQ datasets serve as the genuine samples for compact ensembled
discriminator training, while face photos created by two different generators serve as the false samples. Here, throughout adversarial
learning, one generator uses CelebA-pre-trained HQ’s system settings to produce conventional but otherwise interesting fake images
for classification methods to evaluate. The other one is taught from scratch using the judgments of the ensembled discriminators.
Tricking the discriminators throughout training produce more convincing phoney pictures. The excellent precision of this system
makes it ideal for use in the identification of face froggery and false images. ResNet’s residual function, when expressed using a
shortcut link that skips across several layers, looks as f(x) + x, whereby f(x) and x stand for excess and identification translation,
respectively. Developing a very deep conditional network cause disappearing grades, however, using speed connectors can
compensate. Integrating DenseNet and ResNet feature maps is necessary for enhanced real-vs-fake picture discrimination. Extraction
of 1024-dimensional output features using globally averaged mixing and training sets with filters requires feeding the same picture
into both networks and then performing the extraction. The output characteristics of both systems are then concatenated to produce a
feature vector of 2048 dimensions. The Discriminator employs two layers and the sigmoid function as an input layer in the output layer
to determine if the simulated picture is genuine or not. Construct a channel picture from the output of a final conditional layer using a
kernel of size and a hyperbolic tangent function (Tanh). The generator should be spectral-normalization-pretrained on the CelebA-HQ
datasets, while the other should be trained from scratch using the adversarial-learning-based discriminators. The cost functions of the
deep conditional generator combined with the compact ensemble discriminator are given in equation 4

1 n
Cq=max a ; logG(x) + 1 — log log Z(G(x)) “4)

Cross-entropy loss stimulation of the nonlinear activation type is referred to as sigmoid cross-entropy. Losses in the generator and
discriminator are calculated by utilizing the nonlinear activation cross-entropy of the observed logits given in equations (5) and (6)

CEpossc2) = — t1logf(s1) — (1 — t1)(1 — logf (s1)) 5
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Here, f(s1) represents the scalar factor of the discriminator output. The sensitivity for generator loss is less than or equal to that for
discriminator error.

Although the foundation of generative adversarial ensemble learning is in DCGAN, improving detectability is the primary focus of
this kind of memorization. In contrast to the goal of traditional GAN approaches, which is to enhance generating capacity, this
approach focuses on improving the quality of the generated content.

@ Pre-processing

Fig. 6 shows the flowchart representation of the CED-DCGAN. The initial step in video preprocessing is to break the video into
frames. The face is identified in each frame after the movie is divided into frames, and the frame is truncated into images. The frame
size can refer to the resolution or file size of each video frame. This is determined by the input video’s resolution. If the provided video
is 1920x1080 (Full HD), each frame will be 1920x1080 pixels. Each frame’s file size is determined by the format that involves it was
saved. Reduced frame rate allows the system to process fewer frames every second, lowering computing load. Develop techniques to
detect corrupt frames. Checksums and hash comparisons are two techniques that can help identify corrupted frames. Afterward, the
chopped image is turned into a new video by integrating all of the video’s frames. The method is repeated for every video, resulting in
the generation of a treated dataset comprising only videos with faces. During pretreatment, the image that does not include the face is
disregarded. Like with traditional GANs, the first one can create a wide variety of facial pictures thanks to its prior training on the

CelebA-HQ dataset.

¢ Training Process
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Table 2
Hyperparameter value.
Hyperparameter Value
Batch Size 64
Learning Rate 0.0002 (for both generator and discriminator)
Optimizer Adam
p1 0.5
p2 0.999
Epochs 200
Latent Dimension 100
Label Smoothing 0.9
Weight Initialization Xavier initialization

The adversarially trained discriminator-based generator, on the other hand, is not designed to generate facial features, rather to
learn features to exclude artifacts. The developments in image-generating technologies have made it difficult to distinguish between
genuine and synthetic facial pictures in terms of form, color, texture, and individual facial features. In fact, artificial traces surrounding
synthetic areas are a primary indicator utilized to distinguish between genuine and false face images in the context of facial recog-
nition. For this reason, a discriminator must be trained to spot these traces during DCGAN, while a generator must be taught to produce
artificial pictures devoid of artifacts. Hence, generators is be used in a variety of ways, and the diversification of false pictures can be
used to further enhance discriminators. The CED-DCGAN is used to address the real-time deep fake detection in video conferencing.
The architecture consists of two primary components: the Generator Network and the CED. The generator is responsible for generating
fake video frames, while the discriminator evaluates the frames and determines whether the content is real or fake.

¢ Generator Network

The generator of CED-DCGAN was designed for producing high-quality false video frames. It employs the following configuration:
Input: Randomized input vector (G), latent space label (Y), and layers.

Dense Layer: FC layer that projects and reshapes the input vector.

Transposed Convolutional Layers: A set of layers that up sample the input, resulting in higher quality images.

Batch normalization: It is applied after every transposed convolutional layer for stabilizing training.

ReLU Activation: Applied in all layers but the output layer.

Tanh Activation: Utilize in the output layer for generating images within the range [—1, 1].

¢ Discriminator Network

The CED uses ResNet along with DenseNet layers to improve detection capability. The architecture contains:

Input: Actual video frames divided into separate images.

ResNet Blocks: It has Convolutional Layers, which extract features via residual connections.

Batch Normalization: It stabilizes and accelerates training.

ReLU Activation: Assures non-linearity.

DenseNet Block: Dense Layers are efficient feature propagation; layers should have dense connections.

Batch normalization and ReLU activation are similar to the ResNet block. The Ensemble Layer combines features from the ResNet
and DenseNet blocks.

Fully Connected Layer: The final layer that produces the categorization conclusion (genuine or fake).

¢ Training procedure

During the preprocessing stage, real-time video is split into segments and normalized to the range [—1, 1]. Generator training
involves utilizing a random vector (G) and a label (Y) for generating fake images. The generator is designed to use binary cross-entropy
loss to reduce the discriminator’s capacity to differentiate between actual and fake images. For discriminator training, both actual and
produced fake images are used, and a discriminator is trained on maximizing correct classification while also optimizing with binary
cross-entropy loss. Backpropagation is the process of iteratively enhancing both networks by updating the generator’s weights with the
discriminator’s gradients. Table 2 shows the hyperparameter value.

¢ Hyperparameters

The detectability is enhanced by averaging the feature maps produced by two separate discriminators, to get a confidence score for
distinguishing between actual and false images. Several artificial face pictures are sent to the integrated discriminators as D by means
of deep conditional generators. The CelebA-HQ dataset has a variety of human faces that were used to pre-train a generator. Hence, the
conditional generator is taught to generate generic fake images that are eerily similar to real-life facial photographs. During the
adversarial learning phase, a conditional generator is not further tweaked since doing so would diminish generator generality and lead

10
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Table 3

CED-DCGAN system parameters setting.
Number of video images 1000
Batch size 64
Generator learning rate 0.003
Discriminator learning rate 0.001

to less accurate detection. Contrarily, G is taught in an adversarial manner from the ground up. Compact ensembles discriminator is
used to assessing the conditional generator’s picture quality. The ensemble discriminator image DCGAN’s quality was checked using
the index of Structural Resemblance Measure (ISRM) given in equation (7).

(Zﬂzﬂy + bl) (204 + b2)

ISRM =
w2+ p? + 0%+ 02

@

Where, 6, denotes the co-variance of Z and Y, ¢ and p represent the average and standard deviation of the original image Z, and label Y
and by & b, are the constants.

The capability of the structure is decreased during training to prevent overfitting, and the insertion of the ensemble net layers in the
discriminator networks aids in this process. The original dataset was used to train the CED-DCGAN using the settings detailed in
Table 3. The number of epochs was determined experimentally to provide acceptable results in terms of picture quality. To make the
CED-DCGAN more robust, the learning rates of the generator and discriminator were adjusted to be different. As a means of improving
the model’s predictive power in real-time. Next collected information from a variety of publicly accessible datasets, such as Face-
Forensic++ and CelebA-HQ. In addition, combined data from other sources to develop a dataset, using to recognize video genres
accurately and in real-time.

In the proposed model images taken into account 50 % real and 50 % false videos images to prevent the model from being biased
during training. Nevertheless, the use of audio deepfake in the context of the CelebA-HQ dataset is outside the scope of this article. We
have preprocessed the CelebA-HQ dataset, extracted 300 real and 400 false films, and combined them with 100 real and 200 fake
videos from the FaceForensic+-(FF) dataset for a total of 1000 videos.

4. Results and discussion
4.1. Dataset description

The proposed system utilized two datasets for training as CelebA-HQ dataset and FaceForensics++. https://paperswithcode.com/
dataset/celeba-hq. The CelebA-HQ (CelebFaces Attributes High Quality) collection is a large scale, high-quality face image dataset
derived from the CelebA dataset. CelebA-HQ has 30,000 celebrity images, each with 40 binary labels or features such as gender, age,
and other visual characteristics such as smiling or wearing spectacles. The images are larger (1024 x 1024 pixels) than the initial
images in the CelebA dataset, making them ideal for jobs demanding a high level of detail, such as image synthesis, super-resolution, as
well as face attribute management. This dataset is widely used in machine learning and computer vision to train and test a variety of
models, including GANs and other deep neural networks.

https://www.kaggle.com/datasets/sorokin/faceforensics FaceForensics++ offers a large-scale dataset designed to address the
issues of detecting fraudulent and forged material in facial photographs. It contains over 1000 video sequences that have been
manipulated using four different techniques: face swap, deep fakes, face2face, as well as neural textures. They range from fundamental
computer graphics techniques to advanced deep learning-based machine learning. It is also worth noting that the dataset includes both
modified and original movies, as well as frame-level annotation, making it ideal for training and testing models that detect face
modifications. FaceForensics++ is popular amongst researchers looking to construct forensic instruments and algorithms to identify
deepfakes and evaluating the content of digital video.

4.2. Performance metrics

The deep conditional generator and the compact ensemble discriminator machine learning framework were used to create the
suggested system. Recall, accuracy, Sensitivity and the F1l-score were employed as measures to evaluate the effectiveness of the
suggested model. CED-picture DCGAN’s quality was checked using the index of the Mean Squared Error (MSE). Below are the two
equation (8) that were used to determine the two metrics:

1 m n /\
MSE= 1 ; > GD(m,n) - GD(m,n) m=1,2..n;n=1,2...n (8)

m=1
Where Eﬁ(m, n) — GD(m,n) denotes the images in the generator and discriminator.
Accuracy, precision (specificity), recall (sensitivity), and F1-score [47] are the most popular measures used to assess deep CGAN-

CED learning models. The sigma coefficient is be used to check how well the labeled map corresponds to the raw data. It’s utilized to
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keep under wraps any cases that could have gotten their classification right by luck. The measures were selected for the investigation.
equations (9)—(12) for the aforementioned metrics with

Accuracy = % (C)]
Precision = % (10)
Sensitvity = an
F1 score— 2 x (Precision x Recall) 12)

Precision + Recall

The other statistics are based on the counts of True Positives (TP), True Negatives (TN), False Positives (FP), and False Negatives
(FN). Finally, the confusion matrix is used to illustrate the inter-category relationships.

4.2.1. Accuracy rate
Fig. 7 shows a graph of the suggested mode’s accuracy rate. Many alternative GAN models for detecting fraudulent images are

12



S.K. Sharma et al. Heliyon 10 (2024) e37163

95 T T T T T . I " T
1| —®—S8S-GAN—@—AGAN ; /
99 o] —A—DCGAN —y—NILM-GAN :
—9—CED-DCGAN 1
85

- I .
S 1 /
2 :
s 75 ‘ "
4 | / ¥
2 / 1
jg 70 /
= ‘
g ol |
60 0/: 4
. /
. . ; . : . . . ;
0 100 200 300 400 500

Datascet Image input

Fig. 9. Sensitivity rate.

compared with the proposed model (CED-DCGAN), including SS-GAN, AGAN, DCGAN, and NILM-GAN. One way in which catego-
rization models of real and fake images are be assessed by accuracy. Informally, the success rate of our model is defined as the pro-
portion of correct predictions. Adopt the accurate positive rate and true negative rate as performance indicators for exploratory
modelling methods to ensure their efficacy, where TP, T N, FP, and FN represent the numbers of immediately described fake face
images, detected real face face images, mis-categorized actual face specimens, and incorrectly classified fake face images, respectively.
All investigative models, once trained, are able to provide very good TPR and TNR results on both datasets. Overall, the suggested
system performed better, and it was especially effective at telling the difference between real and fabricated pictures. The last test was
run again, with the generator module and discriminator output classes removed. The generator and the fake emotion classes are used to
improve reliability. The study utilized just 500 dataset images from the actual world and was able to get an accuracy of 98.23 %. A 2 %
improvement in accuracy and variance in the examined photos was found to be a result of using false images in the categorization
process.

4.2.2. Precision rate

The original dataset reported was used to train the CED-DCGAN model, which can distinguish between genuine and false photos.
CED-DCGAN precision rate graph (Fig. 8). A model with a precision of 1.0 yields no false positives. Examining both precision and recall
is necessary for a comprehensive evaluation of a model’s performance. Yet, there is often a conflict between accuracy and memory.
Simply put, when accuracy increases, recall decreases, and vice versa. As a result of the training procedure in terms of the loss scores of
the generator and the discriminator. Almost 16 h were spent in training. Image quality was used to determine the optimal number of
epochs (1000) began with 100 epochs and increased until satisfactory results were achieved. The NILM-GAN, SS-GAN, AGAN, and
DCGAN are all models compared to the suggested model. According to the chart, the recommended model is the most accurate option.

4.2.3. Sensitivity rate

The dataset used for training images is seen in Fig. 9 below. Sensitivity refers to a measure of how well information can be recovered
from a database, database, archive, or specimens in the context of pattern recognition, information retrieval, object identification, and
categorization. The responsiveness of a test is the chance of obtaining a positive result if the patient really is affirmative. The likelihood
of a negative test result, given that the subject is, in fact, negative, is known as the sensitivity (actual negative rate). The percentage of
relevant occurrences that were recovered is known as recall (or sensitivity). The generator and discriminator engage in an adversarial
competition, with the generator attempting to lower the loss function to trick the discriminator and the discriminator attempting to
raise it to better discriminate between genuine and fraudulent pictures. There is a comparison between the proposed model and other,
more sensitive GAN models.

4.2.4. F1 score

The percentage of f1 scores in the training set is shown in Graph 10 and is calculated using equation (12). A model’s goodness of fit
is measured using the F1-score. Data classification techniques that could be used to separate "outstanding" from "terrible" results are
analyzed. Measures of model efficacy are often summarized by their F1-score, the geometric average of their accuracy and recall. The
F1-score is often used for many different sorts of image detections and for assessing information retrieval systems like search engines.
The F-score is to modified such that it prioritizes accuracy over recall, or recall over precision. The F0.5-score and F2-score, in addition
to the normal F1-score, are often used adjustments to the F-score. The images were checked using the Train on Simulated technique, in
which the CelebA-HQ dataset and FaceForensics++ model were trained on image sequences and then evaluated on real ones. The CED-
DCGAN was able to create pictures that were comparable to the genuine photos, as seen by the greater levels on the CelebA-HQ dataset

13
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and FaceForensics++ performance metrics. In the subsequent step, fake image identification was accomplished by combining the
produced photos with the actual images from the training and testing datasets. The suggested GAN model improved upon the prior
proposals in terms of Flscore(as per Fig. 10).

4.2.5. Mean Square Error (MSE)

An experiment was performed whereby several error metrics (mean squared error, MSE) were employed to guarantee that the
produced pictures were unique. With that goal in mind, chose 500 photos at random to compute the aforementioned metrics. MSE,
computed using formula 8, reveals how comparable two sets of data are when it is equal to zero. There will be less resemblance if the
value is more than one, and it will keep growing as the average intensity difference between pixels widens. The MSE score for negative
(at —1) or positive (at +1), with +1 indicating perfect similarity. Typically, the MSE is 0.23677 on average. The CED-DCGAN proved
successful in producing unique pictures since the MSE value is larger than one and the SSIM value was close to zero. Fig. 11 provides
examples of the MSE values comparing one picture to the rest of the photos so that you can get a feel for the overall findings.

4.2.6. Training accuracy and training loss

Training accuracy and training loss are two of the most basic metrics which are used to give clear and understandable information
about the learning process of the machine learning model during the training process on the given dataset. Training accuracy is simply
a measure of how well the model is able to learn the patterns and the relationships between the features in the training dataset. A high
training accuracy is usually considered desirable as it would mean the model is learning well from the examples which have been fed to
it. In contrast, training loss measures the size of the error committed by the model during training. This implies that the model is
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gradually learning the actual values it is expected to predict since lower training loss indicates that the model’s predictions are closer to
the actual values. There are many types of loss functions and, while they could differ in formulation, their aim is to penalize the model
for wrong predictions. Fig. 12 shows the training accuracy and loss of proposed work.

Testing accuracy and loss are important parameters for assessing the effectiveness of a ML network. Testing accuracy is the fraction
of accurately predicted cases over all instances within the test set. It gives a direct indication of how effectively the model applies to
new inputs. High testing accuracy indicates that the model can make accurate predictions on fresh, previously unknown data, which is
the ultimate objective of model training. In contrast, testing loss measures the error among the model’s predictions with the actual
targets in the test set. It measures how well the model’s predictions fit the actual results. When the epoch value is 0, the testing loss start
rising, when the epoch value is 50, the testing accuracy increase and remains constant for other all epoch values. Fig. 13 shows the
training and testing loss of proposed work. Fig. 14 (a) for Fig. 14 (b) shows the comparison graph of both proposed and existing
approaches in terms of accuracy, precision, F-score and sensitivity, respectively (see Fig. 14).

The outcome comparison table demonstrates the usefulness of the suggested approach for detecting actual time deep fakes. The
proposed model beats previous GAN-based techniques including SS-GAN, AGAN, DCGAN, and NILM-GAN in a number of specifica-
tions. It achieves the maximum accuracy (98.546 %), exhibiting superior overall performance. The proposed approach also performs
well in terms of F-score (98.039 %), precision (97.578 %) and sensitivity (97.986 %), demonstrating its capacity to correctly detect
both real and fake images while minimizing false positives and negatives. This thorough enhancement shows the suggested model’s
performance in real-time deep fake identification for videoconferencing. Table 4 shows the overall comparison analysis.

15



S.K. Sharma et al. Heliyon 10 (2024) e37163

Accuracy of Diferent Models t Various Data Splits Precision of Diferent at various Data Splits

oata st

a)

b)

HEore o i ol a Vs Bila S ‘Sensitivity of Different Models at Various Data Splits

Spt cats#020

c) d)

Fig. 14. Overall comparison analysis of proposed and existing approaches.

Table 4

Comparison analysis of Proposed and existing approach.
Model Accuracy Precision F-Score Specificity Sensitivity
SS-GAN 87.766 87.898 86.979 85.959 90.853
AGAN 81.786 83.908 79.803 82.897 82.894
DCGAN 89.659 90.206 88.351 90.312 94.205
NILM-GAN 91.887 90.969 90.074 88.905 87.896
Proposed 98.546 97.578 98.039 96.982 97.986

4.3. Discussion

The video conferencing technology has developed as one of the most important forms of communication in the current day.
However, the use of deepfake software to create fake films and audios compromises the trust and safety of these interactions. Iden-
tifying deep fakes and face fabrication in real time when video conferencing is critical for avoiding fraud and protecting society. This
research describes a reasonable approach for quickly detecting and addressing these hazards using GANs. Mode collapse is a prevalent
issue with GAN-based generators, particularly DCGANSs, StyleGANs, as well as vanilla GANs. This happens when the generator gets
caught in a loop, generating a limited set of outputs rather than the complete range of possibilities. This results in a lack of variation in
the collected data, limiting its use in real-world applications. Training GANs was notoriously challenging. The adversarial process
among the generator and discriminator could become unstable, resulting in sluggish convergence or even inability to learn properly.
Furthermore, fine-tuning hyperparameters and determining the optimal balance between the two networks necessitates significant
skill. While some architectures, like StyleGANs, have produced impressive results, producing very realistic and comprehensive data
remains difficult.

Many deep generative models, like 3DCNNs and DCGANS, require a large amount of highquality training data to work well. This
can be an important obstacle for applications that require limited data. Furthermore, overfitting to training data is possible, resulting in
models that are unable to generalize to new data. Researchers are continually looking at ways to avoid these restrictions. These consists
of regularization methods, improved network architectures that prevent mode collapse, as well as semi-supervised learning ap-
proaches that make greater use of fewer datasets. In this study, a unique forensic technique for detecting real-time deep fakes in video
conferencing that use a Compact Ensemble-based Discriminator (CED) framework within Deep Conditional Generative Adversarial
Networks (DCGAN). Given the rapid evolution of fake production technology, DCGAN focuses on important characteristics when
identifying video deep fakes. Real-time video frames are divided and analyzed for training the CED, which detects spectral anomalies
in GAN up sampling processes. The CED effectively distinguishes between artificial and natural images, generating a robust training
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Table 5
Existing method Comparison.
Author Techniques Parameters Dataset
Proposed  CED-DCGAN Accuracy- 98.23 % CelebA-HQ dataset and
FaceForensics+-+
[16] GAN-based generators - -
[17] 3D Convolutional Neural Network (3DCNN) Accuracy - 95 % FaceForensics++
[18] Dual Input Convolution Neural Network (DICNN) Accuracy- 98 % Fake-Vs-Real-Faces
[19] Semi-supervised Generative Adversarial Network (GAN) Accuracy - 93 % OULU-NPU dataset
[20] Attention-based Generative Adversarial Network and IDSNet Accuracy- 95.2 %, F1 score- 94.1 % -
[21] Hybrid DCGANs and StyleGANs Accuracy - 90 % CelebA dataset
[26] Deep Convolutional Generative Adversarial Network Accuracy- 80 % EMBED dataset
(DCGAN)
[27] Generative Adversarial Networks (GAN) D_Loss = 0.0391 and G_Loss = 5.7638 -
[28] Deep Fake Video Detection Techniques (unspecified) Accuracy-93.28 %, precision—91.03%  DFDC dataset
[29] Generative Adversarial Networks (GAN) with 2D-based CNN Accuracy — 97 % Combined-PIFR dataset
[30] BFLDL Accuracy- 98 % CelebDF
[31] HASSO Accuracy- 95 % Kaggle

signal. Research findings on public datasets reveal that this strategy beats existing innovative methods for detecting high-fidelity deep
fakes. Table 5 shows the existing method with proposed comparison.

5. Conclusion

The article introduces a novel active forensic technique, Compact Ensemble-based discriminators architecture employing Deep
Conditional Generative Adversarial Networks (CED-DCGAN), for detecting real-time deep fakes in video conferencing. By dividing
real-time video into crucial frames, it teaches ensemble-based discrimination to identify deep fakes by focusing on features and spectral
abnormalities. Experimental findings on public datasets show that CED-DCGAN outperforms modern approaches for identifying high-
fidelity deep fakes as well as generalizing well comparing to other techniques. However, this proposed approach contains some
limitations like data complexity, black box nature, need more data etc. To overcome such limitations, attempting to establish a link
between people’s emotional outbursts over time and the development of their health status is one potential avenue for future study.
The research requires participants to be observed at irregular intervals in their natural environment through a mobile device, com-
puter, or smart TV camera to determine their feelings in various settings. In the future, an innovative architecture should be chosen that
takes into account each of these variables. Additional audio-visual qualities to help identify deepfakes. This model serves as a standard
for detecting deepfakes and can be used by future researchers. Because of noise and additional factors, audio characteristics have not
yet been incorporated into the design.
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