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Abstract

Introduction: The need for privacy is a high-order psychological need of human, which is closely related to human mental
health problems in the digital age. The Need for Privacy Scale (NFP-S) is a reliable measure of need for privacy. This study
tested its psychometric characteristics among Chinese populations.

Methods: Firstly, we modified and translated the NFP-S into Chinese version (NFP-SC). Subsequently, we invited 15 parti-
cipants to complete pre testing of the NFP-SC and determined the final version. Next, we collected questionnaire data from
1130 participants for confirmatory factor analysis to confirm factor structure and validate convergent validity.

Results: The results showed that the bifactor Exploratory Structural Equation Modeling (bifactor-ESEM) could better reflect
the potential structure of NFP-SC, which included one general factor of need for privacy and three specific factors which were
the informational need for privacy, the psychological need for privacy, and the physical need for privacy. Based on the bifac-
tor-ESEM model, the measurement invariance of NFP-SC was demonstrated across gender groups. The general factor and
specific factor of NFP-SC showed good reliability with high McDonald’s coefficient omega. Convergent validity was tested by
verifying the relationship between NFP-SC and four covariates.

Conclusions: Our study results showed that NFP-SC exhibited satisfactory psychometric properties in the Chinese context,
meaning that it could be applied for future studies on investigating need for privacy in Chinese populations. Future research
could build panel data by gathering data from different periods, and supplement the test-retest reliability of NFP-S to
improve its application effect.
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Introduction
Like water, food, and shelter, privacy is also a kind of
human need.1 However, water, food, and shelter are seen
as fundamental needs, while privacy is seen as a high-order
need.1 According to Maslow’s2 hierarchy of needs theory,
satisfaction of these high-level needs contributes to indivi-
duals’ self-actualization. Westin3 assumed that human’s
privacy need, combined with other needs, can help them
emotionally adapt to their daily life with others. On this
basis, Margulis4 also proposed that privacy is “a means
for achieving the overall end of self-realization,” by pro-
moting the development of creativity and intelligence.

Thus, it can be seen that, the need for privacy is of great
importance to human. However, failure to satisfy the need
for privacy can trigger various adverse effects for indivi-
duals on mental health, such as privacy helplessness,
social anxiety, and social media fatigue.5–7 Therefore, the
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need for privacy has consistently been a topic of significant
concern in academic research.8–13

In the digital age, the continuous popularity of the Internet
and the continuous development of big data have led to more
privacy-related issues in people’s lives,14,15 such as exces-
sive disclosure of personal privacy in social media and unrea-
sonable collection and use of private information by
businesses. However, different individuals may have
varying needs for privacy. Accurately capturing the level
of individuals’ need for privacy can help us understand
their willingness to accept certain digital technologies, atti-
tudes toward algorithms, or privacy related decisions. A vali-
dated measurement of need for privacy is necessary for
identifying groups with a higher need for privacy and can
effectively avoid infringement of need for privacy. On this
basis, we could develop corresponding privacy protection
measures for groups with different types of need for
privacy, thereby avoiding various mental health problems
caused by unmet privacy needs. Researchers can also
benefit from focusing on the measurement of need for
privacy, such as conducting in-depth tests on the associ-
ation between individual privacy needs and various psy-
chological disorders, or exploring how patient privacy
needs can be met in a digital healthcare environment. In
this study, we will investigate the construct of need for
privacy and perform a thorough psychometric validation
of the Need for Privacy Scale in Chinese (NFP-SC).

Development of the measurement of need for
privacy
Currently, four scales have been developed to measure the
need for privacy. The earliest one was the 46-item Privacy
Preference Scale (PPS) developed by Marshall.16 Marshall16

characterized privacy preference as a subjective attitude
towards privacy that was greatly impacted by individual and
situational factors. Based on the factor analysis, Marshall16

found that the PPS contained six dimensions: intimacy, not-
neighboring, seclusion, solitude, anonymity, and reserve.
After Marshall,16 Pedersen17 developed a 30-item Privacy
Questionnaire (PQ-30), which determined privacy preferences
on five dimensions: reserve, isolation, solitude, intimacy, and
anonymity. Three dimensions of Pedersen’s PQ coincided
with Marshall’s PPS (i.e., intimacy, anonymity, solitude/isola-
tion). Another commonly used measurement of need for
privacy was the 19-item Privacy Questionnaire (PQ-19)
developed by Buss.18 The PQ-19 included three privacy pro-
tection factors: self-disclosure, concealment, and personal
space. Recently, based on the conceptual framework of
need for privacy proposed by Burgoon,18 Frener et al.1 devel-
oped the Need for Privacy Scale (NFP-S) to measure need for
privacy. The NFP-S was determined as a two-order model
with three first-order factors: the informational need for
privacy (INP), the psychological need for privacy (PSNP),
and the physical need for privacy (PHNP).1

In comparison with the other three scales, the NFP-S
designed by Frener et al.1 has the following advantages.
First, the NFP-S was developed based on Burgoon’s19 con-
ceptual framework of need for privacy, which clearly
defined the dimension of privacy needs and comprehen-
sively covered all aspects of privacy needs. Supported by
Burgoon’s19 theory, the NFP-S could accurately define
and comprehensively divide the dimensions of need for
privacy. Second, the NFP-S measured trait differences in
individuals’ need for privacy rather than situational differ-
ences in individuals’ need for privacy. Specifically, consist-
ent with Burgoon’s19 theory, Frener et al.1 emphasized that
the need for privacy is cross-situational, not limited to spe-
cific situations, but a general personal trait across various
situations. Therefore, the NFP-S based on this theory is
not limited by the situation and could be applied to a
variety of applications and environments. Third, the
NFP-S is suitable for measuring in both offline and online
environments, especially focusing on applications in
online media, as the most common case at present.
Finally, the NFP-S is relatively concise, which reduces
the participants’ cognitive load and facilitates its use in
large surveys.

The current study
Despite the numerous advantages of the NFP-S over trad-
itional scales for measuring the need for privacy, it has
only been used in a German sample. We still lack a compre-
hensive understanding of the psychometric properties of
NFP-S in Chinese. As a country with highly developed
big data technology, China currently has serious privacy
problems.20 For example, China is constantly expanding
its camera monitoring network, with cameras scattered in
various public spaces for real-time data collection.21 Face
recognition has been widely used in both public and
private areas in China; the elegant institutions can easily
access the biometric data of the public.22 The application
of these digital monitoring technologies is likely to lead
to the phenomenon of privacy violation, which has
aroused public concern about privacy issues.23 In this
context, more and more scholars begin to pay close atten-
tion to the privacy needs of Chinese.24,25 Especially
during the coronavirus (COVID-19) pandemic, the
disease prevention and control institutions in China
widely used digital tracking technology and monitoring
resources to reduce the impact of the virus, which may
have led to the invasion of need for privacy of Chinese citi-
zens, thus has caused widespread controversy in
academia.26,27

Currently, there is still a lack of measurement tools for
the need for privacy of Chinese individuals. The existing
scales widely used in China to measure individual privacy
were mainly limited to the field of privacy concern and
privacy literacy.28 Apart from adapting the mature
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privacy scales from other countries, Chinese scholars have
developed two scales to measure Chinese individual
privacy. The first is the Internet Privacy Concerns Scale
(IPU) developed by Hong et al.,29 which reflected users’
perceptions of privacy disclosure on the internet. Based
on the multidimensional developmental theory, Hong
et al.29 constructed the IPU with six dimensions: collection,
secondary usage, errors, improper access, control, and
awareness. The second is the Social Media Users’ Privacy
Literacy Scale (SMUPL) developed by Wang et al.,30 con-
sisting of five dimensions: privacy awareness, privacy
knowledge, privacy boundary management, privacy risk
management, and privacy morality and law. The SMUPL
focused on measuring an individual’s ability to control
the external environments’ access to personal privacy infor-
mation.30 Although these two scales can reflect the privacy
concepts and related abilities of Chinese users from certain
aspects, they cannot measure the deep-seated needs for
privacy. Moreover, the dimensions of these two scales are
not comprehensive enough, focusing mainly on information
privacy and lacking measurement indicators for physical
privacy and psychological privacy. In addition, the IPU
and the SMUPL are limited by situations and can only be
applicable to online environments. Compared to the IPU
and the SMUPL, the NFP-S has a comprehensive privacy
dimension framework and is applicable to all kinds of appli-
cation scenarios, which could make up for the shortcomings
of the existing privacy scale in China.

Above all, testing the psychometric properties of the
Chinese version of NFP-S (NFP-SC) can provide a reliable
measurement tool for Chinese scholars to explore the factors
influencing Chinese people’s need for privacy and how the
need for privacy affects Chinese people’s behaviors.
Specifically, our initial focus was on evaluating the construct
validity of the NFP-SC. The validation of any psychometric
instrument relies on its ability to effectively and impartially
compare individuals with diverse characteristics in a reliable
and unbiased manner.31 Therefore, it is significant to assess
the measurement invariance (MI) of the NFP-SC. In this
study, we evaluated the MI of the optimal model across
gender groups. At last, we evaluated the convergent validity
of the NFP-SC by examining its correlation with four theoret-
ically relevant constructs. Specifically, previous studies have
established the theoretical basic of need for privacy and lone-
liness,32 openness,33 social media self-disclosure (SMSD),34

and privacy concerns.35 Therefore, we expected NFP-SC to
be correlated with loneliness and privacy concerns positively,
but correlated with SMSD and openness negatively.

Method

Participants

The initial sample size of this study was 1130 Chinese par-
ticipants and all spoke Mandarin Chinese. One hundred and

ten participants were excluded because they failed the atten-
tion test. Finally, we obtained a sample size of 1020
(63.24% female). The average age of the participants was
26.75 (SD= 0.35, range: 18–71). The participants com-
pleted a questionnaire, including the NFP-SC and theoretic-
ally related constructs (i.e., openness, loneliness, privacy
concern, and social media self-disclosure). Descriptive sta-
tistics of the sociodemographic characteristics of the sample
are shown in Table 1.

Procedure

The procedure of the present study was granted by the
Ethics Committee of the University of the corresponding
author. The NFP-S was adapted to Chinese according to
the forward-backward procedure proposed by Beaton
et al.36 Specifically, the team comprised five bilingual
members proficient in both Chinese and English. The
team included a university lecturer with extensive experi-
ence in psychometrics, a bilingual researcher who has
lived in Australia for 7 years and has obtained bachelor’s
and master’s degrees from the University of Sydney (PhD
in Progress), a member who has obtained a master’s
degree from the Business School in Britain (PhD in
Progress), and two doctoral students who have rich experi-
ence in English Writing (Majoring in media economy and
management).

Firstly, the two doctoral students translated the scale
from English to Chinese independently and discussed the
translation results together, ultimately obtaining a consist-
ent Chinese version. All the discrepancies in wording
were solved through consensus. Secondly, the other two
doctoral students conducted reverse translation.
Subsequently, the university lecturer compared the back-
translation version of the NFP-S with the original scale,

Table 1. Composition of the sample (N= 1020).

Variable Frequencies % of sample

Age group

18–29 574 56.27

30–49 394 38.63

50–64 49 4.80

65–89 3 0.29

Gender

Male 375 36.76

Female 645 63.24
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finding them to be nearly identical. Finally, we invited 15
participants to complete the pretest, and according to the
relevant feedback and suggestions obtained from them,
we slightly modified the NFP-SC and then entered the
data collection stage. The final version of NFP-SC is
shown in Table A1. The dissemination of the online
survey link was transpired through the Credamo online
questionnaire platform. The original questionnaire used
in this study is provided in the Supplemental Material.
An attention check item was set in the online question-
naire, designed to filter out the answers with insufficient
attention, and excluded 110 participants who failed to
pass the check. All the participants were required to fill
in all the questions in the questionnaire before submitting
the results to the network. Therefore, there were no
missing values. Data were collected in November 2023.
Before submitting the questionnaire results, participants
need to click on the “Agree to participate this survey”
option to provide informed written consent. In the
survey, participants were reminded that the information
they submitted will be strictly confidential and only
allowed to be used in legitimate academic researches.
Participants were rewarded with 2 RMB.

Measures

NFP-SC. Frener et al.1 developed the 12-item NFP-S to
measure the need for privacy. The NFP-S included three
dimensions: INP, PSNP, and PHNP. The items of
NFP-S were measured on a 5-point Likert-type scale (1
= “I do not agree at all” to 5= “I entirely agree”). INP
was defined as the desire to disclose or shield personal
information and data to others. PSNP was defined as the
individual preference level of cognitive inputs and
outputs. PHNP was defined as the desire to avoid physical
violation and to establish a personal space that could
regulate others’ entry. We adapted the NFP-S to
Chinese (i.e., NFP-SC).

Loneliness. We applied the 3-item Loneliness Scale
(LS-3) to measure the feelings of loneliness.37 The items
of loneliness were measured on a 5-point Likert-type
scale (1= “never” to 5= “always”). A prior research
demonstrated that the LS-3 exhibited satisfactory psycho-
metric characteristics when used in Chinese participants.38

The LS-3 revealed good internal consistency in this study
(ω= 0.823).

Openness. We applied the 8-item Openness subscale
(OS-8) of the Chinese Big Five Personality Inventory
brief version to evaluate the openness trait.39 The OS-8
has been extensively utilized and demonstrated good psy-
chometric characteristics in Chinese populations.39

Responses were given based on a 5-point Likert-type
scale (1= “did not apply to me at all” to 5= “applied to
me very much”). In the present study, the OS-8 had an
omega coefficient of .910.

SMSD. SMSD was assessed by a five-item scale
(SMSD-5) developed by Posey et al.40 In previous research,
the SMSD-5 exhibited good psychometric properties in
Chinese samples.41,42 Responses were given based on a
5-point Likert-type scale (1= “did not apply to me at all”
to 5= “applied to me very much”). In the present study,
the SMSD-5 had an omega coefficient of .867.

Privacy concerns. The Internet Users’ Information
Privacy Concerns (IUIPC) was adopted to evaluate individ-
ual privacy concerns.43 The original version of IUIPC
included 10 items. Lin and Feng44 utilized Chinese data
to develop a concise version of IUIPC with 4 items
(IUIPC-4), demonstrating strong psychometric properties
in the Chinese population. Therefore, we used the
IUIPC-4. Responses were given based on a 5-point
Likert-type scale (1= “did not apply to me at all” to 5=
“applied to me very much”). In our study, the IUIPC-4
exhibited excellent internal consistency (ω= 0.881).

Statistical analysis

First, we examined the construct validity of the NFP-SC.
Frener et al.1 previously utilized Confirmatory Factor
Analysis (CFA) to examine the second-order model of the
NFP-SC. While this approach allowed for the exploration
of the general need for privacy factor (G-factor) within
the NFP-SC, it has faced criticism due to its strict propor-
tionality constraints, as extensively discussed in the litera-
ture.45,46 In response to these criticisms, the bifactor-CFA
model has emerged as a more versatile alternative, enabling
the separate exploration of the G-factor and the specific
factors (S-factors; i.e., INP, PSNP, and PHNP). However,
Morin et al.47 pointed out that the bifactor-CFA model,
like other CFA models, fails to consider the cross-loadings
of the indicators. This issue is important in multidimen-
sional scales where indicators may have meaningful con-
nections with more than one S-factor, a characteristic that
can be captured through cross-loadings in Exploratory
Factor Analysis but is constrained to be zero in CFA. To
address both the cross-loading and hierarchical features of
the multidimensional scale, the bifactor Exploratory
Structural Equation Modeling (bifactor-ESEM) was intro-
duced.47 Therefore, we developed three models to assess
the factor structure of the NFP-SC: the second-order-CFA
model, the bifactor-CFA model, and the bifactor-ESEM
model.

In the second-order CFA model, the 12 items were
loaded on the three S-factors they were designed to
measure and the three S-factors were loaded onto a
G-factor. In the bifactor-CFA model, the 12 items were sim-
ultaneously loaded on a G-factor and S-factors that they
were designed to measure. The bifactor-ESEM model per-
mitted each item to cross-load on other S-factors, distin-
guishing it from the bifactor-CFA model. Following the
precedent set by bifactor model studies, we specified that
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all factors in the bifactor-CFA model and bifactor-ESEM
model undergo orthogonal rotation.47–49 The orthogonal
rotation aids in a clearer interpretation of the relationship

between S-factors and observed items both above and
beyond the G-factor.50,51 The graphics representations of
these three models are shown in Figure 1. After conducting

Figure 1. Simplified conceptual representations of the estimated models.
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a comparative evaluation of three alternative models, we
identified the optimal factor model for NFP-SC. Next
step, we proceeded to analyze the gender-based measure-
ment invariance (MI) of NFP-SC. Following previous
research,52,53 three levels of equivalence from the weakest
to the strongest across gender groups were examined.
Initially, we performed a test of configural invariance to
establish the equivalence of the factor structure between
male and female groups. No constraints were imposed on
any parameters during this test, which served as the baseline
for subsequent MI analyses. Subsequently, we evaluated
metric invariance by equalizing factor loadings across
groups. Lastly, scalar invariance was examined by further
equalizing intercepts across different groups. All models
were estimated using the robust maximum likelihood
(ML) estimator in Mplus 8.0.54

To evaluate the fit of the three alternative models, several
indices were utilized. The Comparative Fit Index (CFI) was
employed, considering that values equal to or greater than
0.90 indicated an acceptable fit, and those equal to or
greater than 0.95 suggested a good fit. Additionally, the
Tucker–Lewis Index (TLI) was also taken into account,
with values of 0.90 or higher indicating an acceptable fit,
and 0.95 or higher suggesting a good fit. Furthermore, the
Root Mean Square Error of Approximation (RMSEA)
was scrutinized, and values equal to or less than 0.06
were considered to indicate a good fit. Alterations in these
fit indices were analyzed to facilitate model comparison.
Specifically, an increase in RMSEA of no more than
0.015 and a decrease in CFI of no more than 0.010 were
considered significant in establishing more stringent
levels of invariance. Furthermore, in order to compare the
models, the alteration in the Sample-Size Adjusted
Bayesian Information Criteria (ΔABIC) was utilized as a
criterion. When the ΔABIC value surpasses 10, it demon-
strates that the model with the lower ABIC exhibits a super-
ior fit to the data.55 In order to ensure comprehensive
reporting, the chi-square test of model fit was included;
however, it is crucial to acknowledge that sole reliance on
the chi-square test was avoided because of its susceptibility
to variations in the size of simples.56

McDonald’s omega (ω) values were calculated to evalu-
ate the internal consistency reliability, of both the NFP-SC
and its subscales. So as to examine the convergent validity
of NFP-SC, Pearson correlations between NFPS-C and four
theoretically related constructs (i.e., loneliness, openness,
SMSD, and privacy concerns) were calculated. A correl-
ation coefficient (r) is deemed weak when the absolute
value of r is less than .30, moderated when r ranges from
.30 to .50, and strong when r exceeds .50.57 These compu-
tations were carried out using SPSS 26.0 software,58 while
the determination of ω value was based on formulas derived
from Dueber’s59 Excel spreadsheet.

Results

Structural validity

Second-order CFA model. The second-order model exhib-
ited poor model fit (see Table 2). Specifically, the values
of CFI (0.864), TLI (0.824), and RMSEA (0.145) fell
below the acceptable thresholds.

Bifactor-CFA model. In the bifactor-CFA model, the
twelve items of NFP-SC were loaded onto three S-factors
(i.e., INP, PSNP, and PHNP), while also being loaded
onto the G-factor simultaneously. The bifactor-CFA
model showed acceptable values of CFI (0.949) and TLI
(0.920). However, the RMSEA (0.097) did not meet the
desired threshold. Compared to the second-order model,
the bifactor-CFA model showed a notable enhancement in
fit (ΔCFI= 0.085, ΔTLI= 0.096, ΔRMSEA=−0.048,
with all changes significantly surpassing the predefined
threshold levels).

Bifactor-ESEM model. The bifactor-ESEM model con-
currently addresses the dual sources of construct-relevant
psychometric multidimensionality. In our study, this
model displayed favorable fit indices (CFI= 0.995, TLI=
0.987, RMSEA= 0.039) and showed significant superiority
compared to the bifactor-CFA model (ΔCFI= 0.046, ΔTLI
= 0.067, ΔRMSEA=−0.058).

To summarize, among the three alternative models, we
found that the second-order CFA model had the least

Table 2. Goodness-of-fit statistics and information of the estimated models on the Chinese version of the need for privacy scale.

Models χ2(df) CFI TLI RMSEA 90% CI AIC ABIC ΔCFI ΔTLI ΔRMSEA

Second-order CFA 1140.089(51) 0.864 0.824 0.145 0.137–0.152 320430.421 321110.728 – – –

Bifactor CFA 447.840(42) 0.949 0.920 0.097 0.089–0.106 313690.171 314530.242 0.085 0.096 −0.048

Bifactor ESEM 60.649(24) 0.995 0.987 0.039 0.027–0.051 310170.981 311330.578 0.046 0.067 −0.058

Note. CFA: confirmatory factor analysis; ESEM: exploratory structural equation modeling; CFI: comparative fit index; TLI: Tucker–Lewis index; RMSEA: root
mean square error of approximation; 90% CI: 90% confidence interval of the RMSEA; AIC: Akaike information criteria; ABIC: adjusted Bayesian information
criteria; ΔCFI: change in the CFI value; ΔTLI: change in the TLI value; ΔRMSEA: change in the RMSEA value.
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satisfactory fit. On the other hand, the bifactor-CFA model
had a relatively weak fit, whereas the bifactor-ESEMmodel
displayed a strong fit. Table 3 presents the standardized
factor loadings for the bifactor-ESEM model. When com-
paring the bifactor-CFA and bifactor-ESEM models dir-
ectly, the results indicated that there was a significant
difference in their ABIC values, with |ΔABIC|= 319.664
(>10). This suggested that the bifactor-ESEM model, with

its lower ABIC value, offered a superior fit for the data.
Consequently, these findings strongly suggested that the
bifactor-ESEM model was the optimal choice to represent
the factor structure of NFP-SC.

Measurement invariance

Before testing the MI, we first conducted separate assess-
ments of the fit metrics for the bifactor-ESEM model in
both male and female populations, which revealed good
fit indices (see Table 4). Next, we evaluated three levels
of MI, varying from the least restrictive (configural invari-
ance) to the more restrictive (metric and scalar invariance).
Notably, no significant changes were detected in CFI (|
ΔCFI|≤ 0.005), TLI (|ΔTLI|≤ 0.002), or RMSEA (|
ΔRMSEA|= 0.002) among the three models. Therefore,
the bifactor-ESEM model demonstrated upheld MI within
its framework.

Reliability indices

To evaluate the reliability, the study utilized model-based ω
coefficients. The G-factor, INP, PSNP, and PHNP had
respective ω values of 0.949, 0.892, 0.860, and 0.866.
These findings highlight the strong internal consistency reli-
ability of both the G-factor and S-factors.

The calculation of ω hierarchical (ωH) was performed to
determine the proportion of total score variance that can be
attributed to the G-factor. In addition, we determined the ω
hierarchical for each S-factor (ωHS) to indicate the propor-
tion of systematic variance in the subscale score that could
be explained by the S-factors after eliminating the variance
associated with the G-factor. Furthermore, we computed the
Explained Common Variance of the G-factor (ECVGF) and
S-factors (ECVSF). We integrated ωS, ωHS, and ECVSS to
substantiate the interpretability of the S-factors. The
results are shown in Table 5.

The ωH value (= 0.91) showed that the G-factor
accounted for a significant 91% of the variability in the

Table 3. Standardized factor loadings for the bifactor exploratory
structural equation modeling.

Items GF INP PSNP PHNP

1 0.729 0.498 0.103 –0.060

2 0.726 0.481 0.139 –0.046

3 0.812 –0.026 –0.112 –0.052

4 0.765 –0.131 –0.199 –0.006

5 0.800 –0.001 –0.037 0.035

6 0.632 0.021 0.583 0.004

7 0.576 0.277 0.360 0.115

8 0.643 0.067 0.522 0.042

9 0.765 –0.078 0.038 0.171

10 0.805 –0.128 –0.130 0.108

11 0.724 –0.081 0.020 0.321

12 0.682 0.010 0.189 0.347

Note. Target loadings are in bold. GF: general need for privacy; INP:
informational need for privacy; PSNP: psychological need for privacy; PHNP:
physical need for privacy.

Table 4. Measurement invariance of the bifactor ESEM across gender groups.

Models χ2 CFI TLI RMSEA 90% CI AIC ABIC ΔCFI ΔTLI ΔRMSEA

Bifactor ESEM (man) 49.820 0.992 0.979 0.054 0.032–0.075 11502.786 11552.562

Bifactor ESEM (woman) 46.077 0.995 0.987 0.038 0.021–0.054 19439.203 19524.626

Configural invariance 95.897 0.994 0.983 0.044 0.031–0.057 30941.988 31173.182 – – –

Weak invariance 164.602 0.989 0.982 0.046 0.036–0.055 30946.694 31121.840 –0.005 –0.001 0.002

Strong invariance 193.107 0.987 0.980 0.048 0.039–0.058 30959.198 31120.333 –0.002 –0.002 0.002

Note. CFA: confirmatory factor analysis; ESEM: exploratory structural equation modeling; CFI: comparative fit index; TLI: Tucker–Lewis index; RMSEA: root
mean square error of approximation; 90% CI: 90% confidence interval of the RMSEA; AIC: Akaike information criteria; ABIC: adjusted Bayesian information
criteria; ΔCFI: change in the CFI value; ΔTLI: change in the TLI value; ΔRMSEA: change in the RMSEA value.
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total scores. The ωHS for the S-factors were low, with INP
being 0.06, PSNP being 0.19, and PHNP being 0.08. The
smaller values of ωHS for the S-factors suggested that the
S-factors elucidated only minimal variance subsequent to
the consideration of the G-factor. Based on the findings
of previous research,60 if ωS hovers around 0.90, a ωHS sur-
passing 0.10 or an ECVSF exceeding 0.15 is deemed
adequate for the subscores to contribute additional value;
if ωS hovers around 0.86, a ωHS surpassing 0.16 or an
ECVSF exceeding 0.20 is deemed adequate for the sub-
scores to contribute additional value. Nevertheless, we
found that none of the indices met the cutoff criteria
except for the ωHS of PSNP, suggesting that the interpret-
ation of the subscores yielded less meaningful information.

Convergent validity

We assessed convergent validity by analyzing the connec-
tions between NFP-SC factors and four constructs that are
theoretically linked (see Table 6). Bivariate correlation

analyses revealed that NFP-SC was significantly and posi-
tively associated with loneliness (r= .322, p < .001) and
privacy concern (r= .754, p < .001). Additionally,
NFP-SC was significantly and negatively linked with open-
ness (r=−.320, p < .001) and SMSD (r=−.713, p < .001).
These outcomes, aligning well with our anticipated direc-
tion, supported the convergent validity of the NFP-SC.

Discussion
Analyzing the psychometric properties of the NFP-SC was
the main objective of this research. At first, we evaluated
three alternative models in order to identify the factor struc-
ture of NFP-SC. Frener et al.1 compared three models to
validate the factor structure of NFP-S: the multi-
dimensional first-order model, the second-order model,
and the bifactor model. The goodness of fit index showed
that these models all could fit the data well. Since the
high intercorrelations were consistent with their theoretical
assumptions of a G-factor, Frener et al.1 finally selected the
second-order model to express the NFP-S. However,
according to our study, the second-order model exhibited
inadequate model fit. Then by using the bifactor-CFA
model, the fitting index has been greatly improved.
However, while the bifactor-CFA model could better solve
the hierarchical nature of NFP-SC, it ignored the fallible
nature of these indicators. It is noteworthy that the items of
NFP-SC were designed to measure separate dimensions,
but they were not pure indicators of these dimensions,
which meant that the structural model equation of NFP-SC
should also consider the cross-loadings. Accordingly, we
chose to further use the bifactor-ESEM model to test the
factor structure of NFP-SC. The results showed that the
fitting index of the bifactor-ESEM model was better than
the other two models. Overall, our study results supported
that the bifactor-ESEM model had advantages in revealing
the potential dimensions of NFP-SC. In addition, considering
the estimated values of ωH, ωS, ωHS, and ECVSS, it can be
deduced that the NFP-SC should be interpreted unidimen-
sionally with a total score, as the subscores offer minimal add-
itional value beyond a total score interpretation. Regarding
reliability, the general need for privacy and its three compo-
nents indicated good internal consistency reliability, as evi-
denced by the ω values.

Next, based on the bifactor-ESEM model, we proceeded
to examine the MI of NFP-SC between males and females.
Our study results evaluated three levels of MI across differ-
ent gender groups, indicating that the construct of the need
for privacy measured by NFP-SC was similar in both male
and female samples. Thus, we can infer that individuals of
different genders had very similar ways of understanding
the items of NFP-SC. Therefore, the significant differences
in mean scores of NFP-SC between individuals of different
genders could be by reason of the actual differences in the
level of personal need for privacy.

Table 6. Correlation matrix of the study variables.

1. NFPS 2. Loneliness 3. Openness 4. PC 5. SMSD

1 – 0.322*** –0.320* 0.754* –0.713*

2 –0.380* 0.293* –0.342*

3 –0.277* 0.487*

4 –0.624*

M 3.54 2.14 3.79 3.91 2.73

SD 1.27 0.93 1.11 1.17 1.40

ω 0.95 0.82 0.91 0.88 0.87

Note. NFPS: need for privacy scale; PC: privacy concern; SMSD: social media
self-disclosure.
*p < .001

Table 5. Bifactor indices and descriptive statistics of the need for
privacy scale.

Scales ω ωH/ωHS ECV

General need for privacy 0.95 0.91 0.807

Informational need for privacy 0.89 0.06 0.064

Psychological need for privacy 0.86 0.19 0.095

Physical need for privacy 0.87 0.08 0.034

Note. ω: omega index; ωH: omega hierarchical for general factor; ωHS: omega
hierarchical for specific factors; ECV: explained common variance.
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As an additional supplement, we tested the convergent
validity of the NFP-SC. The results proved that there
were significant correlations between NFPS-C and four
selected covariates, which were consistent with the direc-
tion expected in our hypothesis. Specifically, there was a
moderately positive correlation between NFP-SC with
loneliness, which agreed with the inference of Frener
et al.1 that satisfying the need for privacy may require a
higher level of loneliness as a cost. It is very important to
socialize with others on social media to alleviate people’s
loneliness, but users with high need for privacy will
reduce the use of social media to protect privacy to a
certain extent, which may increase their loneliness.32

Meanwhile, NFP-SC was highly positively correlated
with privacy concerns. Since individuals with a higher
need for privacy are more sensitive and concerned about
the lack of privacy,61 they will exhibit more privacy con-
cerns. The need for privacy was highly negative correlated
with SMSD, which was also in line with the inference of
Frener et al.1 that people with high privacy need may
satisfy their privacy level by adjusting the amount of infor-
mation they share with others,62 such as reducing self-
disclosure on social media. Especially, according to the pro-
tection motivation theory, when they feel their privacy has
been violated, they will consciously withdraw from self-
disclosure behavior on social media to reduce the risk of
privacy information being leaked.63 Openness and need
for privacy were moderately negative correlated, further
confirming that individuals with high openness usually
pay less attention to privacy.33 The openness to new experi-
ences makes individuals tend to try and experience new
things, leading to reduced concerns about potential risks,
including privacy risks.64 As a result, people with high
openness usually have lower privacy needs, manifested in
not caring about their information being collected, informa-
tion errors, or being accessed improperly.65

Limitations and future research

According to our current research, there are still some
deficiencies which should be acknowledge. First, the
samples of our study were mainly Chinese adults
and lacked a sample of adolescents. Therefore, future
studies should include more categories of participants
in experimental samples to further examine the psycho-
metric characteristics of NFP-SC, especially adolescents,
while they have different models of privacy from
adults.66 Second, our study used cross-sectional data,
which led to certain limitations in testing the NFP-SC
and inferring its causal relationship with the convergent
variables. Therefore, future research could build panel
data by gathering data from different periods for further
testing. Finally, our study did not conduct test-retest reli-
ability, which could reflect the stability of NFP-SC over
time. Test-retest reliability is crucial for determining

whether self-reported outcomes have changed over time
and intervention effectiveness, thus future researches
ought to supplement the test-retest reliability67 of
NFP-S to improve its application effect in the design of
longitudinal and intervention studies.68

Conclusion
Our findings showed that the bifactor-ESEM model is more
effective in reflecting the potential structure of NFP-SC.
The results of MI suggested that males and females have
the same understanding of need for privacy as measured
by the NFP-SC. The correlations between NFP-SC and cov-
ariates supported the convergence validity of NFP-SC.
Overall, our study results showed that NFP-SC exhibited
satisfactory psychometric properties in the Chinese
context, meaning that it could be applied for future
studies on investigating need for privacy in Chinese
populations.

Acknowledgments: There are no other contributors to be
acknowledged in this study.

Contributorship: HW contributed to conceptualization,
methodology, writing–original draft, data curation, writing–review
and editing, and supervision. MC contributed to formal analysis,
writing–review and editing, data curation, and visualization. WZ
contributed to conceptualization, writing–original draft, and data
curation.

Declaration of conflicting interests: The authors declared no
potential conflicts of interest with respect to the research,
authorship, and/or publication of this article.

Ethical approval: The ethics committee of the School of
Journalism and Communication, Wuhan University, China
approved this study. The ethics committee of the Institutional
Review Board, Wuhan University, China approved this study.

Funding: The authors received no financial support for the
research, authorship, and/or publication of this article.

Informed consent: This study conducted questionnaire
distribution on the legitimate online survey platform “Credamo”
in China. All participants voluntarily chose to participate in the
survey and received the corresponding compensation. We
provided a thorough explanation of anonymity and privacy to
the participants at the beginning of the questionnaire, and
provided written notice regarding the use of their data collection
for academic research. And we informed the participants that if
they are unwilling to provide data, they can choose to withdraw
from the questionnaire without any impact. Therefore, when
participants click the “Agree to participate in the survey” button
to continue answering the questionnaire, it can be considered
that we have obtained their implicit consent.

Wang et al. 9



ORCID iD: Ming Cheng https://orcid.org/0009-0008-1845-
4939

Supplemental material: Supplemental material for this article is
available online.

References
1. Frener R, Dombrowski J and Trepte S. Development and val-

idation of the Need for Privacy Scale (NFP-S). Commun
Methods Meas 2023; 18: 1–24.

2. Maslow AH. A theory of human motivation. Psychol Rev
1943; 50: 370–396.

3. Westin AF. Privacy and freedom. Washington: Wash. & Lee
L. Rev., 1968. Available at: https://scholarlycommons.law.wlu.
edu/wlulr/vol25/iss1/20.

4. Margulis ST. On the status and contribution of Westin’s and
Altman’s theories of privacy. J Soc Issu 2003; 59: 411–429.

5. Alkis Y, Kadirhan Z and Sat M. Development and validation
of social anxiety scale for social media users. Comput Human
Behav 2017; 72: 296–303.

6. Bright LF, Kleiser SB and Grau SL. Too much Facebook? An
exploratory examination of social media fatigue. Comput
Human Behav 2015; 44: 148–155.

7. Cho H. Privacy helplessness on social media: its constituents,
antecedents and consequences. Internet Res 2022; 32:
150–171.

8. Bäck E and Wikblad K. Privacy in hospital. J Adv Nurs 1998;
27: 940–945.

9. Bengio Y, Janda R, Yu YW, et al. The need for privacy with
public digital contact tracing during the COVID-19 pandemic.
Lancet Digit Health 2020; 2: e342–e344.

10. Brandtzæg PB, Lüders M and Skjetne JH. Too many
Facebook “friends”? Content sharing and sociability versus
the need for privacy in social network sites. Int J Hum
Comput Interact 2010; 26: 1006–1030.

11. Haans A, Kaiser FG and de Kort YAW. Privacy needs in
office environments. Eur Psychol 2007; 12: 93–102.

12. Hoendervanger JG, Van Yperen NW, Mobach MP, et al.
Perceived fit in activity-based work environments and its
impact on satisfaction and performance. J Environ Psychol
2019; 65: 101339.

13. Trepte S and Masur PK. Need for privacy. In: Zeigler-Hill V
and Shackelford TK (eds) Encyclopedia of personality and
individual differences. Cham, Switzerland: Springer, 2020,
pp.3132–3135.

14. Jozani M, Ayaburi E, Ko M, et al. Privacy concerns and ben-
efits of engagement with social media-enabled apps: a privacy
calculus perspective. Comput Human Behav 2020; 107:
106260.

15. Quach S, Thaichon P, Martin KD, et al. Digital technologies:
tensions in privacy and data. J Acad Mark Sci 2022; 50:
1299–1323.

16. Marshall NJ. Privacy and environment. Hum Ecol 1972; 1:
93–110.

17. Pedersen DM. Dimensions of privacy. Percept Mot Skills
1979; 48: 1291–1297.

18. Buss A. Psychological dimensions of the self. USA: Sage
Publications, Inc, 2001.

19. Burgoon JK. Privacy and communication. Ann Int Commun
Assoc 1982; 6: 206–249.

20. Wang Z and Yu Q. Privacy trust crisis of personal data in
China in the era of big data: the survey and countermeasures.
Comput Law Security Rev 2015; 31: 782–792.

21. Aho B and Duffield R. Beyond surveillance capitalism:
privacy, regulation and big data in Europe and China. Econ
Soc 2020; 49: 187–212.

22. Liu Y-L, Yan W and Hu B. Resistance to facial recognition
payment in China: the influence of privacy-related factors.
Telecomm Policy 2021; 45: 102155.

23. Liu T, Yang B, Geng Y, et al. Research on face recognition
and privacy in China-based on social cognition and cultural
psychology. Front Psychol 2021; 12: 809736.

24. Kim Y, Wang Q and Roh T. Do information and service
quality affect perceived privacy protection, satisfaction, and
loyalty? Evidence from a Chinese O2O-based mobile shop-
ping application. Telemat Inform 2021; 56: 101483.

25. Trepte S, Reinecke L, Ellison NB, et al. A cross-cultural per-
spective on the privacy calculus. Social Media Soc 2017; 3:
2056305116688035.

26. Huang G, Hu A and Chen W. Privacy at risk? Understanding
the perceived privacy protection of health code apps in China.
Big Data Soc 2022; 9: 20539517221135132.

27. Liu J and Zhao H. Privacy lost: appropriating surveillance
technology in China’s fight against COVID-19. Bus Horiz
2021; 64: 743–756.

28. Li Z and Jiang Y. A review of research on the objects, indica-
tors, and applications of the Information Privacy Scale. Infor
Studies Theory Appl 2024: 1–15. (In Chinese)

29. Hong W and Thong JYL. Internet privacy concerns: an inte-
grated conceptualization and four empirical studies. MIS Q
2013; 37: 275–298.

30. Wang J, Zhang H and Zhang K. On the construction of evalu-
ation index system of social media users’ privacy literacy.
Library Tribune 2023; 44: 123–134. (In Chinese)

31. Xie P, Mu W, Li Y, et al. The Chinese version of the digital
stress scale: evaluation of psychometric properties. Curr
Psychol 2023; 42: 20532–20542.

32. Błachnio A, Przepiorka A, Boruch W, et al. Self-presentation
styles, privacy, and loneliness as predictors of Facebook use
in young people. Pers Individ Dif 2016; 94: 26–31.

33. Moore K and McElroy JC. The influence of personality on
Facebook usage, wall postings, and regret. Comput Human
Behav 2012; 28: 267–274.

34. Kramer NC and Schawel J. Mastering the challenge of balan-
cing self-disclosure and privacy in social media. Curr Opin
Psychol 2020; 31: 67–71.

35. Li Y. The impact of disposition to privacy, website reputation
and website familiarity on information privacy concerns.
Decis Support Syst 2014; 57: 343–354.

36. Beaton DE, Bombardier C, Guillemin F, et al. Guidelines for
the process of cross-cultural adaptation of self-report mea-
sures. Spine 2000; 25: 3186–3191.

37. Hughes ME, Waite LJ, Hawkley LC, et al. A short scale for
measuring loneliness in large surveys: results from two
population-based studies. Res Aging 2004; 26: 655–672.

38. Chen S, Zhou Y, Wang K, et al. The impact of internet use,
shyness, and gender differences on loneliness. Press Circles
2016; 21: 42–47. (In Chinese)

10 DIGITAL HEALTH

https://orcid.org/0009-0008-1845-4939
https://orcid.org/0009-0008-1845-4939
https://orcid.org/0009-0008-1845-4939
https://scholarlycommons.law.wlu.edu/wlulr/vol25/iss1/20
https://scholarlycommons.law.wlu.edu/wlulr/vol25/iss1/20
https://scholarlycommons.law.wlu.edu/wlulr/vol25/iss1/20


39. Wang M-C, Dai X-Y and Yao S-Q. Development of the
Chinese Big Five Personality Inventory (CBF-PI)⍰: psycho-
metric properties of CBF-PI brief version. Chinese J Clin
Psychol 2011; 19: 454–457. (In Chinese)

40. Posey C, Lowry PB, Roberts TL, et al. Proposing the online
community self-disclosure model: The case of working pro-
fessionals in France and the U.K. who use online communi-
ties. Eur J Inf Syst 2017; 19: 181–195.

41. Liu Z, Min Q, Zhai Q, et al. Self-disclosure in Chinese micro-
blogging: a social exchange theory perspective. Inform
Manag 2016; 53: 53–63.

42. Zhang H, Wang Z and Liu M. Information self-disclosure
intention of social media users based on avatar identification.
Informn Sci 2023; 41: 176–184. (In Chinese)

43. Malhotra NK, Kim SS and Agarwal J. Internet users’ informa-
tion privacy concerns (IUIPC): the construct, the scale, and a
causal model. Inf Syst Res 2004; 15: 336–355.

44. Lin S-L and Feng X-R. The impact of privacy concern on
computational advertising avoidance: the chain-mediating
role of perceived risk and privacy protection. J Res 2023;
05: 29–43. (In Chinese)

45. Gignac GE. The higher-order model imposes a proportional-
ity constraint: that is why the bifactor model tends to fit
better. Intelligence 2016; 55: 57–68.

46. Mu W and Duan W. Evaluating the construct validity of
Stress Overload Scale-short using exploratory structural equa-
tion modeling. J Health Psychol 2020; 25: 913–921.

47. Morin AJ, Arens AK and Marsh HW. A bifactor exploratory
structural equation modeling framework for the identification
of distinct sources of construct-relevant psychometric multidi-
mensionality. Structl Equation Mode Multidiscip J 2016; 23:
116–139.

48. Mu W, Kong L and He A. Understanding emptiness in a
Chinese sample: cross-cultural validation, latent profile ana-
lysis, and association with short-form video addiction. Int J
Ment Health Addict 2024.

49. Wang T, Zhang T, Mu W, et al. Psychometric evaluation of
the Encouragement Character Strength Scale in a Chinese
sample. Curr Psychol 2021; 40: 4741–4749.

50. Reise SP. The rediscovery of bifactor measurement models.
Multivariate Behav Res 2012; 47: 667–696.

51. Reise SP, Moore TM and Haviland MG. Bifactor models and
rotations: Exploring the extent to which multidimensional data
yield univocal scale scores. J Pers Assess 2010; 92: 544–559.

52. Duan W and Mu W. Validation of a Chinese version of the
stress overload scale-short and its use as a screening tool for
mental health status. Qual Life Res 2018; 27: 411–421.

53. Mu W, Qiao K, Tan M, et al. Validation of the very efficient
short-form need for cognition scale in Chinese: Detecting the
effect of item orientation. Asian J Soc Psychol 2024.

54. Muthén B and Muthén L. Mplus. In: Handbook of item
response theory. USA: Chapman and Hall/CRC, 2017,
pp.507–518.

55. Kuha J. AIC And BIC: Comparisons of assumptions and per-
formance. Sociol Methods Res 2004; 33: 188–229.

56. Cheung GW and Rensvold RB. Evaluating goodness-of-fit
indexes for testing measurement invariance. Struct Equ
Modeling 2002; 9: 233–255.

57. Cohen J. Quantitative methods in psychology: A power
primer. Psychol Bull 1992; 112: 155–159.

58. George D and Mallery P. IBM SPSS statistics 26 step by step:
a simple guide and reference. London: Routledge, 2019.

59. Dueber DM. Bifactor indices calculator: A Microsoft excel-
based tool to calculate various indices relevant to bifactor
CFA models. 2017.

60. Dueber DM and Toland MD. A bifactor approach to subscore
assessment. Psychol Methods 2023; 28: 222–241.

61. Lutz C and Ranzini G. Where dating meets data: Investigating
social and institutional privacy concerns on Tinder. Social
Media Soc 2017; 3: 205630511769773.

62. Trepte S and Reinecke L. The social web as a shelter for
privacy and authentic living. In: Privacy online: perspectives
on privacy and self-disclosure in the social web. Berlin:
Springer, 2011, pp.61–73.

63. Meier Y, Schäwel J, Kyewski E, et al. Applying protection
motivation theory to predict Facebook users’ withdrawal
and disclosure intentions. In: SMSociety’20: international
conference on social media and society, Toronto, ON,
Canada, 22–24 July 2020, pp.21–29. New York, NY, USA:
Association for Computing Machinery.

64. Junglas I and Spitzmuller C. Personality traits and privacy
perceptions: An empirical study in the context of location-
based services. In: 2006 International conference on mobile
business, Copenhagen, Denmark, 26–27 June 2006, pp.36–
36: IEEE.

65. Guo F and Ju C. Impact of privacy concerns on adoption of
mobile personalized service: An empirical study from the per-
spective of user’s subjective cognition. J Zhejiang Gongshang
Univy 2018; 01: 85–96. (In Chinese)

66. Marwick AE and Boyd D. Networked privacy: How teenagers
negotiate context in social media. New Media Soc 2014; 16:
1051–1067.

67. Bogner JA, Whiteneck GG, MacDonald J, et al. Test-retest
reliability of traumatic brain injury outcome measures: A trau-
matic brain injury model systems study. J Head Trauma
Rehab 2017; 32: E1–E16.

68. Duan W, Mu W and Xiong H. Cross-cultural adaptation and
validation of the physical disability resiliency scale in a
sample of Chinese with physical disability. Front Psychol
2020; 11: 602736.

Wang et al. 11



Appendix

Table A1. NFP-S Chinese and English item comparison table.

Item English Chinese

Informational need
for privacy

I would prefer that little is known about me. 我更希望人们对我了解较少。

In general, I prefer to remain unknown. 一般来说，我更喜欢保持不被人们所知道。

I do not want my personal data to be publicly
accessible.

我不希望自己的个人资料可以被公开访问。

Not everyone has to know everything about
me.

并非每个人都需要了解我的一切。

Psychological need
for privacy

There are a lot of things about me that I do not
like to talk about with others.

我有许多关于自己的事情是不喜欢与他人谈论的。

I feel uncomfortable when others tell me
private things about their lives.

当别人告诉我他们生活中的私事时，我会感到不舒服。

It is hard for me to talk about myself. 对我来说，谈论自己是困难的。

I don’t like it when others talk to me about
their private issues.

我不喜欢别人跟我谈论他们的私人问题。

Physical need for
privacy

I do not like it when strangers come physically
close to me.

我不喜欢陌生人与我身体靠近。

I feel uncomfortable when others enter my flat
or room unannounced.

当他人未打招呼就进入我的公寓或房间时，我会感到不

舒服。

I do not like to stand in a dense crowd of
people.

我不喜欢站在拥挤的人群中。

I do not like it when other people join
conversations unexpectedly.

我不喜欢其他人突然加入交谈。
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