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It is easy to capture and share clinical photographs and x-ray images using modern smartphones. This
technology affords health-care providers the ability to rapidly collaborate and facilitate care for their
patients. This improvement, however, has increased concerns regarding patient privacy and the safe-
guarding of protected health information. Health-care providers should understand the deidentification
process for patient photographs because this process fundamentally changes the expectations and re-
quirements for how providers are to handle this information. Properly deidentified patient photographs
(and other data) are no longer considered identifiable protected health information and are not subject to
the handling requirements mandated by the Health Insurance Portability and Accountability Act. This
article addresses patient privacy concerns attendant to the acquisition, transmission, and sharing of
clinical photographs among health-care providers. It provides guidelines for providers seeking to
minimize the risk of noncompliance with privacy requirements as they adopt these new technologies
into their practices.
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Surgeons. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/
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Introduction

Health-care providers, today, can readily communicate and
share patient information electronically. Specifically, the modern
smartphone has integrated 2 key technologies: (1) high-speed
wireless data connections and (2) high-quality digital cameras.
This enhanced ability to obtain and share patient photographs
raises questions as to how the information should be used
responsibly, especially in light of societal concerns related to pa-
tient privacy and safeguarding health information. This review
addresses patient privacy and related concerns attendant to the
acquisition and transmittal of photographs among health-care
providers and provides useful guidelines to comply with health-
care privacy laws in protecting patient information, while
leveraging the modern communications technology toward clinical
care.
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With this article, we aim to offer a practical guide to acquiring
and sharing clinical photographs using new smartphone technol-
ogies. We seek to reconcile the technological advances with current
health-care privacy law and provide practitioners with useful tips
regarding how to ensure the privacy of health information when
using these tools to collaborate and improve patient care.

Discussion
The extent of the problem

Photographs of clinical conditions and x-ray images are ob-
tained easily and shared using smartphones. Text messaging of
patient information is now widespread among health-care pro-
viders; over half of physicians now use text messages and digital
image transmission when communicating with patients and other
providers regarding patient care [1-6]. In 2006, text messages
surpassed telephone calls as the most prevalent form of telecom-
munication, and digital photography now provides almost all
photographic image captures worldwide [7,8]. Information sharing
via short messaging system (SMS) has been shown to facilitate
patient care and interventions [9,10].
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In a 2014 survey of the Canadian Society of Plastic Surgeons, 89%
of the respondents transmitted clinical photographs using smart-
phones; the figure rose to 100% for resident physicians [11]. In the
same study, 57% of the surgeons had stored patient photographs on
their smartphones, and 10% did not use password protection on the
devices. These findings have been corroborated by other authors,
who have reported increasing use of digital photography and
smartphones in other medical specialties [12-14]. Despite the ad-
vantages, adoption of digital technology in this manner may run
counter to patient privacy concerns and related legislation.

Safeguarding health information

In 1996, the Health Insurance Portability and Accountability Act
(HIPAA) was implemented to enhance the portability and conti-
nuity of health insurance coverage in the United States. The HIPAA
also contained a mandate for protecting the privacy of medical
records. A section of the HIPAA called “Subtitle F-Administrative
Simplification” offers the definitions of “protected health infor-
mation” (PHI) and “individually identifiable health information”
[15]. The Secretary of Health and Human Services (HHS) was tasked
with the promulgation of the final regulations to accomplish the
goals outlined in the HIPAA. In the years that followed, the HIPAA
“Privacy Rule” and the “Security Rule” were formulated by the HHS
to establish the standards by which health-care providers are held
accountable.

The Final Privacy Rule set forth the concept of “deidentification”
of health information (including medical photographs) for
exemption from the HIPAA requirements. The distinction between
“deidentified” patient information and identifiable PHI is important
because each is handled differently. For identifiable PHI, health-
care providers must follow the requirements of the HIPAA and its
supporting legislation. In contrast, with “deidentification,” patient
data are no longer considered identifiable PHI, such that the
mandates and requirements of the HIPAA are not applicable. The
following section will review this difference in light of the use of
clinical photographic images.

Deidentification: its importance and how to do it

Section 164.514 of the Final Privacy Rule acknowledges the
inherent difficulties in deidentifying health information and pho-
tographs. It states that “there is always some probability or risk that
any information about an individual can be attributed to that in-
dividual.” [16]. This rule proposes 2 methods to remove identifying
information from records and photographs to “render the infor-
mation ‘deidentified’ and thus not subject to this (the Privacy) rule”
[16,17]. These 2 methods are illustrated in Figure 1; the first dei-
dentification method is the “expert determination method.” This
envisions data being analyzed and reviewed by an expert in sta-
tistics, with sufficient encryption to make it effectively “deidenti-
fied” to prevent individual recognition [16,17]. The second means
for deidentification is the Safe Harbor Method [16,17]. In this
method, 18 specific identifiers are removed from the records or
photographs, and the information is then deemed “deidentified”
and no longer considered identifiable PHI that can be linked to a
specific individual (Table 1). Of the criteria, #17 specifically ad-
dresses patient photographs (ie, “full-face photographs and any
comparable images” are to be removed for information to be
“deidentified”).

Patient photography was carefully weighed by the authors of
the Privacy Rule, and their opinions are captured in the Final Pri-
vacy Rule of 2000 [16,18]. In the antecedent Proposed Privacy Rule
(1999), all photographic images were considered direct patient
identifiers and therefore could not be “deidentified” [18]. In

HIPAA Privacy Rule

De-identification
[ Methods x

Expert Determination
Privacy Rule Section
164.514(b)(1)

Safe Harbor Privacy
Rule Section
164.514(b)(2)

Apply statistical or
scientific principles

Removal of 18 types
of identifiers

Very small risk that
anticipated recipient
could identify
individual

No actual knowledge
residual information
can indentify
individual

Source:www.hhs.gg ip 9) i pri ial-topics/de-i il ion/i -ationale

Figure 1. Two methods of deidentification.

contrast, the Final Rule (2000) was more lenient and allowed pa-
tient photographs to be included in the “deidentification” process.
Authors of the rule commented that “We agree that our proposed
requirement to remove all photographic images was more than
necessary ... in this final rule the only absolute requirement is the
removal of full-face photographs ... we depend on the ‘catch—all’ of
any other unique ***characteristic*** to pick up the unusual case
where another type of photographic image might be used to
identify an individual,” (emphasis included as per original legisla-
tion) [16].

Table 1
Eighteen identifiers to be removed for deidentification.

10. Account numbers
11. Certificate/license numbers

1. Names
. All geographic subdivisions
smaller then a state

3. All elements of dates
(except year) for dates
directly related to
the individual (date of birth,
date of admission,
date of discharge,
date of death). Also,
all ages over 89 years or
elements of dates
indicative of such age.

4. Telephone numbers

N

12. Vehicle identification or
serial numbers including license
plate numbers

13. Device identification or

serial numbers

14. Web Universal Resource
Locators (URLs)

15. Internet Protocol

(IP) addresses

16. Biometric identifiers including
finger and voice prints

17. Full-face photographs and any
comparable images

18. Any other unique

identifying number,

characteristic or code

Fax numbers

L

[<2]

. Email addresses

~

. Social security numbers

o)

. Medical record numbers

9. Health plan beneficiary numbers

Deidentified health information created after this method is no longer protected by
the Privacy Rule because it does not fall within the definition of PHI (protected
health information).

Source: www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification.
Accessed: August 30, 2018.
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Table 2
Potential identifiers with clinical photos.

1. Intrinsic to the patient:

Anatomic anomalies, birthmarks, scars

2. On the patient:

Unique clothing, jewelry, piercings, tattoos
3. Around the patient:

Unique setting, surroundings, or location
4. Any facial photography

As the Final Privacy Rule allows photographs as long as they are
deidentified, what is the unique “characteristic” whereby such a
photograph may still identify an individual? The HHS “Guidance
Regarding Methods for De-identification of Protected Health In-
formation in Accordance with the Health Insurance Portability and
Accountability (HIPAA) Privacy Rule (2012)” offers insights into this
question. This instructive document is derived from the American
Recovery and Reinvestment Act of 2009, which required the HHS to
offer guidance in meeting the requirements of the Privacy Rule. An
indicative example of an “identifying characteristic” would be “the
current President of State University,” a highly specific example
illustrating the intent of the legislation [19].

Removing visible and concealed identifiers for photos

Neither HIPAA nor the Privacy Rule specifies exactly which pa-
tient characteristics should be removed when deidentifying patient
photographs. In accordance with legislative intent to remove fea-
tures or characteristics, which can reasonably identify an individ-
ual, we recommend that the items listed in Table 2 should be
redacted from clinical photographs. Thus, patient tattoos, birth-
marks, surgical scars, clothing, body piercings, facial photography,
and the surroundings of the photograph should be considered and
removed as necessary to deidentify the image.

In addition to obvious identifiers, digital images and smart-
phones embed so-called technical metadata into the image files.
Exchangeable image file format (EXIF) data are a type of metadata
pertaining to photographic images; these data are created and
stored with the image when the photo is taken. Common EXIF data
can include camera make, serial number, shutter speed, focal
length, compression mode, and aperture settings [20,21]. Figure 2
provides an example of typical EXIF data contained within a

digital photograph. EXIF data may also include the specific date,
time, and location data pertaining to the photograph. Time-
stamping of the photograph in terms of the day and time—along
with location recording with Global Positioning System coordinates
(ie, “geotagging”)—can create very specific patient identifiers [22].
The Safe Harbor Method for deidentification specifically calls for
time and location data removal. To accomplish this, we recommend
turning off the smartphone Global Positioning System locating
feature to prevent geotagging and the use of a commercially
available smartphone EXIF data removal application.

Handling identifiable PHI

Electronic media such as email, SMS, or multimedia messaging
service (MMS) facilitate rapid communication and can improve
health-care delivery [3,23]. With these expanded care delivery
tools, health-care professionals must be mindful of the HIPAA
regulations and requirements for handling identifiable PHI. Stan-
dard SMS and MMS texting of identifiable PHI data do not satisfy
HIPAA requirements because these media are not encrypted, and
many smartphones cannot encrypt data [24]. Even with smart-
phones equipped to encrypt data, standard SMS texting does not
offer secure (encrypted) data transmission; the data may be stored
in central servers that are not HIPAA compliant.

The Joint Commission and the Centers for Medicare and
Medicaid Services have recommended that health-care organiza-
tions have policies prohibiting SMS and MMS texting of identifiable
information and photographs from personal mobile devices
[25,26]. Although the Centers for Medicare and Medicaid Services
later allowed texting of identifiable patient information with secure
(encrypted) platforms, the texting of patient care orders is still
prohibited, regardless of the platform being used [27]. Proprietary
messaging services are now available, with secure platforms and
servers that are HIPAA compliant for managing identifiable PHI
[28,29]. Even so, there are as yet no accepted standards or regula-
tions to guide the evolution of these services [28].

Unlike standard SMS and MMS messaging, electronic medical
record (EMR) systems provide an excellent means to store and
share identifiable PHI. These systems are HIPAA compliant, use
frequently changing passwords for security, and are frequently
backed-up to protected servers. The EMR offers a secure, intra-
system sharing platform; several vendors now offer applications for
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Figure 2. Captured photographic image (a), EXIF data and timestamp embedded within photograph's file (b), and EXIF geotagging location data embedded in photograph's file (c).
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the upload of clinical photographs into EMRs [2]. EMR systems are
not easily accessed by outside computers and smartphones, how-
ever, thereby limiting their use in data transmission among pro-
viders [30]. In addition, EMR systems are susceptible to attacks by
computer hackers [30]. Similar to EMR systems, intrasystem email
platforms are another tool within many health-care systems that
while encrypted, usually lack the convenience and streamlined use
of smartphone texting.

Is consent needed for treatment photographs?

Traditional informed consent refers to patient autonomy in
considering the risks, benefits, and alternatives of available treat-
ment options [31]. Section 164.506 of the Privacy Rule distinguishes
between “verbal agreements,” “consents (written),” and “authori-
zations (written).” “Consent” is defined as written permission to use
and disclose identifiable PHI for treatment, payment, and health-care
operations. “Authorization” is the written permission required for all
other uses and disclosures of identifiable information [16]. Both
consent and authorization are written, in contrast to simple “verbal
agreements” that can accommodate situations where it isimpractical
to obtain written permission to share a patient's information [ 16].

With regard to identifiable PHI and photographs, the Final Privacy
Rule states that “we require covered health care providers who have a
direct treatment relationship with an individual to obtain a general
‘consent’ from the individual in order to use or disclose identifiable
PHI about the individual for treatment” [16]. Consents for medical
treatment and billing routinely obtained by hospitals and offices
generally address the acquisition, sharing, and recording of identifi-
able PHI for patient treatment; this will include clinical photographs
that are used for medical treatment. If patient photographs which
contain identifiable PHI are used for purposes other than treatment of
the individual (ie, education, research, and publication), then a
separate written authorization from the patient is required. In
contrast, photographs which have undergone the deidentification
process are no longer considered identifiable PHI and, as such, are not
subject to the handling requirements of HIPAA [16,17].

Summary

Photographs that can be linked to a patient are considered
identifiable PHI, and therefore, their handling, sharing, and storage
are subject to HIPAA requirements. Clinical photographs that have
been deidentified in accordance with HIPAA/Privacy Rule guide-
lines are harder to link to an individual patient and are therefore
not considered PHI and escape HIPAA requirements. An under-
standing of this difference is important to practitioners who want
to facilitate clinical care using patient photographs, while
respecting patient privacy and minimizing noncompliance risk.
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