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ARTICLE INFO ABSTRACT
Keywords: The process of examining the data flow over the internet to identify abnormalities in wireless
Wireless networks network performance is known as network traffic analysis. When analyzing network traffic data,

Network traffic
Computation time
Clustering accuracy
Overhead

traffic classification becomes an important task. The traffic data classification is used to determine
whether data in network traffic is in real-time or not. This analysis controls network traffic data
in a network and allows for efficient network performance improvement. Real-time and non-real-
time data are effectively classified from the given input data set using data mining clustering
and classification algorithms. The proposed work focuses on the performance of traffic data
classification with high clustering accuracy and low Classification Time (CT). This research work
is carried out to fill the gap in the existing network traffic classification algorithms. However,
the traffic data classification remained unaddressed for performing the network traffic analysis
effectively. Then, we proposed an Enhanced Self-Learning-based Clustering Scheme (ESLCS) using
an enhanced unsupervised algorithm and adaptive seeding approach to improve the classification
accuracy while performing the real-time traffic data distribution in wireless networks. Test-
bed results demonstrate that the proposed model enhances the clustering accuracy and True
Positive Rate (TPR) effectively as well as reduces the CT time and Communication Overhead
(CO) substantially to compare with the peer-existing routing techniques.

1. Introduction

The technique of interrupting and analyzing the messages in a network communication system to identify data trends is known
as network traffic analysis [1]. Even without decrypting the messages, it is used in the context of military intelligence, counterintelli-
gence, or pattern-of-life analysis [2]. The more the number of observed messages the more traffic needs to be monitored. Moreover,
the invaders/intruders also utilize the network traffic analysis for studying the network traffic patterns and to detect the loopholes

.
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Fig. 1. Framework of network traffic analysis.

to misuse the sensitive data. Network traffic analysis is also employed in determining the type of data flow using physical and
mechanical algorithms [3].

The first step in network traffic analysis is network traffic classification, which classifies or identifies various applications and
protocols that are present in a network. Network classification is a key component of network Intrusion Detection Systems (IDS) [4],
which use categorized network traffic to carry out operations like monitoring, discovering, controlling, and optimizing. Classifying
network traffic is a crucial task that helps Internet Service Providers (ISPs) [5] identify the different types of application flows in a
network. ISPs or network operators can control a network’s overall performance with the aid of network traffic classification [6].

1.1. Network traffic analysis

When there are many networks and network applications in a network infrastructure, it is one of the most important challenges
to quantifying the performance of the network. Network traffic analysis is a significant task that provides efficient troubleshooting
algorithms to resolve many issues in the network and facilitates network services for an unlimited period of time [7]. It is the process
of observing and investigating the network traffic to recognize the traffic flows in a network environment. Network traffic analysis is
a proactive approach for guaranteeing secure, consistent, and qualitative network communication services. The network is examined
at three different levels namely, packet level, flow level, and network level for security administration [8]. Different algorithms are
being employed in network traffic analysis namely port-based, payload-based, and Machine Learning (ML) based algorithms [9].
Fig. 1, shows the framework of the general network traffic analysis process.

As shown in Fig. 1, network traffic analysis consists of preprocessing algorithms followed by Data Mining (DM) algorithms for
analyzing and evaluating the patterns of the network data. A detailed description of the network traffic analysis is as follows:

« Datasets: Testing and assessing are the essential tasks of network traffic analysis for detecting the flow of traffic data. A standard
Center for Applied Internet Data Analysis (CAIDA) [10] dataset is employed for computing the network traffic analysis for various
network applications [11].

Preprocessing: Preprocessing is applied as the second phase for changing the real-world data into a reasonable format. The real-

world data is frequently incomplete and consists of noisy characteristics in a particular situation. Moreover, the data evaluated

from the real world using DM algorithms are imperfect, and incompatible and also it includes errors and outlier values [12].

Therefore the preprocessing algorithms are mandatory to evaluate the DM algorithms which enhance the data quality and

accuracy with better efficiency. Since there are several patterns and formats, the preprocessing methods are essential to recognize

those patterns and formats during the network traffic analysis [13].

DM: DM is employed for knowledge discovery and it plays a vital role in analyzing network traffic [14]. Two important proce-

dures for DM algorithms are,

- Clustering algorithm: Clustering is the process of categorizing the given dataset into clusters or groups for their charac-

teristics. Clustering helps in dividing the data into a group of related objects and every group is labeled as a cluster. Each
cluster consists of similar members and members of one cluster are diverse from the other one [15,16]. Clustering methods
are generally employed to generate groups in network traffic data during network traffic analysis.
Online Efficient Incremental Clustering (OEIC) [17] algorithm to cluster the network traffics. The huge networks required a
predefined number of clusters (x) and threshold values to cluster the network data. Most of the time these values produce
wrong outcomes. The online Efficient Incremental Clustering algorithm was represented as an optimum algorithm for online
clustering since it does not require more clusters («x) and threshold values [18]. Therefore the increased level of accuracy with
reduced time was attained in traffic clustering by employing the Online Efficient Incremental Clustering algorithm [19].

- Classification algorithm: Classification is a function of data analysis that considers the search instance of a dataset and
allocates it to a specific class. A classification-based network traffic analysis aids in categorizing the total traffic into normal
and malicious. The main objective of the classification algorithm is to reduce the number of false positives and false negatives
(i.e., target class incorrectly identified from traffic data). It also assists in predicting the target class accurately from the traffic
data thus increasing the true negative rate (i.e., target class correctly identified from traffic data). The classification algorithm
can recognize the network applications as low, medium, or high risk during the traffic analysis process [20].
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Fig. 2. Process of network traffic classification.

Evaluation: DM algorithm practices a number of metrics for analyzing the traffic data. Once the DM processes are performed,
the extracted result is passed through several other performance metrics like accuracy, TPR, and CO for further analysis [21].

1.2. Network traffic classification

por
use
spe

Network traffic classification is a programmed process that classifies the network traffic into traffic classes depending on the
t numbers or protocols. Each consequential traffic class is applied in a different way to distinguish the services provided to the
r. The data packets are categorized and processed differently by the network scheduler. Since the traffic flow is classified using a
cific protocol, a determined policy can be enabled for data and other flows. These policies ensure a specific quality offered to the

data and other flows with an optimum delivery effort [22]. Network classification algorithms are applied to the point at which the
traffic enters the network with granularity. This algorithm provides the traffic management mechanisms to partition the traffic into

spe

cific flows and queues and also each partition is shaped differently. Fig. 2, illustrates the process of network traffic classification.
The network traffic classification process consists of five steps as follows,

Network traffic capture: Network Traffic Capturing is the first and most significant step in the classification process which
executes the data collection from the network traffic. As a result, the real-time network traffic is captured with the help of
various tools in an effective manner [23].

Feature Selection (FS) and extraction: Once the network traffic data is captured, the FS and the extraction step are processed.
During the FS process, the features such as packet duration, packet length, inter-arrival packet time, protocol, etc., are mined
from the captured data. Then the extracted features are engaged in guiding the ML classifier [24].

Sampling and training process: The datasets are sampled either for supervised or unsupervised learning algorithms for the
applications in the network [25].

Implementation of ML algorithms: The implementation step incorporates the procedures for applying the supervised, unsu-
pervised and semi-supervised ML algorithms or classifiers or algorithms used in network traffic classification [26].

Results and observations: The implementation of ML algorithms provides complete detail about the information accuracy,
training time, or CT and TPR for further analysis [27].

The Transparency, Consent, and Control (TCC) [28] information algorithm for traffic classification. It is a non-parametric ap-
proach to produce better performance in classification. TCC was utilized in the automatic recognition of unidentified network
applications from the confined network traffic and a semi-supervised DM approach for handling the network packets. Addi-
tionally, three other classification algorithms namely Average Nearest Neighbor (AVG-NN) [29], Minimum Nearest Neighbor
(MINNN), and Mean Variant Nearest Neighbor (MVT-NN) [30] were employed for inculcating the correlation information into
the class prediction to boost the classification performance of the TCC framework.

The Self-Adaptive Network Traffic Classification system (SANTaClass) [31] evades the manual interference needed to extend the
exact payload-based signatures for different network applications in the real-time traffic classification. SANTaClass integrated
the automated signature generation algorithms with real-time traffic classifiers. Furthermore, the automatic learning applica-
tion stuff makes this SANTaClass algorithm mingle with any network. The signature generation algorithm was employed for
recognizing the invariant patterns and also managing the text-based and binary-based encrypted applications consistently. SAN-
TaClass also made use of an incremental learning algorithm for adjusting the dynamic nature of the network traffic through the
construction of signatures.

1.3. Clustering scheme for effective network traffic analysis

The clustering approach is developed for restricting the noise attributes and to enhance the accuracy of network traffic classi-

fication by opting for informative attributes and representative instances. In the clustering-classification approach, the traffic data
is preprocessed and the unnecessary or irrelevant attributes from the global perspective are removed. Then, the k-means clustering
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Fig. 3. Architecture of enhanced clustering scheme.

algorithm is applied to the training set for restricting the noisy instances and for the selection of a centroid for each cluster as the
representative training instances. K-means clustering is a significant approach for some learning algorithms to minimize the amount
of computation [32]. At last, a network classifier is applied to the representative training instances to determine the new traffic in
real-time. Fig. 3 illustrates the architecture of the enhanced clustering scheme.

The enhanced clustering scheme consists of four steps as follows:

+ The pre-processing of data for removing the inappropriate and unnecessary attributes from the original data from a global
perspective.

+ Identification of the most representative instances for enhancing the learning process efficiency and prediction accuracy by
grouping the samples into a single class.

« Removal of the centroid of each cluster to perform as a representative instance of the application class.

« Finally, constructing the network traffic classification algorithm based on the network classifier performance.

1.4. Problem statement

A constrained clustering scheme referred to as the Set-Based Constrained K-Means (SBCK) algorithm was designed for enhancing
the traffic CA. A constrained clustering scheme was implemented to observe the partial equivalence relationship among the IP
flows to increase the clustering performance and speed up the convergence of the clustering process. After that, the decisions
were implemented through the consideration of particular background knowledge and traffic statistics were examined. In the SBCK
algorithm, a semi-supervised internet traffic clustering scheme was employed using the background information of traffic data to
increase the clustering performance. This helped in clustering the internet traffic data more effectively. Subsequently, data and
set-based limitations were fitted into Gaussian Mixture Model (GMM). The SBCK algorithm also improved the CA using the equal
frequency binning method for feature discretization. However, the SBCK algorithm failed to cluster the real-time and non-real-time
data.

The proposed ESLCS is described with a semi-automated internet flow traffic classifier for improving the accuracy of traffic data
classification. In Adaptive Ranking Fuzzy-based Energy-efficient Opportunistic Routing (ARFOR), unsupervised clustering algorithms
were employed for combining the data into clusters. After that, the filtering phase was developed to increase the clustering perfor-
mance and coverage. An iterative clustering algorithm and self-seeding approach of the proposed algorithm reduced the number of
clusters and increased the homogeneity. Even though the proposed algorithm is constructed with the help of an adaptive classifica-
tion algorithm, iterative approach, layer-4 features, and iterative port filtering approaches, it failed to reduce the computational time
during traffic classification.

The major contributions of the paper are listed below,

+ Proposed algorithm analyzing the network traffic through the classification of patterns into real-time and non-real-time traffic
data. Both unsupervised and supervised clustering and classification algorithms are used in the proposed algorithm.
« Proposed an effective traffic data classification to sustain the network traffic management.
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« Proposed model is developed for improving the analysis of the network traffic data with reduced time consumption.

The following section depicts the general structure of the study method: Section 2 discusses the various peer-competing existing
approaches and their limitations. Section 3 presents the proposed method and is tested with different scenarios. The result analysis of
the proposed and existing protocols is presented in Section 4. Finally, Section 5 concludes the paper and highlights the future scope.

2. Literature review

Network traffic analysis is the process of tracking, assessing, and investigating the network traffic data for improving the per-
formance and security of network processes. It is the process of utilizing physical and mechanical algorithms to evaluate the
granular-level aspects and statistics in the network traffic. Network traffic analysis is employed in obtaining in-depth knowledge
about the type of traffic or flow of data in a network. In general, the network traffic analysis is executed by observing the network or
network bandwidth monitoring application. Malicious or suspicious packets in the traffic also can be recognized using the network
traffic analysis.

Also, it involves examining the network traffic patterns and discovering the defects in sensitive data. Classification and clustering
are the two important tasks for controlling network traffic. Supervised classification and unsupervised clustering are the common
algorithms used in network traffic management. Even though there are many algorithms and approaches were established to enhance
the performance of network traffic mining, there are many stumbling blocks in the network traffic analysis. Therefore, a few literature
works are analyzed to enhance the traffic monitoring process for troubleshooting and solving the issues in the network services.

2.1. Literature on network traffic clustering schemes

Cheng et al. [33] developed a constrained clustering scheme for enhancing the accuracy of traffic clustering. A constrained
clustering scheme was employed in constructing the decisions along with the background information on traffic statistics. A set
of equivalent constraints was also incorporated into the constrained clustering scheme. Then, the monitored data with restrictions
were used Gaussian mixture density and an approximate algorithm called SBCK algorithm to maximize the evaluation of algorithm
parameters. In addition, a fundamental binning method was also utilized in recognizing the effect of unsupervised features in
clustering. Therefore the constrained clustering scheme increases the CA but increased the time complexity as well.

Gao et al. [34] introduced the OEIC for clustering the network traffics. The networks with high rates required predefined numerous
clusters (x) and threshold values for clustering the network data. However, the outcomes from these predefined numerous clusters
(x) and threshold values produce erroneous results. Though the online efficient incremental clustering algorithm produced a higher
level of accuracy with less time, it failed to address the issues of CO.

Whaiduzzaman et al. [35] presented an algorithm with two principles like Plackett-Luce (PL), Mixture Model (MM), and the
iterative rank-tree algorithm for supervised clustering. The k random label rankings were altered and feature space was differentiated
for decreasing the ranking loss after the re-calculation of the k rankings depending on the cluster assignments. MM-PL approach was a
multi-prototype supervised clustering algorithm that depends on PL probabilistic ranking algorithm. MM-PL approach was employed
in representing each cluster using a union of Voronoi cells with a set of prototypes and cluster central ranking was established by the
allocation of each cluster with a set of PL label scores. But, PL. Mixture Algorithm and the Iterative Rank Tree algorithm decreased
the CA.

Zhang et al. [36] discussed a semi-supervised approach for enhancing internet traffic clustering. A GMM with set-based equiva-
lence constraint and constrained EM algorithm was also involved in a semisupervised approach for clustering the traffic data. The
quantization of feature flows in preprocessing step by a semi-supervised approach helped in increasing the traffic CA. Even though
the traffic CA was increased, the CT was not reduced.

In network management, clustering is one of the significant tasks in traffic data depending on correlation analysis. Memon et
al. [37] designed a similarity measure to evaluate the clusters of highly variable data for correlation. A similarity measure was
applied in correlation-based clustering algorithms for time series analysis described by increased variability. Similarity measures
solved the problems of conventional algorithms by improving the results of network and system measurements. Similarity measures
also enhanced traffic clustering. But, still, it was unable to predict the traffic flows.

Lei et al. [38] developed congestion cluster identification for providing an essential amount of flexibility to various applications.
A clustering algorithm was employed in minimizing the traffic network by avoiding repeated and congested clusters. The clustering
method was applied to the city of Munich and the traffic conditions were predicted using floating car data. This helped in analyzing
the congestion behavior of clusters. In addition, the negative effects of congestion were restricted by using this method to maintain
the urban traffic but the traffic detection rate was less.

Ren et al. [39] analyzed the traditional clustering algorithms for a terrestrial social network to reduce the CO. The reduction of
CO was performed by finding the message carriers which broadcast the messages nearer to the destination node. The bridge nodes
between single-hop destination clusters were identified for guaranteeing the inter-cluster routing and to perform the alteration of
existing schemes. This instigated a path toward a disjoint destination cluster. But, the CO issue was not addressed appropriately.

Chithaluru [40] elucidated the robust anomaly detection algorithm called Fuzzified Cuckoo-based Clustering Algorithm (F-CBCT).
In F-CBCT two phases were involved namely training and detection. In the training phase, the Decision tree was employed along with
the hybridization of Cuckoo Search Optimization and K-means clustering. Then, a multi-objective function depending on Mean Square
Error (MSE) and Silhouette Index was utilized for calculating the two simultaneous distance functions such as the Classification
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measure and Anomaly detection measure. When the system was trained, the detection phase was stimulated and a fuzzy decisive
approach was utilized for identifying anomalies in the origin of input data and distance functions. F-CBCT increased the TPR in the
detection of anomalies but CA was diminished.

2.2. Literature on network traffic classification schemes

Hewa et al. [41] presented a system called Principal Component Analysis of Packet Library (PCAPLib) to offer an efficient
classification, extraction, and anonymized packet traces based on real network traffic. At first, the packet traces were extracted
and classified by active trace collection through the influence of multiple detection devices. Then, deep packet anonymization was
applied to secure the privacy of packet payload for many applications. PCAPLib system increased the TPR but failed to decrease the
CT.

Chithaluru [13,42] introduced a semi-supervised classification method that depends on Particle Swarm Optimization (PSO).
PSO was employed in identifying the centroids of classes and semi-supervised classification methods were used in attaining the
merits of unlabeled occurrences. In semi-supervised PSO, restricted labeled samples and several unlabeled samples were employed
in identifying the collection of prototypes for representing the patterns of entire data. Then, the unlabeled data was categorized
with acquired prototypes in the principle of the “nearest neighborhood”. However, the time required for traffic classification was
increased in the semi-supervised PSO method.

Wu et al. [43] introduced an algorithm called TCC information. The performance of classification was enhanced through the
integration of correlated information into the classification process. TCC increased the traffic classification when compared with other
conventional approaches. In addition, TCC was mostly used in the automatic recognition of unknown applications and employed in
semi-supervised DM for dealing the network packets. Even though TCC minimized the CT, traffic prediction was not achieved
effectively.

Chithaluru et al. [44] designed a Tailored Decision Tree Chain (T- DTC) model for better traffic classification. The imbalanced
traffic distributions were utilized for improving the training and classification phases. Classification And Regression Task (CART)
Decision Trees in the sequential chain were employed for avoiding the traffic applications and for removing the samples allocated to
each application group. Then classifiers were applied for the applications that were not detected. However, T-DTC failed to reduce
the CO.

Ullah et al. [45] presented an algorithm called Learning of Decomposable Models with Limited Cycle Size (LDMLCS) for traffic
classification. LDMLCS addressed the issues of over-fitting and capturing the interaction between diverse features. Evaluation of
marginal distributions in approximating model was performed and restriction of maximum cycle size in the graph was permitted to
maintain the complexity of models. However, LDMLCS failed to minimize the CO.

Chithaluru et al. [46] presented a Traffic Classification method based on Expanded Vector (TCEV) for minimizing the number of
packets used in classifying flows. In TCEV, seven types of relationships were developed for flows by considering the relationships
between flows. The flow property was not required in TCEV and combined linear complexity of the flow number. TCEV achieved
high performance with decreased number of processed packets and packet loss. But, TCEV increased the computational complexity.

2.3. Literature on network traffic analysis

Qiu et al. [47] introduced the Feature Extraction Approach (FEA) which provides robust user identification in the network
environment. FEA employed only metadata of the traffic and generation of application-level user interactions. This allowed the
additional and consistent identity with the richer discriminatory feature set. Then, the user-interaction-based feature extraction
algorithm was examined for achieving increased recognition rates. This provided appropriate knowledge to the forensic investigators
to remove, purify, and recognize the relevant network traffic effectively. Though the FEA enhanced user identification, the time
consumed for traffic classification was not minimized.

Chithaluru et al. [48] discussed the FS algorithm for traffic classification with goodness, stability, and similarity. In the FS
algorithm, the optimal features were integrated with outcomes of conventional FS algorithms for identifying reliable features. Then,
the smallest sets of features were chosen for improving the data quality. FS enhanced the accuracy and improved the run-time
performance of classifiers than the other traditional algorithms. However, the FS algorithm failed to enhance the traffic prediction
rate.

Hao et al. [49] explained the feature extraction and selection approach. In the feature extraction and Selection approach, Wavelet
Leaders Multi-fractal Formalism (WLMF) was employed for mining multifractal features from traffic for representing the traffic flows.
Then, the obtained multi-fractal features were implemented with Principal Component Analysis (PCA) based FS method to eliminate
the irrelevant and redundant features. Feature extraction and Selection approach increased the accuracy and was appropriate for
real-time traffic classification due to its capability of categorizing traffic at the early stage of traffic transmission. But, time complexity
was not reduced in the feature extraction and Selection approach.

2.4. Literature on classifiers for traffic data identification
Chithaluru et al. [50] described a modular, cascading traffic classification system called waterfall architecture for integrating the

traffic classifiers. In waterfall architecture, cascade classification termed as a multiclassifier variant was employed for finding the
IP transmissions. The problem of traffic classification was solved into smaller and independent modules to ease management. Then,
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an optimization algorithm was employed in the automatic Selection of a set of best modules to maximize the performance in terms
of CPU time, the number of errors, and the percentage of unrecognized flows. However, the classification accuracy was unable to
improve at the required level.

Qiu et al. [51] introduced a malware behavioral classifier termed MultilAyer Graphs for MAlware detection (MAGMA). MAGMA
depended on big data methodology determined by the real-world data acquired from traffic traces gathered in an operational
network. Automatic extraction of patterns for particular input events was performed by MAGMA from a huge amount of events in
the network. Then, a network connectivity graph was constructed which extracted the entire network behavior of the input or seed.
The features were extracted from the connectivity graph and a supervised classifier was developed but minimized the TPR.

Chithaluru et al. [52] described a Self-Learning Intelligent Classifier (SLIC). A small number of training instances self learns were
performed and implemented a classification model to attain high accuracy in categorizing non-static traffic flows. The classification
model was constructed by a small set of labeled data and self-learns that were stimulated into chosen test instances. Then, self-
learning was performed over the Naive Bayes which enabled the independent Selection of better candidates. In addition, SLIC was
allowed to identify and categorize unknown application protocols. However, a method for decreasing CT remains unaddressed.

A major concern in different applications is network traffic, which is essential for the operation of the applications used in wireless
sensor network [53]. It is described how to discover and maintain routes in sensor networks using routing protocols such as AODV,
OLSR, and DSR with data compression [53]. Sisodia et al. [54] discussed various terms and routing protocols that were used in
internet of things to provide better communication between sensor nodes. Shankhdhar et al. [55] discussed about the EEG signals
for the operation of a drone and the analysis of human intent recognition.

2.5. Research gaps identified in the literature
The gaps identified in the literature are as follows,

+ Most of the approaches failed to cluster the real-time and non-real-time data.

+ Few approaches failed to reduce the computational time.

« The process of real-time and non-real-time traffic classification was complex in a few schemes.
+ Few classification schemes are not considered real-time and non-realtime traffic data.

3. Proposed method

To overcome the existing limitations, the proposed CKM-DT with the CART algorithm was introduced for performing the network
traffic analysis. The proposed CKM-DT algorithm classifies the patterns as real-time and non-real-time traffic data based on the
network traffic conditions. The proposed Centroid-based K-Means cluster and Decision Tree (ECKM-DT) algorithm is performed in
two phases namely clustering and classification. The proposed CKM-DT algorithm classifies the patterns as real-time and non-real-
time traffic data based on the network traffic conditions. Initially, the unsupervised clustering is carried out using the Enhanced
Centroid-based K-Means Unsupervised Clustering (ECKM-UC) method.

Through this ECKM-UC method, the x initial (means) is created in a random manner using the data domain. The ECKM-UC
method primarily identifies the number of clusters to be generated from the given input data points. After that, the centroid of each
cluster is initialized. Following, the x numbers of clusters are created with better results through the determination of the distance
between the data points. Each cluster is formed by assigning the data points with minimum distance. Next, the centroid of the new
cluster is recalculated and the data points are grouped under the new cluster. This clustering process is repeated until there is no
data point to move into a new group. This leads to improvement of the CA. Later, the proposed ECKM-DT algorithm performs the
classification process with the help of a decision tree generated by the CART supervised classification model. Through the decision
tree with the CART supervised classification model, the decision tree is constructed to classify the network traffic data into real-time
and non-realtime traffic data. In this manner, the classification of network traffic data is successfully performed with minimum time
consumption.

In the network traffic analysis, cluster validation is an important entity that helps to enhance the CA and to ensure the effectiveness
of traffic flow in the network environment. In a network, the features of traffic occurrences are identified through effective mining
technology. In the proposed ECKM-DT method, unsupervised clustering is carried out with the introduction of the ECKM-UC method.
Using this method, the number of given input data points is divided into k number of clusters with the nearest mean. The optimal
results are discovered by introducing the cluster validation criterion. Thus, the proposed ECKM-DT algorithm uses the ECKM-UC
method to cluster the traffic flow data points effectively from the dataset. Through this clustering process, the traffic flow data are
identified and a similar group of traffic nodes is grouped. After the performance of unsupervised clustering on different input data
points, the proposed ECKM- DT algorithm is applied for supervised classification. The classification of traffic data is performed by
generating the decision tree using the CART classification model.

In the proposed ECKM-DT algorithm, the combination of unsupervised clustering and supervised classification is successfully
carried out to perform efficient traffic data classification. Fig. 4 shows the overall structure of the centroid-based K-Means cluster
and decision tree with the CART algorithm.

As shown in Fig. 4, the network traffic analysis is efficiently carried out with the implementation of the proposed ECKM-DT
algorithm. Unsupervised clustering and supervised classification—the two key phases of the proposed algorithm—are used in network
traffic analysis. To carry out the subsequent operations, initial fresh data (i.e., traffic data points) are taken from the CAIDA dataset.
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Fig. 4. Structure of ECKM-DT with CART algorithm.

The suggested algorithm manages the network infrastructure to actively track traffic on the chosen links. Numerous sequential
workload traffic studies are included in the CAIDA traffic analysis. The collection of traffic data from a specific network node is used
to calculate the workload. For instance, the data may be gathered by a traffic monitoring device and broadcast over a network link.

To carry out the clustering operation, the training dataset requires various parametric values. The evaluated parametric values
are established on the validation set. The ECKM-UC method considers traffic data points from the given dataset as input to group
similar traffic data points. The process of clustering is started by the identification of « initial (means) from the given input dataset
randomly. After that, the numbers of clusters with Cluster Heads (CHs) are generated with the nearest mean. For each cluster, the
ECKM-UC method detects a centroid. The clustering operation is carried out with the determination of the distance between data
points as well as the centroid of each cluster. According to the minimum distance, the clusters are generated by assigning each data
point to a particular cluster. New clusters are generated and then the centroid of each new cluster is recalculated. This process ends
when the dataset has no more data points to move. This procedure proves that the proposed ECKM-DT algorithm enhances the CA
efficiently.

After that, the ECKM-DT algorithm introduces the effective decision tree with the CART supervised classification model to classify
similar data points on the traffic data. The supervised approach works with the traffic-occurring data points in a network. The decision
tree with a CART supervised classification model is used to classify real-time traffic data and non-realtime traffic data from the given
input dataset. Moreover, this model also reduces the CT efficiency during the network traffic classification. The two essential phases
involved in this model, make the network traffic data analysis more efficient.

3.1. ECKM-UC

In the proposed ECKM-DT algorithm, unsupervised clustering is the first process to cluster similar data points from the given
dataset. The unsupervised approach manages the valuable frameworks in the knowledge acquisition process and detects the funda-
mental clusters on traffic network data points. Due to the involvement of the ECKM-UC method; the proposed ECKM-DT algorithm
plays a vital role in computing the similarity of traffic flow in complex network traffic. The unsupervised DM approach is widely
used to predict the target traffic rate.

The process of unsupervised clustering with varying parameters is depicted in Fig. 5. Using various input data points, the un-
supervised clustering process creates the k number of clusters. The clustering (grouping) process is carried out by the CH for each
cluster group by the nearest mean. Each cluster group contains a black dot representing the cluster centroid. The ECKM-UC method
is used in the proposed ECKM-DT algorithm to perform unsupervised clustering by dividing the # input data points into a specified
number of partitions. The minimum distance between data points and the corresponding cluster centroid is used to cluster the input
data points. After that, the data points are grouped into clusters that are comparable and have similar feature values. Assumed to be
a positive integer number that represents the number of clusters in the ECKM-UC method, the x parameter is assumed to be positive.
The formation of three clusters, for instance, indicates that x = 3.

Let us assume, n number of data points &, i = 1,2,3, .., n grouped into ¥ number of clusters. The main purpose of unsupervised
clustering is to construct the cluster for every input data point in the given dataset. The ECKM-DT algorithm introduces the ECKM-UC
method to discover the positions «;, i = 1,2,3, .., n of the clusters by minimizing the distance between the centroids of the clusters.
The clustering process is completed by achieving the lowest distance measure. The Euclidean distance function is mostly utilized to
determine the distance between the data points. The Euclidean distance can be expressed mathematically as given in Eq. (1),
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Fig. 5. Process of ECKM-UC.

D(p.q)= (€))]

where (p, q) represents the two input vectors (two data points). All the data points equally contributed to the function value in the
Euclidean distance function.

For each cluster, the cluster centroid is assumed by randomly separating all the data points into « clusters through the Euclidean
distance function. Every data point is considered a cluster centroid when data points are less than the number of clusters. Otherwise,
the distances between the centroids are determined. Then, the data points with minimum distance are clustered. After placing all
the data points in a specific cluster, when there is no data point to move towards a cluster the process gets finished. Otherwise, by
recalculating the cluster and its centroid, the process gets repeated. Recalculation of centroid can be expressed mathematically as
given in Eq. (2),

p=1 3¢ @
Vi

where a set of cluster center f is indicated as f = {$,, f,, f3, ... f,}. The centroid of the i cluster is represented by y; and the number
of data points is represented by ¢&;.

The proposed ECKM-DT algorithm to cluster the input data points with higher CA. Initially, the ECKM-UC method defines the
number of clusters x to be generated with the consideration of data points from the given dataset. After grouping the data points,
the clustered data points are classified by implementing the decision tree with the CART supervised classification model.

In the proposed ECKM-DT scheme, the supervised classification is the second phase. To enhance network traffic mining, huge
numbers of network classifiers are tested with a random subset of features. But, the classification of real-time and non-real-time
traffic is a difficult task during network analysis. Therefore, this research work introduces a decision tree with the CART supervised
classification model to classify real-time and non-real-time traffic data successfully. The effective classification is carried out with the
generation of a decision tree using a decision tree with the CART supervised classification model. This model is a well-organized ML
algorithm to create exclusive decision trees.

In the ECKM-DT scheme, the CART supervised classification model is implemented to construct the decision trees from a training
dataset by utilizing the concept of information entropy. Let us assume, 7, i = 1,2,3, .., n is the number of training dataset which is
already classified. Then, the CART supervised classification model is initialized with a root node. The Decision tree with the CART
supervised classification model identifies the attribute of the data at every node and classifies the samples into subsets. The splitting
strategy is performed based on the normalized information gain. The attributes with the highest normalized information gain are
identified as decisions in the decision tree algorithm. Then, the smaller sub-lists are returned by the CART algorithm. Fig. 6 illustrates
the decision tree with the CART supervised classification model.

The supervised clustering approach with the objective of grouping the feature space into « clusters. However, it failed to extract
the feature to perform the classification process effectively. To overcome this limitation, the decision tree with the CART supervised
classification model is implemented in the proposed ECKM-DT algorithm. As shown in Fig. 6, the decision tree is constructed with
three attributes (P, Q, R). It shows that the attributes with higher information gain are chosen for making fine decisions. The classi-
fication rule is generated by each path from the root node to the leaf node in a decision tree. In addition, the recursive partition is
also carried out in a particular time interval by the decision tree. Generally, the decision tree is limited to internal nodes, edges, and
leaf nodes. Every internal node is labeled as a decision node which denotes the subset of attributes.

The number of classes is indicated as # and the number of instances is indicated as I'(P.i). Then, the entropy (e) of attribute P is
evaluated as given in Eq. (3),

n
c(P)= Y p(A.i)logyp(A.i) ©)
i=1
Then, for a set of cases, the information gains ¢ is calculated. The confined cases’ subset with different known values of the attribute
from the tree is separated by the attribute (¢). The information gain is then assessed using Eq. (4),
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Fig. 6. Decision tree with CART supervised classification model.
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whereas T; represents a collection of P values in ¢. In this case, ¢; denotes the subset of ¢ created by P and P, denotes the attribute

of P with the value v The gain ratio is then calculated using Eq. (5),
Gain(P,¢)

spiltinfo(P,¢)

where splitinfo (P,¢) designates the data as a result of the division of T based on the value of As categorical attribute. The definition

of splitinfo(P,¢) is then given in Eq. (6),

%s(P,g) = (5)

Ig, Ig,l

spiltinfo(P,g) = Z |G| |€|

(6)
where the subsets of attributes are indicated as | P, | and | P |. Therefore, the information gain ratio is measured according to the
decision tree and attributes with a huge number of different values. Then, for the determination of information gain, the attributes
are selected which are more suitable. Therefore, the attributes are tested to verify whether they are nearest to the root of the tree.
Then, the best attribute is identified and connected to the tree as given in Eq. (7),

Pbext=argmax{%g(PvG)} (7)

where the attribute is selected with maximum information gain argmax. Then, the traffic analysis is carried out from the given input
data by classifying them into real-time or non-real-time traffic data.

The ESLCS scheme to cluster the network traffic with the improvement in the robustness and accuracy beyond the huge stream
of network traffic. But, the time remained unaddressed. Therefore, the proposed ECKM-DT algorithm uses a decision tree with CART
supervised classification to reduce the CT and also minimize the CO. The process of decision tree with CART supervised classification
algorithm to provide the accurate classification with minimal time.

In the proposed ESLCS scheme, clustering is the first process to group the input data points based on their similarity nature,
which is performed by introducing the Enhanced Distribution based Expectation-Maximization Clustering (EDEMC) approach. The
EM clustering is the iterative process that detects the Maximum Likelihood Estimate (MLE) of the data points from the dataset and
groups them into related clusters. The MLE is the process of maximizing the likelihood by making observations for the data points.

According to the probability distribution function, the distribution-based Expectation Maximization (EM) clustering approach is
carried out in two steps as Expectation step (¢) and the Maximization step (). The probability distribution function is determined as
a number between ‘0’ and ‘1’. Here, ‘1’ indicates certainty which means that there is a chance (possibilities) for some event to have
occurred and ‘0’ indicates that there is no chance for an event to occur. In step &, the probability function for the expectation of log-
likelihood is determined by utilizing the current status of the data points. Then, step y is carried out to re-estimate the distribution
of data to maximize the expected log-likelihood.

The initial parameters (features or attributes) of distribution are randomly selected. Then, the two steps are carried out in the
ESLCS approach to perform the traffic data clustering. The ¢ step is employed to identify the membership probability for each data

10
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point by using the current parameters of the distributions. Later, based on the computed probabilities, the data points are relabeled.
The similar parameters of data points are grouped into respective clusters. Then, the y step re-estimates the parameters of the
distributions. Then, the ESLCS approach generates the new clusters to maximize the likelihood of the data points.

Let us consider, » number of data points &, i = 1, 2, 3, ..., n grouped into y number of clusters y;, i = 1, 2, 3, ..., n. Before
performing the € and y steps in the distribution-based EM clustering, the set of vectors y, is extracted from the data points, which
helps to cluster the same types of data points into respective clusters based on the features. The data points are indicated as ¢; . Here,
i denotes the data point and y denotes the feature of the data point. The set of features is randomly obtained as y, ,, [0, 1]. Here, if
the value is ‘1’, then the feature y is to be used in classifying the data point ¢;, or else y is ignored when it is ‘0’. The similar features
of different data points are grouped into the same cluster. If the features helped with clustering, then it is considered unmasked,
otherwise, it is considered masked (i.e. concealed). Then, the noise mean and the noise variance for feature y is calculated if the
particular feature is masked i.e. y,, = 0. Therefore, the noise mean and the noise variance is determined as given in Eq. (8) and
Eq. (9),

al[l Ap)( Z xtl/l (8)
[ nixyy=0

S, = A,,K PICE e 9
fonidny=0

where a)A{;,K ={n: x,, =0}, , denotes the noise mean and denotes the noise variance. Then, every data point x,,, with the virtual
ensemble of X, is distributed as given in Eq. (10),

e if tnw (10)
n 2 .
w(au,,Sw) if1 - nw

As shown in Eq. (10), after the determination of the data points feature, the supporting quantities such as mean and variance are
estimated before initializing the EM algorithm. The Mixture of Gaussians (MOG) model is initialized by soft assigning the parameters
such as coefficient, mean, and covariance.

e-step

In the ¢ step, the current values of parameters are used to evaluate the posterior probabilities for each data point. By using these
probabilities, the expected clusters of all data points for each class are established. Therefore, the membership probability for all data
points is determined as per Eq. (11),

pap(ilx;)
p(x;)

Where A(x; € y;) represents the probability of data point forming clusters. Here, x; denotes data points and y; denotes the clusters.

So, by using the Eq. (11) all the data points are assigned into clusters by computing the membership probability of all data points.

A(x; € gamma;) = p(y;|x;) a

x-step

After performing the e-step, the y-step is carried out to maximize the likelihood of the data points. In y-step, the distribution
parameters such as mean, covariance, and mixing coefficient are re-estimated as given in Eq. (12), Eq. (13) and Eq. (14),

- 2 1;(: |VJ[C//)XI_ (12)
Z Z P(7,|x ) _ ac)z (13)
= % ;P(Vilxi) (14)

Where a, represents the mean, ) y represents the covariance, and mixing coefficients is signified as W,. After the re-estimation
of parameters, the new clusters are generated. By forming the new clusters, the sum of the squared error or expected likelihood is
maximized. The new clusters are formed by using maximum likelihood probability estimation m, from the E-step as given in Eq. (15),

x;A(x; €v;)
Z YA€) (1%

From Eq. (15), the new clusters are formed to improve the CA. The re-estimation of distribution parameters helps to maximize the
likelihood of the data points.

The maximum-likelihood estimation is employed for computing the value of one or more parameters for a given statistic which
makes the known likelihood distribution a maximum. From the re-estimated values of parameters, the new clusters are formed which

11
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Fig. 7. Process of EDEMC approach.

leads to improving the CA. Then, the ¢ and y steps are repeated until the parameters converge. Therefore, the proposed algorithm
performs the EDEMC approach for clustering the data points with improved accuracy. Fig. 7 shows the process of EDEMC.

In Fig. 7, EM clustering is executed to cluster the input data points from the CAIDA dataset into a number of clusters with
improved accuracy. At first, the MOG model is initialized. For each data point, the membership probabilities are computed. Based
on the probability, the data points are clustered in the ¢ step. Then, the parameters are re-estimated in the y-step. Accordingly,
the clusters are updated. This process is continued until parameters converge. Finally, the data points are clustered with improved
accuracy by using the EDEMC in the proposed ESLCS scheme.

Initially, the data points are taken from the CAIDA dataset. The distribution of parameters is selected randomly to cluster the data
points. At first, the MOG is initialized by computing the parameters such as weight, means, and covariance. Then, the membership
probability of data points is determined in step € using Eq. (11). Then, the data points which have similar features are clustered into
a number of clusters. Secondly, the distribution of parameters is re-estimated by using the maximum likelihood estimation through
Eq. (15). Then, the new clusters are generated by maximizing the likelihood of the data points. As a result, the EDEMC approach
improves the CA.

4. Results and discussions

In this section, the effectiveness of the proposed approach is proved by comparing the experimental results with the existing
algorithms namely Multilayer Threshold Cluster-Based Energy-Efficient Low-Power and Lossy Networks (MTCEE-LLN) [13] and
ARFOR [42]. According to the obtained performance values, the effectiveness of the proposed approach is proved.
4.1. Simulation environment

To analyze the network traffic data, an effective ESLCS scheme is experimented with using the CAIDA dataset. The proposed
ESLCS scheme experimented using the Java platform, Intel(R) Core(TM) i5 processor with 1.62GHZ, 8 GB memory, 250 GB hard
disk, and operating system is Windows 7. To determine the better performance of the proposed ESLCS algorithm, it is compared with

the existing ARFOR and MTCEE-LLN algorithms based on the CA, CT, TPR, and CO.

12
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4.2. Evaluation parameters

Performance analysis CA The existing and proposed algorithms are compared based on the given input dataset. The comparison
result of CA for the given input data point ranges from 5 to 50. The experimental result shows that the three algorithms enhance the
CA for the given input dataset. However, the proposed approach enhances the CA more than the existing algorithms.

Fig. 8 provides the measurement of CA based on the different number of input data points. The simulation is conducted by
comparing the proposed scheme with existing algorithms such as ARFOR and MTCEE-LLN algorithms. From Fig. 8, it is evidenced
that the proposed algorithm provides the improved CA rather than the existing algorithms. This is because; the proposed approach
effectively performs the clustering with the help of the EDEMC approach. Here, the data points from the input dataset are grouped
based on similar features by executing the € and y steps. This, in turn, improves the accuracy of clustering the data points in the

network traffic analysis. Moreover, the CA in the proposed approach is enhanced by 16% and 31% when compared to ARFOR and
MTCEE-LLN algorithms respectively.

Performance analysis of CT

For the different numbers of input data points, the proposed algorithm is compared with the existing algorithms namely the
ARFOR algorithm and MTCEE-LLN algorithm. The number of data points range is varied from 10 to 50, which has been taken as
input to perform the experiments.

An experiment shows that the three algorithms are reducing the CT successfully. Comparatively the proposed algorithm consumes
very less time to classify the traffic data than the other existing algorithms. Fig. 9 demonstrates the analysis of CT obtained from the
different number of input data points. The simulation is conducted by comparing the proposed algorithm with existing algorithms
namely ARFOR and MTCEE-LLN. Using the random forest classification algorithm, the proposed algorithm reduces the CT much
better than the other existing algorithms. This is because the EDEMC-based ensemble classification algorithm is employed in the
proposed algorithm to classify the traffic data after clustering the data with similar features. ECKM-DT and ECKM-UC are employed
to partition the nodes into sub-nodes. The EDEMC-based ensemble classification algorithm generates the decision trees by ARFORing
the features randomly which leads to forming the forest. After the construction of the decision trees with the number of nodes, the
input data are classified effectively as real-time and non-real-time traffic data by considering the majority vote algorithm. As a result,
the EDEMC-based ensemble classification algorithm consumes less time to classify the traffic data from the given input dataset.

Moreover, the CT in the proposed algorithm is reduced by 26% and 36% when compared with ARFOR and MTCEE-LLN algorithms
respectively.

13
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Performance analysis of TPR

The experimental result of TPR for the different number of input datasets is shown in Fig. 10. The number of data points range is
varied from 5 to 50 which have been taken as input to perform the experiments. The performance analysis for TPR is carried out by
comparing the proposed algorithm with existing algorithms such as ARFOR and the MTCEE-LLN algorithm.

The experimental results from Fig. 10 show that the three algorithms improve the TPR successfully and efficiently with the
increased number of input data points. However, the proposed algorithm enhances the TPR more than the other existing algorithms.
Fig. 10 shows the experimental results on TPR for the given set of input data points. Since the EDEMC-based classification technique,
the TPR is enhanced efficiently in the proposed approach. The proposed approach produces improved results when compared to
the existing algorithms because this technique will compensate for the disadvantages of the existing algorithm during traffic data
classification. Moreover, experimental results show that the proposed algorithm enhanced by 19% and 41% when compared with
ARFOR and MTCEE-LLN algorithms respectively.

Performance analysis of CO

Fig. 11 shows the comparison of CO for the given input data points. Here the proposed algorithm is compared with two existing
algorithms namely ARFOR and MTCEE-LLN for the experimental purpose. The range of data size is varied from 10 to 100 which is
taken as input to perform the tests.

Experimental analysis shows that the three algorithms are working in a positive direction to reduce the CO during the time of
network traffic analysis. However, the proposed algorithm minimizes the CO much better than the other existing algorithms namely
ARFOR and MTCEE-LLN. Fig. 11 provides the measurement of CO based on the various input data ranges. From the experimental
outcomes, it is proved that the proposed algorithm reduces CO effectively. Due to this, the EDEMC is operated with a random forest-
based ensemble classification algorithm which overcomes the shortcomings of the existing approach. This ensembling algorithm
also classifies the network traffic into real-time and non-real-time traffic in an efficient manner. Moreover, the proposed algorithm
improves the flow rate in the network with reduced CO. Additionally, the COin proposed algorithm is reduced by 18% and 36%
when compared to ARFOR and MTCEE-LLN algorithms respectively. Table 1 shows the comparative analysis of the proposed method
and peer-competing existing routing protocols.
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Table 1
Comparative analysis of proposed with peer competing routing protocols.
Cluster Network Cluster CH Algorithm CH Process Location
routing formation selection complexity role dynamic awareness
Protocols
Traditional Homogeneous Distributed Random o(n®) Relaying Less Required
MTCEE-LLN Homogeneous Centralized Random o(n) Relaying Less Required
ARFOR Homogeneous Centralized Random o(n) Relaying Less Required
Proposed Heterogeneous Centralized Node o(n?) Aggregating Highly Not
parameters dynamic required
and
network
dynamics

5. Conclusion and future scope

In this paper, we proposed the ESLCS algorithm to offer effective traffic data classification in the emerging network traffic
management system. Two key processes such as clustering and classification are involved in the proposed algorithm. At first, the
numbers of data points from the input dataset are grouped by implementing the maximume-likelihood mixture of ECKM with the help
of the EDEMC approach. Through this maximum-likelihood estimation, the data points with similar features are clustered effectively
to improve the CA. Secondly, the EDEMC-based ensemble classification algorithm is developed to classify the traffic data into real-
time and non-real-time traffic data. After combining the decision trees, the attributes with the highest votes are identified as real-time
traffic data and the other attributes are identified as non-real-time traffic data. So it proves that the classification is performed
successfully with less CT. As a result, the flow rate is increased efficiency and the CO is minimized significantly. The experiment
result exposes the proposed approach and improves the experimental outcomes, it is apparent that the proposed algorithm ensures
better performance on the classification parameters such as CA, CT, TPR, and CO. Moreover, the experiment shows that TPR attains
19%, & 41% and CO is reduced by 18% & 36% when compared with the existing algorithms. The future direction of the proposed
approach is concentrated on ensuring the secured traffic data analysis and also effective ensemble classifiers will be introduced to
provide enhanced results in the classification process.
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