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a b s t r a c t

COVID-19 outbreak revealed fundamental weaknesses of current diagnostic systems, particularly in
prediction and subsequently prevention of pandemic infectious diseases (PIDs). Among PIDs detection
methods, wastewater-based epidemiology (WBE) has been demonstrated to be a favorable mean for
estimation of community-wide health. Besides, by going beyond purely sensing usages of WBE, it can be
efficiently exploited in Healthcare 4.0/5.0 for surveillance, monitoring, control, and above all prediction
and prevention, thereby, resulting in smart sensing and management of potential outbreaks/epidemics/
pandemics. Herein, an overview of WBE sensors for PIDs is presented. The philosophy behind the smart
diagnosis of PIDs using WBE with the help of digital technologies is then discussed, as well as their
characteristics to be met. Analytical techniques that are pushing the frontiers of smart sensing and have a
high potential to be used in the smart diagnosis of PIDs via WBE are surveyed. In this context, we un-
derscore key challenges ahead and provide recommendations for implementing and moving faster to-
ward smart diagnostics.

© 2022 Elsevier B.V. All rights reserved.
1. Introduction

Biosensors and bioanalytical devices have received significant
and unprecedented achievements over the last decades; however,
the occurrence of the present coronavirus disease 2019 (COVID-19)
pandemic with serious global health and economic effects world-
wide has revealed the fundamental weakness of current diagnostic
systems, especially for efficient sensing, management, and predic-
tion of epidemics/pandemics [1,2]. Particularly, its severity has
increased due to new mutations and variants and caused health
experts to re-evaluate the effectiveness of current strategies for
pandemic management [3]. Indeed, the present pandemic, perhaps
more than ever, revealed that our sensing/diagnostics systems
demand an in-depth renovation and fast inevitable transition from
pure diagnostics toward smart diagnostics to be able to efficiently
cope with pandemics and prevent possible future epidemics/pan-
demics [4].
Mahmoudi), tinaghdi@gmail.
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The advent of a smart diagnostic system and concept goes back
to the work described by Chowdhury and Saha in 2006, which used
fuzzy logic for diagnostic decision-making in renal therapeutic
applications. The system could monitor and diagnose regularly and
help the healthcare specialists for therapeutic decision-making and
transferring some health-related parameters wirelessly [5]. Over
the years, the idea of smart diagnostic has been included in the
concept of smart city, which is a term used for technologies and
concepts that are directed toward making cities technologically
more advanced, socially inclusive, and greener [6]. Generally
speaking, smart diagnostics refers to a diagnosis on account of
smart data analyzed/resulting from the big data of diagnostic de-
vices/tests through digital technologies including the Internet of
things (IoT) [7], machine learning (ML), deep learning (DL), big data
analytics (BDA), artificial neural networks (ANN), artificial intelli-
gence (AI) [8], blockchain analysis (BA), system integration,
augmented reality (AR), system integration, fog/cloud computing,
cybersecurity, and smartphone [9]. Among various detection sce-
narios, which can be effectively utilized toward smart diagnostics of
COVID-19, the detection of biomolecules forming part of the
structure of severe acute respiratory syndrome coronavirus 2
(SARS-CoV-2) in sewage through the so-called wastewater-based
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epidemiology (WBE) has drawn lots of attention as a potent
epidemiological tool for early monitoring and warning of the virus
spreading in communities and consequently clarifying the
pandemic status of SARS-CoV-2. In this arena, point-of-need bio-
sensors provide self-testing criteria for rapid detection of suspi-
cious individual cases of COVID-19 [10,11]; however, an approach
such as WBE, which enables targeting large population and zonal
analysis instead of individual tests, is more advantageous in terms
of cost-effectiveness, speed, and regional healthcare [12]. Indeed
the genetic material of viral RNA reproduced in infected in-
dividuals, with or without symptoms, will also go into the waste-
water system/treatment plant; hence, analyzing wastewater pay a
way for examining all people in an area even at an early stage [13].
Specifically, it has been proved that the SARS-CoV-2 RNA is shed in
feces, saliva, and sputum, and these body fluids are often poured
into wastewater systems. Since the symptoms of COVID-19 appear
after a few days of infection or even in most cases are not observed,
WBE can be employed as an early detection indicator and moni-
toring system to determine the occurrence of COVID-19 within a
specific region [14] (Fig. 1).

Observations of COVID-19 genetic material in sewage have been
reported in a variety of countries, including Australia [16], France
[17], Italy [18], the Netherlands [19], Spain [20], the Czech Republic
[21], Japan [22], Turkey [23], India [24], Pakistan [25], China [26]
and the USA [27], which has been summarized in some reviews
[14]. These findings demonstrate the presence of SARS-CoV-2 in
sewage and hence provide a way for WBE. Due to the high
importance of this concept, a plethora of reviews and perspectives
have been reported on the WBE, providing technical frameworks
[28], analysis, and quantification methods [29e33], highlighting its
early warning capabilities to cope efficiently [34e42], demon-
strating prospects [12,43] and challenges of using electrochemical
immunosensors [44] and PCR-based methods [45e49]. Other
studies have been devoted to the data-driven estimation of COVID-
19 through WBE [50], the employment of artificial intelligence (AI)
techniques [51e53], and fuzzy-Bayesian optimization modeling
[54]. Some studies also examined the employment of sensor sys-
tems in wastewater plants to monitor their virus content [55] and
highlighted the employment of digital technologies [56] and smart
Fig. 1. Schematic representation of wastewater-based epidemiology. A rise in the value of vi
testing and about 26 days before an upturn in death numbers, reprinted with permission f
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cities [57] in this area. Recently, we have also discussed and high-
lighted the features that ought to be addressed by COVID-19
diagnostic tests/devices to realize smart diagnostics of future epi-
demics/pandemics [58]. Nonetheless, there are still some unan-
swered questions in the utilization of WBE as a promising tool in
combat with pandemics, particularly through their early predic-
tion: “What criteria should be addressed by WBE sensors and how
they can be efficiently exploited toward smart diagnostics of
pandemic infectious diseases (PIDs)”?

Although WBE offers life-saving information related to infec-
tious diseases; WBE sensors can only be exploited toward smart
diagnostics of PIDs if they can be connected to each other and other
systems via Internet/IoT as the heart of Healthcare 4.0 for sharing,
analyzing, and eventually generating smart data in combination
with digital technologies. Moreover, due to the ubiquitous char-
acter of COVID-19, real-time connected WBE sensors should meet
other criteria to be globally exploited for smart PIDs diagnostics,
even at sites far from centralized laboratories and resource-limited
settings. In this context, we foresee that the realization of smart
diagnostics will lead to resourceful strategies and life-saving smart
decisions toward monitoring, control, treatment, surveillance, and
management of pandemics during the pandemic occurrence
period, and more importantly prediction and consequently on time
prevention of the next possible outbreak/epidemic/pandemic sce-
narios in the future.

This review aims to illustrate the inevitability of fast transition
from pure sensing platforms towards smart sensing systems and
provide the possible application pathways for the employment of
smart sensing devices for effective detection, monitoring, man-
agement, and diagnosis of PIDs via WBE. We outline an overview of
WBE sensors for PIDs as well as the philosophy behind the smart
diagnosis of PIDs using WBE. We also bring up the features and
criteria that should be come across byWBE sensors to be employed
for smart diagnosis of PIDs with the help of digital technologies and
to defeat the existing pandemic and hinder the occurrence of the
next possible outbreaks/epidemics/pandemics. Finally, the current
challenges and our recommendations to move faster toward real-
izing the smart diagnosis of PIDs using WBE are highlighted.
ral in the wastewater is measured to be about 12 days earlier than a rise in clinical PCR
rom Ref. [15].
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2. Wastewater-based biosensors for pandemic infectious
diseases monitoring

In this section, different types of employed wastewater-based
biosensing systems for detection of COVID-19 or those of bio-
sensors possessing the potential to be utilized in this area will be
discussed and the respective analytical performances and figures of
merit are presented. These biosensing platforms include polymer-
ase chain reaction (PCR)-based assays, lab-on-a-chip (LOC) and
microfluidic devices, mpaper-based analytical devices (mPADs), and
lateral flow assays (LFAs).

The existing diagnostic systems for COVID-19 testing can be
broadly categorized into two groups: genetic material and antigen
detection for early identification of infected persons, and antibody
detection in serum/blood samples for monitoring infected people
during their treatment or past infections [59]. However, detection
of geneticmaterial is the only acceptedmethod in studies regarding
WBE; Hence, a plethora of approaches have been reported in ge-
netic material detection of SARS-CoV-2 including reverse
transcription-polymerase chain reaction (RT-PCR), clustered regu-
larly interspaced short palindromic repeats (CRISPR), loop-
mediated isothermal amplification (LAMP), digital PCR (dPCR)
and nucleic acid sequence-based amplification (NASBA) [33].
Although these approaches often benefit from high sensitivity,
reliability, laboratory availability, and high throughput capabilities,
most of them suffer from the need for sophisticated instruments,
centralized services, specialized users, and lack of point-of-use
(POU) employment capabilities [59], which diminish their
employment in massively accessible WBE utilization. In addition,
qRT-PCR has been utilized as a golden approach in quantifying
SARS-CoV-2 in sewage; however, due to the complexity of the
matrix, the reported protocols are complicated and include several
steps of sampling, storage, pre-concentration, RNA extraction, and
finally measuring. At present, there are no consequences of targets
endorsed for detecting SARS-CoV-2 in sewage [15]. Furthermore,
various techniques have been utilized for concentrating viruses
from wastewater samples such as employing electropositive/elec-
tronegative membranes, ultrafiltration, precipitation by poly-
ethylene glycol, ultracentrifugation, and monolithic adsorption
filtration columns [32]. Such different concentrating approaches
certainly impact the accuracy of final results; hence, the necessity
for standardization of detection approaches and the usage of
standard strategies by all researchers to achieve reliable and com-
parable results are highly demanded [48,49]. In addition to these
analytical complexities, other criteria such as the survivability of
SARS-CoV-2 in various types of water matrices, the effect of water
treatment processes on SARS-CoV-2, time of sampling, the storage
and handling conditions of samples are all challenging factors that
should be considered since they substantially affect outcomes of
wastewater analysis [47]. The uncertainty of results is the biggest
problem of WBE, as it is evident in the case of drugs of abuse [60].
The advent of new variants of SARS-CoV-2 makes it necessary to
develop new and specific recognition elements for each type of
virus, which further complicates the issue [61].

Interestingly, the basic working principle of PCR-based ap-
proaches can be integrated into LOC and microfluidic devices. Each
LOC instrument usually contains reaction chambers and detectors
connected by valves, mixers, and pumps. Hence, they are paving a
way for automated virus detection without any need for laborious
clinical protocolswith considerably lowmass-production costs [62].
These devices are broadly employed in clinical applications for viral
detectionof Ebolavirusdisease [63], dengue feverhepatitis [64], and
human immunodeficiency virus (HIV) [65]. The existing COVID-19
pandemic has significantly accelerated the advance or adaptation
of LOC platforms by various companies, whichwere previously used
3

fordiagnosis of infectiousdiseaseoutbreaks, suchas cobas®Liat®by
Roche, ID NOW fromAbbott Laboratories, Biofire® Filmarray® from
BioMerieux, GeneXpert® developed by Cepheid™, and RTisochip®
established by CapitalBio™. Themost important advantage of these
technologies is their employment by a non-expert user, which can
beused for bothhomeand clinical settings, andpossibly inWBE. The
use of LOC technology has been approved by the respective au-
thorities in several countries, including the USA, China, and Japan,
demonstrating its application value. These technologies aid simple,
fast, sensitive, and on-site virus detection and can be utilized for
WBE [32]. A multicenter study on the performance of cobas® Liat®
in the quantification of SARS-CoV-2 showed highly accurate results
within 20minwith a sensitivity of 100% and specificity of 98.6% that
are in accordance with high-throughput laboratory molecular tests
[66]. A systematic study of literature by Care et al. on sensitivity
comparison of ID NOW and RTePCR for detection of SARS-CoV-2
showed an overall sensitivity of 84% for ID NOW assay in an ambu-
latory population [67]. Liotti et al. compared the efficiency of Bio-
fire® Filmarray®with that of Quanty COVID-19 assay. Compared to
the reference method, the sensitivity and specificity for BioFire
COVID-19 were 93.0%, 100.0%, respectively [68]. A meta-analysis
approach by Lee and Song represented the pooled sensitivity and
specificity of 99% and 97% for the Xpert® Xpress assay, and 79% and
100% for the ID NOWassay in detection of SARS-CoV-2, respectively
[69]. A multi-index nucleic acid isothermal amplification analyzer
(RTisochip™-W) involving a microfluidic chip to analyze 19 com-
mon respiratory viruses as well as SARS-CoV-2 was developed by
Xing et al. [70]. They used NASBA that is mostly appropriate for the
detection of single-stranded RNA. This approach needs fewer cycles
than its conventional counterparts e.g. PCR or LAMP, and hence di-
minishes the time of assay and total error. Limit of detection (LOD)
values of 50 copies/mL or lower were obtained for quantification of
SARS-CoV-2 by RTisochip™-W system with a coincidence rate of
98.15%. Despite having outstanding features, these commercial LOC
platforms still need connection to IoT gateways to be employed in
smart sensing avenue. More recently, in this regard, an assimilated
microfluidic chip was developed for multiplexed colorimetric
detection of SARS-CoV-2 and other pathogens in sewage (Fig. 2). The
device includes on-chip nucleic acid extraction on a Flinders Tech-
nology Associates (FTA) membrane followed by isothermal ampli-
fication andfinallycolorimetric detection,which is processed timely
by a smartphone needless to any complicated equipment. Within
1 h, sensitivities of 100 genome equivalent (GE)/mL and 500 colony-
forming units (CFU)/mL were attained for SARS-CoV-2 and human
enteric pathogens, respectively. Thanks to the wireless connection
by smartphone, test results and locations as data, could be reported
on a customwebsite enabling online infection source tracking [71].
However, there is still a necessity for availability of a database center
to gather data, model and evaluate them for proper decisionmaking
and epidemic management. In addition, the smartphone-based
quantification modalities suffer from camera-dependent results
that can affect their performance and outputs [72,73].

Recently, the combination of RT-LAMP and microfluidic tools for
the quantification of SARS-CoV-2 in sewage has been reported. In
this work, the products of RT-LAMP and PCR of wastewater samples
were tested within a microfluidic device prepared from poly-
dimethylsiloxane, in which the color changes from pink (negative
sample) to yellow/orange (positive sample) can be observed easily
by the naked eye. The results of RT-LAMP for wastewater samples
were largely in accordance with those of RT-qPCR. They found that
RNA extraction is necessary for successful analysis [74]. A minia-
turized and integrated micro-capillary electrophoresis (mCE) sys-
tem was also developed that can be manipulated by using a
smartphone (Fig. 3). In the developed device, the smartphone not
only powers the electrical section but is also used for detecting the



Fig. 2. (A) Assimilated microfluidic chip for multiplexed colorimetric assay, i: exploded; ii: top; and iii: side views. (B) Working principle of the assay for the detection of different
pathogens. (C) The procedure of multiplexed colorimetric detection, reprinted with permission from [71].
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fluorescence signal of amplified amplicons by RT-PCR for on-site
quantification. With a weight of ~1 kg, as a suitable device for
point-of-care (POC) DNA testing, it could precisely analyze two
genes of SARS-CoV-2 [75]; however, its utility for real sample
analysis and especially in WBE should be evaluated.

As the simplest yet most efficient approach, the possibility of
mPADs was also tested in this arena. The mPADs consist of
different printed sections that integrate all processes required for
nucleic acid testing including extraction, purification, concentra-
tion, elution, amplification, and visual detection into an inex-
pensive paper assembly [76]. These tests rival PCR-based
laboratory techniques in terms of multiplexity and sensitivity and
enable high-quality and fast detection of viruses. Recently, the
quantification of malaria from whole blood has been demon-
strated using a multiplexed paper-based device in a rural region
in Uganda. Offering a sensitive and multiplexed nucleic acid se-
quences analysis of pathogens within just 50 min. It showed a
4

rapid and precise diagnosis for malaria compared with PCR [77].
Another advantage of mPADs is their easy coupling with various
detection systems, especially electrochemical approaches to
enhance sensitivity. By printing the electrodes on folded paper, a
quantitative paper-based electrochemical sensor chip genetic
material has been reported elsewhere [78] to facilitate the digital
detection of SARS-CoV-2. As seen in Fig. 4, this biosensor utilizes
gold nanoparticles capped with antisense oligonucleotides highly
specific to viral nucleocapsid phosphoprotein (N-gene) and
immobilized on paper. In less than 5 min, the sensor showed a
LOD of 6.9 copies/mL, without the need for any further amplifi-
cation, with almost 100% accuracy, sensitivity, and specificity for
real sample analysis. Such strategies have the potential to be
employed in the smart detection of viruses’ genomes for WBE in
the case of adding the capability of data sharing.

LFAs, as a mature technology in the POC field, are simple and
economical devices. These rapid test devices can be easily coupled



Fig. 3. Scheme of the integrated portable mCE system. (A) smartphone containing system. (B) The assembly of the chip containing a polymethyl methacrylate (PMMA) layer for each
of (i) patterning reservoirs, (ii) patterning a typical sample-stacking channel, and (iii) as a base. The dimension of the m-channels was shown in (iv). (C) The schemes of individual
components and their configuration within system. A smartphone is connected to a micro-controller, to supply electronic power for system. (D) The detailed circuit connection
among the micro-controller, reprinted with permission from Ref. [75].
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with quantification detectors and data sharing tools [79,80], and a
variety of nanotags have been employed to enhance their sensi-
tivities [81]. Since the desired target for virus detection inWBE is to
quantify the genetic material of the virus, the oligonucleotide-
based LFA or even lateral flow immunoassay (LFIA) could be used
in this field. However, the amplification of genetic material before
testing by LFA, the signal amplification within the test strip, or the
use of highly sensitive detection approaches is crucial for quanti-
fication purposes. For instance, concurrent detection of influenza A
H1N1 virus and human adenovirus (HAdV) was attained via a
surface-enhanced Raman scattering-based lateral flow immuno-
assay (SERS-based LFIA) strip using Fe3O4@Ag nanoparticles as an
enrichment agent and reporting tag (Fig. 5). The direct analysis of
complex matrices can be achieved via this strip without any pri-
mary pretreatment. Some features such as ease to operate, rapid-
ness, stable signals, and high throughput make it the desired
approach for point-of-need analysis, possibly in WBE [82]. Another
research group has reported the combination of an easy-to-
perform isothermal and non-enzymatic signal boosting system
named catalytic hairpin assembly reaction with an LFIA in the
quantification of SARS-CoV-2 within swab samples. This method
does not require RNA isolation, PCR amplification, and complicated
analysis and benefits from a low LOD of 2000 copies/mL with 100%
positive and negative predictive agreements [83]. A microfluidic
integrated lateral flow assay that combines the reverse transcrip-
tion recombinase polymerase amplification (RT-RPA) and a
5

quantification dipstick into a single microfluidic chip (MIeIFeRPA)
was settled for fast and highly sensitive detection of SARS-CoV-2.
This device needs just conventional nucleic acid extraction and
loading followed by incubation to yield results in approximately
30minwith a LOD of 1 copy/mL. The evaluation of chip performance
by clinically approved cases of COVID-19 exhibited sensitivity and
specificity values of 97% and 100%, respectively, which are highly
comparable to RT-PCR assay [84].

A survey of some examples for each biosensing strategy for
genome-based quantification of SARS-CoV-2 is given in Table 1. As
seen, the three strategies including LOC, mPAD, and LFA show
desired characteristics, especially in terms of sensitivity and spec-
ificity compared to the gold standard method qRT-PCR. Further-
more, the assay time for these biosensing schemes, as the most
important characteristic for on-time monitoring, is usually below
1 h. Additionally, most of them provide POU detectionwith no need
for huge sample handling and processing steps; hence, they can be
used as portable biosensors in WBE.

3. Toward smart diagnosis of pandemic infectious diseases
using wastewater-based epidemiology

Despite the significant developments and fascinating features of
WBE biosensors for PIDs targeting and early warning and moni-
toring of virus spreading in communities, we believe that only
those WBE sensors meeting the criteria discussed below can play a



Fig. 4. (A) An scheme representing the working principle of the COVID-19 electrochemical mPAD in which in step i: the samples are got from the nasal swab or saliva; step ii: the
viral SARS-CoV-2 RNA is extracted; step iii: the viral RNA is added on top of the graphene-ssDNA-AuNP platform; step iv: incubated for 5 min; and step v: the digital electrochemical
output is noted. (B) Illustrating the layer-by-layer building of the sensor (i) Zoom-in image. (ii) Dark-field view of the graphene film. (iii) Photograph of the graphene sensor. (iv, v)
SEM images of the graphene-based platform. (C) Final signal, (i) as a function of time with the addition of SARS-CoV-2 viral RNA loads (5.85 � 104 copies/mL). (ii) The standard curve,
reprinted with permission from Ref. [78].
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critical role in the smart diagnosis, management, prediction, and
prevention of future outbreaks/epidemics/pandemics.

Indeed, as shown in Fig. 6, we believe that wastewater epide-
miological data obtained withWBE sensors that meet the following
criteria, along with other related biological/chemical/environ-
mental/geographical data, and with the help of digital technologies
can finally lead to smart diagnostics of PIDs. One of the main
6

requirements in the design and fabrication of smart WBE sensors
for PIDs is that they should be able to connect to each other as well
as other smart systems, and finally, end-users/decision-makers via
the Internet as the most ideal candidate for inter/intra-
connectivity, while having high sensitivity and specificity to avoid
false-negatives and false-positives, respectively. This real-time
connectivity through the IoT concept and sharing, analyzing, and



Fig. 5. (A) Synthetic procedure for antibody-immobilized Fe3O4@Ag magnetic particles and (B) Scheme of the magnetic-SERS strip for quantifying two respiratory viruses, (C)
Photos of commercial colloidal gold-based strips for H1N1 and HAdV detection. (D) Photos and SERS mapping images of detection zones of magnetic SERS strips at increasing
concentrations of H1N1 and HAdV. (E) Calibration graphs of H1N1 and HAdV based on averaged SERS spectrum of two test zones at different values of H1N1 and HAdV, reprinted
with permission from [82].
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optimizing the data with the assistance of new digital technologies
such as ML, DL, BDA, ANN, AI, BA, and AR will lead to the generation
of smart data as a required data for smart decisions. The IoT as the
heart of Industry/Analytics/Healthcare 4.0 is a digital technology
for connecting things/devices and data exchanging with other
smart devices/systems via the Internet; as a result, those “things/
devices” can be sensible, reportable, controllable, manageable, and
smart (generally speaking) [88]. Indeed, IoT is considered the
backbone of smart manufacturing and cyber-physical evolution in
7

the Industry 4.0 era. Real-time connectivity is crucial for point of
need/use analysis of samples and data transferring to the man-
agement center and receiving feedback for continuous real-time
data gathering. The usage of WBE sensors with real-time connec-
tivity capabilities will lead to timely testing and action to feedback
from decision-makers, remote monitoring of conditions and hence
management of thewastewater treatment processes, monitoring of
disease speared, and subsequently its better control. Besides, it
provides early warning that can be used for isolation of infected



Table 1
A survey of some reported biosensing strategies for genome-based quantification of SARS-CoV-2.

Biosensing strategy LODa Sensitivity
(%)

Specificity
(%)

Assay
time

User Assay
cost
(USD)

Sample Pretreatment Operating
environment

Equipment Ref.

RT-qPCR 1000 TUa/mL 100
100

99.26
99.83

2e3 h Trained
technician

NR.a Swab
Sputum

RNA extraction
and purification

Specialized
laboratories

Precision
instruments,
non-portable

[85]

LOC cobas® Liat® 0.009
(target:
ORF1a/b),
0.003
(target: E
gene), TCID
50/ml

100 98.6 20 min Trained
technician

NR. Swab Purification,
Amplification

POC POU, portable [66]

ID NOW 3900-20,000
gene copies/
mL

84 100 �13 min NR. Nasal swab Purification,
Amplification

[67]

Biofire®
Filmarray®

3.30 � 102

RNA copies/
mL

93 100 45 min NR. Nasal/
oropharyngeal

Purification,
Amplification

[68]

Xpert® Xpress 0.0200 PFU/
mL

99 97 45 min NR. upper
respiratory
specimens

processing,
extraction,
amplification

[69]

RTisochipTM-W 50 copies/mL NR. NR. �90 min NR. Swab processing,
extraction,
amplification

[70]

integrated
microfluidic chip

100 GEa/mL
10 GE/mL

NR. NR. 1 h Needless to
professional
technician

~2 River water Treatment free On-site [71]

integrated RT-
LAMP
microfluidic chip

NR. 85.7 NR. ~40 min NR. Wastewater RNA extraction,
Amplification

[74]

Smartphone-mCE 1 copy
number/mL

NR. NR. 6 min NR. RT-PCR
amplicons

NR. [75]

mPAD 6.9 copies/mL 100 100 5 min Needless to a
professional
technician

NR. Swab RNA extraction [78]

Multiplex RT-LAMP-
LFA

12 copies/
reaction

100 100 1 h Needless to
professional
technician

~7.5 Swab RNA extraction [86]

CHA-LFIA 2000 copies/
mL

100 100 <90 min NR. Nasopharyngeal Pretreatment,
signal
amplification

[83]

MI-lF-RPA 1 copy/mL 97 100 30 min NR. Swab With extraction
and
amplification

[84]

RT-LAMP-LFA 2 copies/mL 100 100 40 min NR. Swab Extraction free [87]
Fluorescent LFA 500 copies/

mL
87.69
91.94

95.01
92.41

<1 h ~2 Swab
Sputum

Extraction free,
amplification
free

[85]

a LOD: limit of detection, TU: transduction units, NR: not reported, GE: genome equivalents, TCID: tissue culture infective doses.
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regions, delivery of required drugs, and society/health services,
which will efficiently break the transmission chain of the disease.

Hereof, smartphone technology can play a noteworthy and
unique role in smart diagnostics owing to its fascinating and
extraordinary features as an efficient universal tool and easy-to-use
miniaturized computer. Besides, real-time connectivity with
several wireless connectivity and data sharing/transferring modes
can be achieved via smartphone. Interestingly, nowadays more
than 90% of the world’s population is using smartphones contrib-
uting to about 6.8 billion Internet users [89,90]. Furthermore, the
current developments in 4/5 G internet connectivity and data
sharing, online cloud/fog services, near-field communication (NFC),
wireless, Bluetooth connection, and powerful processors allow for
the facile connection among decentralized devices/things and data-
centers for smart services. Meanwhile, to reach the Internet of
Medical Things (IoMT) [91] and the Internet of Analytical Things
(IoAT), smartphones via interoperability can act as IoT gateways
[92,93] and become cornerstone mediators for smart diagnostics.
As a result, coupling/integrating the envisaged WBE sensors for
8

PIDs to smartphones can be considered as an efficient strategy for
meeting the real-time connectivity and some of the other criteria
they need toward smart diagnostics of PIDs.

Furthermore, owing to the ubiquitous character of PIDs, WBE
sensors should meet other criteria, in addition to real-time con-
nectivity, high sensitivity, and specificity, to be globally utilized
toward smart diagnostics of PIDs, even at resource-limited settings,
the developing world, and generally sites far from well-equipped
centralized laboratories as affordable and user/environmentally-
friendly sensors. At this point, it is worth discussing those criteria
proposed by the World Health Organization in 2018 to achieve the
ideal diagnostic devices/tests. These criteria suggest that the de-
vices/tests should be real-time connected (R), easy-to-sample
collection, environmentally friendly (E), affordable (A), sensitive
(S), specific (S), user-friendly (U), rapid and robust (R), equipment-
free (E) and deliverable to end-users (D), that is REASSURED [94].
An evaluation of such criteria for the reported/high-potential
wastewater-based biosensing systems toward the smart diagnosis
of PIDs is displayed in Table 2. In the case of real-time connectivity,



Fig. 6. Schematic representation of realizing smart diagnosis of PIDs using WBE, the corresponding ideal detection tests/devices, and digital technologies.
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only conventional PCR-based assays and their LOC counterparts
cannot provide the desired results. In addition, POC PCR-based in-
struments still suffer from a time-consuming analysis process. Ease
of specimen collection, user-friendly, rapidness and robustness, and
equipment-free and environmentally friendly characteristics are
also not satisfied by conventional PCR-based approaches. Three
other proposed strategies, LOC, mPADs, and LFAs seem to be ideal
candidates for smart monitoring of WBE because they could satisfy
all the desired characteristics as detailed in Table 2.

In addition to considering the WHO’s REASSURED criteria in the
design and fabrication of WBE sensors for PIDs, the design of smart
system architectures which can efficaciously integrate the digital
technologies within a straightforward platform toward smart di-
agnostics of PIDs, is of great importance. Such applicable roadmaps
with unified strategies derived from Industry 4.0/Healthcare 4.0
principles will pave the way to fulfill smart diagnostics of PIDs
using the data obtained from the WBE sensors.

Hereof, we have proposed an IoT-Fog-Cloud model with joined
approaches for data transmission/collection/interpretation using
smartphones as IoT portals for smart diagnostics of PIDs using
wastewater epidemiological data obtained with REASSURED-based
diagnostic devices/tests, other related data, and with the help of
digital technologies (See Fig. 7). The recommended model includes
the interactions and integrations of cloud and fog, edge, and SEA
(Service Endpoint Agent) computing technologies at regional, local,
and device levels, respectively [95]. In the proposed roadmap
design, a tailored Industry 4.0 unified 5C (Connection, Conversion,
Cyber, Cognition, Configure)-level architecture [96] was adopted.
9

The self-developed architecture includes five major inter-related
(either within- or between-mediating) layers with the presuppo-
sition of security using Blockchain technology for all layers. Data
aggregation and processing layers were designed to be served as
mediating layers for generating smart data and additional adept-
ness for Enterprise Resource Planning (ERP) and smart cloud ser-
vices management based on an AI. The proposed IoT-Fog-Cloud
model with details of each layer toward smart diagnostics of PIDs
based on WBE is depicted in Fig. 7. As seen, it follows the philos-
ophy of knowledge pyramid (Data-Analysis-Knowledge-Wisdom)
mixed with IoT-based architecture (Things-Gateway-Cloud), data
from all REASSURED-based tests/devices via smartphone crowd-
sourcing with the help of cloud and fog servers are collected.
Herein, the WBE data that include the main biological information
related to the absence/presence of the virus, some geographical
data, in combination with environmental factors that may affect
results are transferred to the data center to make the first raw data
layer. The simultaneous modeling and analysis of biological data
with environmental data remedy the issue of complexity in the
analysis step. In the following, the data center can even integrate
diagnostics, clinical, and symptom-relayed data in this layer. The
resultant multi-dimensional data are analyzedwith the help of new
digital technologies such as ML, DL, BDA methods in the second
layer. Through some analytics procedures, including data process-
ing and data aggregation in layer three, they will be classified,
purified, filtered, and transcoded and yield smart data for further
smart solutions and applications such as early prediction, warning,
diagnosis, and treatment of the infectious diseases and timely



Table 2
The evaluation of COVID-19 diagnostic tests toward smart diagnostics of PIDs using WBE based on REASSURED criteria.
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isolation/quarantine of infected regions; thereby, controlling and
breaking the transmission chain of the infectious diseases, before
they become epidemics/pandemics. Such smart data generated via
different types of analysis and filtering in layers two and three will
be used for not only smart services such as Internet of Medical
Things (IoMT), e-Diagnostics, and telemedicine but also smart
management of the pandemics via a unified ERP used by WHO or
any national or international authorities. Such a knowledge man-
agement system will create pandemic wisdom and that is the
philosophy behind our proposed model.

Although a complete smart sensing platform for WBE has not
been reported yet, there are some recent reports on analyzing WBE
data using digital technologies, which can be further applied for the
generation of smart data toward smart diagnostics of PIDs. For
example, a mathematical correlation between RT-qPCR tests of
SARS-CoV-2 (viral particles) inwastewater samples and death cases
or positive PCR-tests in Bratislava-Slovakia has been described by
Krivo�n�akov�a et al. [15]. The established model was able to forecast
the virus loads on the health system up to two weeks earlier
(Fig. 8A). The researchers pointed out that since every type of
wastewater has its specific features (temperature, pH, (bio)chemi-
cal constituents, etc.), it is required to consider the effects of these
factors in other monitored localities models. To push forward the
10
WBE, Li et al. [50] used data-driven models for the meta-analysis of
WBE datasets, in which three different models, multiple linear
regression (MLR), ANN, and adaptive neuro-fuzzy inference system
(ANFIS) were used for modeling a multi-national (Australia, Ger-
many, Netherlands, Japan and Spain) WBE dataset. The inputs for
models were the clinical results, the concentration of SARS-CoV-2
RNA detected in wastewater, temperature of wastewater and air,
population, daily water intake, sampling and precipitation tech-
nique, where the prevalence of virus was chosen as the only output
(Fig. 8Bei). In general, ANN and ANFIS models revealed better ac-
curacy and robustness compared with MLR. Two environmental
conditions, air, and wastewater temperature showed a detrimental
effect on the prevalence approximation by these models, confirm-
ing their critical role in making uncertainties in conventional ap-
proaches. The ANN model foreshowed the prevalence of COVID-19
at the early phase and predicted the forthcoming new cases within
2e4 days at the later phase of the outbreak (Fig. 8B ii, iii). So, the
data-drivenmethods couldmodel several factors as input datawith
no need to control the sampling criteria, the property which re-
duces the difficulty and uncertainties in analysis and comparison of
results for multi-national applications. The resultant models are
more robust and provide more accurate and reliable data for WBE.
This property eliminates the complexity of fixing conditions at



Fig. 7. Proposed IoT-Fog-Cloud model for smart diagnostics of PIDs using WBE with approaches for data gathering, transmission, and analysis to incorporate new digital tech-
nologies within a straightforward platform.
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constant values in the data gathering step. In another study, the use
of ML and evolutionary computing methods in modeling of COVID-
19 spreading dataset has been investigated [52]. The Long Short-
Term Memory (LSTM) is the most universally employed algorithm
in the COVID-19 spread once the regression is performed from
time-series data, while Multilayer Perceptron (MLP) is used once
the data are arranged as a regression dataset. The study revealed
the highly prospective usage of AI-based algorithms for modeling
and prediction of epidemics/pandemics in the future. In summary,
the inclusion of all determinant factors in the sampling step along
with diagnostic data as input factors for modeling could result in
more reliable outputs in this arena.

Unlike the COVID-19 diagnosis, the availability of datasets such
as the COVID-19 WBE Collective (https://www.covid19wbec.org/)
provides away to empower collaborations on aworldwide scale for
WBE of SARS CoV-2. With more than 500 collaborators worldwide,
the website involves a map demonstrating their cooperating
groups and also the locations of more than 50 societies analyzing
their wastewater, more than 400 sampling sites, andmore than 150
universities testing wastewater [97]. The availability of such data-
sets and collaborations makes it easy to develop amore generalized
smart sensing system for global management and prediction of
PIDs via WBE.

Finally, the integration ofWBE data alongwith local clinical data
can further increase the usefulness of WBE in the prediction and
11
prevention of COVID-19 [59,98], which necessities ensure data se-
curity without any privacy violation [99,100], to reach more robust
models for improved management. Eventually, the use of
smartphone-connected REASSURED-based WBE diagnostic tests/
devices can be considered as a superior strategy towards smart
diagnostics, monitoring, and management of PIDs, owing to their
capability to share the complementary data related to health,
symptoms, and other useful and crucial information along with
WBE-based PIDs diagnostic data. Blockchain combined sensing
devices can be considered as safe platforms for real-time connec-
tivity and data sharing of both personalized diagnostics and WBE.
Blockchain technology enables a net of unknownmembers to agree
on pooled data, with no implications on the centralized confirma-
tion or a right-hand third party. The principles of decentralization
make it appropriate for the management of data, consequently
building a decentralized 'trustless' network lacking storage at an
exact center. Herein, persons would own their medicinal records
with no worries about misuse of their information. This approach
may provide a new level of trust for worldwide cooperation to
combat PIDs [101].

4. Conclusions

In summary, to achieve success in the use of WBE for managing
COVID-19 and any other potential pandemics, the necessity to

https://www.covid19wbec.org/


Fig. 8. (A) WBE for a local area via simple linear modeling of the qPCR test. (I) Geographical map of Slovakia and Bratislava with the districts. (II) the positive RT-qPCR tests and
death cases vs. viral particles in wastewater in Bratislava. (B) WBE for a multi-national area via data-driven methods. (I) several sample-describing factors along with diagnostic test
results are used as input data for modeling. Comparison of predictions from ANN model and prevalence determined by cumulative cases (Pcum), daily new cases (Pday), weekly new
cases (Pweek), and upcoming new cases in the following 2 or 4 days (P2d, P4d) for the (II) early phase of an outbreak and (II) later phase of an outbreak, reprinted with permission
from Refs. [15,50].
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develop smart sensing platforms is crucial. While the complexity of
measuring conditions makes it vital to follow the same protocols
for regional analysis of wastewater in conventional PCR based ap-
proaches, the smart sensory platforms can provide rapid and online
multi-dimensional data gathering and sharing via the internet to
managing centers, enabling fast analysis of data via artificial in-
telligence routes for efficient management of pandemics. On the
other hand, for realizing smart diagnostics via WBE to fight against
COVID-19, the development of efficient REASSURED based sensory
platforms along with online connection to the data center with an
adaptive model that can powerfully incorporate all novel digital
technologies into a single platform is required. The advent of new
variants of SARS-CoV-2 complicates the sensing but could be
overcome by utilizing new and specific DNA-based recognition el-
ements. Such replacement of primers is also a necessity for PCR-
based detection approaches. Besides, the predictive power of
WBE supported by smart sensing could be improved using an
innovative platform to continuously monitor and detect genetic
material alerting on the presence of an unknown/emerging infec-
tious disease agent as well as possible mutations directly in
wastewater, which is a major challenge.

Besides the advantageous features of smart WBE diagnostics,
there are some challenges mostly in the data-transferring area that
should be resolved to overcome any outcoming epidemic/pan-
demics via the smart sensory strategies. Such issues include (i) the
worldwide availability of 4/5 G Internet, which is a crucial necessity
especially in times of pandemics, (ii) the availability of a sufficient
number of high-speed fog and cloud servers to avoid network
traffic issues, (iii) the creation of a decentralized "trustless'
ecosystem such as Blockchain to be combined with sensing devices
for safe real-time connectivity and data sharing, and finally (ix)
collaborative smart system architecture for data collection, trans-
mission, and interpretation by assembling digital technologies
within a sole platform. Finally, WBE-related smart sensors can play
an important role in the development of smart cities, homes,
farming, etc.
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Abbreviations

5C Connection, Conversion, Cyber, Cognition, Configure
AI artificial intelligence
ANFIS adaptive neuro-fuzzy inference system
ANN artificial neural networks
AR augmented reality
BA blockchain analysis
BDA big data analytics
CFU/mL colony-forming units/mL
COVID-19 coronavirus disease 2019
CRISPR clustered regularly interspaced short palindromic

repeats
DL deep learning
dPCR digital PCR
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ERP Enterprise Resource Planning
GE/mL genome equivalent/mL
HAdV human adenovirus
HIV human immunodeficiency virus
mCE integrated micro-capillary electrophoresis
IoAT Internet of Analytical Things
IoMT Internet of Medical Things
IoT Internet of things
LAMP loop-mediated isothermal amplification
LFA Lateral flow assay
LFIA Lateral flow immunoassay
ML machine learning
MLP Multilayer Perceptron
MLR multiple linear regression
NASBA nucleic acid sequence-based amplification
NFC near-field communication
PIDs pandemic infectious diseases
POC point-of-care
POU point-of-use
PMMA poly methyl methacrylate
RT-PCR reverse transcription-polymerase chain reaction
SARS-CoV-2 severe acute respiratory syndrome coronavirus 2
SEA Service Endpoint Agent
SERS-based LFIA surface-enhanced Raman scattering-based

lateral flow immunoassay
SWVs square-wave voltammograms
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