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Introduction

Throughout time, surgery evolved from an old fashioned
and rough discipline to one of the most exciting fields in
medicine, tightly linked to historical technological advance-
ments. To cite only a few, minimal access surgery including
laparoscopic and robotic surgery, real-time intraoperative
angiography with fluorescent dyes and coherent laser imag-
ing systems, 4K ultra-high-definition optics, 3D printing,
virtual and augmented reality. Our daily practice has also
changed with the introduction of electronic medical records,
with the consequent possibility of running big data analytics
and artificial intelligence algorithms. The latter will soon
represent a major turning point in human history and, none-
theless, in surgery, although it may seem distant from our
daily activities. Not taking part completely to the digital
revolution will soon render our practice obsolete. In this pro-
cess, it will be fundamental to manage the huge amount of
digital data (patients’ data, surgical video footage, etc.) with
maximum attention to security and digital privacy, consid-
ered a human right by the United Nations [1]. In 1982, a new
protocol for secure storage of information based on a chain
of data blocks was created by David Chaum, considered the
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“father” of modern-day cryptography [2], and expanded in
2008 by a person or a group of people under the name of
Satoshi Nakamoto, that created blockchain. All kinds of
information, including audio and video, can be secured in a
blockchain, which is a specific type of database that stores
data in programmable blocks, chained together in a chrono-
logical order. Once the information is on the blockchain, it
becomes accessible to all the network participants and can-
not be altered or counterfeited, thus protecting from fraud
and cyberattacks, as every action leaves a trace. Blockchain
technology is freely accessible and available to anyone, and
one of its most famous real-world applications is the cryp-
tocurrency Bitcoin. We would like to share some of the less
known applications of blockchain to the medical field and
point out how this technology can contribute to the evolution
of our surgical world (Fig. 1).

The small Republic of Estonia, for example, has been one
of the first countries to implement blockchain in the health-
care system, securing the medical data of its entire popula-
tion in a private blockchain. This has given the incredible
possibility to the government to track epidemics in real time,
to physicians to have all the patient’s information available
at any time, including imaging studies and laboratory analy-
sis [3, 4]. Similarly, because of the COVID-19 pandemic,
many Nations have been confronted with the need to track
and manage a large amount of sensitive data, consequently
raising important privacy issues. Various strategies have
been investigated to protect privacy, and the adoption of
the blockchain technology was one of them. For example,
Xu et al. demonstrated a viable blockchain platform that
can desensitize a user’s identity and location information,
ensuring identity protection of patients with COVID-19 and
their public privacy in a decentralized environment. At the
same time, the implementation of rapid, widespread test-
ing and vaccination strategies have witnessed the parallel
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Fig. 1 Possible applications of blockchain technology in surgery

introduction of health and immunity certificates. Blockchain
technology can provide a secure and decentralized environ-
ment for cross-border verification of COVID-negative or
immunity status [5]. For example, the Government of South
Korea has implemented, at a national scale, the world's first
blockchain-based COVID-19 Vaccination Verification
System (COOV) [6]. Unlike the European Union Digital
COVID Certificate, which is based on verifiable creden-
tials following the standard Public Key Infrastructure [7],
COOV does not need to handle the complex management of
cryptographic keys, thus avoiding the risk of having some
of these keys being compromised or stolen. The adoption
of the blockchain technology allows to prevent forgeries,
and to encrypt sensitive personal information like social
security numbers or other identifying factors. As an adjunct
privacy protection feature, it also includes decentralized
identity, which is a method that does not allow governments
to access or store the data, as the exchange of information
occurs directly between the visitor and the host through
blockchain. With COOV, the passport holders have full
control of their data [6]. Other examples of the current use
of blockchain technology for the implementation of digital
health credentials are the New York State’s Excelsior Pass
that allows individuals to access their COVID-19 vaccina-
tion record or negative test results through an integrated,
secure platform that accesses the already existent State and
City immunization registries [8], and the San Marino Digital
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Covid Certificate that links info regarding the COVID-19
status to a Non-Fungible Token (NFT), i.e., a unique and
non-repeatable certificate of digital authenticity that guaran-
tees immutability and accessibility by being registered on a
public blockchain [9]. Moving to our daily clinical practice,
imagine how useful it would be to have that level of informa-
tion on every patient that comes in the emergency room after
a severe trauma or comes already intubated in the operating
room. The application of the blockchain technology for the
creation of a patient-centric electronic health record that is
accessible across different hospital electronic platforms,
which respects privacy, is trustworthy and reliable, has been
already tested at the Stony Brook University in the United
States, and a pilot study is already planned between health-
care providers in the United States and Switzerland [10].

A possible, immediate application of the same princi-
ple in the surgical field would be the creation of a national
registry of surgeons and surgical operations. This could be
updated by any surgeon caring for the patient after the first
operation, with the inclusion of imaging studies and video-
recordings of the surgical procedures. Temporary access to
data can be given by the patient with the use of private keys.
Registry data could be used across specialties and institu-
tions without limitations.

Another opportunity comes from the secure handling of
biometric data coming from wearable technology, obtained
before, during, and after a surgical operation. Early examples
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of novel approaches to post-operative management are already
being explored for elderly oncologic patients [11] and after
esophagectomies [12]. All these devices generate an incredible
amount of sensible data that require proper protection and, at
the same time, easy distribution among sources. Blockchain
technology would be the perfect solution for the purpose, how-
ever, its potential applications go beyond the management of
registries and data analysis. Another real-world application is
its use for the management of the supply chain. Faulty instru-
ments or machinery could be located and recalled in seconds,
and any equipment shortage will be prevented in advance.
Technical servicing could be coded into a smart contract and
automatically updated via the internet much like car manufac-
turers performs upgrades to their vehicles while idle.

Organ transplantation

The great potential for supply chain optimization could turn
useful also in the field of organ transplantation, especially
in case of organ donations from living donors, like in a
paired kidney exchange. Also known as a “kidney swap”, it
occurs when a living kidney donor is incompatible with their
recipient but does match another person on the waitlist. Two
living donor transplants would occur. Donor chains work
similarly to paired kidney donations, taking advantage of
healthy and willing—but incompatible—donors. The chain
is initiated by a non-directed donor, who is someone that
offers to donate a kidney without a designated recipient, but
with the explicit wish to donate to someone in need of a
transplant. A blockchain-based architecture for human organ
transplantation would incredibly simplify the whole process
of organ donation, location, and distribution. The creation
of an international waitlist database could also dramatically
improve the chances to perform a paired kidney exchange
or activate a kidney donor chain in the context of kidney
living donation. The decentralized nature of the technology
would ensure transparency and trustworthiness, as no single
party would be in control of the waiting list priority, and
every event would be visible to any person with access to
the system. Every interested party would also be able to
directly verify each step of the process, ensuring a reliable
and secure exchange mechanism for recipient and donor
health records. The efficiency of the transplantation network
would greatly benefit from blockchain, with the reduction
of the intermediaries present in the current systems [13],
protection against fraud and “black market” sales of organs.

Health economics

In terms of Economics, health is a durable good [14] that
is tightly related to the wealth of societies. As they become
wealthier, they tend to consume more health services, thus

leading to a growing burden on public or individual finance,
according to the different healthcare systems. Such costs
could be sustainable only with an increase in productivity,
through cost savings, improved operational efficiency, and
better use of technology and automation [15]. A central
aspect of the new healthcare economics is how the infor-
mation (i.e., patient records, professional licenses, research
data, supply chains, etc.) is governed (e.g., through firms,
governments, markets, and blockchains) and how the most
effective governance changes through time as new technol-
ogies of trust are developed. In this regard, as a technol-
ogy of trust, blockchain could steer the current economic
organizational model of healthcare away from third parties
(i.e., hospitals, companies, governments) to a new decentral-
ized one, where data property rights are held by individual
patients. The blockchain platform would then serve as a new
economic infrastructure to govern those data rights, allowing
new solutions to healthcare problems [15]. In surgery, for
example, quantifying the worth of surgical care is a difficult
and frustrating experience, we all know how bothersome it is
the diagnosis-related group system. The use of blockchain-
based smart contracts would permit the link of clinical out-
comes to costs, possibly allowing the involved stakeholders
to shift from offering their services with a fee-for-services
model to a fee-for-value model.

Conclusion

Although very promising, blockchain technology is just in
its early stages of adoption in healthcare. The lack of confi-
dence with the ever-evolving digital world, the often-limited
involvement of the Information Technology department into
the everyday clinical work, the fragmentation and lack of
intercommunication of the existing electronic medical data-
bases, are just some of the reasons why the use of blockchain
technology in the medical field is untapped. As surgeons,
we should enforce our role as innovators during this time of
incredible opportunities, and actively contribute to the inno-
vation process, including the adoption and development of
blockchain. Being competitive in the future will not only be
a matter of being the best in the operating theater, but also a
matter of being among the leaders of technological advance-
ment. We should not stay at the side watching history being
done but thrive to know more and get involved in the action.
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