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Abstract
Correspondence o Introduction: Public health systems worldwide face increasing challenges in addres-
Jessica D. Tenenbaum, Duke University,
Durham, NC, USA. sing complex health issues and improving population health outcomes. This experi-

Email: Jessie Tenenbaum@duke.edu ence report introduces the concept of a Learning Public Health System (LPHS) as a

potential solution to transform public health practice. Building upon the framework
of a Learning Health System (LHS) in healthcare, the LPHS aims to create a dynamic,
data-driven ecosystem that continuously improves public health interventions and
policies. This report explores the definition, benefits, challenges, and implementation
strategies of an LPHS, highlighting its potential to revolutionize public health
practice.

Methods: This report employs a comparative analysis approach, examining the simi-
larities and differences between an LPHS and an LHS. It also identifies and elaborates
on the potential benefits, challenges, and barriers to implementing an LPHS. Addi-
tionally, the study investigates promising national initiatives that exemplify elements
of an LPHS in action.

Results: An LPHS integrates data from diverse sources to inform knowledge genera-
tion, policy development, and operational improvements. Key benefits of implement-
ing an LPHS include improved disease prevention, evidence-informed policy-making,
and enhanced health outcomes. However, several challenges were identified, such as
interoperability issues, governance concerns, funding limitations, and cultural factors
that may impede the widespread adoption of an LPHS.

Conclusions: Implementation of an LPHS has the potential to significantly transform
public health practice. To realize this potential, a call to action is issued for stake-
holders across the public health ecosystem. Recommendations include investing in
informatics infrastructure, prioritizing workforce development, establishing robust
data governance frameworks, and creating incentives to support the development
and implementation of a LPHS. By addressing these key areas, public health systems
can evolve to become more responsive, efficient, and effective in improving popula-
tion health outcomes.
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1 | INTRODUCTION

A learning health system (LHS) is one in which data collected
through clinical care informs research and medical knowledge,
which in turn informs clinical care, creating a virtuous cycle.t A
visual representation of the LHS is shown in Figure 1, adapted
from.? As noted by Feng et al.® the emphasis across definitions of
the LHS has shifted over time from healthcare to health systems.
Data have remained central; while the original description was
focused on data generated in the course of clinical encounters, the
2012 definition and other subsequent framings have expanded in
breadth to include a “growing health data infrastructure™® and the
integration of public health.®

In 2018, North Carolina's Department of Health and Human
Services (NCDHHS) recognized that the data collected in the
course of service delivery should be thought of not merely as a
technological by-product but rather as a strategic business asset.
That is, the data collected through public health encounters and
service provision may be used to inform public health operations,
evaluation, research, and policy-making. NCDHHS thus created a
Data Office in 2019, to be led by the newly created role of Chief
Data Officer, in which | had the honor to serve from 2019 to
2024. While the majority of the Data Office's effort was spent
on more fundamental tasks, laying the groundwork for data stor-
age, governance, exchange, and use, this vision for a “learning
health and human services” system served as a lodestar for
our work.

In this experience report, | describe a learning public health sys-
tem (LPHS), both existing and ideal. | highlight obstacles to an LPHS
as well as some promising national initiatives. Finally, | summarize
recent NCDHHS successes and ongoing initiatives in this context and

conclude with a call to action in four key areas.
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FIGURE 1

1.1 | Flavors of knowledge

Figure 1 shows data from clinical encounters being used to generate
“Medical Knowledge,” that is, generalizable knowledge that can then
be used to inform clinical guidelines, applicable broadly across health
systems, at least to other similar populations. For example, EHR data
from one or more locations may indicate that a given drug is less
effective for people who also take beta blockers. This type of general-
izable knowledge may be considered “Knowledge-with-a-capital-K.”
But there is another type of knowledge that may be gained from clini-
cal data: operational knowledge. This may be thought of as “knowl-
edge with a lower-case k”, applicable for operational purposes for the
system in which it was generated. Some examples might be noting
that a given clinic tends to run late on Mondays, or a spike in no-
shows on Fridays. This knowledge may or may not be generalizable to
other locations, but it is actionable knowledge that can help improve
system performance. Throughout this report | will use these different
modes of capitalization of the word to indicate broad, generalizable
Knowledge versus local operational, but still actionable, knowledge.

1.2 | Defining public health, broadly

The CDC Foundation defines public health as “the science of protect-
ing and improving the health of people and their communities™® and
notes that it is “...achieved by promoting healthy lifestyles, research-
ing disease and injury prevention, and detecting, preventing and
responding to infectious diseases.”® Public health is thus not only
about disease and injury, but also wellness promotion through lifestyle
and environment. Accordingly, data that are relevant to public health
derive not only from surveillance, surveys, clinical care, or infectious

disease prevention and response. As with medicine, recent years have
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A simplified version of the LHS cycle of data from patient encounters generating medical knowledge and improved care. Adapted
from Reference [2] and an unpublished figure shared by Dr. Chris Chute.
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seen recognition in public health of the importance of social determi-
nants of health (SDOH), for example, housing stability, transportation,
and access to healthy food. With this broader definition of public
health, boundaries start to blur across domains like medicine,
public health, and social services. Where enrollment in supplemental
nutrition assistance programs or experiencing homelessness was once
considered to be outside of the purview of public health, the distinc-
tion has become less clear, and arguably less relevant. With increasing
focus on “whole person health,””® there is increased recognition of
the importance of information regarding all aspects of a person's life,
not just the factors that cause a person to schedule a medical appoint-
ment, what takes place at that appointment, and the treatment plan
that follows.

2 | ALEARNING PUBLIC HEALTH SYSTEM
An LPHS may therefore be described as public health system (in the
broadest sense, as noted above) with an associated information infra-
structure that enables a virtuous cycle. In this cycle, data inform
knowledge, which in turn informs policy. The policy is then implemen-
ted, generating additional data, which leads to further knowledge. The
benefits of a LPHS are numerous and far reaching. It can reduce dis-
ease burden through improved targeted prevention, providing real-
world evidence to identify both communities at risk and effective
interventions.” It can also improve health outcomes through
evidence-informed health policy, sorely lacking in today's landscape
despite significant attention and effort.*°-12

As noted in the call for papers for this special issue, public health
in theory already exemplifies an LHS in the form of data generation;
policy-making and implementation; and assessment and evaluation,
which then feeds into new policy. This approach may be represented
by replacing the clinically oriented terms from the boxes in Figure 1
with public health-oriented terms, for example, COVID vaccine
administration goes into an immunization database, which is
extracted into a COVID vaccine datamart, that is, a curated database
intended for a specific analytic purpose. Data are analyzed to deter-
mine new knowledge, for example, women under 50 are at higher
risk for adverse events following a specific vaccine. Public health
guidelines would specify not to use that vaccine in women under
50, and a clinical decision support alert in the electronic health
record could be triggered if a clinician tries to order that vaccine for
a patient in the high-risk group. Thus, in the simplest framing, an
LPHS could just be a variation of the LHS applied to areas of medical
practice that we think of as public health, for example, immunization,
or chronic disease.

It is worth considering what it would look like to go beyond this
simple translation. It is not always clear what people mean when they
say a policy is “evidence-based.”*® Moreover, there is a major gap
between what research shows to be effective (i.e., evidence) and
which policies are enacted and enforced.!* Policy-making is
and always will be done based not only on evidence but also on values

and politics.*©
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Consider a model in which an LPHS can leverage encounter-
based data to generate new knowledge not just regarding clinical
guidelines but regarding health policy more broadly. In the LHS/LPHS
comparison, there is no EHR analog for policy makers wherein alerts
could notify public health officials of best practices. Still, one can envi-
sion a future in which a “policy decision support system” could take
into account the demographics and climate of a region (both literal
and political'?) and make recommendations regarding, for example,
the most promising policies to apply in a given region, for example, to
reduce the spread of disease, or decrease the number of accidental
gun-related deaths. During the COVID pandemic, the Digital Health
Institute for Transformation created a proof-of-concept data-driven
decision support tool for local government and business leaders. Their
“Community Confidence Dashboard” was based on both disease
modeling and regional polling regarding preferences, priorities, and

risk tolerance.*®

21 | Partway there: the LPHS of today

Figure 2 gives an overview of an LPHS as it could, and in some cases
does, exist today, with a few notable differences from the LHS cycle
depicted above. First, encounters related to public health take place in
many different settings, through many different systems—Ilocal health
departments, hospitals, private clinics, social service agencies, and
more (Figure 2A). Of course, this is also true for clinical encounters—
they may occur at multiple different locations, and the data may or
may not be integrated through a regional health information
exchange. While a health system will typically have one medical
record number (MRN) for each patient, different public health systems
often do not have such an ID. This results in more work required to
link records between systems (Figure 3B).

Once collected, numerous and complex guidelines, regulations,
and laws exist at both the local and federal level that limit what may
be done with the data, how, and by whom, thus limiting the ability to
create the integrated datasets that would be needed for the analyses
that would generate new knowledge (Figure 3C).

As noted above, significant public health knowledge has been
derived from data collected in the course of public health activities
(Figure 2D). The CDC's National Syndromic Surveillance Program col-
lects data from emergency departments, commercial laboratories, and
other sources and makes the data available through the BioSense plat-
form for early detection and monitoring.?® During COVID, the
National COVID Cohort Collaborative (N3C) pulled together COVID-
related patient data from ~100 sites, covering 23 M people and
almost 9 M COVID cases.*” This massive datamart enabled numerous
retrospective studies, generating new knowledge regarding everything
from breakthrough infections'® to the impact of vaccination on
adverse cardiovascular events!? to the risk of breakthrough COVID
cases in cancer patients.2® Another variation on this cycle is exempli-
fied by the FDA's Sentinel initiative. Sentinel was launched in 2008 to
create a federated national electronic system for medical product

safety surveillance using claims data as well as data from EHRs.2* Still,
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FIGURE 2 An overview of an LPHS of today. (A). Public health encounters take place in many different locations and contexts. (B). Data are
stored in siloed databases without a common identifier for each person. (C). Laws and regulations, or in some cases the cautious interpretation of
unclear regulations, make it challenging to aggregate and use data. (D). The outer loop represents generalizable knowledge that may be broadly
applied. (E). The inner loop depicts a local, operational learning cycle. (F). In addition to evidence and knowledge, politics plays a part in the
development of public health policies and guidelines. (G). Today's LPHS generally lacks the decision support component that exists in clinical care.
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FIGURE 3 Consolidated vision for a future LPHS. Instead of only public health encounters, encounter types are aggregated for a given
individual and stored in a health data utility (HDU) under proper governance. In addition to traditional clinical or public health guidelines, this
enables more complex analysis and resulting policies that account for many different facets of a person's experience. Both operational knowledge
and generalizable knowledge are used to inform practice.

a lack of funding, staffing, skillsets, and incentives yields under- Medicaid, WIC (special supplemental nutrition program for women,

exploration of the data that do exist. infants, and children), immunizations, and communicable disease cases. If

One notable addition to Figure 2 beyond the single cycle depicted in
Figure 1 is the inner loop wherein data are used to generate new opera-
tional knowledge (Figure 3E) as opposed to public health knowledge in
general. This involves integration and analysis of datasets that have histori-

cally remained siloed and unexplored. Examples of such siloes include

we could leverage the power of that data, integrate and analyze relevant
data sources, and have those results generate operational knowledge to
inform operational practice and policy evaluation, significant improve-
ments could be made to human health and wellness. Later in this report, |

describe some of NCDHHS's successes and ongoing initiatives to this end.
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Another notable addition to the diagram is politics, and its shared
role with evidence in influencing policy (Figure 2F). The final differ-
ence is a subtraction from the original diagram: the box for expert sys-
tems. Public health policy execution has no real decision support

analog (Figure 2G).

3 | BARRIERS TO A LEARNING PUBLIC
HEALTH SYSTEM

Unfortunately, there are several obstacles that make it more difficult
to achieve both levels of an LPHS—creation of local, operational
knowledge, or generalizable knowledge.

3.1 | Interoperability

Perhaps, the most obvious obstacle is the extent to which data remain
siloed in their place of origin—clinical data in the EHR and public
health data in public health systems. But note that interoperability
issues are not limited to the space between clinical and public health
systems. As described above, underfunding and legacy technology
make interoperability a challenge even between systems that fall
squarely in the traditional public health domain, for example, immuni-
zations and communicable diseases. This made it more challenging
than one might expect to identify post-vaccination cases shortly after
the first COVID vaccines were made available. More resources and
technical assistance are required to improve interoperability both
within and between domains.

Even for data that are shared, barriers to interoperability remain.
One such obstacle is the lack of use of data terminology standards.?2
Information as seemingly simple as smoking status can be collected in
many ways—current/past/never vs. light/heavy vs. packs per day.
Beyond semantic data standards, it can be challenging to link single
individual's records from different systems. A national health identifier
would both reduce the amount of unnecessary work being done to
link records, and help improve privacy and security.?® During COVID,
for example, had there been a readily available, efficient way to link
records from North Carolina's COVID vaccine management system,
COVID cases, and clinical information from the state health informa-
tion exchange (HIE), doing so would have facilitated data quality
improvement among each of these sources and provided a robust
basis for analysis regarding post-vaccination cases, potential side

effects, and vaccine protocol adherence.

3.2 | Governance

One important consideration in the design and development of an
LPHS is data privacy. The benefits described above are all real
but derived from best-case scenarios. It is critical to hire skilled
IT and data security staff (who, it should be noted, could earn

significantly more money in the private sector) to keep data safe

Learning Health SystemsliiEEES

and defend against breaches. Even without the issue of a security
breach, people may be concerned about what will, or could, be
done with their data, whether under a current or future govern-
ment administration.

Another issue under the broader umbrella of data governance is
data quality. We are all familiar with the phrase “garbage in, gar-
bage out.” That is, if the data being used for any given analysis or
model training are of poor quality, then the results will similarly be
of poor quality. Of course, any large dataset is likely to have its
own challenges when it comes to data quality. Data need not be
perfect, but it must be evaluated for quality, and deemed “fit for
use” before it can be put to work. Data used for analysis without
formal quality profiling, assessment, or improvement introduce a

significant risk.

3.3 | Funding

COVID notwithstanding, public health has been historically under-
funded. In addition to frequently antiquated technology, this
underfunding has resulted in extremely high vacancy rates as skilled
professionals leave the workforce, whether due to burn-out following
the pandemic, the allure of higher salaries in nongovernment jobs, or
other reasons.?*25 With staff stretched so thin covering the responsi-
bilities of vacant positions, there is little to no bandwidth for any given
unit to work with data to improve operations.

Another challenge is the disease- and domain-based nature of
funding. It can be easier to persuade funders, including lawmakers
overseeing a budget, to allocate money, for example, to hungry chil-
dren, isolated seniors, or people with substance use disorders. It is
more challenging to secure funding for infrastructure that spans multi-

ple areas, benefiting all but belonging to no single domain.

3.4 | Culture

Public health, and epidemiology more broadly, has been a data-driven
domain from the time of John Snow's investigation into cholera out-
breaks in London in the 1850s. Given that, one might expect a culture
of data sharing for purposes of deriving new knowledge. Countering
this tendency toward data use are: (1) privacy issues around data that
are sometimes particularly sensitive, for example, HIV or syphilis sta-
tus, (2) confusing and contradictory laws and regulations, leading to
sometimes overly cautious legal interpretation, and (3) an academic
flavor in some departments that inspires a territorial approach to data,
lest a researcher get “scooped”, that is, someone else publishes find-
ings using the data before the person who works in the unit that col-
lected it has a chance to publish.

While a sense of stewardship and privacy protection is a good
thing, it should ideally be balanced with a tendency to leverage that
data to the greatest extent possible through inspection and analysis.2®
Executive-level buy-in and close coordination with legal counsel can

help transform a culture of caution to one of “getting to yes” with
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respect to appropriate data governance, exchange, integration, and

analysis.?®

4 | PROGRESS THROUGH KEY
INITIATIVES

Three notable current initiatives are steps in the right direction.

4.1 | The data modernization initiative (DMI)
The CDC's Data Modernization Initiative (DMI) is a multiyear, multibillion
dollar effort to modernize data across the public health landscape with
priorities that include “building the right foundation” by improving data
analysis, collection, and sharing, and “accelerating data into action.”?’
Included in the DMI are two specific technology-enabled systems
that are critical to building out an LPHS: electronic lab reporting (ELR)
and electronic case reporting (eCR). ELR is the electronic transmission
of laboratory reports from testing facilities to public health depart-
ments, healthcare systems, and the CDC.28 Electronic case reporting
(eCR) sends case data electronically and automatically, based on spe-
cific diagnosis codes, between EHRs and public health agencies. While
the COVID pandemic served to accelerate adoption of these systems,
they are still not universal across facilities.?’

42 | TEFCA

TEFCA stands for the “Trusted Exchange Framework and Common
Agreement.” It is an initiative of the US Office of the National Coordi-
nator for Health Information Technology (ONC) that aims to establish
a nationwide HIE infrastructure enabling secure and seamless
exchange of health information across different health information
networks. Included in the stated goals is simplifying connectivity to
“enhance the welfare of populations.”®° Beyond clinical care, TEFCA
is relevant to public health as it aims to facilitate timely exchange of
health data that are critical for disease surveillance, outbreak detec-

tion, and population health management.

4.3 | Health data utilities

A health data utility (HDU) is a relatively new concept that may be
described informally as “an HIE on steroids.” Where an HIE includes
clinical data from multiple sources to form a longitudinal record for
purposes of clinical care, an HDU goes beyond clinical data as a
source to incorporate clinical, public health, SDOH, claims, administra-
tive, and other relevant data®! and beyond clinical care as a purpose
to include goals such as public health, research, etc. Some HIEs are
already functioning like HDUs in some ways. With the right gover-
nance structure around them, HDUs could serve as a foundational

component of an LPHS (See Figure 3).

5 | NCDHHS ADVANCES TOWARD
AN LPHS

As noted, the NCDHHS Data Office was established in 2019. From an
organizational perspective, it was situated in the Office of the Secre-
tary, with its scope extending across the entire department. (Notably,
and importantly for the strategic business nature of the unit, it was not
created under the Information Technology Division). With a virtuous
learning cycle as the lodestar, the team began by developing a data
strategy framework. The framework was made up of four pillars: (1) data
use; (2) data infrastructure; (3) data governance; and (4) data literacy.

Data use cases were defined by the business units. The Data
Office was particularly focused on use cases that required collabora-
tion between different divisions. Some examples are provided in
Table 1. Answering each of these questions resulted in new, action-
able knowledge within NCHHS.

TABLE 1 Examples of data-driven business unit questions formed
the basis for the “data use” pillar of NCDHHS's Data Strategy
Framework. The Data Office focused primarily on assisting in use
cases that required collaboration across divisions.

Stakeholder
Question divisions Notes
What % of Medicaid Medicaid & Enabled accountability
managed care Public Health ~ for managed care
beneficiaries have been insurance companies.
vaccinated against Normally Medicaid claims
CovID? data would be sufficient,
but vaccinations were
not reliably billed to
Medicaid early in the
pandemic.
Who is likely eligible Public Health, Identifying likely-eligible-
for, but not enrolled in, Medicaid, but-not-enrolled
a given service, who Social individuals and families
might benefit from Services enabled targeted
targeted outreach and outreach via text
information? message to increase
enrollment.
What are the Public Health,  Knowing the breakdown
demographics of Mental of children vs. adults
individuals experiencing  Health across regions helped
behavioral health inform resource
emergency department allocation and strategic
boarding across the location of crisis care
state? facilities in regions of
greatest need.
Are there individuals Public Health, Knowing the answer to
who have screened Social this question enabled
positive for food Services identification of

scarcity and are likely
eligible for nutrition
services but not yet
enrolled?

individuals for targeted
outreach to increase
enrollment.

Note: The term “behavioral health ED boarding” is when a patient with a
behavioral health crisis is kept in an emergency department (ED) for days
or even weeks until a spot in an appropriate psychiatric facility becomes

available.
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5.1 | Datainfrastructure

The arrival of a global pandemic approximately 9 months after the
creation of the Data Office stalled some aspects of the data strategy
roadmap, but accelerated others. Shortly after the declaration of the
public health emergency (short by government standards), NCDHHS
was able to deploy a cloud-based enterprise data warehouse that
facilitated automated daily updates of multiple complex public-
facing dashboards. This central storage also facilitated integrative
analysis of data from multiple different divisions in order to answer
questions that were previously challenging if not impossible to
address.

5.2 | Datagovernance

A landscape analysis by an external consultant resulted in a new legal
framework and “Data Sharing Guidebook”, optimized for efficient and
appropriate data sharing across the department, thus facilitating inte-
grative analysis and use of data.®?3% The team also created a Data
Asset Inventory dashboard to facilitate data asset discovery across
the department. Data quality profiling was performed to evaluate
validity and missingness for equity-related data elements (e.g., age,
race, ethnicity, preferred language, sexual orientation, gender identity,
and sex assigned at birth) across a dozen data assets. Experience has
shown that only used data become clean data, and expanded data
quality analysis and improvement is ongoing. The team also put signif-
icant effort into entity resolution and record linkage, mapping records
from multiple siloed data systems to a common unique identified for
individuals, thus moving toward a “whole person health” perspective
of residents of North Carolina.

With high-quality metadata regarding existing data assets, a gov-
ernance and legal framework to facilitate data sharing, and the ability
to link records between systems, the department is now better situ-
ated to leverage its considerable data assets in deriving new

knowledge.

5.3 | Data literacy

Finally, NCDHHS partnered with North Carolina State University's
Data Science Academy to offer advanced data training through three
training modules: advanced Excel, PowerBlI, and a capstone module in
which students applied what they had learned to data challenges
in the context of their job responsibilities. This experience gave staff
the skills they needed to leverage data within their respective busi-
ness units to generate insights and improve operations. Feedback was
quite positive, and the training will be expanded moving forward.

One capstone project enabled visualization of demographic and
incident data across state-operated health facilities, enabling the
detection of outlying facilities or time periods for investigation.
Another project produced a dashboard to facilitate identification of

fraudulent Medicaid claims based on combinations of date and
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location of service, diagnosis codes, date of birth, and other factors.
Improbable claims could be double checked for veracity, for example,
a low urgency visit recorded on Christmas day.

All of the accomplishments above helped NCDHHS to become a
more data-driven organization, building a virtuous learning cycle in
which data collected through daily health and human services opera-
tions were used to derive new, actionable knowledge, which informed

future operations, which generated new data.

6 | LONG-TERM VISION: THE LPHS OF
TOMORROW

The high-level vision for a future LPHS shown in Figure 3 illustrates the
convergence of health data from across the health and human services
landscape. Encounters become person-centric rather than segregated by
which provider or local government entity provided the service. A signifi-
cant portion of the data that can affect an individual's health and well-
being can be integrated and aggregated (where permitted by law) in a
HDU with appropriate governance. That data may then be used both to
inform improved operations, and to derive new knowledge to improve
health and wellness. Politics will always play a role, but with sufficiently
robust data, inference, knowledge management, and decision support,
perhaps its weight of influence can be decreased. Moreover, one can
hardly write a paper in the year 2024 and not mention the potential Al
benefits on the horizon. In addition to LLM-enabled information extrac-
tion, more “traditional” machine learning algorithms and predictive
models are being developed every day. These advances will further pro-

mote the cycle of public health data and evidence-based policy.

7 | CALLTOACTION

In order to achieve the vision of an LPHS, generating both “capital-K”
knowledge (i.e., generalizable knowledge to be applied across popula-
tions) and lower-case-k knowledge (i.e., actionable operational knowl-
edge to be applied within a given public health department), actions
must be taken to address the barriers described above across four key
areas: informatics; workforce development and training; ethical, legal,

and social issues; and funding and incentives.

7.1 | Informatics
Although the CDC's DMI is a major step in the right direction, its work
is ongoing. Its impact is not yet widespread enough to support a true
LPHS. Clinical care and public health data and systems are still woefully
segregated. Another important informatics obstacle is the lack of a
national health identifier2® Congress should reject language in
Section 510 of the 2025 appropriations bill that continues to ban fund-
ing even to explore the creation of a national unique patient identifier.
Finally, the identification and adoption of data standards across

public health, and in alignment with healthcare systems, is critical for
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every step of the LPHS cycle. Note, the need is not for the develop-
ment of standards—the standards exist. If anything, there are too
many. The important undertaking is to identify, with stakeholder
input, which standard to use from the many fine standards out there,
and then to disseminate that information, as well as offer technical
assistance to those who wish to adopt those standards but are unsure

how to proceed.®*

7.2 | Workforce development and training

One current strength is that there is a large, talented, and dedicated
workforce of epidemiologists across the country, who strive to use data
to inform public health policy and practice. Where the current work-
force landscape falls short is in the dearth of other scientists involved in
this space, particularly data scientists. This is an area of both great need
and great opportunity for collaboration with data scientists, informati-
cians, statisticians, computer scientists, and others. Training programs in
data science with a focus on public health, including certificates and
master's programs, will help to train the future workforce in this critical
space. In addition, outreach at the undergraduate and even high school
level to make people aware of this area of study would help build a
more robust workforce pipeline.

Data literacy is also needed for staff across health- and human
service-related government agencies—local, state, and federal. This
includes not only advanced training for analysts and epidemiologists but
also applies to leadership and decision makers to ensure they understand
how to interpret basic graphs and increasingly sophisticated data visuali-
zations. Training is also useful for legal counsel and procurement staff to
ensure familiarity with, and an understanding of the importance of, con-
cepts such as application programming interfaces (APls) and data stan-

dards, which might otherwise be overlooked in contract development.

7.3 | Ethical, legal, and social issues
One major challenge in data sharing and use is the very complicated
landscape of federal and state regulations regarding what is allowable.
For example, FERPA (Family Educational Rights and Privacy Act) is a
federal law intended to protect the privacy of student education
records. Educational data fall under the broad scope of public health
in the context of chronic absenteeism, among other ways. The state
of Connecticut has its own student privacy law, Public Act 16-189,
that is generally more restrictive and prescriptive than FERPA in terms
of agreements required, what data are included in the definition of
“student information”, and breach notification requirements. These
regulations are sometimes even in conflict with each other. Simplify-
ing the rules and aiming for greater alignment would help greatly.
Finally, Mandl et al. argue for a “substantive role” for the patient
in the creation of TEFCA including the ability to configure what is
shared about them.®> A similar approach would be advisable for all
components of an LPHS. There are some who say that in the era of

the internet and social media, privacy is dead. Others will fight tooth

and nail for their right to privacy. Ideally, the system is set up “at the
speed of trust” with stakeholder input and trust relationships such
that people feel comfortable with the way the data are collected,
stored, and used. But there will always be those who do not want
their data included. For their sake, and for the sake of those who
want the benefit from the system and would lose out if the whole
approach was to be abandoned, there should be the ability to opt out
of having one's data used. As we move toward increased interopera-
bility and ethical data exchange, accounting for the ability of privacy
enthusiasts to withhold their personal data from such systems may
assuage concerns from privacy advocates.

7.4 | Funding and incentives

| have noted above several areas in which ongoing or increased
investment is needed—the CDC's DMI, workforce development and
data literacy training, and data governance and management.

The establishment of an LPHS is likely to be accelerated by finan-
cial incentives for the adoption of the modern infrastructure described
above: ELR, eCR, HIEs, TEFCA, HDUs, and more. To this end, North
Carolina and California have passed laws requiring data sharing with
HIEs by providers and health plans.®® Paired with these statutory
requirements are financial incentive programs, for example, increased
Medicaid payment to hospitals that share data with an HIE.>® Addi-
tional statutes and funding across the country are needed to keep

things moving in the right direction.

8 | CONCLUSIONS

The concept of an LPHS represents a paradigm shift in the way we
approach public health. By leveraging data to inform knowledge gen-
eration, policy development, and operational improvements, LPHS has
the potential to significantly enhance our ability to protect and
improve the health of individuals and communities.

Throughout this paper, | have explored the foundations of an
LPHS, including its definition, key components, and the benefits it
offers. | have also discussed the challenges that stand in the way of
realizing the full potential of LPHS, such as interoperability issues,
governance concerns, funding limitations, and cultural factors.

Moving forward, there is a clear call to action for stakeholders
across the public health ecosystem. Investments in informatics infra-
structure, workforce development, data governance, and incentive
alignment are needed to support the development, implementation,
and advancement of the LPHS. Collaboration and coordination among
government agencies, healthcare providers, researchers, and other
stakeholders will be essential.

In the long term, the vision of a fully realized LPHS holds great
promise. By modernizing infrastructure, integrating health data from
across the health and human services landscape, and leveraging
advanced technologies such as artificial intelligence, we can create a

dynamic system that continuously learns and adapts to improve health
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outcomes and address the evolving needs of our communities. The jour-
ney toward an LPHS is ongoing, but the potential benefits are clear. By
working together and committing to the principles of continuous learn-

ing, innovation, and collaboration, we can build a healthier future for all.
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