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Online misinformation and vaccine hesitancy

Renee Garett," Sean D. Young™’

Abstract

Although rates of vaccination have increased worldwide, the
rise in nonmedical exemptions for vaccination may have caused
a resurgence of childhood vaccine-preventable diseases.
Vaccine hesitancy plays an important role in the decreasing
rates of vaccination and is considered by the World Health
Organization as a top ten global threat to public health. Online
vaccine misinformation is present in news outlets, websites,
and social media, and its rapid and extensive dissemination

is aided by artificial intelligence (Al). In combating online
misinformation, public health experts, the medical community,
and lay vaccination advocates can correct false statements
using language that appeal to those who are undecided

about vaccination. As the gatekeepers to online information,
they can implement and enforce policy that limits or bans
vaccine misinformation on their platforms. Al tools might

also be used to address misinformation, but more research

is needed before implementing this approach more broadly

in health policy. This commentary examines the role that
different online platforms appear to be playing in the spread of
misinformation about vaccines. We also discuss the implications
of online misinformation on attitudes about COVID-19 vaccine
uptake and provide suggestions for ways to combat online
misinformation.
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BACKGROUND

Although global vaccination rates continue to trend
up [1], the resurgence of vaccine-preventable dis-
eases, such as measles, may be attributable to the de-
crease in vaccine coverage [2, 3]. Vaccine hesitancy
is a rejection, reluctance, or delay in vaccination des-
pite availability of efficacious vaccines [4] and is con-
sidered by the World Health Organization (WHO)
as a top ten threat to global health [5]. Some of the
factors that influence vaccine hesitance include
personal beliefs (i.e., safety concerns, skepticism of
vaccine effectiveness) [6], social networks [7], and ex-
posure to misinformation online [8]. In California,
prior to legislation that barred personal belief ex-
emptions for vaccination, rates of personal belief
exemption for vaccination among kindergartners
slowly increased from 2000 to 2015 [9]. Similarly,
in states without such exemptions, nonmedical ex-
emptions increased and had an inverse association
to coverage of the measles, mumps, and rubella

Implications

Practice: Providers can continue to discuss with
their patients the importance, safety, and effect-
iveness of vaccines. They can also inform their pa-
tients that there are massive amounts of vaccine
misinformation online and provide them with
sources containing factual information with lay
language.

Policy: Social media platforms that want to de-
crease the spread of misinformation on their sites
should continue to monitor and develop new al-
gorithms that identify vaccine misinformation, as
well as implement and enforce bans on the con-
tent and advertising on their website that contain
misinformation.

Research: Future research should be aimed
at identifying appropriate messages to de-
liver for maximum effectiveness to appeal
to those who are undecided by vaccination.
Additionally, researchers can develop digital
tools that can identify, respond to, or eliminate
misinformation online.

Lay summary

Vaccine hesitancy, the rejection or delay to get
vaccinated even if there is an effective vaccine
available, may be instrumental in the resur-
gence of vaccine-preventable disease. Studies
have shown that the rise in nonmedical exemp-
tions for vaccination increases rates of childhood
vaccine-preventable disease. One factor that
influences vaccine hesitancy is online misinfor-
mation. False or misleading information online
regarding vaccines can be found in independent
news outlets, websites, and social media. The
spread of vaccine misinformation is especially
important during the COVID-19 pandemic as
false information can decrease pro-vaccine opin-
ions. The recent announcement of an effective
COVID-19 vaccine became a hot topic online,
with many adults hesitant to take the vaccine.
Public health experts, medical professionals, and
pro-vaccine individuals can help curb the spread
of misinformation by correcting false statements
online. Social media companies can also aid in
stopping misinformation by implementing and
enforcing policy that limits misinformation on
their platforms.
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vaccine among kindergarteners [10]. Globally,
trends in confidence in vaccine safety, importance,
and effectiveness have decreased in certain coun-
tries while increasing in others between 2015 and
2019, with confidence in vaccines significantly asso-
ciated with uptake of vaccines [11]. More recently,
as news of the COVID-19 vaccine efficacy emerged,
over 55% of U.S. adults surveyed expressed hesita-
tion in obtaining the vaccine once available citing
effectiveness, side effects, trust, politics, and expe-
diency in production as reasons for waiting or un-
certainty. Additionally, those who stated that they
would not receive the vaccine cited misinformation,
misperception, and mistrust about the vaccine, and
not needing a vaccine as reasons for not obtaining
the vaccine [12].

A report from The European Centre for Disease
Prevention and Control stated that digital social
networks (e.g., social media) are primary factors af-
fecting vaccine hesitancy because they allow the fast
spread of rumors and myths regarding vaccination
[13]. It is therefore important that researchers and
health departments become aware of the potential
digital social networks and how vaccinerelated in-
formation is being shared on them.

Susceptibility to vaccine misinformation can be
attributed to many factors, including a lack of sci-
entific education and understanding by the con-
sumer [14] and the public’s declining trust in figures
of authority [15]. Investigators explored the role of
information sources on vaccine knowledge and vac-
cine hesitancy and found that parents who turned
to the internet/social media for information had
less correct knowledge compared to parents who
received information from a healthcare provider
and that using the internet/social media as a source
was associated with vaccine hesitancy [16]. Another
study investigated the role of fake news and online
misinformation on immunization rates and found
decreased rates after the proliferation of false in-
formation online [17]. There are both human and
nonhuman components that enable the dissemin-
ation of massive amounts of misinformation online.
Previous investigators found that social media bots
and content polluters (“accounts that disseminate
malware and unsolicited content”) significantly
tweeted anti-vaccination posts at a higher rate than
average Twitter users, while Russian trolls amplified
the tweets [18].

This viewpoint examines the role that different
online platforms appear to be playing in the spread
of misinformation about vaccines. We also discuss
the implications of online misinformation on atti-
tudes about COVID-19 vaccine uptake and provide
suggestions for ways to combat online misinforma-
tion. We also discuss potential applications of artifi-
cial intelligence (Al) related to vaccines and provide
a call for additional research before implementing
these approaches more widely in the policy.

NEWS

The diffusion of vaccine misinformation is a topic
that has been covered by news organizations, es-
pecially in times when infectious disease outbreaks
occur. A study that analyzed online newspaper art-
icles about the Ebola vaccine found that misinfor-
mation and corrections surrounding the vaccine
development included the vaccine being secret,
beliefs that the trials would cause an Ebola out
break, and impropriety of incentives for participants
[19]. In another study, the fallout from a fake main-
stream media article regarding the polio vaccine
in Pakistan resulted in violent and nonviolent inci-
dents. Consequently, the Taliban halted the vaccin-
ation campaign resulting in a rise in polio cases [20].
Table 1 shows sample texts of misinformation from
various online sources.

WEBSITES

Online misinformation on websites can also nega-
tively impact people’s willingness to take vaccines.
According to the Pew Research Center, 55% of
Americans with access to the internet sought health
or medical information online with some reporting
that the information they obtained influenced their
health behaviors. Unfortunately, content on health
websites varies in accuracy and quality with approxi-
mately 6% of those examined containing incorrect
information [21]. Anti-vaccination websites take
many forms from activism to natural health sites to
general news and blogging sites, with some sites re-
ceiving 1.5 million unique visitors per month [22].
This is unsurprising since researchers found that
43% of websites propagated during a web search
for “vaccination” and “immunization” comprised of
anti-vaccination websites [15]. Once led to websites,
readers may be bombarded with information that
questions scientific integrity, use emotive appeals for
civil liberties, and concern for the health and wel-
fare of children. Anti-vaccination persuasion centers
on creating a community affected by vaccines and
vaccine-related practices [23]. Main themes used by
anti-vaccine champions include safety and effective-
ness, alternative medicine, freedom and rights, con-
spiracy theories, and morality [14].

SOCIAL MEDIA

One of the most efficient methods of spreading
vaccine misinformation online is through social
media. A report by the Centre for Countering
Digital Hate (CCDH) found that social media
accounts by anti-vaccination proponents gained
7.8 million followers since 2019, with 31 mil-
lion Facebook users following anti-vaccination
accounts and 17 million YouTube users sub-
scribing to similar accounts [24]. In examining
vaccine chatter on Facebook, researchers found
that though anti-vaccination clusters were fewer
in numbers than pro-vaccination clusters, they
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Table 1 | Sample text of online misinformation about vaccination

Source Platform Engagement Text®
Vaccination
News SHTFplan 4 comments (Headline) The Flu Vaccine Won’t Help You This Year, But Big Pharma
Wants You To Get It Anyway
Website Mercola 595,145 views (Title) Squalene: The Swine Flu Vaccine’s Dirty Little Secret Exposed
161 comments
Social Media ~ Facebook 18 reactions Gene mutations are very common after getting vaccinated.
25 comments
10 shares
Twitter 4.7K likes If you believe that an unvaccinated person is a threat to someone
136 quote tweets who is vaccinated, then do you really believe vaccines work?
1.3K retweets
Reddit 9 comments Are unvaccinated children healthier than children who are vaccin-
ated? One study’s findings
YouTube 539,043 views I'm in the medical field, and | now know the truth about vaccines.
10, 876 reactions
4,402 comments
Instagram 366 likes Vaccines were founded on dodgy science, and unfortunately, parents
6 comments and experts have been fooled into thinking it’s necessary for the
public’s health to jab themselves and their kids with poison.
CovID-19
News The Lib- 0 comments (Headline) Top Pfizer Whistleblower Trashes Company’s Vaccine
erty 0 shares “Breakthrough” Spin
Beacon
Website Natural 14K views (Title) Prediction: The insidious COVID-19 vaccine will infect you with
News 6 comments a virus that will lead to an outbreak of a new COVID-21 pandemic
Social Media ~ Facebook 47 reactions Think: China recovered from COVID-19 without needing a vaccine.
40 comments So, what'’s really going on here that is pushing this mandate to be
102 shares vaccinated?
Twitter 4.4K likes The young and healthy DO NOT need a Covid-19 vaccine. Over 99%
137 quote tweets of people recover without treatment and with minor symptoms.
1.6K retweets
Reddit 1.4K upvotes A pharmaceutical company makes a claim that their COVID-19

727 comments

vaccine is effective, but an executive says viral transmission can
happen after vaccination. So, what is it effective against, then?

*Quotes from individuals have been modified to protect individuals from being identified by or linked to this report.

nevertheless had very high presence and were
well entangled with undecided clusters [25]. One
study found that public use of social media to or-
ganize action was associated with the belief that
vaccines were unsafe and that foreign disinforma-
tion campaigns on social media were associated
with lower vaccination rates and negative dis-
course/posts on social media [26]. Another study
examined coverage of the human papilloma virus
(HPV) vaccine in social media and state-level HPV
vaccine coverage. Results showed that exposure
to information on social media explained a higher
proportion of the variance in vaccine coverage
compared to socioeconomic factors, and that vac-
cine coverage was lower in states with higher ex-
posure to misinformation, conspiracy theories,
and safety concerns [27].

COVID-19 VACCINE-RELATED MISINFORMATION

During the current COVID-19 pandemic, it is es-
pecially important to be aware of the prevalence
and role that online misinformation is having on

people’s attitudes and behaviors as this affects
willingness to get the COVID-19 vaccine. News
of the availability and near dissemination of the
recently developed and tested vaccines began
to circulate in headlines and social media posts.
Subsequently, misinformation and conspiracies
about the COVID-19 vaccine gained traction [28,
29]. Investigators who examined media consump-
tion and reliance on specific institutions regarding
COVID-19 found that reliance on certain news for-
mats and sources was associated with knowledge,
misinformation, and prejudice [30]. The amount
of misinformation online surrounding the vac-
cine has been labeled as a second pandemic and
has fueled the mistrust surrounding the handling
of the pandemic, which can undermine efforts to
vaccinate [31]. Surveys of adults about getting the
COVID-19 vaccine showed reluctance in doing
so. The report by CCDH noted that one in six
British would get vaccinated for COVID-19 [24]
and an even higher number of Americans, four in
ten, stated they definitely or probably would not
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get the COVID-19 vaccine [32]. In a randomized
control study, participants who were exposed to
snippets of social media posts containing COVID-
19 misinformation had a decrease in intent to ob-
tain the vaccine compared to controls who were
exposed to factual COVID-19 information [33].

WAYS TO MITIGATE THE EFFECTS OF ONLINE VACCINE-
RELATED MISINFORMATION

Mitigation of the spread of misinformation online
necessitates an ongoing process involving health ex-
perts, lay advocates, and the cooperation of social
media platforms. Although a detailed description
of theoretical frameworks for attitude and behavior
change is outside the scope of this viewpoint, health
researchers and health departments could benefit
from leveraging science-based behavioral frame-
works to mitigate the spread of online vaccine-
related misinformation and its effects. Examples of
these behavioral frameworks that might be incorp-
orated include diffusion of innovations theory [34],
the health belief model [35], and the Stick With It
model of lasting behavior change [36].

Public health and medical professionals may curb
the spread of misinformation through engagement
in public forums and social media [37]. Health ex-
perts can correct misinformation posts using lan-
guage that would appeal to those who are on the
fence about vaccination. Additionally, lay propon-
ents of vaccination can provide factual information
and counter anti-vaccine rhetoric. Correction of
misinformation on social media is possible, and that
the correction should be conducted as soon as pos-
sible to obviate further deepening and ingraining
of the false opinion [38]. Researchers are utilizing
novel approaches to combat misinformation on-
line. One study examined the efficacy of an online
game that purports to create fake news and mis-
information to show gamers the methods used to
create and spread disinformation [39]. Hossain and
colleagues developed an annotated dataset aimed
at assisting Al models to detect misinformation on
social media [40].

PUBLIC HEALTH AND THE IMPLEMENTATION OF Al

Al and associated technologies are increas-
ingly being applied in the healthcare sector. The
healthcare system is currently under strain, due to
an increase in chronic diseases among the general
population [41]. Public health providers and or-
ganizations have started to discuss incorporating
Al, machine learning, and deep learning into their
population and community level care policies [42].
With the dawn of neural networks, Al had started
to become popular since the 1980s. In recent years,
deep learning has been widely used in primary
health care (PHC). For example, diabetic retin-
opathy in PHC centers can be detected by an Al
system developed by Abramoff et al. and approved

by the Federal Drug Administration of USA [43].
Machine learning methods were also used in the
health sector by [44] to identify children at risk of
not being vaccinated against Measles, Mumps, and
Rubella in WHO countries. Similarly, machine-
learning-based approaches were used by [45] for
COVID-19 using LASSO logistic regression on a
low number of attributes of the child and his or her
family and community.

Social media platforms have the capacity to quell
the spread of misinformation through Al and policy.
With respect to policy, social media platforms have
begun to curtail the flow of misinformation online.
As early as 2017, Pinterest addressed misinformation
about vaccines in their community guidelines and
prohibited ads supporting anti-vaccination advice
and misinformation. The platform continued its ef-
forts in combating misinformation by discontinuing
showing any results for vaccine searches [46]. Other
platforms followed suit. In March 2019, Facebook
announced its plan for mitigating vaccine misinfor-
mation that spread on the platform [47], however,
efforts have not been successful as misinformation
continued to flourish and spread [48]. Subsequently,
Facebook updated its policy that removed posts
containing misinformation about SARSCoV-2 and
recently expanded the policy to include removal of
posts containing misinformation about the vaccine
[49]. Similarly, YouTube began banning any con-
tent with misinformation that contradicted informa-
tion from health authorities in October 2020 [50].

However, prior to implementing these approaches
more broadly in policy, there are a number of issues
related to Al that require more research. For ex-
ample, a key technical constraint of these models
and approaches is that they need external valid-
ation, integration into a medical roadmap, and the
boldness of clinicians to support them (Stead, 2018).
There are also ethical and implementation concerns
in the application of Al including issues with data
in the training validation dataset that can lead to
biases. Moreover, the dependence on AI changes
the patient-clinician relation dynamics. Therefore,
an appropriate collective knowledge regarding Al is
required to help health care organizations and de-
partments make decisions on how to use Al systems.

CONCLUSION

Misinformation about vaccines is complex and an
ongoing battle that often uses rhetoric in lieu of
science. The maelstrom of false and misleading in-
formation online through websites, independent
media outlets, and social media is fueled by lack of
scientific understanding and mistrust of authority,
and aided by Al. Amidst the COVID-19 pandemic,
misinformation has reached new heights and further
endangers public health. Efforts by public health
experts, the medical community, and vaccine ad-
vocates should be swift and intentional to correct
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misinformation online. In addition to social media
engagement, novel digital tools and applications
may be useful in this effort. The cooperation of so-
cial media platforms is paramount in terminating
the spread of misinformation. In essence, they are
the gatekeepers to the limitless information avail-
able on the internet.
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