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A B S T R A C T   

Objectives: Contact tracing applications are technological solutions that can quickly trace and notify users of their 
potential exposure to the Covid-19 virus and help contain the spread of the disease. However, extant research 
delineating the various factors predicting the adoption of contact tracing apps is scant. The study’s primary 
objective is to develop and validate a research model based on the unified theory of acceptance and use of 
technology (UTAUT), health belief model (HBM), perceived privacy risk and perceived security risk to under-
stand the adoption of contact tracing application. 
Methods: An online survey was carried out among users of the ‘Aarogya Setu’ contact tracing app in India. The 
partial least squares structural equation modelling (PLS-SEM) tool was employed to analyze data from 307 
respondents. 
Results: The results showed that performance expectancy, social influence, and facilitating conditions positively 
influenced users’ intention to adopt the app. In contrast, perceived privacy and security risks were significant 
barriers to app adoption. Perceived disease threat as a moderator mitigated the adverse impact of perceived 
privacy risk on users’ intention to adopt contact tracing apps. 
Conclusions: The current study gives insights on both drivers and barriers to the adoption of contract tracing 
applications. Various theoretical and practical implications of significance are provided for academicians and 
practitioners to effectively promote app adoption to tackle the Covid-19 pandemic.   

Introduction 

The worldwide outburst of the Coronavirus disease (Covid-19) 
pandemic has forced extended lockdowns, strained the public health 
care system and negatively impacted the global economy. At the time of 
writing this (July 2020), global Coronavirus infections have crossed 14 
million, while India has seen more than one million disease cases [1]. 
Since the inception of the Covid-19 disease, governments around the 
globe have taken initiatives to implement smartphone-based contact 
tracing apps to quickly identify infected individuals and contain the 
spread of the disease. The digital contact tracing system depends mainly 
on mobile devices and technology to track and trace contact between an 
infected patient and the user. The ubiquitous nature of smartphones, 
laced with location tracking via GPS and WiFi, and the built-in Bluetooth 
interface make them suitable for automated and reliable contact tracing. 
Some of the contact tracing apps deployed in various countries across 
the world are: CovidTrace (Australia), Covid Alert (Canada), 
Corona-Warn-App (Germany), Immuni (Italy), NHS COVID-19 (United 

Kingdom), GuideSafe, Covid Watch and COVID Alert (United States). 
The Indian government has also launched its own Covid-19 tracing app 
named, ‘Aarogya Setu’ for Android and iOS users on 2nd of April 2020. 
According to a recent report, the adoption rate of the Aarogya Setu app 
has been low, despite achieving the highest number of downloads 
globally, crossing 127 million till July 2020 [2]. 

Recognising the importance and urgency, researchers have started 
investigating challenges, issues, benefits, and costs related to Covid-19 
contact tracing apps use [3,4]. It has been noted that the effectiveness 
of contact tracing depends on the widespread adoption of these apps 
among users [5]. Thus, it is highly essential to identify factors that in-
fluence users’ intention to adopt digital contact tracing apps. Few 
studies have tried to analyze users’ perspectives to delineate factors 
influencing the adoption of contact tracing apps in the European context 
[6, 7]. But there is a shortage of studies investigating the adoption of 
contact tracing apps from the perspective of theories related to infor-
mation systems (IS) like the technology acceptance model (TAM), uni-
fied theory of acceptance and use of technology (UTAUT) and others. We 
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opine that UTAUT variables like performance expectancy (PE), effort 
expectancy (EE), social influence (SI), and facilitating conditions (FC) 
would be relevant in the context of this research. Hence, the UTAUT 
framework is applied as the base model to develop and test a theoretical 
model to elucidate the adoption of contact tracing applications in India. 

Researchers have taken note of privacy and security issues as critical 
inhibitors of largescale adoption of contact tracing apps among users. 
Kaptchuk et al. [8] have mentioned that the degree of privacy risk may 
adversely affect the willingness to install Covid-19 contact tracing apps. 
Likewise, Baumgärtner et al. [9] have discussed how the use of contact 
tracing apps may raise security risks for individuals and all the stake-
holders involved and make it vulnerable to cyber-attacks. Taking 
cognizance of the same, we have extended the UTAUT framework by 
conjoining perceived privacy risk (PPR) and perceived security risk 
(PSR) in our model. As UTAUT mainly entails a set of factors driving 
adoption of technology, additions of these perceived risk barriers 
augment the predictive power and validity of our model. 

Kokolakis [10] has mentioned about the privacy paradox when an 
individual is in a dilemma of choosing between data privacy and 
freedom and health. The ongoing threat of Covid-19 presents an apt 
scenario where we may value our privacy, but we are ready to trade it 
for something else. The adoption of contact tracing apps may reduce the 
risk of infection and bring higher safety for individuals and society. 
Hence, we propose that under a scenario of high disease threat, users 
may ignore the privacy and security breaches related to contact tracing 
applications vis-à-vis their prospective benefits. So, the perceived dis-
ease threat (PDT) construct from the health belief model has been 
incorporated as a moderator in this study. 

Based on the key issues identified, the author seeks to address the 
following research questions (RQs) in this study. They are RQ1. What 
are the key predictors of adoption intention of Covid-19 contact tracing 
app? RQ2. Does user perception about privacy and security risk act as 
significant inhibitors of adoption of contact tracing app? And RQ3. Does 
perceived disease threat act as a moderator to attenuate the adverse 
effects of perceived privacy and security risks on users’ intention to 
adopt a contact tracing app? 

The current study makes multiple contributions toward enhancing 
knowledge related to the adoption of contact tracing apps in particular. 
Firstly, it applies and validates the UTAUT model in predicting adoption 
of contact tracing app in India. Secondly, it extends the UTAUT model by 
integrating privacy risk and security risk constructs and furnishes 
empirical evidence of their deleterious effects on adoption of contact 
tracing app. Thirdly, it is one of the earliest attempts to combine the 
health belief model (HBM) with the technology use approach of UTAUT 
and perceived risks in a scholarly work to understand the adoption of 
contact tracing applications. Fourthly, it contributes significantly to-
wards a finer cognizance of the manifestation and impact of perceived 
disease threat (PDT) as a moderator on adoption of contact tracing apps, 
thereby yielding higher explanatory power to the model. Lastly, it pro-
vides vital strategic inputs for app developers, government agencies, and 
administrators to further enhance the adoption of contact tracing 
applications. 

The following sections of the paper are structured in the following 
manner. The next section presents a comprehensive assessment of the 
extant literature and the theoretical background. It is followed by the 
conceptual model and development of hypotheses in section 3. Next, the 
research design is presented in section 4, followed by the analytical 
results in section 5. Section 6 discusses the primary findings, theoretical 
and managerial implications, limitations and future research directions. 
To end, the last section presents the concluding remarks. 

Literature review and theoretical background 

A synopsis of studies on adoption of contact tracing apps 

Academic research on the adoption of contact tracing applications 

has gained traction on account of the current outbreak of Covid-19 
disease around the globe. In a study in America, it was observed that 
accuracy, privacy, and individual benefits are key drivers of individuals 
willingness to adopt contact tracing apps [8]. Applying a choice-based 
conjoint analysis approach, Wiertz et al. [11] performed a study in the 
United Kingdom. Their findings indicated that different app configura-
tions could influence the adoption rates in a distinct manner. Blom et al. 
[7] investigated barriers to large scale adoption of contact tracing app in 
Germany and found that lack of willingness and access were major 
hurdles to participants app adoption. Based on the findings of a simu-
lated research among French citizens, Lopez et al. [6] suggested that 
adopting a digital contact tracing app can significantly reduce the 
incidence of Covid-19. Saw et al. [12] conducted a survey in Singapore 
to investigate factors predicting adoption of contact tracing mobile ap-
plications. They noted that people using hand sanitizers and avoiding 
public transport were more likely to use the app, whereas demographics 
were weak predictors of app usage. In an experimental study by Trang 
et al. [13], societal-benefit appeal, privacy and convenience were 
identified as key determinants of installation intention of contact tracing 
app. In another study, Kaspar [14] employed the protection motivation 
theory to examine the effects of various health-related and 
technology-related variables on adoption of contact tracing app in 
Germany. Despite few notable works mentioned, there is enormous 
potential to indulge in further research on this topic, keeping in mind its 
importance and the severity of the current situation. Moreover, research 
following an information system (IS) oriented theoretic approach to 
uncover drivers of adoption of contact tracing apps are barely sufficient. 

The unified theory of acceptance and use of technology (UTAUT) model 

Venkatesh et al. [15] came up with the unified theory of acceptance 
and use of technology (UTAUT) by integrating various IT adoption 
models to predict an individual’s behavioral intention and use behavior 
of technology. Performance expectancy, effort expectancy, social influ-
ence and facilitating conditions were proposed as the exogenous vari-
able in the model. It is one of the most popular theoretical approaches to 
explain the adoption and use of various technologies. Performance ex-
pectancy, effort expectancy and social influence were identified as key 
UTAUT variables influencing adoption of mobile health services among 
the elderly [16]. Similarly, Petersen et al. [17] employed the UTAUT 
model to analyze the acceptance of mobile health apps among people 
with diabetes in South Africa. Further, UTAUT has been found to be an 
excellent predictive model to explain adoption of mobile health among 
generation Y in Bangladesh [18]. UTAUT framework has also been 
applied and validated to delineate factors aiding in acceptance of 
mobile-based smoking cessation service application [19]. The various 
studies mentioned above have endorsed the efficacy and superiority of 
UTAUT model over other models. 

Venkatesh et al. [20] have advocated extending or modifying a single 
model while applying to a specific IT context. Thus, it is appropriate to 
extend or refine a model, congruent with changing technological ap-
plications. Zhou [21] extended the UTAUT model with privacy risk 
construct to investigate the use of location-based services (LBS) among 
Chinese mobile users. Similarly, Chopdar et al. [22] have confirmed the 
unfavorable impact of security risk on mobile app shoppers in India. In a 
recent study, Kukuk [23] modified the UTAUT framework to investigate 
users’ adoption of contact tracing app in Germany and the Netherlands. 
Similarly, Tomczyk et al. [24] have used the theory of planned behavior 
and UTAUT to predict users’ adoption of contact tracing applications. As 
governments worldwide are trying to uncover and contain the spread of 
new cases of Covid-19, contact tracing apps present serious privacy and 
cybersecurity concerns among users [25]. Hence, it is believed that in-
dividuals’ risk perceptions may play a significant role in the adoption of 
mobile-based digital contact tracing apps. 
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Perceived risks 

The concept of perceived risk was equated with uncertainty and 
consequences of consumers’ actions by Bauer [26]. It was later 
conceptualized as the amount that would be lost if consequences are not 
favorable, and the subjective feeling that the consequences will be 
unfavourable [27]. Numerous studies have examined perceived risk as a 
multidimensional construct that includes various facets of users’ risk 
perceptions [28, 29]. Privacy risk and security risk have been proposed 
as a type of information-related risks in web shopping scenario [30]. 
Both privacy and security risks have been found to negatively influence 
users’ acceptance of mobile-based services like location-based mobile 
commerce, mobile shopping, and health informatics [31, 22, 32]. 
Despite its immense potential to add value to businesses and society, 
location-based mobile services are beset with risks related to sharing 
personal and location information [33]. Rowe [34] noted that adopting 
contact tracing apps presents severe privacy and security challenges for 
both users and service providers. Kaspar [14] have also noted that 

perceived data misuse is a key barrier to adoption of contact tracing app. 
Notwithstanding the growing concern about privacy and security 
regarding the adoption of contact tracing apps to curb Covid-19 
worldwide, there is limited empirical evidence to validate their nega-
tive effects on citizens’ intention to use the app. Thus, it will be inter-
esting to find out whether privacy and security risks act as significant 
barriers towards adoption of contact tracing applications. 

Health belief model 

Besides technological factors, health-related factors also play a 
crucial role in influencing users’ decisions to adopt digital technologies 
[35]. The health belief model advocates that “an individual’s 
health-related activities depend on his/her consideration of perceived 
threat of health problems, and the benefits of taking an action in 
reducing it” [36]. Perceived threat is a function of perceived suscepti-
bility and severity, whereas perceived benefits and barriers determine 
net benefits. Various researchers in the past have integrated technology 

Fig. 1. Research model Notes: → Direct effect → Moderating effect.  
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acceptance theories with health belief model to investigate users’ atti-
tude and intention towards health-related digital technologies. The 
extant literature is replete with research which has combined the health 
belief model (HBM) with technology acceptance model (TAM) and 
unified theory of acceptance and use of technology (UTAUT) to inves-
tigate adoption of health technologies like personal health information 
systems, health-related internet, and mobile fitness app [37,38,39]. 

In a recent empirical research in Belgium, perceived benefit of the 
contact tracing app was noted to be the strongest predictor of its 
adoption, followed by self-efficacy and perceived barriers [40]. Simi-
larly, in another study in the Netherlands, Jonker et al. [41] observed 
that the perception of severity of health conditions correlated strongly 
with an increased preference for contact tracing apps among users. Past 
research has also indicated that self-efficacy, perceived threats, benefits 
and barriers are critical determinants of individuals’ engagement in 
health behaviors [42]. Based on the health belief model, Guillon and 
Kergall [43] have explored the attitudes of French citizens towards 
quarantine and contact tracing app use during Covid-19. In the context 
of this study, the authors believe that the probability of adoption of a 
contact tracing app may be influenced by an individual’s perceived 
consequences of Covid-19 and perceived benefits they can derive from 
the app use. Hence, the health belief model has been integrated with the 
UTAUT framework to furnish a more comprehensive understanding of 
the phenomenon under study. 

Research model and hypotheses development 

The proposed theoretical framework for this research is depicted in 
Fig. 1 below. Performance expectancy, effort expectancy, social influ-
ence and facilitating conditions are key UTAUT antecedent variables. 
We have extended the UTAUT model to assess the impact of perceived 
risks, namely perceived privacy risk and perceived security risk, on the 
adoption of contact tracing app among Indian users. All the UTAUT 
constructs are posited to influence users’ intention to adopt contact 
tracing app positively, whereas privacy risk and security risk constructs 
are hypothesized to negatively affect the outcome variable in our model. 
The moderating effect of perceived disease threat (PDT) is further 
examined in the model. Age, gender and marital status are the control 
variables in this study. 

Performance expectancy (PE) 

Performance expectancy is defined as “the degree to which user 
perceives that adopting technology will help them in performing a 
particular task more effectively” [15,44]. In the context of health-related 
technology, PE has been identified as one of the strongest drivers of 
user’s adoption intention [45,39]. Performance expectancy was found to 
be a salient construct that influenced individuals’ behavioral intention 
to use health information systems in Ghana [46]. Similarly, PE sub-
stantially influenced the adoption of wearable healthcare technology 
among Chinese citizens [47]. In the current study, PE has been oper-
ationalized as the extent to which users believe that contact tracing apps 
can provide useful, real-time information and help them effectively deal 
with Covid-19 disease. It is argued that when users have a favorable 
perception of the usefulness of contact tracing app, they will exhibit a 
greater intention to adopt it. Hence, it is posited that: 

H1. Performance expectancy (PE) positively affects the behavioral 
intention (BI) to use contact tracing app 

Effort expectancy (EE) 

Effort expectancy is defined as “the degree of easiness associated 
with the use of a technology” [15]. EE has been noted to be a favorable 
factor influencing behavioral intention of users to adopt a specific 
technology in numerous past studies. EE was noted to be a crucial 

predictor of acceptance of smartphone fitness app with Indian users 
[48]. In another study, Quaosar et al. [49] ratified EE as a critical factor 
that influences users to adopt mobile health services. A convenient 
design of the contact tracing app, which reduces time and effort and 
makes it easy to use, was observed to increase the intention to install the 
app among German citizens [13]. Simple and easy to use interface, 
convenient installation and updation process with the app may be a 
significant determinant of adoption among its prospective users. Based 
on the above arguments, the next hypothesis is postulated: 

H2. Effort expectancy (EE) positively affects the behavioral intention 
(BI) to use contact tracing app. 

Social influence (SI) 

Social influence is “the extent to which a user perceives that other 
important members of the society (e.g., family and friends) believe they 
should use a certain technology” [15]. Prior studies have presented rich 
affirmation of the positive effect of social influence on user adoption of 
mobile-based technologies. Social influence was noted to be positively 
correlated with an individual’s intention to use mobile health services in 
Bangladesh [50]. Likewise, empirical findings from Bettiga et al. [51] 
confirm that subjective norm plays a significant role in strengthening 
users’ intention to adopt mobile health applications. In a recent study in 
Singapore, Cho et al. [52] affirmed that social pressure may help gain 
widespread adoption of contact tracing apps. Walrave et al. [53] have 
also shown that social influence has a positive impact on users’ intention 
to adopt contact tracing app. Based on the above findings, it is assumed 
that individuals embedded in a social context may get influenced by 
friends, family members, and peer groups to adopt and use a contact 
tracing application. Thus, we propose: 

H3. Social influence (SI) positively affects the behavioral intention 
(BI) to use contact tracing app. 

Facilitating conditions (FC) 

Facilitating conditions relate to “an individual’s perception 
regarding the availability of resources, and support facilities to engage 
in the desired activity or behavior” [15]. Conducting an experimental 
study, Mahardika et al. [54] observed that low facilitating conditions 
may act as an impediment to consumers’ new technology adoption, such 
as mobile applications. On the contrary, a favorable perception 
regarding facilitating conditions resulted in a higher intention to adopt 
fitness wearables among Mexican users [55]. Facilitating conditions 
were found to be a prime enabler of adoption of information and 
communication technology (ICT) for self-care among diabetics [17]. 
Walrave et al. [53] have noted that facilitating conditions are one of the 
crucial factors that promote contact tracing app-uptake intention among 
Belgians. In a developing country like India, we believe that favorable 
facilitating conditions like availability of internet-enabled smartphones, 
supporting information, and assistance will stimulate users’ intention to 
adopt digital contact tracing apps on a large scale. Based on the above 
logic, it is hypothesized that: 

H4. Facilitating conditions (FC) positively affects the behavioral 
intention (BI) to use contact tracing app. 

Perceived privacy risk (PPR) 

Individuals are more sensitive toward their personal health-related 
information in comparison to other demographic information [56]. 
Further, the potential misuse of personal health information may worsen 
individuals’ privacy concerns about various health-related technologies 
[57]. Thus, when a user perceives a greater privacy risk/loss compared 
to the benefits, they are less likely to adopt a health information 
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technology. It is evident from the findings of Gao et al. [58], which 
showed that privacy risk is a significant barrier towards adoption of 
healthcare wearable devices. As noted by Rowe [34], the adoption of 
Covid-19 contact tracing applications presents a privacy paradox sce-
nario, where users want the immediate benefits from the app but are 
deeply concerned about their data privacy. Xia and Lee [59] have also 
echoed similar views by suggesting app developers and government 
agencies to develop mechanisms to preserve privacy of individuals to 
promote higher adoption of digital contact tracing apps. In the current 
study, PPR is conceptualized as the user’s perception regarding risk 
associated with their personal health information, unauthorized use, 
and sharing to third parties without their consent while using contact 
tracing app. It is believed that a higher level of PPR will attenuate their 
intention to adopt contact tracing application. Hence, the next hypoth-
esis is proposed: 

H5. Perceived privacy risk (PPR) negatively affects the behavioral 
intention (BI) to use contact tracing app. 

Perceived security risk (PSR) 

Security risk deals with users’ perception about modes of payment, 
storage and transfer of information in an online context [60]. It can also 
be described as “protecting the integrity, confidentiality, authentication, 
and non-recognition of relationships” [61]. In a study in the healthcare 
industry, high degree of security risk resulted in a lesser intention among 
medical practitioners to use mobile device [62]. Along similar lines, 
Zhou et al. [63] have noted that lack of security features was a key 
barrier towards adoption of mobile health apps. We consider perceived 
security risk with contact tracing applications as users’ perception about 
the lack of protection of information and chances of hacking and secu-
rity breaches related to app usage. Mbunge [64] has observed that 
various Covid-19 contact tracing apps present serious security threats on 
account of concurrent access to personal health and location data. In a 
cross-country study on the acceptability of app-based contact tracing, it 
was observed that countries with higher security concerns are less 
supportive of adopting the technology [65]. Thus, to substantiate the 
unfavorable impact of perceived security risk on adoption of contact 
tracing app, the next hypothesis is offered: 

H6. Perceived security risk (PSR) negatively affects the behavioral 
intention (BI) to use contact tracing app. 

Perceived disease threat (PDT) as moderator 

Perceived disease threat (PDT) includes “perceived susceptibility and 
severity, which refers to one’s subjective perception of the risk of con-
tracting a health condition and the seriousness of contracting an ailment 
or of leaving it untreated” [66]. In this research, PDT refers to a person’s 
awareness of Covid-19 condition and apprehension about its potential 
consequences. The health belief model (HBM) suggests that, “in-
dividuals do not engage in taking health-related action unless they feel 
susceptible to or experience severity of a disease” [67]. PDT has been 
found to be a significant predictor of health behavioral intention in 
numerous past researches. PDT was observed to positively influence the 
adoption of diabetes management apps among patients in China [68]. In 
another study among hypertension patients, the intensity of perceived 
health threat favorably impacted their intention to use smartphone 
health technology [69]. Built on the above findings, it is deduced that 
PDT strengthens users’ intention to adopt a health-related technology. 
Based on the review of prior literature on severe acute respiratory syn-
drome, swine flu, and pandemics, Bish and Michie [70] have also 
advocated using a theory-driven perspective on health behavior to 
furnish more clarity on the role of PDT on user behavior. 

When the perceived threat of a disease is high, people tend to engage 
in behavior related to threat reduction strategies [71,72]. Most digital 

contact tracing apps are designed to identify and inform users about 
their probable contact with an infected person, thus limiting the spread 
of the disease [73]. On account of the dual benefits to both individuals 
and society, adoption of such apps depicts a manifestation of 
self-beneficial and/or pro-social behavior [74]. Hence, an individual is 
more likely to adopt a mobile-based contact tracing app to protect 
oneself from the health threat posed by Covid-19. The current study 
brings PDT as a moderator into the research model to examine whether 
the relationship between perceived risks (PPR and PSR) and behavioral 
intention to adopt contact tracing app varies as a function of PDT. In a 
study examining computer security behavior, Ng et al. [75] have noted 
that when the perceived disease threat is high, it will outweigh the cost 
of inconvenience caused due to other perceived barriers in performing 
the desired behavior. Likewise, Johnston et al. [76] have endorsed that 
individuals perceive threats directed at themselves more severely than 
threats to their personal information. In a recent study, Tran and Nguyen 
[77] have noted that users may engage in a risk-risk trade-off, where 
specific type of risk (Privacy) may be accepted to lower other risk 
(Health) in using Covid-19 contact tracing apps. Grounded on the 
findings from the past studies, it is argued that under conditions of high 
disease threat perceived by individuals, the adverse effects of PPR and 
PSR on adoption of contact tracing app would be attenuated. Accord-
ingly, the following hypotheses are proposed: 

H7a. The negative effect of perceived privacy risk (PPR) on behav-
ioral intention (BI) to use contact tracing app will be weaker for 
individuals scoring high on perceived disease threat (PDT). 
H7b. The negative effect of perceived security risk (PSR) on behav-
ioral intention (BI) to use contact tracing app will be weaker for 
individuals scoring high on perceived disease threat (PDT). 

Controlling for demographic variables 

Demographic differences among individuals play a critical role with 
regard to their divergent behavioral intention. Prior studies have 
observed the significant effect of gender on adoption of mobile health 
applications [78]. In a meta-analysis of previous literature on mobile 
health services, the adoption rate of mobile health services was found to 
be different for various age groups of users [79]. A recent study in Japan 
noted that a digital contact tracing app is more likely to be adopted by 
married people [80]. On account of the novelty of the Covid-19 
pandemic and the use of contact tracing apps, in particular, we have 
included gender, age, and marital status as controls in the current study. 

Research methodology 

A descriptive research approach was preferred for the study based on 
the insights gleaned from extant literature and proposed hypotheses. 
The process of questionnaire development, sampling and data collec-
tion, and analytical tools employed are presented next. 

Instrument development 

All the scales employed for measuring the core constructs in this 
research were adapted from past literature. 28 scale items were used to 
cover all the core constructs used in our conceptual framework. A seven- 
point Likert type scale (1= Strongly disagree, 7= Strongly agree) was 
chosen for measuring all the items. The survey questionnaire was 
adjusted to attain a better fit with the context of our study, based on the 
suggestions from two domain experts. In addition, various questions 
were asked to gather information about respondents’ demographic de-
tails. About the control variables, gender, age, and marital status are 
measured as categorical variables in this study and presented in Table 1. 
Appendix A shows details of all the measured variables along with their 
respective sources. 
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Sampling and data collection 

Data was collected through an online questionnaire survey method. 
We obtained a database of verified mobile app users from a private 
market research firm. The target population for our study were users of 
mobile contact tracing apps in India. A representative sample belonging 
to members from different age groups and locations across India was 
chosen to boost the validity of our findings. 

First, we furnished a brief description of the objectives of our study 
and highlighted the anonymity and confidentiality of the data collection 
process. At the beginning of the survey, the participants were clearly 
informed that the personal information obtained would be solely used 
for research purposes. Three thousand five hundred e-mails were sent 
containing the online survey form in the second week of May 2020. 
Informed consent was obtained from all the participants before data 
collection. A screening question was employed at the start of the data 
collection process to exclude non-users of contact tracing app. We 
received a total of 355 responses at the end of ten days of data collection. 
The response rate for our survey was quite good at 10.14 %. Eighteen 
responses were eliminated who were non-users of the app. Moreover, 
few cases were removed due to missing data and non-engaged responses. 
Finally, 307 data points were kept for the next stage of analysis. The 
demographics of our sample members are presented in Table 1. It can be 
observed that the data are comparable in terms of the gender distribu-
tion of respondents. 

Data Analysis 

The partial least square structural equation modelling (PLS-SEM) 
approach recommended by Chin [81] was employed to estimate the 
path models proposed in our study. This is appropriate to research set-
tings which are in the early stages of development and involve testing a 
theory for prediction purpose [82]. Further, it needs fewer assumptions 
about the data distributions. The SmartPLS version 3.2.9 software was 
availed to assess the path model [83]. Moreover, the PLS approach 
produces robust result when concurrently analyzing moderating effects 
with direct effects [84]. 

Results 

Adhering to the two-step approach proposed by Anderson and 
Gerbing [85], the reliability and validity of measures were assessed to 
validate the factor structure, followed by structural model analysis. 

Measurement model evaluation 

First, the internal consistency reliability of all the measures are 
checked by observing the Cronbach’s alpha values. They were found to 
be in the range 0.80-0.90. Jöreskog’s [86] composite reliability (CR) 
values also indicated higher levels of reliability of all the constructs. 
Next, the average variance extracted (AVE) criterion is assessed to 
substantiate the convergent validity of constructs. The AVE values were 
in the range of 0.67-0.79, thus demonstrating an adequate level of 
convergent validity. Table 2 shows the item loadings, Cronbachs alpha, 
CR, and AVE estimates of all the latent constructs. Fornell and Larcker 
[87] proposed that the shared variance among all the constructs in the 
model should be lower than their AVEs to confirm discriminant validity. 
It can be inferred from Table 3 that all the measures of constructs are not 
highly related. Recent studies have indicated that Fornell and Larcker 
criterion is not suitable when there are only slight differences in the 
indicator loadings [88]. Table 4 presents the heterotrait-monotrait 
(HTMT) ratio, with all the values lower than 0.85, thus signifying 
discriminant validity. 

The variance inflation factor (VIF) is calculated to explore the like-
lihood of multicollinearity among the independent variables of the 
model. The highest VIF value was noted to be 2.83, which is well below 
the threshold value of 5 [89]. Hence, it rules out any possibility of 
multicollinearity in this study. 

Owing to the self-reported data gathered from respondents through 
subjective measures, common method bias (CMB) may affect our find-
ings. First, following the guidelines of Podsakoff et al. [90], Harman’s 
single factor analysis was performed to find the variance explained by a 
single factor. It was observed to be 22.5 percent, thus rejecting the 
prevalence of CMB issues. Second, it can be noted from Table III that, the 
largest inter-construct correlation is 0.52 and the correlation values are 
below the upper limit of 0.90 [91]. Thus, based on the above process 
suggested by Pavlou et al. [92], it is confirmed that CMB is not a sig-
nificant issue. 

Table 1 
Respondent demographics (N= 307)  

Variable Category Frequency Percentage 

Gender Male 183 59.6  
Female 124 40.4 

Age 18-24 63 20.6  
25-34 83 27.0  
35-44 112 36.5  
45-54 29 9.4  
55-64 19 6.2  
More than 64 1 0.3 

Education Completed school 11 3.6  
Diploma 40 13.0  
Graduate 137 44.6  
Post-graduate 112 36.5  
Others 7 2.3 

Marital Status Single 47 15.3  
In a relationship 59 19.2  
Married 192 62.5  
Separated 2 0.7  
Divorced 3 1.0  
Widow/widower 4 1.3 

Profession Free lancer 9 2.9  
Govt. employee 38 12.4  
Home maker 13 4.2  
Private jobs 129 42.0  
Self employed 54 17.6  
Students 63 20.6  
Retired 1 0.3  

Table 2 
Item loadings, Cronbach’s alpha, CR and AVE  

Construct Number 
of items 

Item 
loadings 

Cronbach’s 
alpha 

Composite 
reliability 
(CR) 

Average 
variance 
extracted 
(AVE) 

Performance 
expectancy 

4 0.77- 
0.85 

0.84 0.89 0.67 

Effort 
expectancy 

4 0.80- 
0.88 

0.88 0.91 0.72 

Social 
influence 

4 0.73- 
0.90 

0.87 0.92 0.71 

Facilitating 
conditions 

3 0.87- 
0.89 

0.87 0.92 0.79 

Perceived 
privacy 
risk 

3 0.87- 
0.91 

0.86 0.92 0.79 

Perceived 
security 
risk 

3 0.83- 
0.90 

0.85 0.91 0.77 

Perceived 
disease 
threat 

4 0.84- 
0.90 

0.89 0.92 0.75 

Behavioral 
intention 

3 0.85- 
0.92 

0.87 0.92 0.79  
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Structural model assessment 

Next, 5000 bootstrap samples were employed to estimate the PLS 
path model for estimating the significance of path coefficients. Most of 
the results presented in Table 5 supported our hypothesized model. 
Apart from effort expectancy (β= 0.03, p= 0.52), all other direct paths 
were found to be statistically significant. Among all, performance ex-
pectancy was observed to be the strongest driver of users’ intention to 
adopt mobile contact tracing apps (β= 0.31, p= 0.000). Further, 
perceived privacy risk (β= -0.25, p= 0.000), and perceived security risk 
(β= -0.19, p= 0.000) were noted to be significant barriers towards the 
adoption of contact tracing applications among the users. 

The moderating effects of perceived disease threat (PDT) were also 
examined in the model. The two-stage approach was preferred for 
modelling the interaction term, as it engenders more statistical power 
[93]. The interaction between perceived privacy risk and PDT on 

behavioral intention was found to be significant (β= 0.19, p= 0.000). 
Whereas the impact of PDT on the relationship between perceived se-
curity risk and behavioral intention was not significant (β= 0.05, p=
0.201). Overall, hypothesis H1, H3, H4, H5, H6 and H7a were validated, 
whereas H2 and H7b were not substantiated. The base model explained 
43.9% variance in behavioral intention of users. The R2 value for the full 
model was found to be 62%, which validates the importance of PDT in 
this research. The impact of control variables, age, gender and marital 
status on the intention to adopt contact tracing app was found to be 
insignificant. Overall, the empirical results indicate good model fit for 
the proposed framework, with standardized root mean square residual 
(SRMR) value of 0.06, below the threshold of 0.08 [94]. Regarding effect 
size, an f2 value of 0.02, 0.15, and 0.35 shows small, medium, and large 
effect sizes, respectively [95]. Among all the predictor variables, the 
impact of PE was the strongest (f2 =0.13), whereas EE had a negligible 
effect on adoption (f2= 0.002). Fig. 2 shows the outcomes of the struc-
tural model evaluation for the study. 

Discussion 

Responding to the current global crisis on Covid-19 pandemic and 
the insufficiency of research on adoption of contact tracing applications, 
we utilized the UTAUT and HBM framework along with perceived risks 
constructs to develop and validate a model for an in-depth cognizance of 
factors influencing adoption of contact tracing app in India. 

Primary findings 

Out of all, PE had the strongest impact on users’ behavioral intention 
to adopt contact tracing app, which is similar to the findings of Kukuk 
[23]. When users perceive that the contact tracing app benefits them by 
providing relevant information on Covid-19 and notifying them of 
probable contacts with infected individuals quickly, their intention to 
adopt it becomes higher. Contrary to our proposed hypothesis, EE did 
not significantly affect the adoption of contact tracing app among the 
respondents. It may happen because smartphone users are accustomed 
to using so many app-based technologies for messaging, social media, 
shopping, news etc. Hence, they perceive that they can use digital 
contact tracing apps without much effort. Similar findings were 
observed in mobile health applications, where EE was a key predictor of 
app adoption only for older men, not for younger users [96]. Next, SI 
was noted to be a significant predictor of app adoption, which suggests 
that users get influenced by their friends, family members, and peers and 
look for their approval in adopting contact tracing applications. The 
effect of SI on adoption intention was not as strong as PE, which is 
similar to the findings of Walrave et al. [53]. Facilitating conditions, as 
expected, was observed to have a strong positive effect on behavioral 
intention of app users. It is analogous to the findings of Zhang et al. [68] 
study among users of Diabetes management apps. Availability of the 
technology, necessary infrastructure related to smartphones and the 
internet, and other information positively influences the adoption of 
contact tracing apps. Tomczyk et al. [24] have examined the role of 

Table 3 
Construct correlation matrix and square root of AVE in the diagonal   

BI EE FC PDT PE PPR PSR SI 

BI 0.891        
EE 0.137 0.851       
FC 0.328 0.327 0.888      
PDT 0.412 0.033 0.118 0.868     
PE 0.481 0.191 0.308 0.172 0.820    
PPR -0.426 0.054 -0.077 0.027 -0.132 0.887   
PSR -0.366 0.028 0.003 0.138 -0.085 0.528 0.880  
SI 0.338 0.055 0.216 0.145 0.428 -0.077 -0.058 0.846 

Notes: BI = behavioral intention; EE = effort expecatancy; FC = facilitating conditions; PDT = perceived disease threat; PE = performance expectancy; PPR =
perceived privacy risk; PSR = perceived security risk; SI = social influence. 

Table 4 
HTMT ratio   

BI EE FC PDT PE PPR PSR SI 

BI         
EE 0.138        
FC 0.376 0.392       
PDT 0.459 0.073 0.130      
PE 0.555 0.223 0.360 0.194     
PPR 0.478 0.071 0.087 0.068 0.148    
PSR 0.418 0.090 0.122 0.160 0.105 0.617   
SI 0.372 0.103 0.247 0.174 0.479 0.090 0.074  

Notes: BI = behavioral intention; EE = effort expectancy; FC = facilitating 
conditions; PDT = perceived disease threat; PE = performance expectancy; PPR 
= perceived privacy risk; PSR = perceived security risk; SI = social influence. 

Table 5 
Hypotheses testing results  

Hypothesized paths Coefficients T-values Results 

Main effects 0.313*** 5.856 Supported 
PE → BI    
EE → BI 0.032 0.643 Not Supported 
SI → BI 0.134** 2.621 Supported 
FC → BI 0.174** 3.041 Supported 
PPR → BI -0.259*** 5.756 Supported 
PSR → BI -0.197*** 3.902 Supported 
Control variables    
Age → BI -0.138 1.628  
Gender → BI 0.056 1.002  
Marital status → BI -0.073 1.002  
Moderation effects 0.199*** 4.102 Supported 
PPR x PDT → BI    
PSR x PDT → BI 0.059 1.280 Not Supported 
Main effects R2 on BI   
Full model 0.439    

0.620   

Notes: **p < .01; ***p < .001 (two-tailed), degrees of freedom of t-value=
sample size- number of parameters-1. 
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additional constructs like hedonic motivation, price value, and habit 
from the UTAUT 2 framework on adoption and use of contact tracing 
application. Hedonic motivation was found to be a strong predictor of 
both intention and frequency of use of contact tracing apps, whereas 
price value, and habit were significantly associate with intention, and 
use frequency respectively. 

Next, it was noted that PPR and PSR were potent inhibitors of 
adoption of contact tracing apps among Indian users. It manifests the 
significant risk perceptions of users with regard to the privacy and se-
curity of their personal, health and location-related information shared 
on platform like a contact tracing application. It is comparable to find-
ings from previous researches on use of mobile apps [97, 22]. In their 
recent empirical investigation among Irish citizens, O’Callaghan et al. 
[98] have also discerned the detrimental effect of privacy risk and se-
curity risk on the large-scale adoption of contact tracing apps. Even 
though users are aware of the utilities derived from the contact tracing 
apps, they hesitate to adopt them due to fears of privacy and security of 
their information. Further, the insignificant impact of control variables: 
age, gender and marital status in the model lessens their potential role in 
confounding the study findings. Although statistically insignificant, age 
was found to negatively affect the adoption intention for contact tracing 

app. One plausible justification may be that elderly users find these apps 
less beneficial or have low confidence in using them effectively [40]. 
Notwithstanding the insignificant effects of demographic variables like 
age, gender, and marital status on adoption of contact tracing app in the 
current study, other variable like past experience may influence users’ 
behavioral intention. Prior experience with related technology was 
found to influence users’ intention to adopt mobile health apps [99]. 
Moreover, Yun [100] has noted that societies with prior experience with 
pandemics like MERS/SARS1 will be more willing to adopt contact 
tracing apps. Therefore, prior user experience in influencing the adop-
tion of contact tracing apps cannot be refuted. Hence, it is advisable to 
examine the role of users’ prior experience with similar technology on 
the adoption of contact tracing applications in future research for a more 
nuanced understanding of the phenomenon. 

Another noteworthy finding of this study deals with the moderating 
effect of PDT on the relationship between PPR and behavioral intention 
to adopt contact tracing app. It was noted that perceived disease threat 
dampens the negative impact of perceived privacy risk on adoption of 
contact tracing app. We can see that despite a high PPR level, users 
exhibit a greater level of intention to adopt contact tracing apps when 
perceived disease threat is high. It indicates that when users perceive 

Fig. 2. Structural model results Notes: → Direct effect → Moderating effect **p < 0.01; ***p < 0.001 (two-tailed)  
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they have an increased risk of getting Covid-19 which may make them 
seriously ill, they tend to disregard the privacy concern related to the 
app. This is a novel finding of our study, which may help strategists in 
mitigating users’ risk concerns about contact tracing app adoption. 
Previously, Bish and Michie [70] had observed that greater levels of 
perceived susceptibility to and perceived severity of the diseases are 
important predictors of protective behavior in a pandemic. 

In addition, our findings depict the interaction result of PSR and PDT 
on adoption intention of users. Notwithstanding the insignificant 
moderating effect, it is evident that users show a greater intention to 
adopt contact tracing app when perceived disease threat is high 
compared to low level of threats, despite of high security risk perception. 
The above empirical findings on moderation aid in developing theory, as 
such results are not easy to attain frequently [101]. The mixed findings 
on moderation warrants further studies to uncover other alternate var-
iables and measures. While few scholars have suggested technological 
solution like encryption-based protocol and centralized app architecture 
to preserve users’ privacy and security [102,103], others have argued 
that centralized data storage may promote increased surveillance and 
infringement on the privacy of individuals [34]. Our study findings 
unveil a subtle way to minimize users risk perceptions about contact 
tracing apps by highlighting the moderating role of PDT. 

Theoretical and practical implications 

This empirical work makes significant contributions to the academic 
literature on adoption of digital contact tracing app for Covid-19. It is 
one of the earliest attempts to model and explain adoption of contact 
tracing app by employing the UTAUT framework. The significant effects 
of most of the UTAUT variables and moderate level of variance 
explained indicate potency and relevance of the framework in the 
research context. We further contribute to the knowledge base by 
extending the UTAUT framework with privacy risk and security risk as 
two critical barriers of adoption of contact tracing applications. The 
current study is a pioneering effort in theorizing and examining the 
moderating influence of perceived disease threat on the adoption pro-
cess revealed by users of contact tracing apps. By merging both UTAUT 
and health belief model, our study not only examines technological 
drivers of adoption, but also probes the role of health-related beliefs of 
users in adoption of contact tracing app, thereby contributing to a ho-
listic understanding of the phenomenon. 

Along with the theoretical contributions, various practical implica-
tions of significance are outlined. PE, being the foremost predictor of 
adoption of contact tracing applications, app developers should focus on 
providing better functionalities to augment the usefulness of mobile- 
based contact tracing systems. Even though EE had a negligible effect 
on the adoption of digital contact tracing app, developing a simplified 
version of the app with an easy-to-use interface may hasten adoption 
among the elderly population. As social influence is a key factor driving 
adoption in India, the government at the central and state level should 
strive to leverage the power of social systems to promote ‘Aarogya Setu’ 
app among the larger population. As a matter of fact, the concerned 
ministries have requested various social media platforms in India to 
promote the installation of ‘Aarogya Setu’ app among their vast user 
base. Using celebrities from sports and entertainment fields at the na-
tional and regional level and other social media influencers, could 
further amplify penetration of the app among the general public. The 
government should further facilitate the use of contact tracing app by 
developing low-bandwidth version for rural areas with less connectivity. 
Making provisions to install the app in old feature phones could enable 
millions of rural users to adopt it, thereby increasing the effectiveness of 
contact tracing in containing community spread of Covid-19. As most 
users perceive a high degree of privacy and security risk in using the 
contact tracing app, app developers should provide proper data 
encryption and knowledge sharing mechanisms to minimize potential 
threats. Additionally, government should communicate and make all 

users aware of the privacy and security policies related to the ‘Aarogya 
Setu’ app. Measures should be taken to rectify errors and improvise the 
app environment through an evolving process to deliver a safer and 
more effective tracking mechanism. The moderating effect of PDT re-
veals alternate ways to reduce risk perception of users to further expe-
dite adoption of contact tracing application. Public health agencies 
across the country should communicate with people with correct and 
timely information about the risk and severity of Covid-19. Priorities 
should be given to vulnerable segment of the population and 
geographical areas with greater chances of infection to make them 
realise the threats of Covid-19 and its negative consequences. Effective 
communication guidelines from the government will help citizens in 
better understanding of the disease and garnering support for health 
interventions like use of contact tracing apps to reduce the impact of 
Covid-19. 

Limitations and future research 

Despite multifarious contributions to both theory and practice, the 
current study is not without several limitations. First, our sample re-
spondents are limited to Indian users which limits the generalizability of 
the findings. We recommend replication of this research model with 
samples from different nationalities. Cross-cultural studies may help 
uncover the possible role of culture in influencing the adoption of con-
tact tracing applications across nations. Second, behavioral intention 
was the key dependent variable in this study, as it is difficult to measure 
the actual usage behavior in a cross-sectional design [104]. Hence, 
future studies can opt for longitudinal design to capture actual usage 
data to explore the post-adoption behavior of users of contact tracing 
applications. Third, our conceptual framework has borrowed constructs 
from UTAUT and HBM along with privacy and security risk. Future 
works can utilize other theoretical frameworks and constructs like social 
cognitive theory, protection motivation theory, technology anxiety, and 
trust to capture a higher share of variance in the dependent construct 
and offer alternative explanations of the phenomenon. Fourth, our study 
reported mixed findings on the moderating role of perceived disease 
threat. Therefore, future researches may opt for larger sample size and 
alternate variables to test moderation. Exploring moderating impacts of 
prior experience, occupation, family size, location, and situational var-
iables in the model would be interesting to observe in future studies. 

Conclusions 

While digital contact tracing applications for Covid-19 provide a 
faster way to trace a user’s likelihood of contact with infected people 
and guide them for further actions, its effectiveness is largely dependent 
on a significant portion of the population installing the app [73]. This 
research is a pioneering effort to identify various factors that influence 
the adoption of digital contact tracing applications in India by inte-
grating UTAUT, HBM and perceived risks (Privacy and security) into a 
theoretical model. The findings vindicate the positive effects of UTAUT 
variables: performance expectancy, social influence, and facilitating 
conditions, alongside the adverse impact of user’s privacy and security 
risk on behavioral intention to adopt contact tracing apps. Apart from 
effort expectancy, all other direct effects posited in the conceptual model 
were significant. Further, the moderating effect of perceived disease 
threat aids in extending the theoretical confines and manifests alternate 
ways to lessen the adverse effects of privacy risk on adoption of contact 
tracing apps. The research findings contribute to the body of knowledge 
related to developing and implementing digital contact tracing apps to 
maximize adoption in a developing country context. 

Public interest summary 

Countries worldwide are looking at digital contract tracing applica-
tions as a major tool to contain the spread of the Covid-19 disease. This 
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study analyzes the various factors that may motivate or dissuade in-
dividuals to use contract tracing applications through their mobile de-
vices. We found that the app’s effectiveness, social influence, and other 
facilitating conditions can encourage more people to use them. But 
people are concerned about the safety and security of their private in-
formation, which makes it challenging to popularize this technology 
among the masses. Governments should make citizens aware of the 
Covid-19 disease and its threat by disseminating accurate and timely 
information. Moreover, appropriate measures should be taken to reduce 
cybersecurity risks for effectively dealing with this pandemic by advo-
cating the use of contract tracing applications. 
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Appendix A. Construct measures with sources  

Construct Items Sources 

Performance expectancy 
(PE) 

I feel contact tracing app is useful in collecting Covid-19 related information. Wang et al. [104] 
Using contact tracing app enables me to obtain Covid-19 information quickly. 
Using contact tracing app provides me with Covid-19 information that I need. 
If I use contact tracing app, I will increase my chances of dealing with Covid-19. 

Effort expectancy (EE) Learning how to use mobile contact tracing app is easy for me. Venkatesh et al. [44] 
My interaction with mobile contact tracing app is clear and understandable. 
I find this mobile contact tracing app easy to use. 
It is easy for me to become skilful at using mobile contact tracing app. 

Social influence (SI) People who are important to me think that I should use mobile contact tracing app. Venkatesh et al. [44] and San martin and Herrero 
[105] People who influence my behavior think that I should use mobile contact tracing app. 

People whose opinions that I value, prefer that I use mobile contact tracing app. 
People around me consider, it is appropriate to use mobile contact tracing app. 

Facilitating conditions 
(FC) 

I have the resources necessary to use mobile contact tracing app. Venkatesh et al. [15] and Venkatesh et al. [44] 
I have the knowledge necessary to use mobile contact tracing app. 
Mobile contact tracing app is compatible with other technologies I use. 

Perceived privacy risk 
(PPR) 

I am concerned that mobile contact tracing app will collect too much personal information from 
me. 

Kyriakidis et al. [106] and Zhang, Tao, Qu, Zhang, 
Lin, and Zhang [107] 

I am concerned that mobile contact tracing app will use my personal information for other 
purposes without my authorization. 
I am concerned that mobile contact tracing app will share my personal information with other 
entities without my authorization. 

Perceived security risk 
(PSR) 

Using a mobile contact tracing app could allow other people or companies to use my personal 
information without my knowledge. 

Klobas et al. [108] 

The security systems built into mobile contact tracing app are not strong enough to protect my 
information. 
Internet hackers (Criminals) might take control of my information if I use mobile contact 
tracing app. 

Perceived disease threat 
(PDT) 

I find that I can contract Covid-19 easier than others. Rosenstock [109, 110] 
I find that I can suffer from Covid-19 disease in the future. 
I find that my health is deteriorating. 
I find that I can suffer from Covid-19 disease in the future and become severely ill. 

Behavioral intention (BI) Assuming I had access to mobile contact tracing app, I intend to use it. Venkatesh and Bala [111] and Venkatesh et al. [44] 
Given that I had access to mobile contact tracing app, I predict that I would use it. 
I intend to continue using mobile contact tracing app in the future.  
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