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Abstract

Objective: To examine the way African health researchers share data. It summarized the types of data collected, the data
sharing platforms, and how the geographical distribution of the African-based health researchers influenced data sharing
practices. Ethical, legal, and social aspects were considered. Institutional and government matters such as research support
and funding were identified.

Methods: PubMed, Web of Science, LILAC, African Journal Archive, and Scopus databases were searched. Full-text screening
was conducted, and data was extracted using the data extraction tool published in an a priori Joanna Briggs Institute-pub-
lished protocol. Discrepancies were resolved by consensus. Data were illustrated using a Preferred Reporting Items for
Systematic Reviews and Meta-analyses flow diagram, figures, tables, and a narrative text.

Results: Of the 3869 studies that were identified, 32 studies were included in the final study. There was a spike in the number
of published studies from 2015 to 2019 (n= 24, 75.0%), while a decline followed in the number of publications from 2020 to
April 2023 (n= 6, 18.8%). Ten of the studies included were from South Africa, five were from Kenya, three each were from
Nigeria and Tanzania, two were from Ghana and Sierra Leone respectively, while one each was from Malawi, Ethiopia,
Cameroon, Mali, Gambia, Senegal, and Burkina Faso. Negative factors impacting data sharing practices of health research-
ers in Africa included barriers to individual research capacity, governmental bureaucracy and corruption, legal obstacles,
technological problems, prohibitive costs of publication, lack of funding, institutional delays, and ethical issues.

Conclusion: This review identified how African health researchers undertook data sharing in their countries. It pinpointed
how geographical location and the resultant challenges to data distribution both individually and institutionally influenced
health researchers’ ability to achieve data sharing and publication of their research. It was clear that many parts of Africa are
still not participating in research due to the many factors that negatively impact health data sharing in Africa.
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Introduction
Globally, there has been an uptick in health research data
being produced commensurate with increased technological
communication.1,2 As data sharing has become more com-
monplace, factors have arisen regarding how it can and
should be conducted in an efficient, ethical, technologically
sound, well-governed, and equitable way.3,4 There is advo-
cacy for responsibility in the sharing of research data proposed
by the Yale University Open Data Access (YODA) project.5

Four foundational principles for Findadble, Accessible,
Interoperable and Reusable (FAIR) data sharing, namely,
“findability, accessibility, interoperability, and reusability”
have been described.6 A requirement for effective data
sharing in lower- to middle-income countries (LMICs) is
the need for the establishment and building of trust and con-
fidence in research collaboration.7 Good governance of data
sharing practices, together with the correct leadership and
oversight, is seen as essential data sharing components.8 A
cross-sectional survey of 160 sub-Saharan researchers and
scientists from 43 countries reported that most respondents
were open to sharing data within institutional data storage
facilities and on data sharing platforms where governance
and regulation were ensured and inclined to share data
when data privacy was guaranteed.9

The global health research data picture is skewed as it
mainly includes data generated in countries having advanced
technological access, reliable electricity supply, and
resource-rich settings.10,11 The last 10 years have seen
increased scientific research being conducted in LMICs with
an incremental increase in data generation.10 However, there
has been a decrease in the sharing of such research globally.11

InAfrica, there aremainly LMICswith limited resources, poor
technological infrastructure, and power outages that present a
barrier to the management and sharing of data.10

On the African continent, out of a total of 54 independent
countries, 33 fall into the low-income category, 12 into the
lower middle-income category, and four into the upper
middle-income category.12,13 The fact that 83% of African
countries are in lower-income brackets dictates the amount
of funding support that can be given locally to health research-
ers. In 2006 African Union member countries pledged to
spend one percent of their Gros Domestic Product
(GDP) on research and development but in 2019 the develop-
ment funding only stood at 0.42% of GDP.14 In the last 10
years, only Kenya (0.98%), South Africa (0.82%), and
Egypt (0.80%) are close to the 1% target.14,15 This contrasts
poorly with the average global contribution of 1.7% of
GDP.14 It follows that African researchers are dependent on
outside financial assistance to get their research projects
funded and published. Many research funders advocate that
to receive such financial support researchers are obliged to
share their data sets to make maximum use and value of
such data.3,16,17

The increasing need to share data fromAfricanLMICs in an
affordable way has raised the issue of involving researchers
from these countries inOpenDataAccess.18 In the global scen-
ario, this links to the Open Science concept and the emergence
of publicly funded research arising from government and
research funder motivation.18,19 African researchers are
increasingly being guided by the principles of Open
Science.18,19 Within this context, Hulsen (2022)20 reported
on how academia is reluctant to share data before publication
and suggests that using federated data might be a solution. In
2017, the Africa Open Science Platform (AOSP) was estab-
lished as a federated system where individual or institutional
researchers could share and reuse research data.21

Collaborative networking is essential in the data sharing
process, and researchers who endeavor to pursue excellent
research are encouraged to share their work on this platform.21

The establishment of any formative data sharing process
requires ethical controls and careful governance.9,22

Globally, laws have been promulgated and instituted to
offer protection to health research participants.23–27

Fernando, King, and Sumathipala (2019)7 recognized that
“parachute research” where high-income countries (HICs)
researchers’ utilized African data, without acknowledging
the contributions of African participants or researchers, is
now largely condemned. They also stated that for true part-
nerships between international colleagues to be established,
recognition of contributions by African colleagues and par-
ticipants had to be given credence, and the concept of ben-
eficence no longer met this requirement. It is also hoped that
going forward African researchers will be in research lead-
ership roles and be involved in decision-making.28

As part of the governance over how data is shared, institu-
tional Research Ethics Councils (RECs) play an important part
in ensuring that intellectual property rights and ethical sharing
of research data are observed. The incorporation of
Community Leaders into such RECs to give the local, rural,
or cultural perspective on data collection has been suggested.29

Individual African researchers are often worried that if they
share raw data before using it for a degree or for publication,
they might lose recognition for their work.29–31 Unfortunately,
in some African countries, long delays in ethical approval for
research projects can lead to research being delayed or even
canceled, resulting in the loss of valuable data.29

A scoping review approach was selected for this review as
it was best suited to map the wide-ranging topic of how data
sharing was considered and practiced in African countries by
health researchers based in those countries. This scoping
review aimed to examine how African health researchers
share their data. It was informed by a Joanna Briggs
Institute (JBI) a priori protocol,32 in which a search of JBI
Evidence Synthesis, the Cochrane Database of Systematic
Reviews, MEDLINE, Figshare, Open Science Framework,
and PROSPERO showed that there was no relevant complete
or in-progress reviews on this topic. The scoping review con-
sidered types of data generated/collected, and the data sharing
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platforms used to disperse the data. The geographical location
of the health researchers impacted the considerations that had
to be factored in to enable data sharing and whether the
researchers could practice data sharing individually or
within institutional boundaries. Geographical context pin-
pointed the African health researcher’s point of view.
Ethical, legal, and social aspects were considered.
Institutional and government matters such as research
support and funding, and the publishing of data were reported.
Credence was given to the perspective of the individual
researcher. The review was instrumental in highlighting the
diversity of data sharing practices in Africa, the different
data sharing platforms available, and the lack of consensus
between them. It identified gaps in the literature related to
improving and enhancing health research data sharing on
the continent.

Review questions

• What are the data sharing practices (including the rele-
vance of geographical location, types of data, data man-
agement plans, and data sharing platforms used) of
health researchers residing in Africa?

• What are the barriers or facilitators to data sharing for
these health researchers?

• What ethical, legal, institutional, and funding aspects are
being considered by the African-based health research-
ers who are sharing research data?

• What author-reported recommendations regarding ways
to improve data sharing in Africa are given in the
included literature?

Inclusion criteria

Participants

This review included studies that reported on how research
data were shared by health researchers in Africa. The research-
er’s years of experience or clinical specialty was not a consid-
eration for eligibility. Individual researchers and groups
conducting health research through various research entities
or at academic or tertiary institutions were included. Data gen-
erated by physiotherapists, doctors, nurses, and various other
researchers working in the field of African health were
included if the data were pertinent to the answering of the
review research questions. Both primary and secondary
research were included. Lab-based work and opinion pieces
were considered for inclusion. Gender, age, and other sociode-
mographic factors were not used as exclusion factors.

Concept

The concept of interest was the health data sharing consid-
erations and practices of researchers living on the African

continent. Data sharing enables researchers to avoid repeat-
ing existing research, distribute their research, and build
upon research generated by others. It encourages better
transparency, reproducibility, and ethical management in
research (US Geological Survey, 2023 [Why share your
data? usgs.gov])). Health research data sharing is important
in developing governmental, institutional, or professional
policies that dictate how people will be beneficially
treated for health problems. In this scoping review, all the
health data generated for research by individual health
researchers, organizations, institutes, and health and
medical facilities was termed health research data. Raw
data and the cleaned data set, metadata, and summary-level
data such as summary-level results posted on registries, lay
summaries, and publications were able to be shared.33

Research question two raised the concept of the barriers
or facilitators to data sharing on the continent. Barriers are
those factors that inhibit or prohibit data sharing and facil-
itators are those factors that assist, promote, and make
easier the data sharing process. This opened the door to con-
sideration of factors unique to the African diaspora that
might impact the health data sharing process.

Therefore, the scoping review included studies on health
data management plans, how health research data were
shared including the geographical locations, data sharing
platforms used, types of data collected, and legal, institu-
tional, ethical and funding-related factors that influenced
the sharing of that data. Cognizance was given to the fact
that ethical considerations are based on human rights and
morally accepted practices whereas legal considerations
are based on written and passed laws. Included studies
also described individual-level data sharing, clinical or
patient-oriented data sharing (Table 1), and the challenges
to data sharing among health researchers in Africa.

Context

The focus of this scoping review was on the sharing of
research data generated by health researchers residing in
this geographical region, whose interest was in the collec-
tion of data from local study participants. This is because
in Africa, some context-related factors which are sometimes
systemic, technological, and cultural, defined how research-
ers approach the challenges, barriers and unique circum-
stances that surround the collection and sharing of health
data in both urban and rural communities.27,34 No language
restrictions were applied for the articles to be included in the
study. Furthermore, as stated in the peer-reviewed and pub-
lished protocol for this study,32 data sharing is partly
technology-driven34,35 and there has been a proliferation
of research studies in this area in the last 10 years. This
scoping review initially was limited to articles published
from 1 January 2011 to 30 June 2021 but as due time
was taken for the preparation of the manuscript a further
search was undertaken up to 3 February 2024. This
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timeframe reflects current developments in the data man-
agement and sharing space.

Types of sources

We considered all types of quantitative, qualitative, and
mixed-methods studies that reported on the sharing of
research data among health researchers in Africa.
Unpublished articles, opinion pieces, policy documents,
and dissertations that include information on health
research data sharing among health researchers in Africa
were also evaluated for admittance into this review. All
primary, review, and grey literature that reported on the
data sharing practices among health researchers in Africa
was included in this review.

Methods
The proposed scoping review was done in conformity with
the JBI scoping review methodological framework for sys-
temic reviews.36

Search strategy

A three-step search strategy was used. A preliminary
restricted search of databases PubMed, Scopus, and
LILAC was conducted. Then common wording found in
both the title and abstract of extracted papers and of the
index terms was collected to enable a description of the arti-
cles to be formulated. Key terms were decided through
deliberations or exchange of views among the three
authors (OLO, BO, and DAS).37

A second search utilizing the keywords and index terms
identified from the preliminary search was conducted in the
PubMed, Web of Science, LILAC, African Journal Archive,
and Scopus databases. Gray literature was sourced using
Google scholar and consideration was given to relevant inclu-
sions in the first 20 pages sourced. The search was repetitive
as reviewers got accustomed to the supplementary keywords,
sources, and search terms. The extra or supplementary key-
words, sources, and search terms discovered to be important
were included into the search strategy. The search involved
the use of keywords or text words such as: data sharing,
data access, open science, data management, open access,
data ethics, data sets, data management activities, repositor*,
health, medical, African countries, Africa, human. Also index
terms like information dissemination and data systems were
used for the search. The search strategies were designed cat-
egorically for each database using the relevant index and
free text terms. A complete search strategy for each database
is presented in Appendix 4 of the supplementary files.

In the final step, the reference lists of identified relevant
articles were searched for possible additional references.
The titles and abstracts of all articles found in the search
were sorted, and the full-text versions of eligible articles

were obtained. The search for articles was carried out by
OLO and DAS.

Source selection

No relevant conference proceedings were found in the
above-mentioned databases. In this regard, Web of
Science and Scopus databases publish reputable conference
proceedings, and they are among the best databases to be
searched. A deviation from the published study protocol
was that no relevant articles were found in LILAC, so
African Journal Archive was searched to ensure that a data-
base that focuses on articles published in Africa was consid-
ered and searched. Any discrepancies related to source
selection were resolved by consensus.

Study selection

Following the search, all results from the databases were
exported into the (Covidence software) for systematic
reviews.38 Duplicates were removed before the articles were
screened for eligibility. Study selection was done in two
stages. First, titles and abstracts were screened against the
inclusion criteria by two independent reviewers (OLO and
DAS). Then, all potentially relevant full-text articles were
retrieved and screened for inclusion in the final review. Hand
searches of the reference lists of eligible studies was carried
out to ensure that no relevant studies were missed. The basis
for exclusion of full-text studies that did not qualify for the
inclusion criteria were reported in the review, and discrepan-
cies at this stage were resolved by the third reviewer (BO).

Data extraction

Two independent reviewers (OLO and DS) extracted data
using the data extraction form created for this review.32

The third author (BO) then checked the relevance of the
extracted data. Inconsistencies were sorted out through dis-
cussion until agreement was reached. The data extracted for
this review encompassed details such as year of publication,
country of origin, aim/purpose of the study, types of data,
study population and sample size, perceptions, barriers
and facilitators, ethical considerations, legal, institutional
and funding-related aspects as well as the author-reported
recommendations for mitigation of the challenges of data
sharing in Africa. As endorsed in the JBI Manual for
Evidence Synthesis,36 the data extraction form was pilot
tested on a small sample of studies to ensure that all relevant
data were extracted. As this review was an iterative proced-
ure, it was cumulatively filtered and regularly updated.

Data presentation

Following Preferred Reporting Items for Systematic
reviews and Meta-analyses (PRISMA) guidance, the
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results of the search were reported in full and presented in a
PRISMA flow diagram (Figure 1 and Appendix 1 of the
supplementary files)39 The results of the scoping review
are presented in tables and synthesized into relevant
charts, to facilitate the readers’ ability to understand and
utilize the findings. The data sharing practices, country of
origin, types of data aim/purpose of the study, study popu-
lation, perceptions, barriers and facilitators, ethical consid-
erations, legal, institutional, and funding-related aspects as
well as the author-reported recommendations for mitigation
of the challenges of data sharing in the articles were
reported. The tabular summary (see Table 1) is detailed in
a narrative summary, conveying the objectives of the
scoping review.

Results

Source inclusion

Through database searches conducted in April 2023, 3971
studies were identified, and 214 duplicates were removed.
An additional two studies were identified by hand search.
A total of 3759 studies were screened by title and abstract
for inclusion. Of those, 3592 were excluded because they
were irrelevant to the study aims. The remaining 167
studies were assessed for inclusion based on full-text

review, and 135 full-text studies were excluded (see
Figure 1 for reasons for exclusion). The final data set con-
sisted of 32 studies for data extraction. The search results
are summarized in a PRISMA flow diagram (Figure 1).39

Characteristics of included studies. Review findings
Review question #1: What are the data sharing prac-

tices (including geographical locations, types of data,
data sharing platforms used) of health researchers in
Africa?

Year of publication and geographical locations. There was
a spike in the number of published studies from 2015 to
2019 (n= 24, 75.0%), while a decline followed in the
number of publications from 2020 to April 2023 (n= 6,
18.8%). One study was published in each of 2011 and
2014 (n= 2, 6.2%). Only one relevant study was included
between the beginning of 2022 and 20 April 2023.

Not all studies included in this scoping review focused
on data management and sharing in a specific country.
The more generalized study regions were named as:
Africa (12.9%, n= 4), sub-Saharan Africa (6%, n= 2),
and West Africa (6%, n= 2). The remainder of the studies
referred to specific countries in Africa (see Appendix 2 of
the supplementary files). These countries are indicated on
the map in Figure 2. Of these countries 10 were done in

Figure 1. A Preferred Reporting Items for Systematic reviews and Meta-analyses (PRISMA) flow chart showing the search results and
source selection and inclusion process.
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South Africa, five were from Kenya, three each were from
Nigeria and Tanzania, two were from Ghana and Sierra
Leone, respectively, while one each were from Malawi,
Ethiopia, Cameroon, Mali, Gambia, Senegal, and Burkina
Faso. A number of these studies involve more than one
country per study.

Types of data. The types of data that were reported to be
shared by health care researchers in Africa were real time
health and demographic data collected from human
patients.30,40–53 Population-level health data,30,34,54 health
data from patient’s health records,40,41,43,47,51 health

system and policy research data,43,55–58 epidemiological
results and reports,43,44,59 secondary health data from
primary research articles,29,34 monthly aggregated data on
patients’ diagnosis,46 human health data from databases
and repositories,30,34,40,41,44,45,47,52–54,59,60 human body
specimens and their associated data,40,42,50–53,59 data
acquired from digital health and medical technologies,
such as wearable devices, digital health (or eHealth) appli-
cations, and medical devices and sensors, routine health
system data, data on contact tracing,44,61 electronic health
records (EHR) and administrative hospital
data,30,34,40,41,45,54,57,58,62 data from laboratory tests

Figure 2. A mind map of factors impacting data sharing between health researchers in Africa.
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performed,43 aggregated clinical trials46; genetic and micro-
biome sequencing of human biological materials,52,53,61,63

health and demographic surveillance data from patients
and communities,30,34,45,54,63 national representative
survey data57 dealing with attitudinal, behavioral, and
health issues,30,63 data analyses,47 health claims registries,
and from social media,44 technical reports of health
project interventions, smartphones, and other electronic
devices,44 ethical and confidentiality and security matters
related to data sharing,29,30,34,42,49,53,61–65 and journal
matters43,47,48,66–68

Cognizance was taken regarding the possibility of some
overlap of similar types of extracted data and this was
addressed by sorting and categorizing the data by means
of tabulation using color coding under specific headings.

Data sharing platforms. For the purposes of this review the
term databank was used as a generic term referring to any
form of data collection. The technical term database was
used when referring to a collection of data managed by a
Database Management System (DBMS). A data repository
described a central location where data was stored and
managed. In order to clarify these types of data sources a
priori plan was in place to sort and group such data.

The platforms that were used to share these data were
relevant databases, databanks and data repositories like
the Human Heredity and Health in Africa
(H3Africa),52,53,59 and Epidemic Intelligence from Open
Sources (EIOS),56 and International Network for the
Demographic Evaluation of Populations and their Health
(INDEPTH)30,34; institutional repositories,30,34 journal
websites,43,47,58,66,67 biobanks40,42,48 like Bridging
Biobanking and Biomedical research across Europe and
Africa (B3Africa),53 smartphone software applications,62

EHR,30,34,40,41,45,54,57,58,62 clinical surveillance databases
in hospitals,30,34,45,54,63 district health information soft-
ware,30,34,54 official websites or social media pages of
respected member states,59 infectious disease data regis-
try,41,52,53,56,59 national health research for development
(R4D) platform (IDDO),41 data silos,40 cyberbanks,40 and
virtual research repositories.40 A summary of the character-
istics of the included studies is presented in Table 1.

Review question #2: What are the perceptions, bar-
riers, facilitators, and author-reported recommenda-
tions of African health researchers on data sharing in
Africa?

The perceptions, barriers, and facilitators to health data
sharing among health researchers in Africa were summar-
ized into individual research capacity concerns, issues
related to journal publications, governmental issues,
social issues, and technology issues.

Individual research capacity concerns. Several
studies30,41,45,46,48 reported that even though there is will-
ingness to share data at management levels, individual

scientist/researchers are reluctant, unconvinced, and hesi-
tant to share data. The reason for this low motivation
among individual health researchers was due to distributive
justice concerns (fairness), trust, sensitivity of the data, reci-
procity, and inclusiveness.30,45,46,48,53 According to
Anane-Sarpong et al.,30(p399)

“Data is used out of the country without the original collec-
tors only to later hear of a new publication. It’s not fair”;
and “it’s all been taken for granted… If somebody at the
country level does not raise eyebrows, [data] just goes.”

Other causes of reluctance among individual researchers
were due to inequities in the environment, research skills,
privileges, burdens, incentives, opportunities, reluctance
to change established work habits, concerns about the add-
itional burden of detailed recording of metadata, insufficient
funding, and rewards.29,34,41,45,48,55–58,68 Some
authors29,34,45,57,68 reported that although individual scien-
tists are aware of the benefits of data sharing in health
research, the inability of the researchers to fully analyze
and utilize their data (due to poor research statistical
skills, lack of access to software for research analysis,
lack of infrastructure and technology to enable adequate
analysis of data) before publishing it makes them reluctant
to share data. A participant in the study by Anane-Sarpong
et al.34(p90) stated that:

data which is under-utilized at first publication due to
manual processes or use of sub-standard analytical tools
holds the greatest potential for further analysis and new
manuscript preparation.

Under-resourced African scientists are most likely to
collect such data. They fear that data sharing will expose
them to stiff competition for the use of their data with
better resourced competitors as they as data producers do
not have many rights and privileges.34,48 This fear of
ideas and data being overtaken by more resourced research-
ers in the global professional race for impactful research
publications leads to African researchers, holding back
their data.45 Also, even among researchers in Africa, there
were reports of researchers stealing data from other
researchers for their personal research studies.45

Human Heredity and Health in Africa (H3Africa)
reported that data at H3Africa was held by them for a 23
month period of time to allow for the data contributors to
have the right of exclusive use of that data.62 This longer
exclusivity period was designed to assist African research-
ers from the resource challenged continent to exploit,
analyze, and publish their data, thereby preventing other
researchers from publishing such data first.48

Other reasons that make the African researchers not to be
able to fully utilize their data within a reasonable time
period include: time constraints due to the researchers
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working multiple roles and working under extreme pres-
sures due to severe shortage of staff and technol-
ogy,29,34,48,55 lack of competence to preserve data in ways
that make for effective aggregation and third party ana-
lysis,29,34,57,68 lack of data sharing precedence,48 lack of
specialized infrastructures such as data management and
curation,48 fear that data would lose their value once
placed in the public domain,41 the potential for shared
data to be misused and misunderstood so that it produces
false conclusions,41,46,48 the problem of data collectors
going unrecognized while someone else will analyze the
data and get all the recognition and publications,41,48

worry about losing control on the future use of shared
data,40 low compliance with informing the data-curation
centers of all outputs derived from shared data; this is
because despite that the access to online data collections
is usually governed by a time-dependent expiration of the
end-users’ subscription, the downloaded content may
remain in the end users’ possession indefinitely.41

Issues related to journals. African researchers reported
that although several journals require data sharing, the
guidelines around it are “very loose.”30 Data sharing prac-
tices relating to journal publication that were reported
included: holding on to data with plans of fuller use in
manuscript writing, delaying the submission of ready
manuscripts until the highest number of manuscripts is
ready for concurrent submission, in order to retain control
of the data in those manuscripts for as long as one in
engaged in other roles, and avoiding the publication of
novel complex new ideas requiring the release of copious
data and perhaps metadata.34 A noted facilitator to the dis-
semination of research was that some journal publishers and
the World Health Organization (WHO) were trying to
increase the accessibility and affordability of scientific pub-
lications to researchers in Africa.34

Identified incentives that were shown to propel African
health researchers toward sharing data were the traditional
outputs and metrics of research around the requirements for
the career progression of academic faculties.48 Many research
stakeholders expressed strong support for journal policies on
sharing the data sets that underpin the data analyses, while
ensuring that the primary communities involved in the data
collection should be recognized in all future publications
that would emanate from the shared data.45

A study by Lwoga et al.67 on the open access behavior
and perception of health science faculties revealed that
only one institution in Tanzania hosted a local journal and
that faculty had published not more than 38% of their arti-
cles, and that they have self-archived not more than 26.8%.
According to this same study,67(p44)

Most researchers are not aware that a growing number of pub-
lishers allow archiving of pre- or post-print articles into
repositories prior to their publication. Authors are not familiar

with the Sherpa/RoMEO service that provides researchers
with information regarding publishers’ self-archiving policies
and the permissions they grant to authors to disseminate dif-
ferent versions of a published article.

Aidam and Sombié56 reported that the funding and
efforts provided the West African Health Organization
(WAHO) resulted in the publication of four research articles
in international peer reviewed journals, as well as the organ-
ization of two regional scientific congresses. All these were
aimed at promoting research and data sharing among the
health researchers in West Africa.

A study on disseminating health research in sub-Saharan
Africa through journal partnerships67 reported that because
large studies submitted to top journals for possible publica-
tion can take a long time to have peer review feedback,
resubmission, or rejection simply because of numbers of
competing submissions. This long period of waiting is
problematic due to the limited available funds to support
write-up after project completion.

Government related aspects. One of the
government-related barriers to the sharing of health data
in Africa is that African countries do not have the capacity
to monitor nor enforce the compliance of local and foreign
researchers to the regulations surrounding the data
transfer agreements.30 An article44 which discussed the
information management practices in the WHO African
Region to support response to the Coronavirus disease-19
(COVID-19) pandemic reported that some political barriers
affected the efforts of the WHO African region to monitor
and disseminate information on the transmission dynamics
of the COVID-19 in 2020 in the member states. An example
was that the United Republic of Tanzania did not share the
data collected on the COVID-19 situation in their country,
while the other member States who established political
structures that coordinated COVID-19 data flows, did not
adhere to the International Health Regulation (IHR)-2015
on data sharing requirements.44

Aidam and Sombié56 who reported on the experience of
the WAHO in improving the health research environment
in the Economic Community of the West African States
(ECOWA) region, said that there was no budget allocation
for research in many of the member States. Also, some of
the countries contract out their research programs instead
of investing the funds for the contract to develop and maxi-
mize the capacity of their researchers.56 Many of those coun-
tries were reported to be among those that consistently rank
high on the global lists of corruption, and had extensive bur-
eaucracies that further exacerbated their challenges.58

Despite these challenges, the WAHO has continued to
support Economic Community of West African States
(ECOWAS) through providing research funding and
capacity-building program in data management, analysis,
utilization, and dissemination.47,56
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An editorial by Nature Medicine49 on “sharing data to
save lives” mentioned that based on their experience of
data sharing during the Ebola epidemic in West Africa,
there were government restrictions on the export of
patient samples, and only scientists who had the cooper-
ation of governments could ensure that data were released
as quickly as possible. A study58 on the health policy and
system’s research and analysis in Nigeria revealed that
the poor commitment of the government to follow
through with plans and policies for health systems research
hampered the materialization of any good will.

Social aspects. Health research and data sharing in Africa
were reported to have some social peculiarities. It was
reported that seeking the permission of elders, not just insti-
tutional permission from the government nor political cus-
todians, before any important activities, including
collecting and sharing data from specific communities
was very important in Africa.54,65 Thus, the participants
of the study by Anane-Sarpong et al.54 on the application
of ethical principles to research using public health data
mentioned that it was important to get the community
leaders actively involved in all research using their data.
Also, Nordling51(p284) stated:

Some people say the communities wouldn’t understand the
research, Dandara says. But if they don’t understand, why
are we researching them? Maybe it’s us who don’t
understand.

Furthermore, it was reported that there are underlying sys-
temic factors, embedded in historically and politically rooted
structural issues that negatively impact data sharing in under-
resourced African communities.34 Globally, researchers
receive different levels of support in the research environment
they work in, and until such support becomes comparable,
researchers in Africa will remain unequal as far as data
sharing governance is concerned.34

Also, conceptual differences across communities, cul-
tures, and countries creates the need for harmonization,
standardization of values,44 and developing definitions for
terms used in the data, which requires the “involvement
of scientists who are working with the data, familiar with
the context for the data, and have a stake in how the data
are used.”48 A South African study on public health data
sharing41(p294) revealed that some researchers in Africa
felt anxious that data sharing may be similar to the:

neo-colonialist behavior… where the raw materials are
taken out of the country and the beneficiation happens
outside, and South Africa is the poorer for it.

Also, researchers from Kenya and South Africa reported
the possibility of harm created by imprecise or stereotyped
reporting of the data collected from African

communities41,48 Some senior researchers in this same
South African study reported that their primary concern
was ensuring the validity of secondary research.
According to them,

it was imperative for the end user (secondary data user) to
be able to exhibit on request that they have engaged with
what they want to use the data for on a conceptual
level.41(296)

This implies that the secondary data user must have crit-
ically reviewed the metadata catalogues and other docu-
mentation on the data nuances, so as to reduce chances of
data misuse and misinterpretation.46

Regarding sharing community health data with foreign
researchers, it was reported that additional regulations to
protect the interest of communities from where the data
was generated should be applied.45,53,62 to ensure that
they acknowledge the contributions, good partnership,
and working together with the community.45,62 Therefore,
data sharing practice should not be detrimental to the well-
being of the community46,48,55 One of the participants in a
South African study mentioned the need for a benefit
sharing strategy so that the investigator will not just have
patents generating billions of money while the community
that provided the data are left to continue in poverty.41

Other participants were reported to have said that
making data available for reuse (data sharing) demonstrates
respect for the respondents, in that the researchers care
about the opinion (data) of the respondents, and not just
discard it after analyzing and using it.41,62 The need to dis-
seminate the research output of shared data to the partici-
pant communities was also emphasized.41 However,
giving feedback to participant communities can be challen-
ging due to: the difference in openness and receptiveness of
different communities and to feedbacks, data deidentifica-
tion challenges, and lack of funds to provide feedback.41,48

Of great importance was the report that prior individual
awareness and consent of the participants from whom data
was collected, were seen as important for data sharing to be
done.29,45,48 Broad consent, where individual consent for
their data to be shared was not feasible, was said to be a
compromise and never an ideal, and only if linked to fair
decision-making when data requests were made.48,51

Staunton et al.53 reported that although broad consent is
currently adopted for many genomic studies across
Africa, its use is only proper if subject to appropriate over-
sight and governance procedures that foster trustworthiness.
However, he wrote that with some exceptions, a general
prohibition on the processing of “special information”
that includes genetic data is imposed by Section 26 of the
Protection of Personal Information Act (POPIA).53

Furthermore, a study on a template for tiered informed
consent for genomic research in Africa50 reported many
participants in Africa may be vulnerable, including those
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with little access to health care and socioeconomic
resources, disenfranchised women, persecuted ancestral
groups, etc.51 Therefore, the researchers recommended
that specialist advice be sought to ensure an appropriate
informed consent process for the use of their data.50

A study that explored the stakeholders views on the ben-
efits and challenges to research data sharing in Kenya
reported that the main potential harm data sharing can
create for primary communities was stigmatization, where
individuals, groups, or communities were identified and
associated with potentially sensitive data.45 This is because
despite the efforts of researchers to make the data anonym-
ous, so that individual participants cannot be linked with
their data, the use of geopositioning data such as village
names, name of the tribe, or ethnic group, etc., may some-
times bring stigma to the communities.45,48 Generally, it
might be difficult to determine which data are sensitive or
not. However, the researchers who participated in the study
done in Kenya by Jao et al.45 mentioned some data which
could be seen as sensitive; clinical information, genomics
data, sickle cell disease status, information about gender vio-
lence, sexual orientation, and sexual exploitation.45

In a synopsis of some of the challenges related to the
sharing of genomic data Moodley et al.63 reported on the
unexpected outcome of the sharing of data which was rea-
lized by South African researchers when they alerted the
world about the discovery of the Covid-19 omicron
variant. The resultant travel ban affected the country’s
economy and had an inhibiting effect on the country’s
research progress. The travel ban reaction led to the call
for a collectivist data sharing approach in times of pan-
demics and warnings of the possibility of more dangerous
pathogens emerging if a nationalistic viewpoint was
allowed to continue.63

Technological aspects. The National Academies of
Sciences, Engineering and Medicine,48 and Impouma
et al.44 reported that there are resource inequalities for
data sharing in Africa and limited interoperability of the dif-
ferent data capture systems within the member states. The
institutions lack the needed technical capacity to manage
and share data,48,53 as well as the methodological capacity
needed to analyze complex data, putting them at a disad-
vantage.48 The lack of adequate resources was said to
have impacted the compliance of research institutions and
even individual researchers to data sharing, provision of
training to student researchers on research ethics and data
protection compliance.53 Also, researchers struggle with
limited research data management skills and maintaining
data quality for longitudinal individual-level surveillance
is a challenge in Africa, because of the highly mobile popu-
lation with no unique individual identifiers.44,48

However, unlike most African countries, South Africa
has a linkable database which the Department of Health is
trying to operationalize by setting up a preapproved

database and procedures for using it. This will increase
researchers’ access to the linked data.48 Initiatives like
Human, Heredity and Health Africa (H3Africa),
INDEPTH, the pan-African bioinformatics network called
H3ABioNet, and the Sierra Leone Ebola Database
(SLED) focuses on promoting data management, storage,
and analysis in Africa.34,43,48,62 According to the National
Academies of Science, Engineering and Medicine,48(p25)

H3Africa operates on the following principles:

Maximizing the availability of research data in a timely and
responsible manner, protecting the rights and privacy of
human subjects who participated in research studies, recog-
nizing the scientific contribution of researchers who gener-
ated the data, considering the nature and ethical aspects of
proposed research while ensuring the timely release of
data, and promoting deposition of genomic data in existing
community data repositories whenever possible.48

In addition to the limited manpower, equipment, lack of
access to advanced technology, paucity of databases, and
funding experienced by African health researchers,29,45,66

several research facilities in countries like Sudan, Zambia,
and several West African countries have difficulties with
internet access, software and equipment maintenance for
laptops, scanners, etc.29,49,56,59 Research takes place in
communities with unstable or no electricity and water sup-
plies, poor communication, transportation and housing, and
this affect all aspects of the research process.56

Review question #3: What ethical, legal, institutional,
and funding aspects are being considered by health
researchers who are sharing health research data in
Africa?

Ethical aspects. Anane-Sarpong et al.54 raised the ques-
tion of the rightful ownership of data as an integral baseline
hurdle to overcome when ensuring ethical data sharing.
This conundrum was seen from the perspective of the
participant:

“If [the re-use of data] is anything besides what I initially
consented to then I need to know and [be] informed. It’s
my right to know” and from the aspect of a data manager:

“We do not know what the value of data will be for different
purposes and…from an administrative point of view to
guarantee the use of data for specific purposes not practic-
ally possible.”41 (p294–295) It was also reported that a
researcher queried the ethical ownership protections for
work cited in a systematic review:

“…where primary researchers wonder if their research is
being used, and if so, in a proper, relevant and pertinent
way.”
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while another researcher called for the “foot soldier” to be
treated fairly and acknowledged for the collection of data
and given credit for work done.48(p13)

The matter of informed consent was debated in the
review literature. Manager-participants were unable to
reach consensus on specific ways to gain consent for
reuse of data and leaned toward the use of broad
consent.41 However, one of the manager-participants in
this study noted that:

…one of the drawbacks [to broad consent] is that the patient
or participant is now less in the know…they really do not
know what will happen to their data, so they are less
informed to make a truly informed decision.41(p295)

A study in Kenya by Mbuthia et al.46(p8) showed that a
few health care providers, hospital managers, and research-
ers inferred that if a patient came in to seek care this meant
that they had implicitly granted consent for their data to be
collected and used. In this regard, a researcher said:

Sometimes even you as an individual your rights sort of
ends where there is a bigger purpose at hand.

A health care manager said:

By them coming in (or) choosing to come to the laboratory
for services…in one way or the other it’s like assumed you
are offering this data, to be aggregated later.46(p7)

In this study a health care manager also expressed, from
a patient’s perspective, why they might feel obligated to
allow their data to be used:

“So, when I came here, I needed to be cured and you’re
telling me that I’m going to treat you but be aware that
one of these days your data may be used for an evaluation.
Of course, I’m forced to say yes, because it’s like if I don’t
say yes, I won’t get the treatment.” The manager also added
“So, for me still ethically, it’s not right.”46(p8)

Similarly, it was shown that vulnerable health research
participants might undergo a similar “bait and switch” situ-
ation whereby data collected for the health research were
unethically used for ancestry related genome-research on
a secondary basis.50(p1569) These authors also suggested
that specialist advice on informed consent procedure
should be sought where research involved participants
from vulnerable communities or groups in society. They
raised the important issue of how to use informed consent
in times of crisis such as when there is an outbreak of an
infectious disease. The reuse of data may be critical to
disease detection and treatment and the issue of what is
most in the public’s best interest may come into play.
These authors recommended that ways to waiver informed

consent might have to be considered in such circumstances
where individual rights may have to be overridden such as
in cases where patients were unable to consent due to the
severity of their illness. The authors proposed a tiered-
consent model with reduced levels of consent might be con-
sidered in such instances.50

One of the issues identified with the reuse of data was that
the participant trusted the initial researcher with their data and
believed that it would not be used in a harmful way.48 It was
suggested that trust may not carry forward in the case of the
person reusing the data, so it is essential to respect the original
consent terms when data is recycled, and this is especially
pertinent in the case of historical data.48 In Africa the issue
of consent can be complicated and take time. Poor literacy
plays into the understanding of what is meant by consent
by possible participants and there is the need for a witness
to be present to authenticate the participant’s “mark.”62
Dhai et al.42 reported that biobanks were of specific beneficial
use for the treatment of many diseases. They emphasized the
need for the public to trust and be confident in such institu-
tions especially with regard to ethical, social, and legal
matters. They pointed out that South African law was not
necessarily in sync with improvements in science and tech-
nology but RECs in some institutions in the country made
sure that ethical oversight was carried out properly.

These authors42 also reported that the advent of biobanks
has raised new problems regarding the issue of individual
and anonymous informed consent such as: the nature of
this type of research means that there are numerous partici-
pants; data are needed over an indefinite period of time,
perhaps intergenerational periods of at least 25 years; cell
lines may be generated from samples leading to duplication
and exchange widely through networks; the conventional
ideas of individual informed consent, particularly for
ongoing reuse of data, cannot be applied. These
authors42(p56) suggested a different framework of ethical
consent must be applied in these circumstances based on
the “utilitarian common good” of using such data.
Identification of origin of the samples poses the main risk
to personal participants privacy especially with sensitive
information. In Africa, this matter may present more diffi-
culties as the definition of sensitive data varies widely
throughout the continent.61

It was noted by the National Academies of Sciences,
Engineering and Medicine48 that recognition of the part
played by a researcher in the collection, preparation, and
sharing of data is linked to the intellectual ownership of
that data. Anane-Sarpong et al.30(p399) reported that:

“Issues of intellectual property, patenting and ownership”
were critical: “A researcher who is tapping into the data
of another should give credit where credit is due” and
“Transactions should be mutual for everybody to be
happy.”
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In this regard, African researchers were seen to be often
associated with the production of vast amounts of data but
were not involved with data dissemination via publications
or acknowledgement of participation in research projects.34

To address shortcomings pertaining to African health
researchers not getting adequate recognition or scientific
exposure for their research efforts these researchers34(p91)

put forward six principles to enable and encourage data
sharing within sub-Saharan Africa. The principles are:

Justice, respect for scientists whose data are shared, minim-
izing risks, maximizing benefits, collaborative partnership,
and transparency.

In the interest of fairness, they also recommended that
original data producers should be informed of other
researcher’s intentions to reuse their data. The same
authors34 noted that the lack of reward for data production
is associated with poor data sharing in the south and some
scientist may justify giving mandatory/obligatory data
sharing another look based on the professional and systemic
inequalities they experience. These authors warned against
such activity believing it would lead to problems in research
and collaborative relationships.34 In this regard, it was sug-
gested by researchers attending the workshop of the
National Academies of Science, Engineering, and
Medicine48 that principles incorporating fairness, respect,
and capacity building would assist in developing worth-
while collaborations.

Another pertinent issue identified by Nordling51 was that
related to the use of African data by foreign, particularly
northern hemisphere researchers especially during times
of deadly disease outbreaks such as the 2014–2016 Ebola
outbreak where many specimens were removed to foreign
countries possibly without donor consent. To avert such
situations, Conton55 suggested that before a data repository
is established and data contributors solicited certain rules of
the game must be laid out regarding collaboration strategy
to decide the governance of intellectual property, who
will pay for analysis of data and who has the right to pass
on results for commercial gain and who reaps such financial
gain. The formation of databases and health networks in
Africa have offered ethical challenges of their own espe-
cially in the case of anonymization of participants data. In
this regard, it was found that the International Network
for the Demographic Evaluation of Populations and their
Health (INDEPTH) network was shown to be conforming
with data published in a way that protects personal identity
and anonymization of microdata.48

In the study by Anane-Sarpong et al.,54 an investigation
was held into how the use of a Health and Demographic
Surveillance System (HDSS) could inform Research
using Public Health Data (RUPD). They found that, the
fact that anonymization processes were introduced into
the (INDEPTH) HDSS; many practitioners viewed the

HDSS and RUPD as already compliant in this regard and
therefore thought it not necessary to check on the anonymi-
zation of data in these systems believing it is already the
norm. The authors suggest that a specific ethical framework
should be instituted to address such a problem.
Nnamuchi62(p160) reported on the ethical remit of
H3Africa on the African continent and discussed that
H3Africa, which deals with the management of biospeci-
mens, preferred a broad based fully informed consent
defined as:

Consent that allows the use of samples of genomic and
phenotyp[ic] data for future research with ethics approval
and the possibility to withdraw.

This type of consent still delineates timelines for sample
storage and use. However, they also raised the issue of
major concern in the way that anonymization of data col-
lected in studies by H3Africa was carried out to ensure par-
ticipant’s confidentiality and privacy.62

Impouma et al.44 reported on problems with Information
management practices in the WHO African region during
the Covid-19 pandemic raising problems such as: the chan-
ging of reporting templates as pandemic grew; nonadher-
ence to email nomenclature rules; poor email data
security and confidentiality; wide use of poorly secured
data spreadsheets with subsequent data loss; lack of
uniform data collection standards; and easy access to per-
sonally identifiable information were identified and led to
member countries being reluctant to share their data. The
Covid-19 pandemic also further opened the debate on the
ethical and legal frameworks around public health research
and the restricted access versus unrestricted access to data-
bases. In this regard, African researchers preferred data-
bases where there were protections in place for those that
generated and shared the data.63

For ethical research to be carried out oversight by RECs
is essential. Lötter and van Zyl57 reported that due to the
lack of or insufficient training of personnel, limited
resources and a paucity of modern research management
tools being available to allow good functioning and easy
interaction with researchers many RECs in Africa were
underdeveloped and that resulted in delays in or lack of
research approval. These authors noted that to address
this deficit, the WAHO had worked for five years in a stra-
tegic technical capacity with the Council on Health
Research for Development (COHRED) to provide ethics
training and thereby improve research capabilities. This
was followed in South Africa by the REC of the Human
Sciences Research Council (HSRC) ensuring that from
2011 planned data sharing and preservation were part of
research protocols in that organization. Dhai et al.42

pointed out that South African REC guidelines make use
of the wording of repository and biobank on an interchange-
able basis, and this means that oversight by an REC is not a
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mandatory procedure. Obiora et al.29 found that bureau-
cracy and institutional red tape were identified as stumbling
blocks to an African researcher’s ability to share data. The
secure holding of research for a period of only five years by
institutions prohibited long-term usage of stored data.29

Turcotte-Tremblay and Mc Sween-Cadieux64 also showed
that bureaucratical stakeholders may make the keeping of
participants’ confidentiality difficult during the dissemin-
ation of results due to a small pool of population partici-
pants being available, hierarchical concerns, a very
limited number of research sites and their own vested
interests.

Legal aspects. Staunton and De Stadler52 and Townsend
et al.61 reported that privacy laws both across the African
continent and globally are often disparate leading to the
level and extent of data protection varying considerably.
They noted that in Europe, the strict European Union
regional Data Protection Regulation (GDPR), is in effect
to regulate the use of data. Townsend et al.61(p22) also
reported that the African Union Convention on cyber secur-
ity and personal data protection held in 2014 endeavored to
lift Africa’s “protection of personal privacy” to an inter-
national status but the recommendation included that appro-
priate cultural and social matters would be incorporated
appropriate to the African setting. The same authors60

said that currently 25 African countries have enacted
privacy laws that regulate how personal data is collected
and used. Of the 25 countries 12 have recently put such
laws in place or have amended existing laws. They
include: Burkino Faso, Cape Verde, Cote d’Ivoire,
Gabon, Ghana, Lesotho, Mali, Mauritius, Morocco,
Seychelles, South Africa, and Tunisia.

Nordling65 discussed whether the South African POPIA
was prohibitive to the free collection and sharing of
research data. The South African POPIA was based on
the personal data protection recommendations in an early
draft of the GDPR. Problems with freely conducting
research arising from the earlier GDPR were addressed in
Europe but POPIA was not adjusted. The law was created
in 2013 to protect South Africans’ personal information
and was enacted when a year-long grace period for compli-
ance ended on 30 June 2021. The POPIA raises the issue of
whether broad consent can be obtained legally from those
participating in a study and suggests that legal advice
should be sought to avoid transgressing local legislation.

Dhai et al.42 reported on legal aspects relating to the
establishment of biobanks in South Africa noting that the
South African National Health Act (NHA) and its regula-
tions dictated the legalities regarding the use of human
tissue and research in that regard. In addition, four studies
looked at the way in which POPIA might limit genomics
and biobank research.51–53,65 Three of these studies recom-
mended that POPIA provisions regarding research might
have to be adjusted to avoid the upending of research

projects and creation of problems with international colla-
borations.51,53,65 Nordling,65 in particular, raised the issue
of obtaining broad consent by study participants so
researchers could store and analyze samples for unspecified
usage stating that local scientists were lobbying to get a
POPIA exemption for this practice from the government.
Their argument was that POPIA as it stands could hamper
valuable research on such diseases such as tuberculosis
and HIV.

Staunton and De Stadler52 stated that POPIA was
focused on the protection of individual data in an admin-
istrative sense and that a code of conduct should be con-
sidered for researchers regarding obligations and
protections necessary in research. This was particularly
applicable in relation to not only protecting the indivi-
dual’s data but also that of the community as open
science became more common. A suggestion to address
this problem was that, under section 55 of POPIA, infor-
mation officers could be appointed to assist institutions to
adapt to such challenges. Staunton et al.53 reported that in
the case of POPIA and biobanks Section 8 of the Act
would suggest that institutions had to assume overall
responsibility for handling compliance with the act and
would be subject to paying fines resulting from breaches
of compliance. Townsend et al.61 recommended that con-
sideration should be given to the setting up of data trusts
and data governance regulations by means of new legal
data management entities.

According to Uzochukwu et al.,58 in 2001 the National
Health Research policy was formulated in Nigeria in an
endeavor to increase the uptake of Health Policy and
Systems Research and Analysis (HPSR+A). This document
has not been implemented and remains as a draft. The
authors note that even though collaboration between the
Federal Government of Nigeria and a Canadian entity
resulted in the National Strategic Health Development
plan in 2010 there is slow implementation of this due to
poor follow through on decisions. This lack of operational
planning and strategy implementation leaves the
government’s stewardship of research development and
policy strategy awry. This impacts the management of
knowledge and research and slows the generation of HPSR
+A and its use.

Cole et al.40 drew attention to the fact that none of their
participants considered that data should be shared with the
private sector as they felt that it should not be shared for
profit, and it should rather be kept within the realm of aca-
demia or offered for the good of the local citizens. The par-
ticipants in this study also believed that the sharing of data
nationally had to be well governed to avoid data being
exploited. The issue of how sponsors or funders were con-
tractually obligated to guard privileged data that they had
access to was also raised.

The Human Sciences Research Council Act 17 of 2008
was instituted in South Africa to lay out the objectives and
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purposes of the HSRC.57 The institution was tasked with
directing the way forward for research in the country. In
one of the clauses, it was said that the HSRC was required:

To develop and make publicly available new data sets to
underpin research, policy development and public
discussion of the key issues of development and to
develop new and improved methodologies for use in their
development.57(p339)

Institutional aspects. Cole et al.40 reported that such insti-
tutional platforms as the Health Research Capacity
Strengthening Initiative (HRCSI) situated in Malawi devel-
oped research capacity, increased the number of highly
rated researchers in the country, encouraged young scien-
tists to be interested in research, and provided support for
the conduction of research. It also fostered the sharing of
knowledge by helping delegates attend both institutional
and national meetings or conferences. The platform was
actively marketed resulting in calls for research being
well supported. As a manager said:

“Non academics, are asking when the next HRCSI calls are
coming out which shows the demand for research” and
“Funds were made available to institutions and people
that would not have been able to access them.”40(p8)

Anane-Sarpong et al.34 put forward the idea that where
people from different backgrounds collaborated in the
research space there was strengthened rigor, quality, and
quantity of research data produced. This sharing of data
within teams was effective in creating new knowledge
sources and processes, encouraged the sharing of data to
negate data ownership conflicts, promoted networking,
and increased productivity, resulted in communities
getting improved feedback and evidence-based health
care quicker and resulted in easier policy decisions. The
same authors also pointed out that in undersourced settings
there is a decreased adherence to data sharing.

In a study by Denny et al.,41(p293) participants described
data sharing as “ad hoc” decisions of an informal nature or
formalized institutional interactions with agreements struck
between the data sharing body, the primary researcher, and
any funding entity. Data curation activities, which included
the reuse of “donor-funded research data” and planned data
sharing was encouraged. Participants in the same study
raised the issue of obstacles to institutionalized data
sharing. A senior manager noted that:

People didn’t really think about data sharing [as] I think
they were less understanding of the benefits…

This participant added that an open data policy
presented:

“Challenges, in terms of [changing] people’s attitudes and
[growing] a sharing culture” within the institution.41(p293)

It was recommended that participants should receive
feedback regarding any sharing of their data and that insti-
tutional RECs should make sure that this practice was put in
place and adhered to.

Lötter and van Zyl57 recommended that to encourage
research production and dissemination institutional reposi-
tories should be established, internet infrastructure should
be improved with alternate power being supplied during
outages and computer access being available, the use of
open access should be enhanced by means of mandated pol-
icies and open access information should be supplied in
many ways by librarians and they should also instruct on
copyright matters so researchers could safely archive their
research.

In this regard, Lwoga and Questier67 looked at the matter
of open access in institutions in Tanzania. The study find-
ings indicated that open access was poorly adopted
because few librarians were associated with open access
activities, over the previous five years few materials for
faculty research were made available on open access plat-
forms, there was poor technical infrastructure, poor knowl-
edge of open access issues, skills were lacking for
publishing online, and researchers were not well-versed in
the author-pay model of submitting for publication and
scared or had misconceptions regarding journal copyright
and plagiarism instructions.

A participant in the National Academies of Science,
Engineering and Medicine Conference48 raised the point
that in the Global North, institutions were quick to imple-
ment data sharing as they had financial and other resources
to put such practices, platforms, metrics, and policies in
place. In Africa, where often resources were wanting, it
was harder to get such structures up and running and main-
tained going forward. Another participant argued for the
need for capacity that would lead to the generation of
quality data, increased ability to process such data and the
capacity to utilize it to encourage and facilitate data
sharing.48 She suggested that to enable data sharing institu-
tions should develop correct research guidelines, policies,
and research contract procedures as per those used by the
COHRED. This participant also recommended that in
place of numerous institutions archiving data consideration
should be given to expanding regional institutional archiv-
ing such as that found in the African Population and Health
Research Center (APHRC) and the focus should be on the
generation of data and its curation analysis and manage-
ment. The idea put forward was that this approach would
ultimately lead to data sharing as an outcome. Townsend
et al.61 also recommended that the sterling work by the
African Union and other African regional African bodies
should be carried forward to develop greater collaboration
and integration regionally on the African Continent.
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A study by Lwoga and Questier67 reported on a recom-
mendation to WAHO that there should be the formation of a
network of institutions regionally resulted in the West
African Health Research Network (WAHRNET). This
network, established in 2010, consisted of 22 medical
schools and 30 research institutions and was recognized
in 2012 by the Assembly of Health Ministers affiliated
ECOWAS. Lötter and van Zyl57 found that in 2006 the
HSRC in South Africa began a process to manage data
better, preserve data and make it available for future use.
In 2008, the initial research team moved to developing a
long-term plan for data curation, preservation, and dissem-
ination. By the time of their study in 2015, 87 data sets had
been curated by the HSRC since 2007. Data are available to
the public but under strict ethical protections and condi-
tions. These authors further recommended that correct train-
ing should be given to postgraduate students and
supervisors so that they were aware of the ethical implica-
tions of using data again in future research and that all
researchers should know how to plan for reuse of data.57

Gorina et al.43 looked at the SLED in relationship to the
protection of sensitive information. This anonymity not
only extended to the individual patients whose data were
in the database but also protected the institutions that
were supplying data and using the SLED database for stat-
istical purposes. There was also protection from countries
being identified due to unique cultural information. The
database used behavioral and technical methods to ensure
confidentiality of data.

Jao et al.45 reported that the issue of difficulty in acces-
sing the technical expertise for data analysis was not merely
linked to LMICs. In fact, it was rather related to poorly
resourced and funded research institutions. A Kenyan par-
ticipant in this study said:

If it’s open access, someone else who has the skills that you
may not necessarily have at the moment could very quickly
do an analysis that you’d want to do… someone in Harvard
could walk very quickly to a next-door neighbor and get
that analysis done overnight and published.45(p9)

Poor opportunities related to data analysis was not the
only problem facing researchers. Lwoga and Questier67

reported that some research institutions could not carry
out research projects due to insufficient capacity to
manage such projects. This was both in the areas of man-
agerial skill and technical skill with poor data retrieval
methods and archiving abilities.

Uzochukwu et al.58 reported on the teaching of HPSR+A
in four institutions in Nigeria to enhance the capacity, needs,
assets, and perspectives of researchers and health policy
makers. Problems which were experienced with infrastructure
included poor electrical supply and difficulty getting research
tools such as e-journals and computer software. These authors
reported that to implement the use of HPSR+A there was a

need for institutions to first identify researcher groups and
then encourage networking and research collaboration
among the groups. It was suggested that research activities
needed a framework, a research group database needed to
be set up, a managed online library should be set up, and
calls for research protocols should be announced.

Staunton and De Stadler52 pointed out that institutions
such as universities experienced difficulties with standard-
izing and centralizing research compliance and ethics
with data sharing. They noted that in the South African situ-
ation researchers were inadequately trained in these issues
and that government guidelines regarding regulations on
managing health related data were poor. Universities
often fail to comply with data protection law and in this
regard, lump research data handling into the same category
as administrative data.

Mbuthia et al.46 argued that in Kenyan public hospitals it
was preferable that patients were openly told about possible
reuse of their data and what it might be used for as this
might instill confidence in the health care system and
encourage them to give more pertinent information when
describing their symptoms. A health provider said45:(p6)

If they are asked and they give …all the information they
have… they’ll feel happy that…somebody else has
gained from it.45(p6)

The reuse of clinical data was hampered by certain
factors. In this regard, a health care manager said:

What we need to appreciate is that most of the public hos-
pitals, they are congested…and the health workers are few.
So, if we say we are going to explain to our patients what
we are going to do with their clinical data, it might take
long and at the end of the day very few patients will be
served.46(p7)

Another factor raised was that costs could be significant
putting in place those personnel that could communicate
and explain complex issues such as deidentification and
what the data might be used for in future research. The pos-
sibility that patients might have low levels of education
with limited formal education was also noted.

Funding aspects. Anane Sarpong et al.34 reported that
resource constraints in sub-Saharan Africa led to the limita-
tion of large-scale collection of data pertaining to health
research. Research funding needed to be supported where
sponsorship was limited so the burden did not fall on the
shoulders of the individual researcher. Obiora et al.29

listed reasons as barriers to data sharing in Africa such as:
poorly resourced institutions; researchers being poorly
paid; costly research not being carried out in poor settings;
costly data and a paucity of funding opportunities.
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Shabi et al.66 in Nigeria did not find financial restrictions
to the use of the internet or purchasing of data. This gave
researchers access to online digital platforms such as
HINARI. A participant in the National Academies of
Science, Engineering and Medicine48 conference who was
an African researcher in a nongovernmental institution said:

“It is important to think of data sharing in the context of
funding cycles.” She also said that at the start of a year
her institution had: “no committed funds for anything”
but “Toward the end of the year, the focus of the board is
how to continue to cover the existing staff the following
year. Having conversations around data sharing is not a pri-
ority. In addition, funding for projects versus funding for
core activities is a huge issue.”

As data sharing is rated as a “core support function” it is
regarded as a “luxury” and that prohibits data sharing even
though people want to do so.48(p21) In this regard, Denny
et al.41 recommended that research institutions should be
granted funding opportunities or that costs should be subsi-
dized to promote data sharing practices and afford data cur-
ation to take place. They also recommended that the cost of
data curation should be covered in the standard budget of all
research grants and that RECs should require it for ethical
approval. The Nature Medicine Editorial49 suggested that
once guidelines were in place so data producers and users
came together funders would create policies to ensure that
the guidelines were followed enabling data producers to
be encouraged to share their data.

Cole et al.40 noted that Malawi’s HRCSI funding was
slow as often funding applicants in that country had to
wait for over a year in some cases for awards to be made
and monies granted. A manager said:

HRCSI lost credibility with stakeholders.40(p5)

The methodology was improved in 2011 with an HRCSI
board being established but its decision still had to be
approved by the original funders which led a producer of
research to say:

HRCSI money comes from the Wellcome Trust [partially]
and takes much time.40(p6)

In 2013, the HRCSI lost its external funding. Aidam and
Sombié56 reported on WAHO’s contribution to a research
development program that ran in West Africa from 2009–
2013. The funding was in the region of US$857 000 for
24 critical research projects including nine in the field of
HIV and tuberculosis, three in both health financing and
malaria and one in each of the fields of noncommunicable
disease, typhoid fever, maternal health, sickle cell disease,
dengue, and medicinal plants.

The storing of samples and curation of data in a database
scenario is expensive. In Anane-Sarpong et al.,30(p399) a par-
ticipant said:

because data is maintained at a cost, there should be a fee
for use. You have to contribute to make sure we keep it
going.

The need for funding support for an Ebola database in
Sierra Leone led Conton54 to suggest that similar to the
way in which biobanks in the developed world charged
fees to remain sustainable, consideration should be given
to charging fees to support such a database. It was also sug-
gested by a participant in the National Academies of
Science, Engineering and Medicine48 conference that
HDSS data would increase by the sharing of data costs as
opposed to charging for data for longitudinal studies espe-
cially in these open access times.

Nordling51 looked at the fact that data sharing agree-
ments between African researchers and those elsewhere
internationally often have a skewed balance of power.
This particularly in the case of younger African scientists.
Powerful donors or research partners may lead to African
researchers not questioning their role in research for fear
of losing funding opportunities.

Discussion
This scoping review sought to delineate factors that influ-
ence how African health researchers share their data and
discuss the relevance of certain barriers or facilitators to
the conduction of data sharing among this research popula-
tion. It was apparent that many of the factors under consid-
eration impacted more than one aspect of this review’s
findings with an overlap of influence on the findings inev-
itable. One such example was the fact that ethical consid-
erations and legal decisions often had social impact and
that institutions had to have reputable RECs to ensure that
ethical research was conducted regarding both the collec-
tion of research data and the reuse of such data in the
process of data sharing. Hence, this discussion will
endeavor to contrast and compare findings while consider-
ing the interwoven nature of the complexities of data
sharing by health researchers in Africa.

The 32 included studies were very varied in the focus of
their reporting although their outcomes were relevant to the
overall topic of the scoping review. The review findings
were reported in line with the answering of the review
research questions to present all available information in a
clear and concise manner, to reach conclusions that would
possibly lead to new insight into what factors are barriers
to data sharing on the continent and to identify facilitatory
factors to increase data sharing going forward. Most studies
were carried out in 2015 (28.9%),41,42,45,48,49,57,67 followed
by 18.8% in 201830,47,54,59,62,64 and 2019, 46,50–53,65 9.4%
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in 201638,56,58 and 2022,29,61,63 6.3% in 201755,60 and
202034,43 and 3.1% in 2011,66 2014,68 and 2021.44

Hence, a downward trend in the production of information
on the topic of data sharing among African health research-
ers was noticed after 2019. The results from 2020 to 2022
may reflect the fact that worldwide the focus of research
turned to reporting on the Covid-19 pandemic. However,
one might speculate that interest in data sharing in Africa
may have met an impasse due to the many technological,
financial, and bureaucratical barriers that African health
researchers face in trying to gather data, analyze data,
publish data, and share data in other ways.

Geographical locations and data sharing practices

The African continent is vast and includes 54 independent
countries.13 However, the production and sharing of research
data were found to be limited or nonexistent in certain
regions. In this regard, the search for information on data
sharing among health researchers in central Africa found
one article44 and only one article was sourced from
Malawi.40 No countries in North Africa contributed to the lit-
erature available on the topic under review. Similarly,
Obiora, Shead, and Olivier,29 sought information on data
sharing by African health researchers by means of qualitative
interviews, but they were unable to get participants from
central Africa and only managed to interview one
Malawian participant and one Sudanese (North African) par-
ticipant. These same authors found that most of their intervie-
wees were from South Africa and Fonkou et al.11 also noted
that most intra and extra-African collaboration and produc-
tion of research literature occurred in South Africa.
Likewise, in this review it was found that the production
and distribution of research was most prolific from research-
ers based in South Africa.29,41,42,48,50,52,53,57,60,61,63,65

Types of data and data sharing platforms

There were widely differing data shared by health care
researchers. These can be grouped as data collected in the
public health arena and those collected on a more individual
personal health-related basis. These data included results
from surveys, epidemiological data, demographic data,
data from human databases and repositories, EHR, and
data collected by means of digital devices or by using
medical sensors among others.

Data sharing platforms, databases, and repositories were
to be found on the African continent and yet Obiora
et al.29(p5) had participants who had not come across such
databases and said:

“I’m not sure we have a platform like that,” and “There is
currently nothing.”

This study uncovered the fact that existing databases or
data repositories containing health-related data varied
widely in their regional location and in the types of data
that they were storing. In this regard, many databases/
repositories had been set up in relation to epidemic
disease challenges such as the SLED,43,55 the National
Health Research for Development (R4D) platform,54 the
Infectious Diseases Data Registry (IDDO),41 and the
Epidemic Intelligence from Open Sources (EIOS).56

Conton,55 a pioneer in the effort to establish an Ebola data-
base in Africa, argued that research on the disease should be
carried out in Africa for the benefit of African communities
afflicted by it instead of specimens being removed to other
countries like the United Kingdom with the added concern
that sometimes this was not done in an ethical manner.
Other platforms, such as the South African Research
Council (SAMRC), Malawi HRCSI, and the HDSS, are
for the gathering of health-related population data. Data
from the HDSS can be used for Research using Public
Health Data (RUPD)54 or entered in data repositories
such as the International Network for the Demographic
Evaluation of Populations and their Health (INDEPTH).54

With the advent of increased biobanking in Africa there
has been a necessity for the formation of the Human,
Heredity and Health in Africa platform(H3Africa) to facili-
tate the handling of genomic human research data.52,53 This
current review found that West African countries and South
Africa were found to have the greatest number of data
sharing platforms, databases, or data repositories.

Individual research capacity concerns

Despite efforts to build research capacity over decades more
researchers are needed in Africa.15 Measurement of health
research capacity is currently dependent on metrics such
as: resources available for health research; number of pub-
lications, clinical trials, research institutions, and research
personnel policies and regulations in place.69 The calcula-
tion of research personnel has no standard measure and
may include those with PhDs or others with designations
such as laboratory technicians.69 Availability of funding
is another factor that influences the number of active
researchers in a society. It is suggested that the United
Nations Educational, Scientific and Cultural Organization
(UNESCO) is a fairly comprehensive source of information
on researchers per capita of the population of an African
country.69 In 2015, UNESCO70 reported that per million
people globally there was an average of 1478 researchers.
This included those doing research in many scientific
fields. At that time only Tunisia in Africa exceeded that stat-
istic with 2000 researchers. Other African countries’ totals
of researchers per a million people were listed in descend-
ing order as Morocco (1100), Egypt (680), Senegal (550),
and South Africa (494). But the majority of Sub-Saharan
African countries had an average of less than 50 researchers
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per a million people.15,70 In 2021,Wenham et al.71(p7) tabu-
lated African health research data based on findings formu-
lated from information on the WHO’s Global Observatory
on Health Research and Development (GERD) as a propor-
tion of Gross Domestic Product (GDP), number of institu-
tional facilities and the degree of official medical research
and grass roots health assistance proportional to gross
national income. This showed in descending order that
the 12 African countries falling into the top tercile of the
range with regard to number of health researchers per one
million people were: Tunisia (1965), Morocco (1069),
Egypt (680), Senegal (549), and South Africa (473).
Eleven countries fell into the middle tercile and 12 into
the low tercile. Rwanda (12), Niger (seven), and the
Democratic Republic of the Congo (seven) were shown to
have the least numbers of researchers per one million
people.70 In their table Wenham et al.71(p7) indicated that
overall 39 sub-Saharan African countries (72% of the
total African countries) showed a researcher per million
of the population quota of under 50 with 20 of these coun-
tries not even registering any data based on this metric.

Individual researchers in Africa face enormous chal-
lenges due to inadequate facilities, limited access to tech-
nology and a paucity of funding and resources. These
factors were shown to sometimes present insurmountable
barriers to the conduction of research particularly in lower-
income countries like Zambia, Sudan and a number of West
African countries.29,49,56,59,66 A study in Kenya by Jao
et al.45 found that most researchers and community
helpers wanted to share research. However, other studies
reported that the eagerness to share data was expressed
more by management structures and not by individual
researchers who were hesitant, reluctant, and unsure about
sharing their data.30,34,41,46,55 A reason for the reticence
of African researchers to share their data was that when
they collected data there was either poor or lacking
resources for analysis of said data.29,34,45,57,68

The fact that this data is underutilized when initially pro-
duced can lead to the fear by under resourced African
researchers that if they share their data it will be poached
by better resourced researchers who will be able to
analyze it and publish it without proper acknowledgement
of the original researchers input.34,48 Furthermore,
instances whereby data were collected by African research-
ers but then samples were hastily transported to first world
countries for interpretation with no acknowledgement of the
African input also led to the continents researchers being
ignored and being unable to publish their own findings.
Such “helicopter research” practices led to the suggestion
that an Ebola database should be built in Africa instead of
England to avoid unethical practices related to the speedy
collection of patient’s data and samples and the noninclu-
sion of African researchers in publications.55

The National Academies of Sciences, Engineering and
Medicine48 on data sharing in Africa, reported that it is

more likely that somebody from Harvard will want to
analyze data from an African country than somebody
from Africa requesting data from America. This may be
because although data from the United States are available
in well managed data sharing platforms, it is more likely to
get data that has not been analyzed or is poorly exploited
from African countries. On the other hand, Jao et al.45 men-
tioned that researchers from sub-Saharan Africa felt that
sharing data mainly among themselves (coresearchers in
sub-Saharan Africa) will help build local scientific capacity,
and by so doing increase public acceptability of data
sharing.

African researchers expressed the need to use their data
for publication prior to the end of their degree process and
felt that having the protection of a DOI number would show
they owned the data and alley some of those fears.29

Globally, a similar view was seen as there was some reti-
cence among researchers to share their data citing intellec-
tual property and privacy concerns.70 Some review studies’
authors felt that trust issues, worries about fairness of data
distribution, lack of reciprocal acknowledgement, and
inclusion problems were reasons for researchers being
reluctant to share their data. In that regard, Conrad,
Delahunty, and Ding72 put forward that researchers, univer-
sities, publishers, and funders when entering into data
sharing should adopt the “Findability, Accessibility,
Interoperability and Reusable” principles proposed by
Wilkinson et al.,5 and Bull et al.6 addressed the need for
trust and confidence to be built between collaborators in
LMICs in order to facilitate data sharing.

Matters related to research institutions

An institution that is well resourced can foster an environ-
ment where researchers from differing backgrounds can
collaborate with each other and share data.34 Such a space
can encourage networking and increase productivity,
negate conflicts over intellectual property rights, improve
feedback to communities, increase knowledge on topics
of interest, and lead to better health care using evidence-
based practice.29,34 The cross-pollination of research ideas
and outcomes can lead to increased rigor in data collection
and increase the quantity and quality of research data col-
lected. However, participants in the study by Denny
et al.41 raised obstacles that might arise regarding data
sharing in an institutionalized setting such as people’s atti-
tudes not being pro data sharing and the lack of a data
sharing culture.

The National Academies of Science, Engineering, and
Medicine48 attendees suggested that in the poorly resourced
setting in Africa it was difficult to implement data sharing
as the institutions lacked the practices, platforms, and
policy structures that were easily put in place in the
global north institutions. An attendee at this conference
also recommended that COHRED research contract
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procedures and policies might assist in the establishment of
better data sharing opportunities. She further suggested that
the way forward to facilitate data sharing would be to
expand regional institutional archiving such as that found
in APHRC. In this regard, Townsend et al.61 were also in
favor of the generation of regional cooperation and collab-
oration under the banner of the African Union or similar
African bodies.

While lack of access to adequate technology was seen
as a barrier to institutional research capability it was
noted that this arose from the lack of resources and
inability to source technical expertise in poorly funded
institutions.45 These authors also found that information
on or the finding of personnel to assist with statistical
analysis of data was difficult to access resulting in
delays in finalizing outcomes and being able to present
and possibly publish findings. In Tanzania, the matter
of poor management of projects with resultant inad-
equate data retrieval and archiving of data was attributed
to lack of appropriate technical and management
skills.67

Uzochukwu et al.58 tried to implement the use of HPSR
+A in four Nigerian institutions but realized that before
such a system could be utilized infrastructure had to be
up to the task of supporting such an implementation. He
realized that problems such as poor electrical supply, lack
of computer software, and access to e-journals had to be
addressed prior to the roll out of the program. He also
found that a research framework had to be designed,
researcher groups needed to be established and encouraged
to collaborate, a researcher database had to be set up, an
online library created and research protocols had to be
called for.

Technological concerns

The technological landscape of Africa differs widely with
low-income countries like Sudan having interrupted
power supply, that impacts the use of computers which in
turn are in poor supply.29 The different health data
capture systems are not uniform across the continent or
even within certain countries, so sharing of data is difficult
or impossible and differing resources make the managing of
the sharing of data a challenge.44,48,53 In this regard, Anane
Sarpong et al.30,54 described the HDSS system that has been
set up in Ghana, Tanzania and Ethiopia, Lötter and van
Zyl57 talked to the use of District Health Information
Software 2 in South Africa, Jao et al.45 referred to clinical
surveillance databases in Kenya and Nnamuchi62 high-
lighted the use of EHR in Nigeria. In 2021, The National
Academies of Science, Engineering, and Medicine48

reported that South Africa had a linked health database
and the Department of Health was attempting to ensure pro-
cedures to increase researchers access for the use of such
linked data. However, in 2021 Tsegaye and Flowergay73

reported on challenges to interoperability in South Africa,
proposed a new architectural framework for addressing
the problems and indicated a way to ensure a national inter-
operable EHR system. But it is not just the material inad-
equacies that delay or prohibit the sharing of data the
human element also plays a role where researchers do not
always have data management skills.44,48

Funding considerations

In order for health data to be shared it first has to be col-
lected. The fact that 85% of the countries in Africa fall
into the low income and low middle income categories
explains why money availability for the funding of research
is often very limited or unattainable.12 Lack of funding for
research not only impacts the individual’s propensity for
gathering research data but it dictates how institutions
expand their knowledge base and improve the teaching of
students. Obiora et al.29 also reported that their participants
had raised the issues of how inadequate funding led to
poorly paid researchers, lack of resources in institutions
and difficulty in carrying out research in impoverished set-
tings. This can be a real impediment to early career
researchers developing and furthering their careers.74

Anane-Sarpong et al.34 reported that the large-scale col-
lection of health data, so important for public health policies
and for the formulation of treatment criteria, was sorely
impeded by resource constraints caused by poor funding.
Omungo75 reported that a very low percentage (2%) of
African researchers from only a few countries received sig-
nificant grants of over a million dollars to aid with their
research. This author also noted that most African research-
ers did not get any research funding, leading to self-funded
research occurring in the majority of cases. However, he did
comment that health sciences research stood a higher than
average chance to be given grants by European and
American funding institutions.

International funding entities such as the National
Institutes of Health in the Unites States,76 UK Research
and Innovation77 and Wellcome Trust78 issue calls for
grant applications but these offerings are usually oversub-
scribed by researchers seeking funding. An applicant may
also have to do the research in the country where the
grant is offered and if funding for accommodation, travel,
and other basic requirements is not supplied the applicant
may not be able to take up the grant opportunity anyway.
In South Africa, the National Research Fund79 offers
researchers funding opportunities in an ongoing program.
In the past in Malawi the HRCSI offered funding supported
by the Wellcome Trust but unfortunately, in 2013 this
funding source was discontinued.40 This scheme was criti-
cized for money only being supplied to researchers after a
protracted length of time. Similarly, funding supplied by
WAHO to aid research development in West Africa
ended in the same year.56
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No other major funding schemes were uncovered by this
review pointing to the fact that international support for
research in Africa might be waning and this does not
bode well for research on the continent. This fact may
also indicate that for Africa to step up to the challenge of
producing world class research output and building
research capacity, it will be reliant on more funding from
its own entities and governments.

Issues related to journals and journal editors

Conrad, Delahunty and Ding72 in their capacity as profes-
sional publishers suggested that there are many benefits to
the reuse of original data and that the open science principle
can no longer be ignored by their peers. They draw attention
to how the recent Covid-19 pandemic demanded that data
sharing and reuse became the norm rather than the excep-
tion globally. The need for research to move quickly in
addressing such health crises has already been mirrored
by the hastened use and reuse of data and its entry into
SLED such as took place during Ebola outbreaks in
Africa.43,55 The workshop summary that came from the
meeting of members of the National Academies of
Sciences, Engineering and Medicine48 stated that research-
ers opined that data that was released prior to peer review
would be deemed to be nonnovel. This would impact the
release of data such as that collected in a health crisis like
an Ebola outbreak and prevent dissemination of data for
the public health good. Representatives from leading bio-
medical publications met and decided that this would be
detrimental to public health and that the fast-track release
of data would not prejudice journal acceptance and
publication.

It is tempting for African researchers to be lured into the
Open Access world and be enticed by offers of publication
from predatory journals as publication in reputable journals
is often prohibitively, costly. However, there are efforts
from reputable journals and the WHO to try and get
easier access and cheaper rates for African researchers to
publish.34 Similarly, WAHO assisted with payment of the
publication of four international journal articles in West
Africa.56 The open access era has seen publication of
research in journals and the payment by author model
being adopted. In Africa, the submission for publication
in such databases or journals is difficult due to prohibitive
costs for the author and ambiguous descriptions of submis-
sion procedures.68 On the other hand, the sourcing from
open access data bases and journals has facilitated research
in Africa as researchers can source such information for
free. One problem that was identified by Lwoga and
Questier67 in Tanzania was that few librarians were familiar
with the open access format, faculty open access research
materials were in short supply and poor technological infra-
structure meant that access to open access online material
was limited or absent.

The fact that a Tanzanian institution hosted their own
local journal was reported by Lwoga and Questier67 and
these authors added information on the practices of journals
where publishers unbeknown to authors allowed archiving
of pre- and postprint articles. The fact that authors were
unaware of the construct of the permissions granted to
them related to dissemination of different versions of an
article once it had been published was also raised by
Lwoga and Questier.67

Anane-Sarpong et al.30 reported that several journals
now require data to be shared as a proviso for publication,
and the guidelines applied to such a request do not have
many boundaries. Researchers are trying to counteract the
possible loss of their data by withholding novel data includ-
ing new ideas that will involve the disclosure of much data
and perhaps even metadata, keeping data for future projects
and not sending it for publishing and archiving manuscripts
on similar research topics and submitting them together to
ensure that credit is given to the original authors for the
research outcomes. However, contrarily researchers in
Kenya were supportive of the sharing of data sets that
underpin data analysis subject to the primary researchers
who collected the original data being recognized in any
future publications arising from the use of their data.45 In
a possible solution to such a conundrum, Shaffer et al.59

reporting on the H3Africa group, noted that H3Africa
applies an approximate 23-month publication embargo
period where the researchers that produced the data had
an exclusive right to analyze that data. This enables under-
resourced African researchers time to utilize, analyze, and
publish their data to avoid other researchers in Africa or
elsewhere in the world from “scooping” such data for
their own publications.

Ethical, legal, governmental, and social aspects of
data sharing by African researchers

These aspects to be considered in relation to data sharing by
African researchers interlink with each other. However,
they also dictate how data collection is influenced both
from the viewpoint of the individual African researcher
and the research institution. In current times collection of
much of research data is associated with technological
devices and data storage facilities. The digital age has pre-
sented the keepers of data security and moral boundaries
with new challenges. This change has necessitated a shift
in how ethical values and social protections are handled.

Ethics in relation to the collection of data is guided by
certain principles. In the case of the initial collection of
health data the process of obtaining informed consent is
nonnegotiable and must be carried out following specific
guidelines.80(p204) However, when data is to be reused or
distributed so other researchers can use it to carry out
further research problems arise. These problems are not
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unique to the African continent but do impact how data is
shared on the continent.

The basic question of “who owns data” put forward in
Anane-Sarpong et al.54 is integral to the understanding of
how data could be shared. Researchers were concerned as
to whether a participant’s initial consent covered the
further use of such data for another purpose and how the
specific reuse of data could be predicted. The question
was raised regarding what the participant’s right was
regarding being informed of the intention to reuse their
data, in what way it would be used and for what purpose
this would be carried out.41 These authors raised the
concept of broad consent where permission to redistribute
data was covered by a blanket-like consent at the time of
original consent being obtained. A participant in their
study argued that this concept left a participant blind to
the many possibilities for future reuse of their data.

Rather concerningly, Mbithia et al.46 reported on how in
Kenya data collected in hospitals or laboratories might be
considered as the property of the institution merely
because the patient had come in for treatment or testing.
It was a quid pro quo situation where the patient received
the treatment in return for giving up their data. This
meant that the individual patient had very little control
over the use of their data. This blatant disregard for the
ethical rights of the patient overlapped with the social
aspects of data use where the individual in a community
had the right to decide how their own data would be used
in the future, how the need to prevent harm to such an indi-
vidual or community needed to be addressed and how trust
of participants had to be guaranteed and maintained.48 This
type of “bait and switch” situation was highlighted further
by Nembaware50 in relation to ancestral-related genome
research in the community or societal groups. Dhai
et al.42 also wrote about challenges related to collection
of data for placement in biobanks. The large number of par-
ticipants, and the prolonged use of their data, maybe up to
25 years, across various networks raised peculiar problems
with obtaining informed consent for data reuse.

Research Ethics Committees in institutions are not only
bound by the institutional ethical rules and regulations but
also by the law of the land as it impacts ethical research
practices.

Data protection and privacy laws globally and across
Africa vary considerably in the level and extent of data pro-
tection.52,61 In the United States, the Health Insurance
Portability and Accountability Act of 1996,81 GDPR82 pro-
tects patients’ health data and privacy. In Europe the GDPR
effects the ethical use of health data. This review found that
currently only 25 of the 54 independent African countries
had some type of data protection in place to ensure anonym-
ity and privacy of participants. However, only 12 (Tunisia,
South Africa, Seychelles, Morocco, Mauritius, Mali,
Lesotho, Ghana, Gabon, Cote d’Ivoire Cape Verde, and
Burkina Faso) of these countries have enacted laws or

amended previously passed laws in this regard to conform
to international standards of data protection. The most
notable contribution to African data protection laws is the
South African POPIA that was created in 2013 but only
enacted on 30 June 2021.53,65 This Act was based on an
early draft of the GDPR. However, the GDPR was
amended in line with points raised regarding problems
experienced by researchers in Europe related to ongoing
data sharing, but this was not the case with POPIA.

The issue of biobank research further complicated the
POPIA implementation as there was some malalignment
between POPIA dictates and the Human Tissue Act of
2004, which regulates legalities relating to the use of
human tissue in research.42 Four studies looked at how
POPIA might limit biobank and genomics research.51–
53,65 This has resulted in certain South African researchers
suggesting that POPIA may have to be adjusted to accom-
modate matters raised by them in relation to the halting of
research projects or international research collaborations
that might transgress the law.51,53,65 The three mentioned
studies also elaborated on how POPIA deals with the
matter of informed consent. In that regard, POPIA ques-
tions whether informed consent can be obtained from
study participants and suggests that legal advice should
be sought to avoid local laws being broken.

In 2020, before the POPI Act was due to be enforced
health researcher members of the Academy of Science of
South Africa (ASSAf) looked into the development of a
Code of Conduct for such research that would assist with
the application of the POPIA. The POPI Act does provide
for such scientific bodies to make recommendations regard-
ing the ethical conduction of research. Matters to be
addressed by the Code of Conduct include which consent
models would be permitted under POPIA; inherited charac-
teristic processing issues that arise in relation to genetic
research; the use of Innovations in Mobile Privacy and
Security by researchers and how personal information
sourced from social media platforms can be used for
research purposes. Intellectual property rights including
patents but not exclusively related to them and the commer-
cial use of research data were also raised for consideration.
The purpose of the Code is primarily to guide the use of per-
sonal scientific research information in a lawful and respon-
sible way.83 The Code of Conduct should enable a
smoother transition into the conduction of research under
the POPI Act.

Ethical and legal factors in the conduction of open
science research impact not only individual participants
but also the communities that they are affiliated with. It
was reported that there would be reduced, or no benefits
for the community from which the data came, after second-
ary analysis and the geographical detachment between the
data source and the end user, thereby increasing their risk
for potential harm.41,45,48,53 In the historical past of
Africa, collection of research data was often associated
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with exploitation of communities and harmful malprac-
tices.41 Accordingly, it was suggested that research using
data collected from a community should be carried out by
the people in that community.41 One of the participants
from a research study expressed the opinion that research
was done with a community not on a community.41,48

Research data collection usually entails getting specific per-
missions from institutions and government departments,
but it was suggested that community elders should also
be asked for permission to conduct research in their com-
munity as it was important for researchers to respect cul-
tural and religious norms.54,65 Inequality in research
resources found between the global north and Africa was
found to still lead to problems in data sharing between
these geographical regions.34 Therefore, it might be neces-
sary to ask secondary data users to consider ensuring poten-
tial benefits to the original participants when requesting
data.41,46,48,53

Furthermore, even within the African region the widely
differing data that can be collected across communities,
countries, and cultures has led to the reasoning that stand-
ardization and harmonization should be applied to data defi-
nitions and terminology to ease data sharing.44 It was
suggested that secondary data users should be able to con-
ceptually describe what they would use the data for as
well.41 The issue of the interpretation and the understanding
of the data by the secondary user was also raised in connec-
tion with secondary data being misused or misinterpreted.46

The matter of exploitation of African communities for the
collection and distribution of data that would be used for
acquiring patents to benefit large companies or industries
while the communities that the data were collected from wal-
lowed in poverty was also raised.41 These same authors sug-
gested that a benefit-sharing strategy should be created to help
the community from where the data was being procured. In
general, it was reported in three articles that more regulations
should be devised to protect vulnerable communities.45,53,62

The POPIA in South Africa goes some way in implementing
the sentiments expressed by these authors.

A social consideration for ethical collection of data both
initially and in its secondary use is protection of participants
anonymity. Sometimes in Africa data is collected from a
small geographical area, perhaps a village or a small commu-
nity. Research collecting sensitive data must be particularly
carefully undertaken to avoid any chance of participants
being identified or communities stigmatized.45,48 This type
of data might include personal clinical information, genom-
ics data or perhaps information relating to sexual abuse,
exploitation, or orientation.45

The monitoring and enforcement of compliance with
rules and regulations pertaining to the ethical carrying out
of research by local and foreign researchers are not
always in place or enforced by African governments.30

The Covid-19 pandemic highlighted this problem within
the WHO African Region where noncompliance with data

sharing was observed in Tanzania and elsewhere in the
region Covid-19 data flows were not adherent to
IHR-2015 sharing regulations.44 In the ECOWAS region,
lack of funding for research or the contracting out of
research programs has led to poor support for researchers
and lack of capacity building.56 Throughout Africa many
countries are bureaucratic, and corruption is rife leading
to research programs underfunded or not funded at all.58

These authors also pointed out that in Nigeria the govern-
ment makes promises regarding improving health research
but often these promises never materialized leading to ill
will against the state.

In the international sense, Seastedt et al.84 put forward
the idea that for global health care fairness to be realized
more data should be shared not less data. However, they
do not mention Africa in their assessment. They elaborate
on how the increase in data sharing will require more gov-
ernmental oversight and laws will have to be enacted such
as the 116th Congress (2019–2020): National Artificial
Intelligence Initiative Act of 2020 that was passed in the
United States.85

Limitations and recommendations
The natural limitations of the did not allow for an in-depth
analysis of the studies included in this review. The study
content was diverse, and the databases or repositories
used to store and share data were numerous and not
clearly defined in their usage parameters or restrictions
that were in place to govern their use. The many different
legal measures controlling the sharing of data across the
African continent give rise to a confusing picture of how
data sharing is controlled.

This scoping reviewmapped out the data sharing practices,
perceptions and considerations among health researchers in
Africa, and it identified the opportunity for a qualitative sys-
tematic review exploring the perceptions, barriers, and facili-
tators to data sharing among health researchers in Africa in
greater depth to be conducted. A table showing the critical
contributions of this scoping review in comparison with
other reviews on health research data in Africa is in
Appendix 3 of the supplementary files. Moreover, research
studies that compare the legal and policy frameworks for
data sharing across African countries are needed. This could
help identify best practices and gaps in current regulations.

It is evident that African countries, especially those in
the Northern and Central regions of Africa, need to invest
in reliable and accessible technological solutions to
support data storage, sharing, and analysis. Also, the
importance of providing training and resources to health
researchers to improve their skills and knowledge in data
management and sharing cannot be overemphasized.
There is also a need for harmonized legal frameworks that
would facilitate data sharing while protecting privacy and
intellectual property rights in Africa.
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Conclusions
This review has identified that Africa is making progress
toward realizing a network of health databases with the pos-
sibility of some standardization of data. There are also
moves toward protecting data in repositories and biobanks,
increasing protection of intellectual property, and protec-
tion of the ethical rights of those participating in research
whether individuals or communities. However, many
parts of Africa are still not participating in research due to
poor technological infrastructure, lack of electricity, and
very poor resources for the conduction of research
brought about by poverty and governmental bureaucracy
and corruption. Furthermore, the need for clarity regarding
the timeous sharing of data during global health emergen-
cies such as the COVID-19 pandemic has raised new con-
cerns regarding the possible economic and scientific
detrimental outcomes resulting from the disclosure of dis-
coveries of new pathogens or variants of those already in
existence. This matter needs to be addressed or it could
impair the collection and dissemination of valuable data
that might make future diagnoses and treatments of
disease a reality and prevent such discoveries being
shared with the world.
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