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Abstract

With the rapid advancement of information and communication technologies, there is a
growing transformation of healthcare systems. A patient’s health data can now be centrally
stored in the cloud and be shared with multiple healthcare stakeholders, enabling the patient
to be collaboratively treated by more than one healthcare institution. However, several
issues, including data security and privacy concerns still remain unresolved. Ciphertext-pol-
icy attribute-based encryption (CP-ABE) has shown promising potential in providing data
security and privacy in cloud-based systems. Nevertheless, the conventional CP-ABE
scheme is inadequate for direct adoption in a collaborative ehealth system. For one, its
expressiveness is limited as it is based on a monotonic access structure. Second, it lacks an
attribute/user revocation mechanism. Third, the computational burden on both the data
owner and data users is linear with the number of attributes in the ciphertext. To address
these inadequacies, we propose CESCR, a CP-ABE for efficient and secure sharing of
health data in collaborative ehealth systems with immediate and efficient attribute/user revo-
cation. The CESCR scheme is unbounded, i.e., it does not bind the size of the attribute uni-
verse to the security parameter, it is based on the expressive and non-restrictive ordered
binary decision diagram (OBDD) access structure, and it securely outsources the computa-
tionally demanding attribute operations of both encryption and decryption processes without
requiring a dummy attribute. Security analysis shows that the CESCR scheme is secure in
the selective model. Simulation and performance comparisons with related schemes also
demonstrate that the CESCR scheme is expressive and efficient.

1 Introduction

Collaborative ehealth is a paradigm that enables sharing of electronic health information
between healthcare stakeholders for efficient coordination and quality healthcare delivery to
patients. In modern healthcare systems, the paradigm is playing a vital role in patients being
simultaneously treated by multiple healthcare institutions [1]. In collaborative ehealth systems,
the electronic health information can be obtained through wearable and embeddable health
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sensors [2, 3], medical recordings from health facilities, etc., and be outsourced to the cloud
for sharing [4-6]. For example, consider a patient being treated simultaneously by two hospi-
tals H-A and H-B for a heart problem and diabetes, respectively. As part of the treatment plan,
H-A gives the patient a wearable health sensor to monitor her daily heart rate. Through a
mobile device, the health sensor data is outsourced to the cloud for access by both H-A

and H-B. This way, the need for repeated and duplicated medical examinations by H-B is
minimized.

As fascinating as it may be, there are still several concerns that need to be addressed for its
total acceptance. In particular, the use of third party servers for data storage presents privacy
and security issues which are increasingly becoming the biggest concern in collaborative
ehealth systems. Adoption of the traditional access control techniques can be used to address
the data privacy and security concern in collaborative ehealth. However, these techniques only
allow coarse-grained access policies which are not ideal for scalable environments.

An attractive solution is to adopt the attribute-based encryption (ABE) scheme which
allows for the realization of fine-grained access policies [7]. ABE is primarily divided into:
key-policy attribute-based encryption (KP-ABE) [7, 8] and ciphertext-policy attribute-based
encryption (CP-ABE) [9] which is our focus in this work. In CP-ABE, the ciphertext is associ-
ated with an access policy and the user key is labeled with a set of attributes. Since its inception,
CP-ABE has attracted a lot of attention for fine-grained access control in cloud environments.
In [10-16], different CP-ABE schemes are proposed for fine-grained access control of data in
the cloud. However, the schemes rely on access structures that are either monotonic or restric-
tive, thus affecting the expressiveness and efficiency of the resulting schemes. As a result,
ordered binary decision diagram (OBDD) access structure has been proposed and used for
construction of expressive and efficient CP-ABE schemes in [17, 18].

Although the traditional OBDD-based CP-ABE schemes are expressive, their direct adop-
tion for collaborative ehealth does not seem suitable. It is still necessary to simultaneously
resolve the issues of unboundedness, expressiveness, efficiency and attribute/user revocation
to ensure their usability and effectiveness for fine-grained access control in collaborative
ehealth environments.

Attribute/user revocation and collusion resistance

Revoking misbehaving/compromised or obsolete users is a key requirement in collaborative
ehealth systems [19]. However, the users share attributes and revoking a user of an attribute
affects other users bearing the same attribute. As such, techniques like the expiration times
[20, 21], version numbers [22, 23], attribute groups [24, 25], etc., have been proposed to
achieve attribute/user revocations in systems deploying ABE schemes. The most important
aspect in revocation is that collusion between revoked and non-revoked users should be
prevented.

Unboundedness

ABE schemes are alternatively classified into “bounded” and “unbounded” schemes. In
“bounded” schemes, the total number of attributes in the attribute space is fixed during setup
and is polynomially bounded in the security parameter. The bounding of the size of the attri-
bute universe can have undesirable effects on systems deploying ABE schemes. A smaller
bound might result in the system exhaustion and a need for complete rebuilding when expan-
sion is required. For example, consider the previous scenario in which the patient suffering
from the heart disease is being treated by a doctor in hospital H-A. In a smaller bound ABE
scheme deployment, the attribute universe leveraged for encryption and user key generation
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can be set as {hospital, department, profession}. However, at a later time, if the patient requires
her data to be accessed only by experienced doctors, a new attribute “experience” might be
introduced. In this bounded setting, to generate parameters associated with the “experience”
attribute, the system will have to be completely rebuilt and additional expenses are incurred
to re-encrypt all the ciphertexts. On the other hand, a larger bound might result in inefficient
use of system resources as some parameters might be redundantly stored. Meanwhile, in the
“unbounded” schemes, the total number of attributes in the attribute space is not bounded
during setup and can expand exponentially.

Efficiency

In collaborative ehealth, several less powerful computing devices are involved. Consider the
same scenario in which the patient suffering from the heart disease is being given a sensor
device to monitor her daily activities by H-A. The captured sensor data is encrypted and sent
to the cloud for analysis and diagnosis by doctors in H-A. In such a setting, the patient might
be mobile and most likely use her mobile phone which has limited computing power to per-
form the data encryption before sending it to the cloud. This necessitates outsourcing of the
computationally demanding ABE attribute operations incurred during encryption to the
cloud. The same might apply to the doctor and thus, necessitates outsourcing of computation-
ally demanding attribute operations incurred during decryption to the cloud. The most com-
mon technique used for secure outsourcing of computations in ABE involves the use of a
dummy attribute which is borne by all the users in the system [26].

Expressiveness

Apart from the mentioned issues, expressiveness is another important issue to consider in
attribute-based access control schemes. Several existing schemes support restrictive and mono-
tonic access structures which are less expressive. A more expressive and non-restrictive access
structure is the OBDD access structure and it can represent any non-monotonic boolean
formula.

Our contribution. In this study, we address the security and privacy concerns in collabo-
rative ehealth by proposing CESCR scheme. In CESCR, we simultaneously address the issues
of attribute/user revocation, user collusion, unboundedness, expressiveness and efficiency. We
provide a comprehensive security analysis, and simulation and performance evaluation for the
CESCR scheme. The security analysis, and the simulation and performance evaluation results
show that CESCR is secure and efficient for sharing of health data in collaborative ehealth sys-
tems. Specifically, CESCR scheme has the following features:

o Attribute/user revocation: In CESCR, we adapt the attribute group approach [24]. Attribute
groups are created whose members are users sharing the same attribute. A user can belong
to multiple attribute groups depending on the number of attributes he/she bears. Each attri-
bute group has a unique key only known to its group members. When a user is revoked of
an attribute, a new attribute group is generated and broadcast to all the group members
except the revoked user and the ciphertext element associated with the revoked attribute is
updated. Unlike in [24, 25], in CESCR, the attribute keys are tightly and efficiently bound to
the user identity which helps to prevent collusion attacks.

Unboundedness: In CESCR, the size of attribute universe is not bounded to the security
parameter and thus, the number of attributes can expand exponentially while keeping the
number of system public parameters constant. To achieve this, we propose a novel technique
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in which the only attribute elements in CESCR’s ciphertexts are those associated with the
attribute groups of the ciphertext attributes.

Efficiency: CESCR securely outsources the computationally demanding attribute operations
in both encryption and decryption to the cloud. But unlike other schemes that leverage
dummy attributes to achieve secure outsourcing, the CESCR scheme does not require a
dummy attribute.

Expressiveness: CESCR uses the OBDD access structure, which is non-monotonic and non-
restrictive. Thus, it can handle any non-monotonic access policy expressable using the
OBDD access structure.

User collusion resistance: In CESCR, the decryption keys are bound to the user identity,
which makes it collusion resistant.

Paper organization. The rest of the paper is organized as follows, in Section 2, we present
the related works. In Section 3, we present the summary of access structure, and mathematical
and cryptographic complexity assumptions used in this work. Section 4 covers the system
architecture, the formal scheme definition and the security model. In Section 5, we present the
concrete construction of the CESCR scheme. We present the security analysis of our scheme
in Section 6. Sections 7 and 8 present the simulation and performance evaluation, and conclu-
sion, respectively.

2 Related work

The demand for improved healthcare service delivery is constantly increasing. Additionally,
healthcare services are shifting from treatment oriented to proactive prevention. To achieve
this, there is a need to have electronic health information centrally stored to be accessed and
shared with healthcare stakeholders. For this reason, cloud-based health systems have turned
out to be useful. In [27], an intelligent cloud-based healthcare service system is designed in
which health sensors are utilized to obtain health data from a patient and sent to the cloud for
storage and analysis. The system provides real time monitoring of patients for chronic diseases.
In [28], Miah et al. designed a cloud-based ehealth system to enable health workers to collabo-
rate for identifying and treating non-communicable diseases in rural areas of developing coun-
tries. In their system, less knowledgeable health workers in rural communities record health
information from patients which are then stored in the cloud and made accessible to remotely
located but knowledgeable doctors for analysis and recommendations. [29, 30] proposed inte-
gration of smart homes in cloud-based health systems. Their proposed system utilizes the
smart home environment to gather health information which is then sent to the cloud for
analysis.

Although the above-discussed studies have proposed and designed interesting health sys-
tems, none of them has focused on the data security and privacy issues encountered during
health data sharing. To address the above issues, [31] designed a scheme that provides location
privacy for patients and doctors in IoT-based health systems. The scheme employs the Chinese
remainder theorem to preserve location privacy. Similarly, in [32], Azees et al. proposed
schemes for anonymous authentication of patients and doctors in IoT-based health systems,
and preserve the confidentiality of health data exchanged between the entities. [5, 6, 21, 33, 34]
have studied and proposed ABE schemes for secure sharing of electronic health information in
cloud-based health systems. ABE was originally proposed by Sahai and Waters in the form of
fuzzy identity-based encryption [7]. It has since then been categorized as: KP-ABE in which
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secret keys are associated with access policies while ciphertexts are associated with attribute
sets [8], and CP-ABE in which secret keys are associated with attribute sets while ciphertexts
are associated with access policies [9]. Cheung and Newport then proposed a CP-ABE scheme
based on the AND-gate access structure [11]. In the same work, they presented a security
proof for their scheme in the standard model. Further ABE schemes have been proposed
focusing on multi-authority [35, 36], hidden access-structure [37, 38] and hierarchy [39, 40].
However, these schemes rely on access structures that are either monotonic or restrictive. [17,
18] proposed CP-ABE schemes based on the non-monotonic and non-restrictive OBDD
access structure. However, their schemes are bounded and aggregate attribute elements in
ciphertext and decryption keys together, which makes it difficult to integrate an efficient and
immediate attribute/user revocation.

A number of attribute/user revocation approaches have been proposed for ABE systems. In
[20, 21, 41], a revocation list is included during encryption which is updated periodically. A
user whose ID is listed in the revocation list is denied key updates and thus unable to decrypt
the updated ciphertext. One drawback with this approach is that, revocations are not immedi-
ate. [24, 25, 42] proposed attribute group approach, in which attribute groups whose members
are users sharing the same attribute are created. Each group is assigned a key only known to its
members. Whenever a user is revoked from the group, a new key is generated and broadcast
to all the group members except the revoked user. However, the [24] scheme suffers from col-
lusion attacks, the [25] scheme is computationally inefficient and the [42] scheme is less
expressive as it relies on the monotonic LSSS access structure. Version number approach is
proposed in [22, 43]. In these schemes, user keys and ciphertexts are assigned version num-
bers, whenever a user is revoked of an attribute, an update key is generated and forwarded to
all non-revoked users and their key version number is increased by one. The ciphertext is also
updated and its version number gets increased by one. Further ABE schemes focusing on effi-
ciency through generation of fixed-sized ciphertexts and outsourcing are presented in [26, 44,
45]. In [26], to securely outsource computations to the cloud, an inefficient approach in which
a redundant dummy attribute which is shared by all the users is used. The elements associated
with the dummy attribute are never updated.

The first construction of an unbounded (large universe) KP-ABE scheme was given by [46]
in the composite order groups. Rouselakis and Waters in [47] constructed unbounded
KP-ABE and CP-ABE schemes supporting LSSS access structures in the prime order groups.
The construction in [47] was used by [48] to construct an unbounded CP-ABE scheme with
partially hidden LSSS access structures in prime order groups. Recently, Zhang et al. [49] pro-
posed an unbounded CP-ABE scheme for security and privacy protection in smart health sys-
tems. Their scheme partially hides LSSS access structures and its construction is based on the
composite order groups. An unbounded CP-ABE scheme based on prime order group that
supports partially hidden AND access structures is proposed in [50]. A large universe CP-ABE
scheme supporting traceability and revocation is proposed in [51]. However, the scheme sup-
ports only the monotonic LSSS access structures and leverages the direct revocation mecha-
nism in which the revocation lists are included during encryption. As such it is less expressive
and does not achieve immediate attribute/user revocation.

In this work, we adapt the attribute group approach of [24, 25, 42] to achieve immediate
and efficient attribute/user revocations. However, unlike in previous works, to prevent collu-
sion attacks, the attribute group keys are efficiently bound to the user identities in this work.
The unboundedness in our scheme is achieved through a novel technique that limits the attri-
bute elements in the ciphertexts to only those associated with the attribute group keys of the
ciphertext attributes. Our scheme also securely outsources computations to the cloud with no
need for a redundant dummy attribute. To achieve expressiveness, we leverage the OBDD
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access structure. However, unlike in [17, 18], the attribute elements in the ciphertext and secret
keys are not bound together, thus making it possible to achieve efficient and immediate attri-
bute/user revocations.

3 Preliminaries

In this section, we present the summaries of bilinear map, complexity assumption, access
structure, and the CP-ABE scheme that lays the foundation for the construction of the CESCR
scheme.

3.1 Bilinear map

Asin [9],let G and G, be two cyclic multiplicative groups of prime order p and g be the gener-
ator of G. A bilinear map is defined as, e : G x G — G, subject to satisfaction of the follow-
ing properties:

1. Bilinearity. That is, e(u™, V) = e(t, v*) = e(u, v)” fora given u, v € Gand x, y € Z,.
2. Non-degeneracy. Thatis, 3 u, v € G such that e(u, v) # 1.

3. Computability. Thatis, V u,v € G, e(u, v) is computationally feasible.

3.2 Decisional Bilinear Diffie-Hellman (DBDH) assumption

Definition 1: The DBDH [14] assumption states that, given two tuples (g, g%, gb , g5 elg g)“bc)
and (g, ¢, gb .8 e(g g)°), where a, b, ¢, z€,Z , a probabilistic polynomial time algorithm B
that outputs {0, 1} can distinguish the two tuples with at most a negligible advantage €, i.e.,

|PriB(g.g" &', g% e(g.8)") = 0] — Pr(B(g. ", ", &" e(g,8)") = 0]| < &.

3.3 Access structure

Definition 2: An access structure is a rule R that returns 1 if an attribute set S satisfies R (S E R).
Otherwise it returns 0. In this work, the access structure used is the ordered binary decision dia-
gram (OBDD) access structure which is non-monotonic and non-restrictive.

3.4 OBDD access structure

Definition 3: An OBDD access structure is a rooted, directed acyclic graph (G = (V, E)) for a
boolean function f(ay, - - -, a,,) over a set of boolean variables {ay, - - -, a,,} with a pre-defined
variable ordering [52]. Where the boolean variables depict the attributes and # is the number
of attributes in the set. The graph has the following properties:

1. There are two kinds of nodes in the graph G, i.e., Vis either a terminal or a non-terminal
node.

2. Each non-terminal node in G has two child nodes low(v) and high(v). Also, each non-termi-
nal node is labeled with a 4-element tuple (4, id, low(v), high(v)), where i € I is the serial
number of the attribute represented by the node, id € ID is a unique number assigned for
the identification of the node, and low(v) € V and high(v) € V are the serial numbers of the
node’s low(v) and high(v) child nodes, respectively. I is the set of attributes in the access
structure and ID is the node identity universe.

3. There are two terminal nodes labeled as 1 and 0, and they neither represent an attribute nor
have child nodes.
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4. Each variable (attribute) appears only once along a directed path from the root node to a
child node.

5. There are no identical non-terminal nodes, i.e., non-terminal nodes should not share the
same id, low(v) and high(v) elements.

6. No node has identical low(v) and high(v) nodes, i.e., low(v) # high(v).

OBDD access structure satisfaction. OBDD access structure satisfaction process is done
recursively. Given an attribute set S, starting from the root node, S is compared with the attri-
bute value stored in the node. If an element in S matches the current node’s attribute, S is for-
warded to the high(v) child node. Otherwise, it is forwarded to the low(v) child node. This is
done repeatedly until it is either forwarded to the 1 terminal node or the 0 terminal node. If
the 1 terminal node is reached at the end of the process, S satisfies the OBDD access structure.
Otherwise, S does not satisfy the OBDD access structure.

As an example, consider an access policy represented by the following boolean function
fag, a1, az) = ag.a; + ag.a; + a;.a,. The OBDD access structure depicting the described access
policy is shown in Fig 1. All the paths from the root node to the 1 terminal node satisfy the
OBDD access structure. Thus, the paths, a, a;, d,4,4, and a,a, a, satisfy the OBDD access
structure. However, the paths, a,a,, a,4,4, and a,a,a, do not satisfy the OBDD access struc-
ture as they lead to the 0 terminal node.

Fig 1. An OBDD access structure depicting the flay, a,, a,) = ay.a; + a¢.a, + a,.a, access formula with variable
ordering as: ay < a; < a,. The solid arrows represent the edges leading to the nodes’ high(v) child nodes and the
dotted arrows represent the edges leading to the nodes’ low(v) child nodes.

https://doi.org/10.1371/journal.pone.0250992.9001
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3.5 Review of the CP-ABE scheme based on the OBDD access structure

In this section, we present the summary of the conventional CP-ABE scheme [17] based on
the OBDD access structure that lays the foundation for the construction of our proposed
CESCR scheme and proceeds as follows:

1. Setup(L)—(pp, mk): the algorithm chooses the groups and defines the bilinear map as
defined in the Section 1. It then randomly chooses y€,Z, and computes Y = e(g, g). For
each attribute in the universe, it randomly chooses t,€,7Z, and computes T, = g*i|,_,,, where
U is the attribute universe. It publishes the public parameters pp as: (e, g, G, Y, T\|,,,) and
the master key mk as: (y, t,|.;,)-

2. KeyGen(S, mk)—(sk): It computes the secret key sk associated with the attribute set S. It
first randomly chooses r&,Z, and computes D = ¢ " and D, = g"/=s"). The secret key sk
is (D, D;).

3. Encrypt(M, pp)—(CT): The data owner first defines an OBDD access structure. The
Encrypt algorithm then randomly chooses s€,Z, and generates the ciphertext CT as:

(OBDD, C, = M.Y*,C, = g*,C, = g&ict)|, ). Where I is the attribute set in the OBDD
access structure and R is the set of paths that satisfy the OBDD access structure.

4. Decrypt(CT, sk)—M/L: If the user attribute set S satisfies the OBDD access structure, the
algorithm computes, e(C,, D).e(Cy , D;) = e(g,g)"" " .e(g,g)"" = elg,g)”" = Y*. The user
then recovers M by computing C,/Y". Otherwise, the algorithm returns L.

4 System architecture, formal definition and security model

In this section, we present the system architecture, the formal definition of the CESCR scheme
and the security model.

4.1 System architecture

Shown in Fig 2 is the system architecture depicting the main entities in our scheme which are
described as follows:

Trusted Authority (TA). The TA is a trusted entity that is in-charge of the system initializa-
tion, and it also authorizes the data users and the data owner. The TA initializes the system
by generating the system public parameters which are made available to all the other enti-
ties, and the master key which is kept secret. It authorizes data users through issuing keys
associated with user attribute sets. If necessary, the TA also issues a key to the data owner.
Additionally, the TA generates attribute group information which it shares with the cloud.
We assume the TA is mostly online.

Data Owner (DO). The DO is an entity that owns and manages the outsourced data in the
form of ciphertexts. The DO can be a patient or a hospital responsible for managing the
patient’s data. The outsourced data can be medical recordings obtained from a hospital or
health data obtained from health sensors attached to the patient. The DO has either a local
server or a smart device that is used to perform partial encryption tasks. Before outsourcing
the health data, the DO defines an access policy which is securely sent together with the par-
tially encrypted data to the cloud.

PLOS ONE | https://doi.org/10.1371/journal.pone.0250992 May 11, 2021 8/24


https://doi.org/10.1371/journal.pone.0250992

PLOS ONE CESCR

B f o] \s
Q <
ESC = e
E - 3|z
)
2;, Cloud £ E’
= a2
. b : ) . .
. . £ . .
i . Ol «» © .
: - 21z . :
. . =S . .
: - 2 : :
. o = . = . .
: 7o i . < . :
. 7 o - . :
. o . .
Data Owner . Data User
. :
Authorization . I I I :4 Authorization
. .
""" Trusted Authority

Fig 2. An architecture of our scheme depicting the entities involved.

https://doi.org/10.1371/journal.pone.0250992.g002

Data User (DU). The DU is an entity that uses the patient’s data. Doctors, researchers, phar-
macists, etc., are some of the examples of DU. Each DU has a set of attributes and attribute
associated keys. If the DU’s attribute set satisfies the access policy embedded in the cipher-
text, he/she can successfully decrypt the ciphertext and use the patient’s data. Otherwise,
the decryption fails.

Cloud. The cloud is an entity that stores and performs partial computations on the health
data. In this work, we categorize the cloud into two: the encryption and storage cloud
(ESC) and the decryption cloud (DC). The ESC receives the partially encrypted data from
the DO, completes the generation of the ciphertext and stores it for sharing with the DUs.
Meanwhile, the DC securely receives attribute associated keys from a DU and ciphertext
from the ESC to perform partial decryption. We assume the cloud is honest but curious.

4.2 Formal definition of CESCR

A CESCR scheme consists of ten algorithms which are described as follows:
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Setup(1*)— (pp, mk): The Setup algorithm is executed by the TA. It takes as input the secu-
rity parameter A and generates the public parameters pp and the master key mk as its output.

KeyGen(S, uid, mk, pp)—(D;;, D;,): The KeyGen algorithm is executed by the TA. It takes
the public parameters pp, the master key mk, a user identity uid and a set of attributes S as
inputs. It generates the decryption keys (D;;, D;,) associated with the attributes in S as its
output.

KEKGen(i, k;, vj, uid, mk, pp)—(KEK;): The KEKGen algorithm is executed by the TA. The
algorithm takes the public parameters pp, the master key mk, a user identity uid, a minimum
cover node vj, an attribute group key k; and an attribute i as its inputs. It outputs a key
encryption key (KEK) associated with the attribute i.

Encrypt(OBDD, M, pp)—(CT)): The Encrypt algorithm is executed by the DO. The algo-
rithm takes the DO defined access policy OBDD, the data to be encrypted M and the public
parameters pp as its inputs. It generates a partial ciphertext CT) as its output.

CldEncrypt(CT;, k;, vj, pp)—(CT): The CldEncrypt is executed by the ESC. It takes as input
the public parameters pp, the partial ciphertext CT}, attribute group keys k;(s) and the mini-
mum cover nodes vj associated with each attribute in the access structure, and generates a
complete ciphertext CT as its output.

CldDecrypt(CT, D1, D5, KEK;, pp)—(Cun/ L): The CldDecrypt algorithm is executed by the
DC. The algorithm takes as input the public parameters pp, a DU’s decryption key elements
D;; and D;,, a DU’s key encryption key KEK; and a ciphertext CT. If the set of the DU’s attri-
butes satisfy the access structure OBDD, the algorithm generates a token Cy,, as its output.
Otherwise, it generates L.

o Decrypt(Cuy,» CT, pp)—(M): The Decrypt algorithm is executed by the DU. It takes the public
parameter pp, the ciphertext CT and the token Cy, as its inputs. It recovers M as its output.

Uplnfo(i, pp)—(uk;): The Uplnfo algorithm is executed by the TA after an attribute revoca-
tion. It takes as input the public parameters pp and a revoked attribute i. The algorithm out-
puts an update key uk; for the revoked attribute .

CTUpdate(CT, uk;, i, pp)—(CT'): The CTUpdate algorithm is executed by the ESC after an
attribute revocation. It takes the public parameters pp, the revoked attribute 7, an update key
uk; and the ciphertext CT as its inputs. It outputs an updated ciphertext CT'.

KeyUpdate(i, uk;, KEK;, pp)—(KEK]): The KeyUpdate algorithm is executed by the DU who
bears a revoked attribute i. The algorithm takes the revoked attribute i, an update key uk;, a
key encryption key KEK; and the public parameters pp as its inputs. It outputs an updated
key encryption key KEK] associated with the revoked attribute i.

4.3 Security model

In this subsection, we give a security model for the CESCR scheme. The security model is
described as a CPA game played between a probabilistic polynomial time (PPT) adversary A
and a challenger, and proceeds as follows:

o Init: The adversary A declares a challenge access structure OBDD" and an attribute i* to the
challenger.

« Setup: The challenger runs the (pp, mk)«—Setup(1") algorithm. The challenger forwards the
public parameters pp to the adversary A and keeps the master key mk.
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Phase 1: The adversary A issues polynomially bounded series of key queries by each time
submitting an attribute set S and a user identity uid to the challenger. S satisfies the challenge
access structure OBDD" but the attribute i* is revoked. The challenger executes the (D;,
Dp)«KeyGen(S, uid, mk, pp) and KEK;«—KEKGen(i, k;, vj, uid, mk, pp) algorithms, and
gives D;;, D, and KEK; to adversary A. The adversary .A may also decide to ask for update
key for an attribute i # i*. The challenger executes the uk; . <UpInfo(i, pp) algorithm and
sends to A the update key uk; ;..

Challenge: Once the adversary .4 decides that Phase 1 is over, it submits two messages M,
and M; of equal lengths to the challenger and sets OBDD" as the access structure and i* as
the revoked attribute. The challenger flips a coin u € {0, 1} and encrypts M,, by executing the
CTi—Encrypt(OBDD", M, pp) algorithm. The challenger then completes the encryption by
running the CT+-CldEncrypt(CT;, k;, vj, pp) algorithm to generate the ciphertext CT. The
challenger further updates the ciphertext by executing the CT'«—CTUpdate(CT, uk;, i*, pp)
algorithm to generate CT'. The challenger then sends to A the CT' as its challenge ciphertext.

Phase 2: The adversary .A continues to adaptively issue key queries to the challenger with
the restriction that the submitted attribute sets satisfy the OBDD" access structure but i* is
revoked.

Guess: A then outputs a guess ¢’ € {0, 1}. The adversary .4 wins the game if 4 = y'. A wins
the game with an advantage defined as [Pr[’ = ] —1|.

Definition 4: A CP-ABE scheme with attribute revocation, and outsourced encryption and

decryption is selective secure if all PPT adversaries have at most a negligible advantage in win-
ning the defined CPA security game.

5 CESCR scheme construction

In this section, we present a concrete construction of the CESCR scheme. The construction is
divided into five phases and proceed as follows:

1. Setup

The setup phase initializes the system through the Setup algorithm. Let G and G, be two
cyclic multiplicative groups of prime order p, g be the generator of G,ande: G x G — G,
be a bilinear map as defined in Section 3. A hash function H : {0,1}" — G is also defined.
Let the attribute universe be /.

Setup(1*)— (pp, mk): The setup algorithm randomly chooses y, o€ #Z,. 1t then computes

hy = g% h, = ¢" and defines Y = e(g, g)’. It publishes the public parameters pp as, pp =
(e,g,h,, h,, G, Y) and keeps the secret master key mk as, mk = (a, ).

Key generation

The key generation phase comprises two algorithms: KeyGen and KEKGen algorithms
which are both executed by the TA.

KeyGen(S, uid, mk, pp)—(D;1, D;p): The KeyGen algorithm generates the user secret key
(Di1, Dj»). To generate the secret key for a user uid with attribute set S = {a;, a5, - - -, a,,},
where 7 is the number of attributes in S, the algorithm first randomly chooses

2,2y, 2, €L, and computes z, as y — S zzmodp. Also for each attribute in S, the
algorithm randomly chooses r,€,Z,. It then computes the user secret key (D;;, D;,) with

respect to the attribute set S as:

D, = gzi~H(”id)ri>Di2 = H(”id)mri|1gign
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Fig 3. A binary tree to manage attribute group members.

https://doi.org/10.1371/journal.pone.0250992.g003

KEKGen(i, k;, vj, uid, mk, pp)— KEK;: The KEKGen algorithm is used to generate the key
encryption key KEK; associated with an attribute i. To generate the KEK;, the TA first cre-
ates an attribute group G; whose members are users bearing the attribute i. As in [24], the
TA then establishes a binary tree to manage the members of G; as shown in Fig 3. The leaf
nodes of the tree represent users. Each node in the tree holds a unique value v, € Z,. The
path from the root node to a leaf node forms the path key pkey of a user. For example, the
pkey for user uids is {vy,, Vs, 3, v1}. Also, for each attribute group G, there is a set of mini-
mum cover nodes min(G;). For instance, suppose the members of the attribute group G;
are, [uid,, uid,, uids, uid,, uids, uidg]. The min(G;) for this list of members is {v,, v¢}. As
seen, there is an intersection v; between min(G;) and pkey for each member of G;. For exam-
ple the intersection v; for uids is at node ve. In addition, each attribute group G; is given a
unique key k;€,Z,. TA then computes attribute group information as GI = k;/v;, which is
used during ciphertext generation. To generate a KEK; associated with a group G; for a user
uid, the KEKGen algorithm computes KEK; as follows:

ki
KEK, = H(uid)""

1<i<n,v;€pkey(uid)min(G;)

Note that, this is computed for every attribute group the user belongs to.

3. Encryption
The encryption phase consists of two sub-phases. The local encryption phase and the cloud
encryption phase.
Local encryption: The local encryption phase has one algorithm, the Encrypt algorithm
which is executed by the DO. To encrypt data M, the DO first defines an OBDD access
structure and uses the Encrypt algorithm to complete the local encryption.
Encrypt(OBDD, M, pp)—CT;: The Encrypt algorithm randomly chooses s€,Z, and com-

putes: C = M.Y*, Cy = ¢ and C, = k. The partial ciphertext CT; produced as output by the
Encrypt algorithm is:

CT, = (0BDD,C,C,,C,).

The CT;is then sent to the ESC for the cloud encryption and storage.
Cloud encryption: The cloud encryption has one algorithm, the CldEncrypt algorithm
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executed by the ESC. Upon receiving the CT) from the data owner, the ESC requests for
attribute group information from TA for each attribute in the OBDD access structure. The
TA sends g¥ = g"/"i to the ESC. Using the CIdEncrypt algorithm, the ESC then securely
generates the complete ciphertext of the data M by computing a header Cy;, associated with
each attribute in the access structure.

CldEncrypt(CT,, k;, vj, pp)—CT: The CldEncrypt algorithm computes the header as follows:

K
Viel:Cy, =C g =h.g

vi€min(Gy) k€L,

Where, I is the attribute set of the OBDD access structure embedded in CT). After generat-
ing the headers associated with the ciphertext attributes, the ESC stores the ciphertext CT
as:

CT = (0OBDD, C,C,,C,,C,,)

Note that even without a dummy attribute, the ESC does not still obtain any information
about the data M during the header generation as it does not know the value of s.

. Decryption

To minimize the high computation demand on the DUs, we propose an outsourced partial
decryption of the data. Thus, the data decryption phase consists of the outsourced decryp-
tion and the local decryption sub-phases.

Outsourced decryption: The outsourced decryption phase is executed by the DC through the
CldDecrypt algorithm. To decrypt the ciphertext CT, the DU first blinds his/her keys. The
DU randomly chooses x€,Z, and blinds the keys as:

(Dil)x = gZ['X-H(“id)riﬁ (DiZ)x = H(”id)‘x'ri‘xllgign

kt
(KEKi)x = H(uid)rl.‘/j.x|1gign,vjepath(uid)ﬂmin(G,)
The DU then sends the blinded keys to the DC. The DU also requests the ESC to send CT
to DC. The ESC responds by sending the Cy and Cyg;, parts of CT to DC, and the C part to
the DU. Upon receiving the required CT parts from the ESC, DC executes the CldDecrypt
algorithm.
CldDecrypt(CT, Dj;, Dy, KEK;, pp)— Cyi/ L: The CldDecrypt algorithm checks whether
DU’s attribute set satisfies the OBDD access structure in the ciphertext. If it does, it com-
putes a token Cy,, as:

c B ﬁ e(D,,C,).e(KEK,, h,)
S e(Dy, Cyyy)

i=1

ki
[ i) ) e T )
k.

i=1 _

e(H (uid)"", hs.g")

kix

= ﬁe(g )% e(H(uid), g)"*" e(H (uid), g)"""
_ y
. - X

e(H(uid), g)""".e(H(uid), g) Vi

B

Z;.5.X ysx

=|]e(g.8)"" =elgg)

i=1
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The generated Cy,, is then sent to the DU. Otherwise, it returns L.

Local decryption: Upon receiving Cy,, from DC and C from the ESC, DU executes the
Decrypt algorithm.

Decrypt(Cyip» CT, pp)—(M): The Decrypt algorithm recovers M as:

C MY  M.e(gg)”

M= ™ Cog™ ™ ege”

. Revocation

When a user is revoked of an attribute i, the TA updates the attribute group from G; to G.
For example, from Fig 3, if users uid; and uid, (the blue leaf nodes) are revoked of the attri-
bute 7, the new minimum cover node set min(G,) associated with the updated group G, is
{v4, v} which does not now intersect with uids; and uidy’s pkeys. TA also chooses a new
group key k; € Z, for G,. TA then executes the Uplnfo algorithm to generate the update key
uk; used for updating the ciphertext and the user keys.

UpInfo(i, pp)—uk;: The Uplnfo algorithm computes the update key uk; as:

v.k
Jjri

uk. =
ic ;7
k;.v;

where v/ € min(G;) for updating the ciphertext and
Kk

_ i
ukik = v ;,
j j

where v/ € path(uid) N min(G)) for updating keys of non-revoked users. The TA updates

the attribute group information to GI' as:

k, vk Kk
GI' = GI x uk, = . g
v. k., v,

The TA then sends g = gk;/ " to the ESC to update the ciphertext and uses uk; to update
the keys of all the non-revoked DUs in the group.

Ciphertext update: Upon receiving the updated attribute group information, the ESC exe-
cutes the CTUpdate algorithm to update the ciphertext.

CTUpdate(CT, uk;, i, pp)—CT': The CTUpdate algorithm first randomly selects s'€,Z, and

updates CT as:

CT' = (OBDD,
C =Myt
CO = g(5+5/)’
Cl - h(15+31)7
no K
Vi = unrevoked : C,, = h\"™).g",

Vi = revoked :  C,, = h") ¢")

Note that, for the revoked attribute, the ESC then uses the newly received g% = gk;/ % and
h¢*) to compute the new header. ESC replaces CT with CT.
Key update: In this work, it is only the KEK; key that is updated. The KEK; is updated for
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each non-revoked DU in the group by executing the KeyUpdate algorithm.
KeyUpdate(i, uk;, KEK;, pp)—KEK;: The KeyUpdate algorithm updates the KEK; associ-
ated with revoked attribute i for each non-revoked DU to KEK; as:

)

TR
SheE

k; T
KEK, = H(uid)"" .H(uid) (

BN

= H(uid)rr

6 Security analysis

In this section, we present a security proof of the CESCR scheme.

Theorem 1: Suppose there is a PPT adversary A that can win our CPA security game with a
non-negligible advantage €, we can construct a simulator 3 that solves the DBDH problem with
a non-negligible advantage.

Proof: Let G and G, be two multiplicative cyclic groups of prime order p. Let g be the gener-
atorof Gand e : G x G — G, be a bilinear map. The DBDH challenger C sends the tuple (g,
A=gB=g' C=g,7Z), wherea,b,c, z€,Z, to Band Bis asked to output v. If v =0, Z = e(g,

g)ubc

rity game as follows:

Initialization: Adversary A declares a challenge access structure OBDD" and attribute * to 5.

Setup: B3 first sets y = ab. Then, B sets h, = g% h, = g%, where €, Z,, and defines Y = e(g,
gy =e(g, 9" = e(A, B). B sends the public keys pp = {e, g, h,, h,,G, Y} to A.

Phase I: A submits secret key and KEK; queries to 5. A requests the secret keys by submit-
ting the attribute set S belonging to a user uid to B. S satisfies OBDD" but i* is revoked. B cre-
ates a list HL: <uid, H> and a table T :< uid, S, KEK,, D,,, D,, > which are initially empty. B
checks the HL to confirm whether the pair <uid, H> exists and does the following:

. Otherwise, Z is a random value in G,. B plays the role of the challenger in the CPA secu-

1. If the pair <uid, H> exists, B responds by sending H which is the hash value associated
with uid to A.

2. Otherwise, 3 generates H for uid as follows:
Vuid : H = g".
Where u€,Z,.

3. B stores the pair <uid, H> in HL and sends H to .A. Note that, A can query for H at any
time and B responds as the same.

Then, B checks T to confirm whether the tuple < uid, S, KEK,, D,,, D,, > exists. If it exists,

i

B sends the associated KEK; and (D,;, D,,) to A. Otherwise, BB does the following:

1. First, B checks HL for the hash value associated with uid. If it exists, B extracts it for usage
during key generations. Else, 13 uses the above hash generation steps to generate H for uid.
Then, for each i € S, B randomly chooses s}, 7, € Z, and sets z, = s/, where n = |S| and
z,=y— Y z,=ab— " Then, B uses the (D,, D,)—KeyGen(S, uid, mk, pp)
algorithm to generate the secret key

D, = g".H(uid)" = gjz £,
Dy, = H(uid)"" = g"*"|, .,
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2. B then randomly chooses k; €;Z, and minimum cover node v/’ € Z, for each i € SAi # i".
B also randomly chooses v/ €,7Z, and ki €,Z, as the minimum cover node and group key

for i*, respectively. It then sets attribute group key k; as follows:

Vi=i k=K
Vi ik = bk

B then uses the KEK;«~KEKGen(i, k;, v}, uid, mk, pp) algorithm to generate the key encryp-
tion key KEK; for each attribute as:

wr, K.

ks 9

Vi=i*: KEK, = H(uid)"" = g +
ki wr K
i = B

<

T
1%

Vi # i* : KEK, = H(uid)"

3. Badds the KEK; and (D, D,,) in a tuple < uid, S, KEK;, D, D,, > and stores it in the table
T. B sends the D,, D,, and KEK; values to A.

A may decide to ask for an update key for another revoked attribute i # i*, 5 randomly

chooses k;, v, € Z, and using uk;  «<Uplnfo(i, pp) algorithm, it generates an update key
ki

uk, = <v— — 5—;) . B then computes a new KEK' using the KeyUpdate algorithm and submits it
to A.

/ J
Challenge: Once adversary .4 decides Phase 1 is over, it submits two messages My and M,
of equal length to BB and set the access structure as OBDD" and i* as a revoked attribute.
B randomly flips a coin y € {0, 1} and encrypts M,, as CT; using the CT;«~—Encrypt

(OBDD", M,,, pp) algorithm. CT is generated as: C=M e(g.8) =M, .e(g, 2™, Co=gf=C
and C, = k¢ = gc/.« — CYe,

CT, =< OBDD",C,C,,C, >

Then, for each i € I*, I' is the set of attributes in OBDD", B generates group attribute informa-
tion as:

Vi=it: gt/
"oy
Vi it : B/

B then generates headers associated with the ciphertext attributes using the CT«—CIdEncrypt
(CT}, ki, vj, pp) algorithm as:

Vi=i:C,, = C/"gw/"
Vi#£i*:C,, = CY/*.B5"

The generated CT is:
CT =< OBDD',C,C,,C,,C,, >

B then updates the ciphertext using the CT'«—CTUpdate(CT, uk;, i*, pp) algorithm. B first

PLOS ONE | https://doi.org/10.1371/journal.pone.0250992 May 11, 2021 16/24


https://doi.org/10.1371/journal.pone.0250992

PLOS ONE CESCR

randomly chooses s'€,Z, and updates the ciphertext as:

CT' = (OBDD+,
=~ o) abs'
C=M, Y =M,Ze(g,g)",
CO — g(c+s’)’
Cl = h(ICJrS,)v

K

Vi=i: G, =h" g%
K,

Vii: G, =h"" B

For i*, B generates glfr_:, where k%, v*€,7Z, and uses it together with the updated C, to generate
the Cy,4,. B sets CT as the challenger ciphertext CT* and sends it to A.
Phase II: A continues to adaptively submit key queries as in phase I.
Guess: Adversary A then outputs a guess y’ for p. If ' = y, B outputs v = 0, i.e.,, Z = e(g,
). Otherwise, B outputs v = 1, i.e., Z is a random number in G,.
In the case v = 1, the adversary gains no information about M,,. Thus, Pr{y’ # ulv = 1] = 1.
B randomly guesses v/ for v when ¢’ # u with a probability Pr[y' = v|v = 1] = 1.
If v = 0, the adversary sees encryption of the message M,,. By definition, the advantage of
the adversary in this situation is £. Thus, Pr[y = v|v = 0] =1 + &.
Therefore, the overall advantage of B in winning the above game is:

= LB =l = 0) g (Y = v = 1)

L1 ), 11 e
~ 2\27f) T2 27279

7 Simulation and performance analysis
7.1 Performance analysis

In this section, we analyze and compare our scheme with CP-ABE schemes in [17, 18, 24, 25,
49] in terms of revocation, boundedness, expressiveness and efficiency features. As shown in
Table 1, all the schemes including ours are built using the prime order groups except the
Zhang et al’s scheme [49] which uses the composite order group. The schemes [17, 18] and
ours are unrestricted and more expressive as they are based-on the non-monotonic and non-
restrictive OBDD access structure. Meanwhile, the [18, 24] schemes which are based on the
access tree access structure and the [49] scheme which is based on the LSSS access structure
are less expressive. Our scheme and the Li et al.’s scheme [25] partially outsource their encryp-
tion and decryption tasks and thus, they are computationally more efficient on the data owner
and user side. The computation tasks during encryption and decryption in the rest of the
schemes are entirely performed by the data owners and data users and hence computationally
more demanding on the data owner and data user sides. All the CP-ABE schemes except the
[24] scheme are collusion resistant. Immediate attribute/user revocation is achieved in [24, 25]
and our schemes, meanwhile, the rest of the schemes do not include an attribute/user revoca-
tion mechanism. Only the [17, 18] schemes are bounded, the rest of the CP-ABE schemes
including ours are unbounded.

In the same Table 1, we present the storage comparison of the CESCR scheme in relation to
the other CP-ABE schemes. We use |k| to denote the number of user attributes, |/| to denote
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Table 1. Feature and storage comparison of CP-ABE schemes.

Schemes

[49] [24] [17] [25] [18] CESCR
Key size |k +2 2|k + 1 + |pk]| 2 3|kl + 6 2 3|k|
Ciphertext size 3l + 4+ |A] 31|+ 2+ |A] 2+ |R| +|A] 2/l +7 + |A] 2+ |R| +|A] 1| +3+|4]
Unbounded v v X v X v
Revocation X v X v X v
Coll-Resist v X v v v v
Encryption DO DO DO Par-out DO Par-out
Decryption DU DU DU Par-out DU Par-out
Expressiveness LSSS Access tree OBDD Access tree OBDD OBDD
Group Order Composite Prime Prime Prime Prime Prime

*|pk| is path key size, Coll-Resist is collusion resistance, Par-out is partially outsourced, DO is data owner, DU is data user.

https://doi.org/10.1371/journal.pone.0250992.t001

the number of attributes in the ciphertext, |A| to denote the size of the access structure and |R|
is the number of routes that satisfy an OBDD access structure. Note that the same attribute can
be repeated across multiple routes that satisfy the OBDD access structure. It can be observed
that the CESCR scheme has optimal ciphertext storage efficiency only bettered by the [17, 18]
schemes. This is because the only attribute element included in the CESCR’s ciphertext is the
one associated with the attribute group keys. However, the CESCR scheme performs slightly
worse than the other schemes except the Li et al.’s scheme [25] in key storage. This is because
all the key components are interlinked for each attribute, which helps in preventing collusion

attacks.

The computational comparisons are presented in Table 2. The comparison is done in terms
of encryption, decryption and key generation costs. The encryption and decryption costs are
analyzed on both the data owner and cloud sides. Here, we use |d| to denote the number of
attributes involved in satisfying an access structure or simply the number of attributes involved

Table 2. Computation comparison of CP-ABE schemes.

Schemes
[49] [24] [17] [25] [18] CESCR
Encryption Cost Mult DO 1] +2 1 [ 2 1] 1
Cloud n/a 1] n/a n/a n/a 1|
Expo DO 7| + 4 2|l +2 [ +2 6 [ +2 3
Cloud n/a 1] n/a 2/l n/a n/a
Pair DO n/a n/a n/a 2 n/a n/a
Decryption Cost Mult DU 4|d| -2 >|d| +2 2 4 2 1
Cloud n/a n/a n/a >|d| +2 n/a 2|d|
Expo DU 3ld| +1 1 n/a 4 n/a 4
Pair DU 2|d| +3 >2|d| +1 2 n/a 2 n/a
Cloud n/a n/a n/a >2|d| + 4 n/a 3|d|
Key Gen Cost Mult 2|k| + 4 [k +1 1 4|k| + 10 1 ||
Expo 20k| +3 3|k| + 1 2 4k + 6 2 4|K|
Pair n/a n/a n/a 1 n/a n/a
*Multi, Expo and Pair represent the multiplication, exponentiation and pairing operations, respectively. DO is data owner and DU is data user.
https://doi.org/10.1371/journal.pone.0250992.t002
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in decryption. The [25] scheme and our scheme outsource the attribute operations during
encryption and decryption to the cloud. For the rest of the schemes, the encryption and
decryption tasks are entirely performed by the data owner and data user, respectively. Thus,
on the DO side, the CESCR scheme has the least computation demand during encryption, as it
requires only one multiplication and three exponentiation operations which are independent
of the number of attributes in the ciphertext. Zhang et al.’s [49] scheme is the most demanding
on the DO side computationally. Unlike the scheme [25] which performs 2 pairing and 2|]|
exponentiation operations in the cloud during encryption, our scheme only performs |I| multi-
plications, which also makes it more efficient on the cloud side during encryption. Similarly,
during decryption, our scheme is computationally the least demanding on the DU side as it
requires only one multiplication and four exponentiation operations and the Zhang et al.’s

[49] scheme is still the most demanding. However, on the cloud side during decryption, our
scheme is slightly bettered by the Li et al.’s [25] scheme, this is because our scheme requires
more pairing operations. In key generation, though our scheme is computationally more
demanding due to its linking of all the key components for all the user attributes, it still per-
forms better than the Li et al.’s scheme [25].

7.2 Experimental analysis

To explicitly demonstrate the efficiency of the CESCR scheme, we simulated the scheme in
comparison with the [25, 24] schemes which we refer to in the experiment as the “LZQH
scheme” and “H-N scheme”, respectively. The implementation was done using the Charm
crypto framework [53]. We used the “SS512” curve which is a super-singular symmetric elliptic
curve over 512-bit base field having a 160-bit curve group order. The experiment was carried
out on a desktop computer with a 3.20GHz processor and 4.0 GB RAM running the Ubuntu
12.04 operating system. Each experiment was repeated 20 times, and we averaged the results
and are shown in Fig 4.

Fig 4(a) shows the setup computation time against the size of the attribute universe. It can
be observed that all the schemes have constant computation time against the number of attri-
butes. The schemes are all unbounded schemes and thus the number of parameters generated
at setup does not depend on the size of the attribute universe. Our scheme generates more
parameters and thus takes more computation time at setup as compared to the LZQH and
H-N schemes. The LZQH scheme generates the least number of parameters during setup and
hence the low computation time.

In Fig 4(b), we show the variation of computation time against the number of user attri-
butes during key generation. Our scheme outperforms the LZQH scheme because of its fewer
key elements. However, the H-N scheme exhibits the best performance during key generation
because of its low exponentiation operation requirements.

Fig 4(c) and 4(d) show the variation of computation time in local and cloud encryptions
against the number of attributes in the ciphertext. For our scheme and the LZQH scheme,
since they both outsource their attribute operations to the Cloud, the computation time is con-
stant against the varying ciphertext attribute number during the local encryption. For the H-N
scheme, the computation time during local encryption increases with the increase in the num-
ber of attributes in the ciphertext. However, the computation time increases with the increas-
ing ciphertext attribute number during the cloud encryption for all the schemes. In both cases,
our scheme generally performs better than the LZQH and H-N schemes because of having
fewer elements and exponentiation operations to be computed by the Cloud. Also, during
local encryption, unlike the LZQH scheme, our scheme does not perform any pairing opera-
tions and there are no operations associated with a dummy attribute as in the LZQH scheme.
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Fig 4. Simulation results of the CESCR scheme in comparison with the LZQH [25] and H-N [24] schemes.
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We show the decryption computation times against the varying number of attributes
involved during decryption in Fig 4(e) and 4(f). For the cloud decryption, the computation
time increases with an increase in the number of attributes involved in decryption for all the
schemes except the H-N scheme that does not perform cloud decryption. Meanwhile, all the
schemes except the H-N scheme exhibit constant computation times during the local decryp-
tion which are 0.02 ms and 0.08 ms for our scheme and the LZQH scheme, respectively. For
local decryption, our scheme performs fewer multiplication and exponentiation operations as
compared to the LZQH scheme, and thus the low computation time. All the attribute opera-
tions associated with decryption are performed by the user for the H-N scheme and hence the
increase in computation time against the increase in number of attributes involved in decryp-
tion. In the cloud decryption, the difference in computation time between our scheme and the
LZQH scheme is minimal.

In Fig 4(g) and 4(h), we show the variation of computation time for ciphertext update and
key update against the number of revoked ciphertext and user attributes, respectively. For the
ciphertext update, the computation time for our scheme and the H-N scheme increase with
the increase in the number of revoked ciphertext attributes but remains constant for the
LZQH scheme. This is because our scheme and the H-N scheme update the attribute elements
associated with the revoked attributes. Meanwhile, in the LZQH scheme, only two ciphertext
elements not related to the revoked attributes get updated and thus the constant computation
time. However, unlike the H-N scheme that independently encrypts the header message, our
scheme achieves better performance. For the key update, the computation time increases
with the increase in the number of revoked user attributes for all the schemes. However, our
scheme performs better, since it has fewer key elements that get updated as compared to the
LZQH scheme and there is no independent decryption of group keys as compared to the H-N
scheme.

In general, the proposed CESCR scheme is more expressive as it can handle the non-mono-
tonic access policies without restrictions and is more efficient on the data user and data owner
sides.

8 Conclusion

In this work, we focused on addressing data privacy and security concerns in collaborative
ehealth systems. We proposed the CESCR scheme, which is a CP-ABE scheme whose main
ingredients are, immediate attribute/user revocation, unboundedness, expressiveness, effi-
ciency, and collusion resistance. We adapted the attribute group approach to address the
immediate attribute/user revocation issues and bind the keys to the user identities to prevent
collusion between data users. OBDD access structure was used to achieve expressivessness. A
novel technique that limits the attribute elements in the ciphertext to only those associated
with attribute group keys was proposed to achieve unboundedness and improved efficiency.
The CESCR scheme further securely outsources the computationally demanding attribute
operations in both encryption and decryption to the cloud without requiring a dummy attri-
bute. We performed extensive security and performance analysis of the scheme in comparison
with related CP-ABE schemes and the results show that the CESCR scheme is expressive,
unbounded, secure, and efficient in comparison with the related CP-ABE schemes. The addi-
tion of traceability through the use of blockchain technology and policy hiding are interesting
future considerations.
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