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Abstract 
Research infrastructures (RIs) are strategic assets facilitating 
innovation and knowledge advancement across all scientific 
disciplines. They provide researchers with advanced tools and 
resources that go beyond individual or institutional capacities and 
promote collaboration, community-building and the application of 
scientific standards. Remote and virtual access to RIs enables 
scientists to use these essential resources without the necessity of 
being physically present. The COVID-19 pandemic restrictions where a 
catalyst for the expansion and further development of remote and 
virtual access models, particularly in fields where physical access had 
been the predominant model. The eRImote project collected the 
experiences gained in different scientific fields through targeted 
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surveys, stakeholder workshops, expert groups discussions, and the 
analysis of specific use cases, with the aim of identifying good practice 
and presenting recommendations. This paper provides a definition of 
remote and virtual access and remote training and explores their 
implementation across various RIs, highlighting the implications for 
their operational processes and the dynamics of interaction between 
RIs and their user communities. It presents the identified advantages, 
obstacles, and best-practices, alongside strategies and 
recommendations to navigate and mitigate challenges effectively. Key 
issues and recommendations are summed up separately for remote 
access, virtual access, and remote training, complemented by general 
recommendations for facilitating remote and virtual access to RIs. 
These relate to budgeting and funding, the balancing of RI access 
models, the need for regulatory frameworks for sample shipments, 
collaboration among RIs, impact assessment of remote and virtual 
access on user interactions, operational efficiency and the 
environment footprint of RIs, and the adaption of data sharing 
policies. Stakeholders were broadly invited to give their feedback on 
the paper’s findings and conclusions, which were integrated into an 
improved version of this paper.

Keywords 
Research Infrastructures, Remote Acccess, Virtual Access, Remote 
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The role of remote and virtual access in European 
research infrastructures
In the ever-evolving landscape of research and scientific  
discovery, access to cutting-edge research infrastructures (RIs) 
facilitates innovation and knowledge advancement across all 
scientific disciplines. Europe features a vibrant ecosystem of 
national and European-level RIs in various domains of science.  
The European Strategy Forum on Research Infrastructures 
(ESFRI) was established in 2002 to develop a coherent and  
strategic approach to policy-making on RIs in Europe. ESFRI 
defines RIs as “facilities, resources, and related services that 
are used by the scientific community to conduct top-level 
research in their respective fields”. These include major  
scientific equipment (or set of instruments), knowledge-based 
resources such as collections, archives and scientific data,  
e-infrastructures like data and computing systems, communication 
networks, and any other tools essential for excellence in  
research and innovation”1.

The overarching goal of RIs is to provide researchers with 
advanced tools and resources that go beyond individual or insti-
tutional capacities. By promoting collaboration and open access, 
RIs are catalysts for accelerating scientific progress and interna-
tional cooperation. In addition to access provision to scientific 
platforms, resources, services, expertise and data, an important  
component of RIs is training to both to users empowering  
them to use the RI provided resources, but also internally to the 
RI staff and operators, to facilitate the application of standards 
and operation procedures. This standardisation and alignment  
of operational procedures is crucial, particularly for  
“distributed” RIs, which federate facilities across Europe or 
globally into a unified infrastructure. RIs also play a vital role 
as community-building hubs, advocating for their respective  
community in European and global policy landscapes, and 
facilitating networking opportunities across institutional and  
national boundaries.

Remote and virtual access to RIs enables scientists to use these 
essential resources without physical presence at the installa-
tions through web-based platforms, virtualisation technolo-
gies, and secure network connections, or by sending samples 
for analysis. This approach not only simplifies access to  
state-of-the-art equipment and potentially increases the effi-
ciency of RI utilisation, it also fosters international partnerships  
and broadens access to valuable resources otherwise chal-
lenging to acquire. The definition of remote and virtual access  
varies based on the service offered and differs across domains  
and RIs as detailed below.

Even before the COVID-19 pandemic, European RIs had 
developed various remote and virtual access models2; in some 
research fields they are the predominant operation model, espe-
cially when physical access is impractical due to geographically 
remote facilities (e.g., astronomical telescopes), when physical 
access is restricted to RI staff (e.g. high-hygiene or high  
containment facilities in the biomedical sciences, or where the 
RI’s output is digital and therefore virtually accessible. The  
pandemic restrictions acted as a catalyst for the expansion 
and further development of remote and virtual access models,  
particularly in fields where physical access had been the  
predominant model. Even though many RI operations often 
reverted to physical access after the pandemic, remote and  
virtual access mechanisms were often maintained3. In this way, 
RIs could increase their preparedness for future emergencies  
and take advantage of diversified access pathways with a potential  
for more sustainable (and eco-friendly) operations. As a result, 
many RIs are now in the process of optimising temporary 
and provisional solutions from the pandemic into stable and  
sustainable remote access models.

Sidebox: The eRImote project

The eRImote project (European Research Infrastructures 
- Pathway to Improved Resilience through Digital and Remote 
Access)4 was developed in response to the COVID-19 pandemic 
and the need to find new innovative solutions to access RI. 
The eRImote consortium brings together twelve partners from 
diverse scientific disciplines - including environmental, life, 
physical and social sciences - to explore pathways for digital 
and remote RI access. Through targeted surveys, stakeholder 
workshops, expert groups discussions, and the analysis of 
specific use cases5, eRImote aims to identify the benefits, 
challenges, and barriers for remote and digital RI access.

This paper outlines the project’s findings, presenting the 
identified advantages, obstacles, and best-practices, alongside 
strategies and recommendations to navigate and mitigate 
challenges effectively. Stakeholders were broadly invited to give 
their feedback on the paper’s findings and conclusions, which 
were integrated into this improved version.

A second major output of the project is the eRImote information 
platform. It provides RI stakeholders with good practice 
examples on the various challenges of remote access, talks and 
video recordings of presentations. It will continue to be available 
as a repository also beyond the duration of the project. See 
https://erimote.eu/resources. Many documents and resources 
referred to in this paper are accessible there (https://erimote.
eu/documents).

          Amendments from Version 1
Upon publication of the initial version of this paper, a diverse 
group of stakeholders was invited to review and provide 
feedback on its findings and conclusions. The feedback received, 
together with the detailed comments provided by the three 
reviewers, was incorporated into this revised version. The 
contribution of the newly added co-author, Menattallah Elserafy, 
has been recognized through the inclusion of a supplementary 
side box that discusses remote access within a global context. 
Three new figures have been added to visually represent the 
concepts of remote access, virtual access, and remote training. In 
accordance with the reviewers’ recommendations, six additional 
references have been incorporated to broaden the context of 
the paper. Based on the input from stakeholders and reviewers, 
the recommendations for virtual access have been expanded. 
Finally, an acknowledgement section has been appended to 
formally recognize the contributions of the different stakeholders 
involved in the development of this paper.

Any further responses from the reviewers can be found at 
the end of the article

REVISED
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Definitions for remote and virtual access
The European Charter for Access6 provides a comprehen-
sive definition of access to RIs: “The legitimate and author-
ised physical, remote and virtual admission to, interactions with 
and use of research infrastructures and to services offered by 
research infrastructures to users. Such access can be granted, 
amongst others, to machine time, computing resources,  
software, data, data-communication services, trust and authen-
tication services, sample preparation, archives, collections, the 
set-up, execution and dismantling of experiments, education  
and training, expert support and analytical services.”

ESFRI’s 2020 White Paper7 elaborates on the differences 
between physical, virtual, and remote access: Physical Access 
involves “hands-on” access when users physically visit an 
infrastructure, facility, or equipment. The available services 
or resources are usually limited, and a competitive process 
may therefore be required, following a defined procedure and  
criteria for selection of users. Remote Access allows users to  
utilize RI services or control instrumentation from afar, simi-
larly constrained by resource limitations and competitive 
entry. Virtual Access, provided over communication networks, 
mainly pertains to data and digital tools, offering broader, more  
flexible engagement opportunities. As the available services 
or resources can be used simultaneously by several users, any  
access restrictions are due to other characteristics such as  
access to sensitive data. In a recent publication, ESFRI notes 
that hybrid access solutions, combining physical with remote  
and virtual access are also increasingly applied8.

Remote and virtual access to RIs have the potential to offer  
benefits in times where technology is advancing, and physical 
presence is no longer, or less often, required. This access model 
can play a significant role in removing financial and geographical  
barriers, thus promoting the democratisation of access to RIs, 
(e.g. for researchers with care responsibilities or researchers 
from outside Europe who may face travel restrictions either due 
to distance or visa issues, see Sidebox Remote access in a global  
context), contributing to a reduction in the carbon footprint 
associated with user travel, and most importantly accelerating  
discovery/progress. Whether virtual and remote access have 
the potential to improve operational efficiency and the carbon  
footprint of the overall service delivery is highly dependent 
on context and implementation. Achieving these benefits 
requires tailored strategies that consider the unique needs and  
constraints of each RI. One the other hand, the switch to 
remote and virtual access requires substantial changes to RI  
operational models, introduces novel complexities and poses new  
challenges for RIs, their staff and users. These benefits and  
disadvantages need to be carefully managed to realise the full 
potential of the transition.

Sidebox: Remote access in a global context

While most European research infrastructures, and many others 
globally, are openly accessible to all researchers around the 
world within a user access framework, experience shows that 
an open access principle is insufficient to ensure equitable 
access from all world regions9. Remote access can be a highly 
impactful pathway to increasing equitable access to RI services 
for researchers that otherwise face barriers to access through

e.g. high travel costs and visa challenges. At the same time, 
it should be noted that many of the challenges and barriers 
to remote access described in this paper - lack of hands-on 
training, challenges in sample shipment, lack of sufficient IT 
infrastructure - are going to impact researchers from low-
/middle-income countries (LMIC) more strongly. In-person visits 
to RI facilities also often play a critical role in building long term 
collaborations and providing training for researchers from the 
Global South. Remote access should therefore be seen as one 
tool within a toolbox of programs that support equitable access 
for LMIC researchers to European RI resources.

In the following section, we explore the implementation of 
remote and virtual access and remote training across various 
RIs, highlighting the implications for their operational proc-
esses and the dynamics of interaction between RIs and their 
user communities. By examining specific examples and strate-
gies employed by RIs to facilitate these modes of access and  
training, we can better understand the potential benefits,  
challenges, and best practices that emerge from this digital  
transformation. This analysis aims to provide insights into how 
RIs can optimise their services to support a broader range of 
users while maintaining high standards of research excellence  
and collaboration.

Remote access
Remote access to RIs encompasses a range of methodolo-
gies tailored to the needs of users and the capabilities of the 
facilities. In many cases users submit samples which are 
analysed by the RI, eliminating the need for direct interac-
tion. Alternatively, RIs may collect samples under predefined  
protocols for users to analyse in their home institutions. Remote  
instrument control adds another flavour, since here the users 
and not the RI staff remotely operate RI instruments for  
sample collection or sample analysis via specialised soft-
ware interfaces (Figure 1). These modalities, while sharing  
common challenges, introduce unique complexities to the  
operation and user engagement strategies of RIs.

When remote access starts with a user-supplied sample,  
several technical and logistical challenges are involved:  
sample preparation by the user, intra-/international shipment, and 
receipt/handling by RI operational staff. For users, this requires 
knowledge with respect to preparation of samples amenable for  
destination-specific shipping and regulatory requirements. 
For RI staff, they should possess a priori knowledge on  
sample-specific storage, processing, and handling for specific 
RI instrumentation. Importantly, the latter may require spe-
cialised expertise to ensure accurate and efficient handling  
post-shipment.

The practicalities of sample shipment10,11 have been a topic 
consistently discussed in the eRImote Workshops and Expert 
Groups. Since users and RIs rely on third party courier or ship-
ment services, it is outside their direct control. Delays or adverse 
shipment conditions may deteriorate samples, compromising 
measurements to a point where analysis is no longer possible 
or useful. In addition, jurisdiction-specific regulations and  
restrictions often apply, which may additionally differ as a func-
tion of sample type (e.g. organic versus inorganic samples). During 
the pandemic, the ban of international travel and resulting 
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grounding of planes also adversely affected international ship-
ments. Political dynamics such as Brexit can dramatically  
change the regulatory frameworks for sample shipments. 
Finally, shipment challenges generally increase significantly  
when samples are sent between continents, increasing barriers  
to access to RIs for researchers outside Europe.

In this context eRImote experts advocate for the establishment 
of a unified European regulatory framework for the shipment 
of scientific samples. This initiative would help to overcome 
the sometimes-incongruent national patchwork of regulations, 
increase efficiency by decreasingly regulatory complexity, and 
improve the leverage of RIs in their negotiations with shipment  
providers. This recommendation also highlights the need for 
international collaboration, suggesting that governmental work-
ing groups could play a pivotal role in simplifying customs  
procedures for the international exchange of scientific samples  
and research purposes, thereby facilitating global research 
collaborations, while at the same time ensuring (and even  
increasing) safety12.

Sample handling by the RI involves additional operational 
resources and qualified staffing level, compared to physical  
access. This is particularly true if the RI also carries out the 
entire measurement and analysis process on behalf of the user. 
Since RI and users need to agree in advance on the nature and 
scope of the sample characterisation, there is either an increased 
need for user communication, or the operational processes  
required need to be highly standardised. While the latter does 
not exclude the provision of more complex services by any 
means, it does require a high degree of preparatory work on 
the part of the RIs and the user. Moreover, during remote 
instrument control, RI staff must be available for technical  
support, troubleshooting and to perform tasks that can-
not be managed remotely (such as sample placement) further  
escalating staff resource needs.

Many remote access processes developed by the RIs during 
the pandemic also have proven useful in combination with the 
preparation and post-processing of in-person access. This has 
given rise to an increase in hybrid access, where for exam-
ple initial experiments are carried out by users on-site, while  
more extensive follow-up experiments are carried out remotely  
by the RI operational staff. These hybrid models combine  

remote and physical access, enhancing the versatility of service 
delivery and potentially enriching the user experience.

Remote instrument control necessitates stringent security meas-
ures, including robust user authentication and authorization pro-
tocols, to protect critical RI equipment from external threats. 
This involves a comprehensive review of the facility’s security 
architecture. Users must be accurately authenticated to con-
firm their identity and authorized specifically for instruments  
they can access. Although RIs may be able to source Authenti-
cation and Authorization Infrastructure (AAI) solutions exter-
nally, e.g. as part of the European Open Science Cloud (EOSC) 
architecture, these solutions still require RI-specific techno-
logical implementations, such as effective user management 
systems. Additionally, since many of these solutions depend 
on external authentication sources like university accounts,  
alternative authentication methods must be developed for 
users outside academia or international researchers to ensure  
broad accessibility.

Remote instrument control relies on software to virtual-
ise instruments and provide user interfaces. In general, when 
instruments are fully controllable by software on-site, this 
situation can also be replicated offsite, although it requires  
adequate IT and network infrastructure at the user end to ensure  
sufficient resolution and speed. Instruments requiring physical  
interaction may necessitate modifications for full remote  
operability, impacting operator training requirements and neces-
sitating additional input from instrument manufacturers to  
adapt their products for remote use and prevent instrument  
damage from accidental remote misuse.

While a comparison of different software solutions for remote 
instrument control is not within the scope of this paper, key 
considerations include usability, cost and licensing mod-
els, and their ability to integrate the existing AAI solutions 
of the RI. As compatibility with proprietary software from  
instrument vendors must also be considered, these should be 
included in discussions with the RIs and the users about the 
technical, legal, and licensing implications in the context of  
remote user access to their instruments.

The transition to remote access introduces significant changes 
in user relationships with Research Infrastructures (RIs) 

Figure 1. Remote Access: interaction between the user (depicted in green) and the RI staff (blue). Example of the lifecycle of an 
experiment conducted via remote access, e.g. at a synchrotron or electron microscope, starting from the application of the researcher to 
use the RI and moving on to sample shipment, the actual measurements/experiments taking place to the management of the resulting data 
to which the user obtains access.
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and the data they generate. Remote access increases the  
distance – both physically and to a certain extend mentally –  
between the user and the RI, potentially transforming RI staff 
roles from collaborators and trainers to service providers. The 
users’ identification with the RI that they use is also likely 
reduced, with unclear impact on future RI engagement. This 
may affect the users’ understanding and relationship to the data 
that is gathered during the remote RI access, raising questions  
around not just data ownership, legal and ethical issues and 
intellectual property (IP), but also efficiency and data sharing/
reuse. These challenges underscore the specific and increased 
need to communication between the user and RI staff in the 
context of remote access, including to clarify concerns around 
IP, data accessibility and ownership, data FAIRification, and  
authorship or acknowledgment of RI facility staff in publications.

Summary Box. Remote Access

Identified issues:
-     �Increased staff effort and expertise: Necessary for 

sample handling, executing measurements, and providing 
technical support during remote sessions.

-     �Higher up-front efforts by RIs: Essential for developing 
remote protocols and enhancing user communication.

-     �Higher efforts for RI users: Users must invest significant 
effort in preparing samples for shipment and handling by 
RIs.

-     �Logistical and regulatory challenges with sample 
shipment: Shipping introduces complexities and potential 
delays.

-     �Enhanced cyber-security measures: Increased demands 
for robust user authentication and authorization to 
safeguard access.

-     �Instrumentation access requirements: Need for intuitive 
user interfaces and virtualization solutions, potentially 
impacting licensing models.

-     �Elevated training needs: Both users and RI operators 
require more training to adapt to remote access 
technologies.

-     �Networking and collaboration efforts: Additional effort 
is required to mimic the collaborative environment of 
physical RI access.

Recommendations for RI management, funders, and 
policy makers:
-     �Acknowledge increased operational efforts: Recognize 

that remote access demands more significant operational 
efforts from RIs compared to traditional physical access. This 
should be factored into managerial and funding strategies 
at institutional, national, and European levels.

-     �Establish a unified regulatory framework for shipping 
scientific samples: Advocate for a cohesive European 
regulatory framework for the shipment of scientific samples, 
engaging intergovernmental groups to ease global sample 
transportation.

-     �Adopt best practices for remote instrument control: 
Encourage the development and adoption of best 
practices tailored to the specific technological needs and 
requirements of RIs for remote instrument control.

-     �Enhance training programs: Implement comprehensive 
training programs for both RI staff and users to navigate the 
complexities of remote access and ensure the effective use 
of remote instruments.

-     �Invest in cybersecurity: Prioritize investments in 
cybersecurity measures to protect sensitive data and 
infrastructure, ensuring secure and reliable remote access.

-     �Facilitate collaboration and networking: Develop 
platforms and tools that foster collaboration and networking 
among remote users, aiming to replicate the interactive and 
communal aspects of physical RIs.

-     �Monitor and evaluate remote access impact: 
Continuously monitor and evaluate the impact of remote 
access on research quality and user engagement, using 
these insights to inform future enhancements.

Virtual access
Virtual access (Figure 2), a common access model in the 
Social Sciences and Humanities RIs, but also applied in many 
other RI domains, shares characteristics of remote access 

Figure 2. Virtual Access: interaction between the user (depicted in green) and the RI staff (blue). Example of typical elements of 
virtual access e.g. to data bases, starting from the registration of the researcher, which may require complex verification of ID and affiliation 
especially in case of access to sensitive data, and moving to data acquisition and curation of the data to which the user obtains access.
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and may face similar challenges, but often at a higher scale: 
the standardisation of data management plans and metadata 
standards across different facilities in distributed RIs, data  
FAIRification (i.e. making data findable, accessible, interoper-
able, reusable), high demands on cyber-security, and the shar-
ing of large data volumes, which requires robust high-bandwidth  
connections and/or temporary data storage solutions, or in other 
cases the legal restrictions on data movements for sensitive  
data.

In contrast to physical and remote access, virtual access does 
not necessarily involve a selection of projects or users. Subject 
to legal constraints (see below), data objects can be down-
loaded freely and as often as required. Tracking and accounting 
for the usage of provided resources is a common challenge in 
RIs, but this particular model of virtual access where data 
resources are openly and widely shared, amplifies this issue. 
Internet protocol (IP) tracking, persistent identifiers for data 
objects, and mandatory user accounts may provide partial  
solutions, but they need to be adopted in agreement with 
the respective user communities. In the context of software  
development for virtual infrastructures, the source of the  
funding and sustainability models are unclear, posing obstacles  
to innovation.

Data provided through virtual access is usually categorised 
by its granularity, whether it allows identification of personal 
data, or whether intellectual property (IP) rights and propri-
etary data resources are linked to the data set. Higher levels 
of personal or proprietary data in a dataset typically neces-
sitates tighter access controls and regulations. RIs need to  
provide the means for user access in accordance with these  
regulations and they need to safeguard the data against misuse,  
theft, or unauthorised access13.

Legal frameworks such as the General Data Protection Regula-
tion and national regulations on the sharing of health-related 
data may significantly affect cross-border data access and  
sharing. The concerted action of national funders and the  
European Commission to fight the Covid-19 pandemic triggered 
a surge in collaborative research projects, which often faced  
significant challenges brought about by a fragmented regula-
tory environment for data sharing14. In the context of providing 
sensitive data to the EOSC, communities have developed  
specifications and frameworks to address the challenges asso-
ciated with data sharing and access, particularly regarding  
ethical and legal considerations15,16.

Summary Box. Virtual access

Identified issues:
-     �Standardization needs: There’s a pressing need for 

uniform data management plans and metadata protocols

       �across distributed facilities to ensure consistency and 
interoperability.

-     �Usage tracking difficulties: Tracking the usage of digital 
objects presents significant challenges, complicating the 
assessment of data impact and utility.

-     �Regulatory constraints: National and European 
regulations on personal and sensitive data sharing pose 
obstacles to cross-border data access, requiring careful 
navigation.

-     �Cybersecurity requirements: The safeguarding of 
sensitive data necessitates advanced cyber-security 
measures, alongside rigorous user authentication and 
authorization protocols.

Recommendations for RI management, funders, and 
policy makers:

-     �Upgrade IT infrastructure and leverage cloud-based 
solutions: Invest in robust and scalable IT infrastructure to 
support high-quality remote and virtual access, including 
high-speed internet, secure servers, and advanced 
software tools. Cloud-based solutions for data storage and 
processing enhance accessibility and collaboration across 
different geographical locations.

-     �Acknowledge the efforts of research data 
management: Setting up appropriate research 
data management involves procedure definitions, IT 
infrastructure operation, personnel sustainability and 
physical infrastructures usage and requires interactions 
between scientists, IT experts, data managers, lawyers and 
other key professionals.

-     �Standardise data management and metadata: 
Implement uniform Data Management Plan (DMP) 
templates and metadata standards enhancing machine 
readability to support automated processing and integration 
across diverse RIs.

-     �Enhance digital object usage tracking: Advocate for the 
adoption of Persistent Identifiers (PIDs) at all levels, utilizing 
analytics tools and software that seamlessly integrate 
with current databases and platforms, thus ensuring 
data providers receive due credit and feedback for their 
contributions.

-     �Tackle regulatory challenges in data sharing: Develop 
strategies to navigate the complex landscape of national 
and European regulations affecting cross-border data 
sharing, facilitating easier access while ensuring compliance.

-     �Enhance cybersecurity and data access controls: 
Strengthen cybersecurity measures and refine data access 
protocols to protect sensitive information and maintain data 
integrity.

-     �Expand capacity and awareness: Launch initiatives aimed 
at building capacity and enhancing awareness around data 
management, cybersecurity, and the ethical implications of 
data sharing to foster a more informed and secure research 
environment.
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Figure 3. Remote training: interaction between the user (depicted in green) and the RI staff (blue) Example of typical elements 
of virtual training.

Remote training of RI users and RI staff
The provision of training for users and staff of RIs is a very 
important part of RI activities for all access types. RIs often 
include complex and specialised equipment, software, data, 
and facilities. Training ensures that RI staff and users know 
how to operate these resources efficiently and make the best use 
of them. RI operation may also involve hazardous materials,  
powerful instruments, or sensitive data, requiring training to 
ensure that staff and users are aware of the safety protocols, 
security measures, and ethical considerations involved. It helps 
to avoid unnecessary errors, reduce downtime, and optimise the 
use of expensive and valuable equipment. Training provided 
by RIs improves users’ skills and knowledge and enables them 
to conduct high-quality experiments and data analysis. Prop-
erly trained users are more likely to produce reliable and repro-
ducible results, and training received in the context of RI user 
access can be often applied in other contexts in the users own  
research.

Remote training in RIs (Figure 3) was already gaining traction 
prior to the pandemic restrictions, due to its obvious  
advantages: increased accessibility and flexibility, reach 
and inclusivity as participants can attend from anywhere, 
increased cost efficiency as travel and accommodation costs are  
saved for providers and participants, recording of training 
sessions allowing asynchronous learning when training mate-
rial can be reused and revisited for consolidation and future  
reference, and the resulting consistent training content ensures  
that all participants receive the same information.

Remote training has, however, also several disadvantages that 
need to be carefully balanced against the benefits: on-site RI 
access automatically comes with hands-on experience and 
training on usage of instruments or technology. Such hands-
on training for physical processes is obviously difficult to 
near impossible to fully replicate remotely. In remote training,  
opportunities for immediate feedback and spontaneous discus-
sion are limited if not explicitly incorporated into the training 
programme. In addition, participants may be distracted in their 

own environment, which affects engagement, and time-zone  
differences may complicate scheduling.

Remote training generally requires an adapted skill set of the 
trainers who need to cope with the limitations of indirect inter-
activity. In addition, training materials need to be adapted 
to the remote situation and refined and classified for find-
ability. Materials of high granularity require an ontology that  
provides means of navigation for reuse of the material. Aside  
from ontologies, data containers including the content and meta-
data, are required. Access to learning material may require 
the creation of user accounts and the application of online 
learning platform solutions. Overall, remote training can be 
highly effective, but to be so requires a mindset shift to often  
unfamiliar event programming and teaching methods, as well 
as a shift in the preparatory burden compared to in-person  
training, with higher logistics requirements.

The effectiveness of training remotely vs. in-person also 
depends on the career-stage of the person being trained. Par-
ticularly for early career researchers or those new to a particular 
RI, in-person user training provides a supportive environment 
to gain hands-on experience and build collaborative networks  
that are difficult to replicate in remote training. Someone 
already working with a particular technology or in a certain RI  
can likely benefit from either in-person or remote learning. 
This holds true not just for remote training, but also for remote 
access, which is likely to be more efficient and beneficial for  
experienced or well-trained users.

Hybrid training solutions may provide some of the advan-
tages of both in-person and remote training, but they may also 
be significantly more costly than solely in-person or solely  
online events (up to three times the costs, including staff  
effort, compared to in-person) and place special requirements  
on the venues. Therefore, RIs need to consider whether the 
potentially small increases in attendance are worth the increased 
investment or how hybrid events can be developed to be equally 
engaging for online audiences. In addition, considerations  
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on how to produce more long-lasting online training material  
from hybrid events are needed.

Summary Box. Remote Training

Identified issues:
-     �Enhanced accessibility and flexibility: Remote and 

hybrid models significantly expand access and inclusivity but 
introduce complexities in engagement and experience.

-     �Cost efficiency vs. increased costs for hybrid models: 
While remote training reduces travel costs, hybrid solutions 
may inadvertently raise overall expenses.

-     �Asynchronous learning opportunities: Recorded 
sessions enhance learning flexibility but may diminish the 
immediacy of interaction.

-     �Reduced practical experience: The lack of hands-on 
experience in remote settings limits experiential learning.

-     �Diminished personal interaction: Limited face-to-face 
engagement affects networking and personal connection 
opportunities.

-     �Need for specialised trainer skills: Adapting to remote 
formats requires trainers to develop new competencies.

-     �Technical requirements for access: Ensuring seamless 
access to training materials and platforms is crucial.

Recommendations for RI management, funders, and 
policy makers:
-     �Optimise remote training plans: Incorporate extended 

breaks, dedicated networking sessions, and interactive tools 
to mimic in-person engagement.

-     �Enhance virtual training materials: Annotate materials 
clearly and adhere to FAIR principles for broader accessibility 
and usability.

-     �Strategically plan hybrid trainings: Address technical 
needs meticulously and design sessions to benefit both in-
person and remote participants effectively.

-     �Foster community through digital platforms: Utilise 
forums, social media, and interactive platforms to build a 
sense of community and facilitate networking.

-     �Professional development for trainers: Offer training 
and resources to help trainers excel in remote and hybrid 
environments.

-     �Evaluate and iterate: Regularly assess the effectiveness of 
training methods and materials, incorporating feedback to 
continuously improve the training experience.

Further considerations on operational 
requirements and efficiency of remote and virtual 
access
As outlined in earlier sections, providing remote and virtual 
access, along with training, can bring great advantages for 
both the RIs and their users, but it also significantly increases 
the operational demands on RIs. This includes an escalation in 
both efforts required from RI personnel, as well as heightened  
requirements for operational systems and processes to meet  
these advanced service expectations.

The drive towards remote and virtual access however also inter-
sects with other trends, such as developments towards auto-
mation in large facilities, which make remote access easier. 

In addition, most systems and processes developed for remote 
working can also be helpful in a non-remote context, such 
as allowing RI staff to remotely check in on instruments  
running 24/7 without having to be at the machine.

Remote and virtual access may pose increased hurdles for RI 
users, which need to be addressed by clear procedures, com-
munication and user training offers. The absence of direct inter-
actions could shift the dynamic from collaborative research  
partnerships to a more service-oriented relationship, impacting  
the collaborative essence of RIs. Proper acknowledgement of 
RI services in user publications or joint publications could be a  
partial remedy, but mandatory requirements are difficult to 
police for the RIs. The lack of direct user interactions may also  
impact the role Rls play in science diplomacy, where they are 
places for collaboration, exchange, and for meeting of research-
ers from many different countries and backgrounds. This often- 
unseen aspect of in-person Rl usage is important in the current  
global situation and is lost in remote access.

Discussions within the eRImote project revealed mixed impacts 
of adopting remote and virtual access on RIs’ operational  
efficiency. While in some cases RIs reported enhanced  
efficiency, others saw a decline as compared to the in-person 
access, underscoring the variable outcomes of transitioning to 
these access models1. The effects vary, based on the service 
offer of the RI, how standardised the experimental processes and  
samples are, and how much user input is needed on experimental  
fine-tuning. These variations make it difficult to assess the  
overall impact of remote access on RI operational efficiency 
without much more detailed exploration than was possible  
in the context of eRImote.

This is a critical point, since in resource-intensive scientific instru-
mentation such as neutron sources NMR or MRI machines, or 
synchrotrons, small decreases in operational efficiency may eas-
ily offset any decrease in the carbon-footprint due to reduced 
travel. The growing energy-consumption impact of large-scale 
data also has to be taken into account in any considerations of 
environmental impact of user access. With increasingly large 
datasets and compute-intense analysis methods (ML/AI), efforts 
to reduce environmental impact may be more impactfully tar-
getted at questions of reducing data movements while maintain-
ing accessibility and reusing of pre-trained Al models, than the 
comparatively small environmental impact of travel to RI sites. 
More work is needed to assess the overall environmental impact 
of increasing remote access to RI services, also considering the  
environmental impacts of purchasing and running new equip-
ment when such equipment is already available through  
existing research infrastructures, even when effective use of  
such equipment would require physical access.

R

1 See e.g. the case of ISIS, UK, described by Robert McGreevy at the 
eRImote Workshop on Remote training for RI users and staff & User  
interactions and networking in remote/digital service provision, 21/22  
Sep 2022 (YouTube)
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Such work would ideally aim to pave the way towards a com-
monly agreed specific methodology to measure the environ-
mental impact of research infrastructures. In order to compare 
remote to onsite, clarity is needed on whether to consider only 
the CO

2
-footprint or also other greenhouse gases, but also on  

which parameters should be used for comparison, the meth-
odology, the considered scope, and assumptions about current  
and future CO

2
 intensity e.g. of electrical power. The R-NMR 

project has gathered comprehensive information from the  
European NMR community, which serves as a highly informa-
tive case study on the relative environmental impacts of travel  
and instrument usage for this type of specialised facilities17.

eRImote recommendations for facilitating remote 
and virtual access to research infrastructures, 
including remote training

1.   �Budgeting for and funding of remote access: Remote 
access provision usually comes with increased opera-
tional costs and training requirements that need to be 
considered by the RIs themselves when developing 
their service provision plans, but also by funders when  
including remote and virtual access into RI access  
programmes. In particular the national RI funding 
schemes need to take into account that remote access 
potentially extends the geographical reach of RIs  
service provision beyond national borders.

2.   �Fostering collaboration and best practises: There 
is a continuing need to strengthen collaboration and 
sharing of best practices among Rls to enhance the  
efficiency and effectiveness of remote access provision.

3.   �Developing a unified regulatory framework: There 
is a need for the creation of a unified European regula-
tory framework for the shipment of scientific samples.  
Intergovernmental working groups should be involved  
to simplify sample shipment between continents.

4.   �Managing user relationship changes: RIs need to 
take into account that remote and virtual access can 
affect user relationships. Their perception of the RI may 
shift from scientific collaboration to service provision,  
with a related change in user expectations and how 
they value the RI contributions. This can best be miti-
gated by actively involving RI user communities when  
implementing remote and virtual access models.

5.   �Conducting structured assessments: Structured assess-
ment of the impact of remote and virtual access on RI 
operational efficiency and the related environmental  
consequences are required.

6.   �Balancing access models: Remote and virtual access 
should not be seen as a ‘silver bullet’. There are  
wide reaching consequences of adopting remote 
access to RI and the larger the divergence compared to  
pre-pandemic arrangements, the larger the potential 
for unexpected and unwanted impacts. This also means 
that RI policy should not automatically pursue further  
remote and virtual access in all contexts. A balance  
between possible RI access options needs to be  
maintained and each RI can best judge what is the 
most effective and requested combination of applied  
access models in their case.

7.   �Adapting data sharing policies: In light of a changing 
global context, data sharing policies may need to  
be adapted, emphasising scientific exchanges and  
collaborations with third countries on the basis of shared  
values. In this context, research policy needs to provide  
clear guidelines for the RIs, particularly on the  
limitations and restrictions imposed by this value-based  
approach to data sharing.

Ethics and consent
Ethical approval and consent were not required.

Data availability
No data are associated with this article.

Reporting guidelines
The views expressed in this article are those of the author(s). 
Publication in [platform name] does not imply endorsement  
by [funder name].

Acknowledgements
This paper received input from many sources. We would like  
to thank all presenters, panelists and participants in our eRImote  
Workshops, all experts participating in the eRImote Expert  
Groups, the eRImote Use Case participants, and all our stakeholders  
that took the time and effort to participate in our surveys or  
provided documents for the eRImote Information Platform. 
Vladimir Ghukasyan, Veronique Halloin, Christian Renner 
and Richard Welpton shared their expertise and insights in our  
interviews. The comments from the three reviewers and from  
several stakeholders helped to significantly improve the first  
version of the paper. The figures were designed by Núria Altimir. 
Our final thanks got to the members of the eRImote Scientific  
Advisory Board (Libby Bishop, Teng-Leong Chew, Kostas 
Glinos, María Natalia Lisa, Benoit Pirenne, Moniek Tromp) who  
provided invaluable guidance for our interdisplinary endeavour.

References

1.	 European Strategy Forum on Research Infrastructures: ESFRI glossary - 
Research Infrastructures.  
Reference Source

2.	 eRImote Project Report: Preliminary overview of RI access provision 
changes during the pandemic. 2023.  
Reference Source

Page 11 of 18

Open Research Europe 2025, 4:152 Last updated: 16 MAY 2025

https://www.esfri.eu/glossary
https://zenodo.org/records/7417301


3.	 European Strategy Forum on Research Infrastructures: ESFRI Report on access 
to research infrastructures and charter on access to RIs. Zenodo. 2024.  
Reference Source

4.	 eRImote Consortium: eRImote project website - home. 2022.  
Reference Source

5.	 Galeott M, Tegas V: eRImote WP4 D4.2 remote access use case report (1.0). 
Zenodo. 2024.  
Publisher Full Text 

6.	 European Commission Directorate-General for Research and Innovation: 
European charter of access for research infrastructures – principles and 
guidelines for access and related services. Publications Office.  
Publisher Full Text 

7.	 ESFRI: ESFRI white paper - making science happen - a new ambition for 
research infrastructures in the European research area. 2020.  
Reference Source

8.	 ESFRI Report: Access to research infrastructures and charter on access to 
RIs. 2023.  
Reference Source

9.	 Cartwright HN, Hobson CM, Chew TL, et al.: The challenges and opportunities 
of open-access microscopy facilities. J Microsc. 2024; 294(3): 386–396. 
PubMed Abstract | Publisher Full Text 

10.	 Schweigreiter R, Cawthorne C, Lippens S, et al.: Collaborating by courier, 
imaging by mail. EMBO Rep. 2019; 21(1): e49755.  
PubMed Abstract | Publisher Full Text | Free Full Text 

11.	 Mc Carthy J, Chebre A, Blasetti C: Report on mail-in sample handling 
procedures at LEAPS. 2022.  
Reference Source

12.	 EU-LAC: Latin America and Caribbean structural biology landscape analysis 
report. 2022.  
Reference Source

13.	 Lichtwardt B, Woollard M, Wiltshire D, et al.: Setting up a secure remote 
connection between two trusted research environments. 2022.  
Reference Source

14.	 Taconelli E, Gorska A, Carrara E, et al.: Challenges of data sharing in European 
COVID-19 projects: a learning opportunity for advancing pandemic 
preparedness and response. Lancet Reg Health Eur. 2022; 21: 100467.  
PubMed Abstract | Publisher Full Text | Free Full Text 

15.	 Boiten JW, Ohmann C, Adeniran A, et al.: EOSC-Life guidance and policy on 
standards and tools to facilitate sharing and reuse of multimodal data 
(including imaging), cohort integration, and biosamples. 2021.  
Reference Source

16.	 Bishop L, Broeder D, van den Heuvel H, et al.: White paper on remote access 
to sensitive data in the social sciences and humanities: 2021 and beyond. 
2021.  
Publisher Full Text

17.	 R-NMR Consortium: Remote-NMR landscape including table of criticalities. 
Appendix 4: Monitoring the Carbon Footprint.  
Reference Source

Page 12 of 18

Open Research Europe 2025, 4:152 Last updated: 16 MAY 2025

https://zenodo.org/records/10555986
https://erimote.eu/home
http://dx.doi.org/10.5281/zenodo.14235482
http://dx.doi.org/10.2777/524573
https://www.esfri.eu/sites/default/files/White_paper_ESFRI-final.pdf
https://zenodo.org/records/10555986
http://www.ncbi.nlm.nih.gov/pubmed/36779652
http://dx.doi.org/10.1111/jmi.13176
http://www.ncbi.nlm.nih.gov/pubmed/31840417
http://dx.doi.org/10.15252/embr.201949755
http://www.ncbi.nlm.nih.gov/pmc/articles/6945055
https://erimote.eu/documents?id=2064#19a61ddb-4398-4cc8-a572-855150ce6813
https://zenodo.org/records/7260779
https://erimote.eu/documents?id=2259#e74d80b6-34c7-42b7-b1af-a81cba760472
http://www.ncbi.nlm.nih.gov/pubmed/35942201
http://dx.doi.org/10.1016/j.lanepe.2022.100467
http://www.ncbi.nlm.nih.gov/pmc/articles/9351292
https://zenodo.org/records/4591011
http://dx.doi.org/10.5281/zenodo.6719121
https://r-nmr.eu/wp-content/uploads/2024/01/d2.2-remotenmrlandscape.pdf


Open Peer Review
Current Peer Review Status:    

Version 1

Reviewer Report 30 August 2024

https://doi.org/10.21956/openreseurope.19478.r42486

© 2024 Bailo D. This is an open access peer review report distributed under the terms of the Creative Commons 
Attribution License, which permits unrestricted use, distribution, and reproduction in any medium, provided the 
original work is properly cited.

Daniele Bailo   
1 Istituto Nazionale di Geofisica e Vulcanologia, Roma, Italy 
2 EPOS ERIC, Rome, Italy 
3 Istituto Nazionale di Geofisica e Vulcanologia, Roma, Italy 
4 EPOS ERIC, Rome, Italy 

The open letter, in outlining the findings of the eRImote project (European Research 
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The reasoning behind the Open Letter is clearly presented, offering a thorough 
understanding of the current challenges and the letter's intent.

○

The letter is written in a clear, understandable and accessible language.○

The scope of the letter is wide, as it aims to address all research infrastructures. Therefore, 
all RIs can find relevant elements or lessons for the set-up, operation and maintenance of 
their frameworks (spanning from IT, to governance and sustainability dimensions).

○
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○

Open Research Europe

 
Page 13 of 18

Open Research Europe 2025, 4:152 Last updated: 16 MAY 2025

https://doi.org/10.21956/openreseurope.19478.r42486
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
http://orcid.org/0000-0003-0695-4406


pointing to relevant resources in literature. (e.g., considering the interactions between 
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concepts. In particular, when it comes to recommendations, having pointers to relevant 
material would help readers from RIs to understand how to implement recommendations.
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The language used is accessible, making the content understandable to a broad audience.○

Recommendations and next steps are clearly outlined, providing actionable guidance for 
the research community.

○

The following recommendations could be added to the recommendations for facilitating remote 
and virtual access to research infrastructures:

Upgrading IT infrastructure: Investing in robust and scalable IT infrastructure to support 
high-quality remote and virtual access, including high-speed internet, secure servers, and 
advanced software tools.

○

Cybersecurity measures: Implementing strong cybersecurity measures to protect against 
data breaches and cyber-attacks, ensuring the integrity and confidentiality of research data.

○

Cloud-based solutions: Leveraging cloud-based solutions for data storage and processing 
to enhance accessibility and collaboration across different geographical locations.

○

These topics emphasize the importance of having a solid digital foundation to support remote and 
virtual access, ensuring that the infrastructure can handle the demands of modern research 
activities.
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The open letter presents the findings of a study pertaining to remote and virtual access to 
research infrastructures. The letter format primarily highlights the recommendations and initiate 
discussions on the issues and challenges addressed. The rationale is clear enough – but may not 
be for everyone because ‘research infrastructure’ refers to a very wide range of facilities, 
equipment, platforms, resources, and services. It can mean very many different things for 
researchers working in different fields. It is ambitious to cover all knowledge fields but the 
significance is somewhat lost when the concepts and examples are rather abstract. The piece 
would be more useful if specific, if hypothetical, cases are discussed to illustrate the processes by 
which remote and virtual access can facilitate research, and the potential challenges. The ambition 
of a pan-disciplinary approach to address every research area risks talking to no one in particular 
at all. 
 
Since the open letter is based on the findings of a project, the data collection and analysis are not 
included in this piece. This should be clearly stated – and some information about the study 
should be provided so that the open letter can be read in context. The list of references is rather 
slim, and some claims can/should be supported by citing relevant sources, for example, 
regulations regarding the sharing of information, i.e. national security, classification, export 
controls. There is a substantial body of literature about data repositories and their standards and 
guidelines. 
 
Further comments 
1) It is fine to use ‘research infrastructure’ as an abstract term for the open letter, but a more 
elaborated description should be used in the section ‘remote access’ which seems to be based on 
certain scenarios that are discipline-specific. Concrete examples are necessary as not every reader 
is familiar with or has the same imaginary of ‘sample’ and what does remote access actually mean 
in practice. 
 
2) Virtual access is considered as ‘a common access model in the Social Sciences and Humanities 
RIs’ seems to overlook open data has been advocated for every research area. For example, 
computer scientists share their data and codes on platforms such as GitHub. The shortcoming of 
the section is again the generality it attempts to achieve, however the abstraction and lack of 
granularity make the recommendations remotely convincing. 
 
3)The section ‘Remote training of RI users and RI staff’ discusses ‘trained users’ however it is 
unclear as to what the term refers to and what the criteria are. 
 
4) The ownership and management of research infrastructure have not been addressed. It is an 
important issue as to how the costs of remote and virtual access would be accounted for? How 
would the access to facilities, databases, and training be granted? In other words, are there 
potential issues regarding membership and/or the establishment of consortia that may counter 
the ideal of democratizing science?
 
Is the rationale for the Open Letter provided in sufficient detail? (Please consider whether 
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existing challenges in the field are outlined clearly and whether the purpose of the letter is 
explained)
Partly

Does the article adequately reference differing views and opinions?
Partly

Are all factual statements correct, and are statements and arguments made adequately 
supported by citations?
Partly

Is the Open Letter written in accessible language? (Please consider whether all subject-
specific terms, concepts and abbreviations are explained)
Partly

Where applicable, are recommendations and next steps explained clearly for others to 
follow? (Please consider whether others in the research community would be able to 
implement guidelines or recommendations and/or constructively engage in the debate)
Yes
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I confirm that I have read this submission and believe that I have an appropriate level of 
expertise to confirm that it is of an acceptable scientific standard, however I have 
significant reservations, as outlined above.

Open Research Europe

 
Page 18 of 18

Open Research Europe 2025, 4:152 Last updated: 16 MAY 2025


