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Abstract 
It has been about a century since the discovery of the first antibiotic, and during this period, several antibiotics were pro-
duced and marketed. The production of high-potency antibiotics against infections led to victories, but these victories were 
temporary. Overuse and misuse of antibiotics have continued to the point that humanity today is almost helpless in the 
fight against infection. Researchers have predicted that by the middle of the new century, there will be a dark period after 
the production of antibiotics that doctors will encounter antibiotic-resistant infections for which there is no cure. Accord-
ingly, researchers are looking for new materials with antimicrobial properties that will strengthen their ammunition to fight 
antibiotic-resistant infections. One of the most important alternatives to antibiotics introduced in the last three decades is 
antimicrobial peptides (AMPs), which affect a wide range of microbes. Due to their different antimicrobial properties from 
antibiotics, AMPs can fight and kill MDR, XDR, and colistin-resistant bacteria through a variety of mechanisms. Therefore, 
in this study, we intend to use the latest studies to give a complete description of AMPs, the importance of colistin-resistant 
bacteria, and their resistance mechanisms, and represent impact of AMPs on colistin-resistant bacteria.

Key points
• AMPs as limited options to kill colistin-resistant bacteria.
• Challenge of antibiotics resistance, colistin resistance, and mechanisms.
• What is AMPs in the war with colistin-resistant bacteria?
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Introduction

It is a bitter scenario that the misuse and overuse of antibi-
otics has caused bacteria to become resistant very quickly 
in a short period of time, and humans are now in the age 
of multidrug-resistant (MDR), extensively drug-resist-
ant (XDR), and drug-resistant (PDR) bacterial infectious 

diseases. It is very difficult for researchers and physicians to 
accept that modern-day humanity is likely to face the pre-
antibiotic era and the era of antibiotics is coming to an end 
(Napier et al. 2013; Moghadam et al. 2020b). Today, high 
resistance antibiotics infections besides the treatment chal-
lenge in clinics are responsible for long hospital stays, high 
patient mortality, and increased health care costs (Shariati 
et al. 2020; Shahbandeh et al. 2020). If the life-threaten-
ing process of patients is preceded by antibiotic resistance 
without appropriate countermeasures, it can pose great 
challenges in performing many medical and surgical pro-
cedures as in the pre-antibiotic era. On the other hand, in 
these conditions, the possibility of death due to secondary 
infections of superbugs after COVID-19 (Coronavirus dis-
ease 2019) and influenza becomes more challenging than 
before (Lewies et al. 2019; Moghadam et al. 2021c; Dousari 
et al. 2020). In recent decades, with the emergence of high 
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rates of infections caused by MDR and XDR bacteria, doc-
tors have inevitably taken refuge in highly toxic antibiotics 
such as colistin, but recently resistance to these end-of-line 
antibiotics has also increased (Mousavi et al. 2021). One of 
the inevitable factors that has coincided with the crisis of 
antibiotic resistance is the production of new antibiotics, 
which has reached a dead end in recent years. At a glance, 
we can see that more than 50 new antimicrobial drug pro-
duction programs were implemented to control infectious 
diseases between 1980 and 2000, but there have been less 
than 15 cases over the past decade (2013). Antibiotics do not 
generate good revenue compared to other drugs because they 
are only prescribed for short-term use and there is currently 
little incentive to invest in new antibiotics. However, if new 
antibiotics are developed, they will probably be used spar-
ingly to maintain their effectiveness in the first few years, 
consequently the initial return will be small on the invest-
ment. Therefore, in this situation, humanity is facing a stub-
born battle against antibiotic resistance as a serious threat 
to the effective treatment of infectious diseases, in which 
survival and victory in this battle requires the development 
of new strategies to target the weak point of resistance (Lew-
ies et al. 2019; Kiaei et al. 2019; Chegini et al. 2020; Mogh-
adam et al. 2020c; Sadeghi Dosari et al. 2016). Among the 
new strategies proposed by the researchers, antimicrobial 
peptides (AMPs) have been shown to be able to target the 
weaknesses of antibiotic resistance mechanisms. AMPs can 
not only strengthen humanity’s ability to withstand antibiotic 
resistance, but also have the potential to be an alternative to 
antibiotics, both in terms of treatment and prevention (Fox 
2013; Hancock and Sahl 2006). Accordingly, in this context, 
we review some of the most promising data on the effect of 
antimicrobial peptides against colistin-resistant bacteria as 
bacteria resistant to last resort antibiotics to reframe efforts 
on the advances of AMPs toward clinical development.

Challenge of antibiotics resistance

Going back to about a century ago, one can concluded from 
the history of antibiotic production that after the discovery 
of penicillin in 1928, a strange development occurred in the 
production of a range of antibiotics and has revolutionized 
modern health care. Thus, the emergence of antibiotics as a 
ruthless weapon against common bacterial infections such 
as tuberculosis and pneumonia was effectively treated. Thus, 
antibiotics were not only responsible for the drastic reduc-
tion in mortality, but also formed the basis of the greatest 
advances in surgery and medicine in the twentieth century 
(Fleming 1929; Read and Woods 2014). It is a worrying fact 
that the successful use of antibiotics has made these drugs 
more of a lucrative commodity and therefore not reason-
ably managed as a valuable resource. Therefore, researchers 

and doctors encountered a huge flood of antibiotic resist-
ance among many bacteria (Read and Woods 2014). It is 
predicted that by 2050, the outbreak of infectious diseases 
which are resistant to all antibiotics will devastate many 
other countries besides the USA, and an epidemic event sim-
ilar to 1918, when the flu went hand in hand and devastated 
countries. At that time, the available antibiotics will not be 
able to fight infectious diseases, thus quarantining infected 
people to minimize infectious diseases, but millions of peo-
ple die every year. In addition to the resurgence of previously 
treatable infectious diseases, a number of antibiotic-resistant 
microorganisms will become biological weapons, and sev-
eral countries will fall victim to bioterrorism agents. This is 
not a portrayal of a Hollywood movie, but a bitter concept 
predicted by recent reports of antibiotic resistance (Lewies 
et al. 2019; O’Neill 2016; Shariati et al. 2019). Currently, 
humanity has entered the second dark age of post-antibiotic, 
an era in which besides humans have faced again with micro-
bial diseases, these diseases also are resistant (Lewies et al. 
2019). These resistances are not just the current characteris-
tics of bacteria, but microorganisms that have adapted to the 
harsh environmental conditions for millions of years (Read 
and Woods 2014). It is noteworthy that bacteria inherit dif-
ferent genes from previous generations and easily pass them 
on to the next generation. Surprisingly, bacteria are one of 
the few organisms on Earth that have the potential to trans-
mit genetic material and antibiotic resistance to other bac-
teria through horizontal gene transfer (Moradi et al. 2016; 
Taati Moghadam et al. 2016; Mohebi et al. 2016). In this 
case, the resistance is easily transmitted in bacterial com-
munities and as well as mutation-inducing SOS response to 
certain environmental stressors gives these microorganisms 
an evolutionary counter to antibiotics, resulting in besides 
resistant genes, mutations able infer antibiotic resistance via 
various mechanisms such as (1) decreasing antibiotic drug 
uptake (preventing drug penetration of the outer and/or cyto-
plasmic membrane), (2) modifying the antimicrobial target 
(for example producing enzymes that inactivate the anti-
biotic), (3) universal changes in central biochemical path-
ways (evolutionary adapted mechanisms), and (4) activation 
of efflux mechanisms (active removal of antibiotics) (Cirz 
et al. 2005; Munita and Arias 2016). As a result, resistance 
to antimicrobials is so high today that it typically kills 10 
million patients worldwide each year, highlighting isolates 
with high resistance to key antibiotics such as MDR, XDR, 
and PDR (Schwarz and Johnson 2016; Moghadam et al. 
2021b, 2020a). It is estimated that MDR and XDR bacteria 
increase not only patient mortality and morbidity, but also 
the cost of medical care for patients in which the economic 
burden on health care by antibiotic resistance is estimated 
at 30 to 100 $ billion annually (Sileshi et al. 2016; Inchai 
et al. 2015). Thus, to treat these highly resistant bacteria, 
more toxic antibiotics such as colistin are used as the last 
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available weapons. Unfortunately, a worrying rate of colistin 
resistance infections is reported to cause 25 to 71% mortal-
ity due to severe infections caused by these isolates concern 
(Moubareck et al. 2018; Menekşe et al. 2019). At present, 
the impact of antibiotic resistance in various areas of daily 
life, especially in medicine and the heavy economic burden 
on countries, is felt. The inability to cope with the onslaught 
of resistant bacterial infections is growing by the day, and 
suitable alternatives are becoming more vital every day.

Colistin resistance and mechanisms

Colistin was first introduced as an antibiotic almost eight 
decades ago but due to the high side effects in patients and 
the discovery of less toxic antibiotics, doctors did not pre-
scribe it for many years. Today, the emergence of a high rate 
of antibiotic resistance in bacteria such as MDR and XDR 
led to re-prescribe of colistin because of the lack of effi-
ciency of other antibiotics (Moghadam et al.). Colistin is 
used as one of the main monotherapy-coping routes with 
MDR and XDR bacteria which are isolated from nosocomial 
infections and it has yet a good function on Gram-negative 
antibiotic resistance in despite of it has high side effects 
(Poulikakos et al. 2014). It was reported that nephrotoxicity 
(varies from 6 to 58%) was the common side effect after 
intravenous administration of colistin in infectious patients. 
Patients with abnormal kidney disease usually have a higher 
rate of nephrotoxicity (27–58%) than individuals with nor-
mal renal function (about 10% of cases) (Tigen et al. 2013; 
Falagas et al. 2010a). Irregular prescription of colistin in 
livestock in different areas of the world has gradually been 
responsible for the advent of transferable colistin-resistant 
bacteria from animals to humans through food. The use of 
colistin in livestock was interdicted with a significant 
increase in resistance in order to prevent further emergence 
of resistance to this antibiotic, especially in developed coun-
tries (Gwida et al. 2014; García-Meniño et al. 2019). Previ-
ous literatures have announced five mode of action for colis-
tin such as (1) direct antibacterial activity of colistin which 
bind lipid A of LPS in the outer membrane (via electrostatic 
bonds) by its cationic diaminobutyric acid residues and 
resulting in cell lysis, (2) when colistin binds to LPS mole-
cules exhibits anti-endotoxin activity by prohibiting the 
function of lipid A endotoxin which leads inhibiting shock 
induction via liberation of interleukin-8 (IL-8) and tumor 
necrosis factor-alpha (TNF-α) (Ahmed et al. 2016; El-Sayed 
Ahmed et al. 2020), (3) vesicle-vesicle contact pathway is 
another mode of action of colistin which binds to anionic 
phospholipid vesicles after transiting to the outer membrane, 
leading the fusion of the inner leaflet of the outer membrane 
with the outer leaflet of the cytoplasmic membrane, eventu-
ally resulting in the loss of phospholipids and Gram-negative 

bacteria death, (4) colistin in hydroxyl radical death pathway 
releases reactive oxygen species (ROS) in which the pathway 
is prominent to the Fenton reaction, consequently occurs 
bacterial death by DNA, lipids, and proteins damaging, and 
(5) prohibition of respiratory enzymes is final mode of 
action of colistin when events antibacterial function by inter-
fering with fundamental respiratory enzymes (El-Sayed 
Ahmed et al. 2020). In addition to the severe side effects of 
colistin, the emergence of uncontrollable colistin resistance 
in bacteria has doubled the challenge of using it as last-line 
antibiotics for physicians. There has been report of colistin 
resistant in a wide range of Gram-negative isolates such as 
Klebsiella pneumoniae, Acinetobacter baumannii, Escheri-
chia coli, Salmonella enterica serovar Typhimurium, Aero-
monas spp., Pseudomonas aeruginosa, Enterobacter 
roggenkampii, Vibrio parahaemolyticus, Morganella mor-
ganii, Providencia spp., Burkholderia cepacia, Campylo-
bacter, Serratia marcescens, Proteus spp., Vibrio cholera, 
Brucella, Edwardsiella spp., Legionella, Chromobacterium, 
Neisseria spp., and Stenotrophomonas spp. worldwide, espe-
cially MDR and XDR isolates (El-Sayed Ahmed et al. 2020; 
Kaye et al. 2016; Falagas et al. 2010b; Moghadam et al.). 
Colistin resistance in Gram-negative bacteria usually 
appears by chromosomal mutations or transmissible plasmid 
genes. The mcr genes including mcr-1 to mcr-10 are trans-
missible plasmid genes that are able to distribute colistin 
resistance via horizontal transfer among bacteria (Gharaibeh 
and Shatnawi 2019; Wang et al. 2020; Sun et al. 2018). The 
plasmid-borne mcr gene has a fascinating mechanism which 
reported various plasmids such as IncF, IncY, IncP, IncI2, 
IncX4, IncHI2, and ColE10-like ones can harbor mcr genes 
in bacteria (Madec and Haenni 2018). The genes are 
expressed in products which transfer phosphoethanolamine 
debris to the key target of colistin (lipid moiety of LPS) and 
responsible for changing in the LPS of Gram-negative bac-
teria, resulting in attenuating the bacterial affinity to colistin. 
In addition to colistin, it has been confirmed that the mcr 
gene can be a factor in resistance to other antibiotics 
(Andersson et  al. 2016; Yang et  al. 2017). It has been 
reported that integration of mcr into the bacterial membrane 
and altering in lipid A via its enzymatic activity occur when 
there is a high expression of the mcr gene which is respon-
sible for alters in fitness, growth rate, and structural integrity 
of the outer membrane (Yang et al. 2017). Chromosomal 
mutation is another mechanism of colistin resistance which 
occurs in lipid A genes containing lpxA, lpxD, lpxO2, and 
lpxC, resulting in incomplete LPS. A high rate of resistance 
is occurs when the ISAba11 sequence is inserted within the 
LPS synthesis genes such as lpxC and lpxA because bacteria 
lose the potential of LPS production (Moffatt et al. 2011; 
Sherry and Howden 2018). Thus, this leads to a lack of LPS 
in bacteria and consequently a negative charge on Gram-
negative bacteria, which causes a loss of affinity to react 
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with colistin (Soon et al. 2011). Another chromosomal factor 
that contributes to intrinsic resistance to colistin are known 
as PhoPQ and PmrAB which are considered as part of two-
component systems (Olaitan et al. 2014; Poirel et al. 2018). 
A response regulator (responds to environmental stimuli) 
and histidine kinase are the main parts of the two-component 
PmrAB system. There are different environmental circum-
stances, containing the presence of  Mg2+,  Al3+, and  Fe3+ 
ions as well as various pH levels in which the PmrAB two-
component system is able to sense and respond properly 
(Capra and Laub 2012; Willett 2012; Beceiro et al. 2011; 
Wösten et al. 2000). Impacting the expression of genes 
responsible for change of lipid A via the PmrAB system can 
contribute to colistin resistance in Gram-negative bacteria. 
On the other hand, point mutations in the pmrA and pmrB 
genes enhance the expression level of pmrAB resulting in 
change occurring in the bacterial outer membrane conse-
quently diminishes membrane colistin entrance (Beceiro 
et al. 2011; Huang et al. 2020). PhoPQ activites through 
environmental agents including  Mg2+ and  Ca2+ as well as 
cationic antimicrobial peptides such as indolicidin, LL-37, 
and polymyxin. Thereby, this two-component system acts a 
crucial function in bacterial virulence and increased colistin 
resistance by changing in LPS (Minagawa et  al. 2003; 
Devine and Hancock 2002; Regelmann et al. 2002; Huang 
et al. 2020; Cheung et al. 2008; Wi et al. 2017). Capsule 
formation in bacteria can be a main factor to attenuating 
polymyxin because the polysaccharides of the capsule react 
by anionic interactions with polymyxin and contributing to 
colistin resistance (Llobet et al. 2008). In addition, some 
efflux pumps such as KpnEF and PhoPQ are activated via 
regulators of capsule production including conjugative pilus 
expression (Cpx) and regulator of capsule synthesis (Rcs) 
and are responsible for colistin resistance. The KpnEF and 
PhoPQ were activated for Cpx and Rcs regulon, respectively 
(Olaitan et al. 2014; Llobet et al. 2008). Creating a positive 
charge on the surface of bacteria is responsible for changes 
in lipid A structure via the addition of compounds such as 
galactosamine (naxD), 4-amino-4-deoxy-L-arabinose 
(L-Ara4N, mediated by arnBCADTEF-ugd operon), and 
phosphoethanolamine (pEtN, mediated by chromosomally 
encoded eptA or plasmid-borne mcr) to lipid A. These cre-
ated positive charges on the surface of Gram-negative bac-
teria not only reduce the potential of colistin for binding to 
bacterium, but also lead to the rupture of the outer mem-
brane (Sato et al. 2018; Huang et al. 2020). Mutation of the 
chromosomal mgrB gene is responsible to activate PhoPQ 
two-component system by negative feedback of this system, 
consequently enhancing the expression of the arnBCADTEF 
operon and lead to colistin resistance (Baron et al. 2016). 
Various insertion sequences (e.g., IS5-like, IS102, IS5 fam-
ily, IS3-like, and ISKpn14) can be located on mgrB genes 
and contribute to missense or nonsense mutations in clinical 

samples (Cannatelli et al. 2014, 2015; Bonura et al. 2015). 
Efflux pumps are one of the common forms of colistin resist-
ance mechanism in Gram-negative bacteria which belong to 
the resistance nodulation cell division (RND) family. In the 
RND efflux pumps, adeR gene takes action as a regulator, 
adeA gene expresses to a membrane fusion protein, adeB 
gene becomes responsible to transports substrate from cyto-
plasm or phospholipid bilayer to the extracellular environ-
ment, and adeC gene act as the outer membrane protein 
channel (Magnet et al. 2001). Some of other efflux pumps 
also were reported contributing in colistin resistance but 
their mechanisms are not yet clear such as sapABCDF, 
MexXY–OprM, CarO, kpnEF, acrAB–tolC, and emrAB (Lin 
et al. 2017; Sundaramoorthy et al. 2019; Baron et al. 2016). 
Colistin heteroresistance is a mediocre estate that exhibits a 
determined phenotype through the existence of resistant sub-
populations among a susceptible population; therefore, 
Gram-negative colistin-heteroresistant bacteria can acquire 
colistin resistance. Gram-negative colistin heteroresistance 
bacteria may be considered for the unaccountable therapeu-
tic failure. Colistin heteroresistance phenotypes are mostly 
distinguished among MDR A. baumannii, K. pneumoniae, 
and P. aeruginosa isolates. Different mechanisms were 
attributed to colistin heteroresistance bacteria containing 
soxRS-regulated overexpression of the acrAB–tolC efflux 
pump, biofilm formation, putrescine/YceI communication, 
and activation of two-component regulatory systems 
PmrAB, PhoPQ, ParRS, CprRS, and ColRS, as well as muta-
tions in lipid A biosynthesis genes (Lin et al. 2019; El-Sayed 
Ahmed et al. 2020). Recent studies by researchers to dis-
cover new mechanisms for resistance to colistin have shown 
that a number of “miscellaneous chromosomally encoded 
resistance genes” in different bacteria can cause resistance 
to this antibiotic. It was reported that lptD locus is an indis-
pensable gene for locating the newly produced LPS within 
the outer membrane, the result of removing of this locus 
raising polymyxin resistance because bacteria completely 
lose LPS (Bojkovic et al. 2016). Another probable route of 
resistance to colistin has been reported through detoxifica-
tion of reactive oxygen species in which this mechanism is 
formed by sodB and sodC genes (Mlynarcik and Kolar 
2019). Two supposed hopanoid biosynthesis genes including 
Bmul_2133 and Bmul_2134 were detected in Burkholderia 
multivorans which were vital for the fixation of penetrance 
of outer membrane. Accordingly, these genes were attributed 
to polymyxin resistance via an independent of LPS-binding 
activity mechanism (El-Sayed Ahmed et al. 2020). Overex-
pression of an outer membrane protein as known OprH can 
bind to negatively charged phosphate groups of LPS, conse-
quently preventing the binding of polymyxin to LPS. Intrigu-
ingly, downregulation of another outer membrane porin 
OprD is also contributed to polymyxin resistance in P. aer-
uginosa (El-Sayed Ahmed et al. 2020). The lpxM gene could 

3882 Applied Microbiology and Biotechnology (2022) 106:3879–3893



1 3

be regulated by acylation of lipid A in Gram-negative bac-
teria resulting in colistin resistance which showed inactiva-
tion of lpxM gene can prevent L-Ara4N modifications and 
is responsible for reducing polymyxin resistance (Mills et al. 
2017). Biotin synthesis locus acts a key role in polymyxin 
resistance which has demonstrated deletion mutation in the 
locus has been impressed lipid A production due to biotin 
an essential cofactor of lipid metabolism. Therefore, lower 
biotin levels contribute to the decreasing production of lipid 
A which can diminish colistin susceptibility (Hood et al. 
2013; Whitfield and Trent 2014). A family of membrane 
transporter proteins called DedA was discovered in Burk-
holderia thailandensis which is related to colistin resistance. 
DedA was responsible for change in lipid A of LPS, result-
ing in colistin resistance (Panta et al. 2019). It is remarkable 
that a single mutation in vacJ gene attributes to the advent 
of colistin-resistant bacteria (Nhu et al. 2016). Figure 1 sum-
marizes the mechanisms that Gram-negative bacteria use to 
become resistant to colistin.

What is AMPs?

The AMPs are various classes of bioactive small proteins 
which are ubiquitous part of the first line of defense system 
of organisms (bacteria, fungi, plants, animals, and mamma-
lian species) against pathogens (Haney et al. 2019; Jenssen 
et al. 2006). Although lysozyme was discovered by Alex-
ander Fleming about a century ago, the pathway for iden-
tifying AMP was paved in the mid-1990s (Lemaitre et al. 
1996). The mechanisms of AMPs are distinct from tradi-
tional antibiotics, resulting in having vigorous potential to 
affect a wide spectrum of microbes and even drug-resistant 
bacteria. So far, thousands of AMPs (natural or synthetic) 

have been discovered in which the most are cationic, water 
soluble, and act the key antimicrobial roles. AMPs are 
induced via particular external factors and expressed by the 
specific genes as well as usually consist a combination rich 
in hydrophobic and cationic amino acids resulting in they 
have positively charge (cationic) and both hydrophilic and 
hydrophobic (amphiphilic) characteristics (Lei et al. 2019). 
The AMPs frequently have short amino acid sequences (less 
than 100 amino acid residues) with helical form and with 
excessive amounts of lysine and arginine which are respon-
sible for positive charge (Rathinakumar and Wimley 2010). 
The amphiphilic AMPs are α-helices which divide into two 
hydrophobic and hydrophilic parts and represent amphiphi-
licity when attaching to bacterial membranes. Thus, bacte-
rial membranes undergo membrane conformational change 
when positive charge of AMPs lead to interacting negative 
charge of membranes via electrostatic interactions. AMPs 
attach to bacterial surfaces with their hydrophobic halves 
anchored in the hydrophobic lipid of the membrane bilayer 
(Chen et al. 2007; Som et al. 2008). The C-terminal of 
AMPs has hydrophobicity function and N-terminals are rich 
in essential amino acids with strong alkaline. The amount 
of pure cationic charges and hydrophobicity of AMPs cor-
respond to their antibacterial and hemolytic activities, 
respectively. The synthetic AMPs are chemically modified 
and extend their half-life as far as some of them preserve 
biological activity at high temperature or are stable with the 
hydrolysis of pepsin and trypsin (Lei et al. 2019).

Fig. 1  Besides the colistin-het-
eroresistant, which is indicated 
by multiple pathways for 
colistin resistance, numbers 1 to 
8 summarize the main reported 
colistin-resistant mechanisms
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Advantages of AMPs

As mentioned earlier, the mechanism of AMPs differs from 
that of traditional antibiotics because they interact with the 
bacterial membrane by neutralizing the charge. As a result, 
they penetrate the cell membrane and cause the death of bac-
teria, which reduces the likelihood of the spread of antibi-
otic resistance in bacteria (Som et al. 2008; Mahlapuu et al. 
2016). AMPs compared to antibiotics have broad-spectrum 
applications (antiviral, antibacterial, anticancer, and antipar-
asitic activities) while antibiotics usually display narrow 
spectrum function (only on bacteria). Resistance to AMPs is 
negligible compared to antibiotics (Marr et al. 2006). AMPs 
in low bactericidal concentration have great potential for 
rapid germ-killing and are effective on antibiotic-resistant 
bacteria. Although AMPs have been reported to stimulate 
the immune system, they can prevent sepsis by neutralizing 
endotoxins. This is when antibiotic treatment leads to the 
release of LPS from the cell wall of Gram-negative bac-
teria and eventually septic shock. Hence, AMPs represent 
synergistic activity with antibiotics as promising proxies to 
preventing septic shock by neutralizing lipopolysaccharide 
(LPS or endotoxin) (Bahar and Ren 2013; Mahlapuu et al. 
2016; Prins et al. 1995). AMPs can be used for bacterial 
infections and problems in which antibiotics have not been 
successful such as septicemia and infection in immunocom-
promised individuals who are unable to provide an adequate 
immune system for antibiotic treatment (Hancock 2015). 
One of the important factors of AMPs is that they also do not 
activate the bacterial stress pathway such as SOS and rpoS 
compared to antibiotics, thus reducing bacterial mutagenic-
ity (Rodríguez-Rojas et al. 2014). Surprisingly, good ther-
mal stability and good water solubility are two other factors 
that are proven in AMPs. Ribosomally synthesized AMPs 
are easily subjected to bioengineering strategies to increase 
activity against resistant bacteria. For example, although 
nisin was only effective against Gram-positive bacteria, a 
nicin was produced using bioengineering technique called 
nisin A which was effective against Gram-positive bacteria 
even methicillin-resistant Staphylococcus aureus (MRSA) 
and a wider range of Gram-negative bacteria such as E. coli, 
Salmonella enterica serovar Typhimurium, and Cronobac-
ter sakazakii (Raguse et al. 2002; Dehsorkhi et al. 2014; 
Field et al. 2012). AMPs are considered as small molecules 
with weak or low sensitization and simple structure–activ-
ity relationship (Raguse et al. 2002; Lee and Hodges 2003). 
Structural and mechanical studies of AMPs can help these 
antimicrobial compounds to form new classes of antibiot-
ics because peptidomimetics are amphiphilic compounds 
modulated by the biological and structural properties of host 
defense peptides in order to be considered as a new chemical 
class of antibiotics (Wright 2016). It has been shown that 

AMPs have a greater effect on cancer cells than normal cells 
and easily enter adipose lipid membranes and create chan-
nels or pores. As a result, leakage of cell contents occurs and 
kills cancer cells (Lei et al. 2019). On the other hand, AMPs 
are with less or no side effects, and hard to lead drug resist-
ance in bacteria compared to antibiotics. AMP reservoir 
remains high due to an abundance of uncommon sources of 
AMPs, containing marine bacteria, unculturable soil, and 
procedures available to produce vast libraries of derivatives. 
Not only are the AMPs used for treating infections, but also 
can be safely applied to therapeutics in aquaculture, food 
preservatives, food additives for livestock, and control plant 
diseases (Magana et al. 2020). A database of AMPs specifi-
cally tested against microbial biofilms (http:// www. baamps. 
it/) was first published in 2015. Biofilms are accumulations 
of bacteria that form at different surfaces and are resistant to 
antibiotics due to the polysaccharide matrix that surrounds 
them. In addition, biofilms are notoriously recalcitrant to 
clearance by the host immune system and many antibiot-
ics are unable to penetrate this form of resistance. Plethora 
AMPs have illustrated function in killing cells in biofilms 
by different modes of action such as inhibiting quorum sens-
ing (QS)-dependent biofilm formation, preventing microbial 
adhesion when used to coat medical implants, and interfer-
ing with extracellular polymeric substance (EPS) production 
and stability (Batoni et al. 2021; Moghadam et al. 2021a). 
Importantly, in contrast to the majority of antibiotics which 
affect active cell processes, AMPs may target persisters 
that form biofilms in high frequencies, and are responsible 
for major contributors to the relapsing of many infections 
(Grassi et al. 2017; de Breij et al. 2018). Although many 
synthesized or natural antimicrobial compounds are not yet 
Food and Drug Administration (FDA) approved, many of 
AMPs have FDA approved. Imagine if we put the benefits of 
AMPs on one side of the scales and on the other side of the 
scales the limitations of using antibiotics, we will find that 
AMPs are good alternatives to antibiotics, co-administration 
with antibiotics, and even the production of new antibiotics 
(Fig. 2). All of the above benefits have attracted the attention 
of researchers to have a special look at AMPs and their use 
in the clinic in the future.

Mode of action of AMPs

Conventionally, there is a need to modify and synthesize 
the long-acting AMPs analogs for possible clinical appli-
cations because natural AMPs are not stable with a short 
half-life. Accurate identification of the mechanisms of 
AMPs is vital in designing a new generation of synthetic 
and effective AMPs. The three-dimensional structures and 
specific amino acid components of AMPs are not the main 
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factors in their antimicrobial function, but the main antimi-
crobial functions are related to their surface activity. Thus, 
the physical–chemical interactions and surface character-
istics considered essential factors to define the biological 
functions of AMPs with the membrane-permeabilizing and 
membrane-destabilizing potentials (Graf and Wilson 2019; 
Aisenbrey et al. 2019; Lei et al. 2019). According to mem-
branes of eukaryotic cells consisting of uncharged neutral 
phospholipids such as cholesterol and sphingomyelins, the 
positive charges of α-helix on the surface of AMPs lead to 
interact with negatively charged membranes of microbes 
(due to negatively charged lipid groups such as phosphati-
dylglycerol and cardiolipin), and AMPs show antimicro-
bial activity without harming normal cells (Bahar and Ren 
2013; Zanetti 2004). So far, several hypothetical modes of 
action are assumed to AMPs, containing the intracellular 
bactericidal mechanism, antimicrobial effect via participat-
ing in immune regulation, the damage of the organelles to 
cause DNA fragmentation, inhibition of enzyme activity, 
cell membrane damage, and inhibition of the synthesis of 
macromolecules (Bahar and Ren 2013; Som et al. 2008). 
Among the mentioned mechanisms, the most common was 
membrane permeability or interaction of cationic AMPs 
with cell membranes which impacted microbes through 
enhancing cytoplasmic membrane permeability. Scientists 
have suggested various presumptive patterns of pore forma-
tion for definition of action of AMPs, including the circular 

model, the concave barrel model, the blanket model, and 
the wormhole model. The electrostatic interaction between 
positive charge of AMPs and negative charge of microbial 
membranes is the first step of membrane permeability. 
Consequently, membrane damage occurs via pores which 
are caused by the blockage of membrane-coupled respi-
ration and leakage of ions, metabolites, and biosynthesis 
and eventually responsible for the death of microbes (Lei 
et al. 2019). The effect of AMPs on cellular physiological 
processes occurs when they penetrate into bacterial cells 
and attack DNA and RNA, and inhibit of the synthesis of 
cell wall and protein without the permeability of bacterial 
membranes. This penetration led to accumulation of AMPs 
inside bacteria resulting in blocking bacterial functions and 
then enforce cell death by interacting with intracellular 
RNAs and DNAs (Moravej et al. 2018; Graf and Wilson 
2019; Aisenbrey et al. 2019). Finally, the effect of AMPs 
on macromolecules is such that AMPs are able to inter-
act with protein macromolecules associated with bacterial 
DNA replication, thus preventing DNA replication, and 
ultimately show a bactericidal function (Lei et al. 2019). 
These diverse mechanisms of action are one of the impor-
tant potentials of AMPs, enabling them to be used against 
a wide range of microbes, even those with high drug resist-
ance, because these mechanisms create a golden condition 
separate from the mechanisms of antibiotics to fight drug-
resistant microorganisms.

Fig. 2  On one side of the scales 
are the benefits and important 
factors of using AMPs (right) 
and on the other side are the 
limitations of antibiotics (left), 
which weighs heavier on the 
benefits of AMPs
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The limitation of therapeutic use of AMPs 
and strategies to overcome them

Despite all the benefits mentioned for AMPs, these antimi-
crobial compounds also have limitations, the most important 
of which are discussed in this section. So far, one of the 
biggest limitation for the clinical use of AMPs is the high 
cost of their large-scale synthesis, especially ribosomally 
synthesized AMPs (Lewies et al. 2019). The cost of produc-
ing synthetic peptides was reported 5 to 20 times higher than 
that of antibiotics and the cost of using the currently avail-
able AMPs was estimated at about $ 50 to $ 400 per gram 
for each treatment of a patient’s infection at about 1 mg/kg 
body weight per day (Marr et al. 2006). Therefore, to resolve 
this issue, sufficient progress to production of recombinant 
DNA techniques has been performed for the cost-effective 
synthesis and purification of AMPs with enhanced yields 
for therapeutic usage in individuals. But the large-scale 
commercial possibility of these techniques still requires 
to be estimated via the accomplishment of commercial 
enterprises. It is thought that in the future, it is likely that 
pharmaceutical companies will increasingly present peptide 
drugs in production lines and it will be possible to produce 
cost-effective and high-quality peptides (Lewies et al. 2019; 
Giuliani et al. 2007). Bioavailability is an important issue for 
peptide-based drugs which needs to be addressed; therefore, 
the pharmacokinetics and pharmacodynamics of AMPs must 
be focused on defining the therapeutic dosage in order to 
avoid probable toxic side effects (Bell and Gouyon 2003). 
In general, peptides are sensitive to proteolytic degradation, 
so unfavorable pharmacokinetics and rapid clearance of pep-
tides due to proteolytic degradation lead to their limitation. 
There are suggestions to address this defect through combin-
ing AMPs with negatively charged or lipid-friendly proteins 
that can protect against proteolytic degradation of AMPs 
in vivo. On the other hand, to enhance peptide half-life, 
many strategies are feasible such as ways of administration, 
several formulations, and different levels of chemical modi-
fication. The amidation at the N-terminus, introduction of 
D-amino acids, peptide cyclization, and non-natural amino 
acids are the most general plans to enhance peptide stabil-
ity (Giuliani et al. 2007). Therefore, as mentioned, AMPs 
are part of the natural innate immunity of organisms, and 
monitoring their administration is a special issue because 
the emergence of cross-resistance to these compounds would 
be detrimental. Although monotherapy of AMPs has been 
observed cross-resistance between innate AMPs of the body 
and therapeutic AMPs, in solving this problem, the combi-
nation of therapeutic AMPs with conventional antibiotics 
has been helpful in restricting the development of cross-
resistance and resistance (Bell and Gouyon 2003; Fleitas and 
Franco 2016). Given the few limitations reported for AMPs, 

there are solutions to each of these limitations. On the other 
hand, the many benefits of these antimicrobial compounds 
are a good option to replace or use them simultaneously with 
antibiotics against drug-resistant microorganisms, especially 
resistance to end-of-line antibiotics.

AMP in the war with colistin‑resistant 
bacteria

As mentioned, humanity is in an unequal war against anti-
biotic-resistant infections, especially resistant to last-line 
treatment, and needs new weapons such as AMPs to win. 
Colistin is the last resort for physicians in the treatment of 
many infections and is one of the most effective antibiotics 
against MDR isolates and carbapenem-resistant Enterobac-
teriaceae. Colistin-resistant bacteria are usually resistant to 
most or all of the other antibiotics, so fighting them with new 
compounds such as AMPs is critical. In 2021, Jahangiri et al. 
in a study examined the synergistic effect of two AMPs 
(Nisin and P10), conventional antibiotics against XDR, and 
colistin-resistant Gram-negative isolates. The results of this 
study showed that nisin in the minimum inhibitory concen-
tration (MIC) 64–256 μg/ml and P10 in the MIC 8–32 μg/
ml have potential antibacterial activity against the resistant 
bacteria. It was also found that two studied AMPs, alone and 
in combination with antibiotics, showed the ability to kill 
XDR A. baumannii and colistin-resistant P. aeruginosa iso-
lates. Among the combination therapy of AMPs and antibi-
otics, synergism of Nisin + colistin and P10 + ceftazidime/
doripenem shows considerable therapeutic worthiness as 
antibacterial drugs against colistin-resistant isolates (Jahan-
giri et al. 2021). In another study, six cationic α-helical frog 
skin-derived AMPs including CPF-AM1, PGLa-AM1, 
B2RP-ERa, [E4K] alyteserin-1c, [D4K] B2RP, and [G4K] 
XT-7 against colistin-resistant Acinetobacter isolates were 
examined. All AMPs were effective on colistin-susceptible 
and colistin-resistant clinical isolates of A. baumannii and 
Acinetobacter nosocomialis in MIC ≤ 2  µg/mL and 
MIC ≥ 64 µg/mL, respectively. The [D4K] B2RP and [E4K] 
alyteserin-1c in MIC = 4–16 µg/mL showed the best antibac-
terial activity against colistin-resistant isolates (Conlon et al. 
2012). In a study, Lin et al. examined the effect of LL37 as 
natural AMPs and WLBU2 as engineered AMPs on six 
colistin-resistant isolates containing 3 isolates of K. pneu-
moniae, 2 isolates of A. baumannii, and 1 isolate of P. aer-
uginosa in planktonic form and biofilm. Although LL37 
showed significant antimicrobial properties on colistin-
resistant A. baumannii isolates, it did not affect K. pneumo-
niae and P. aeruginosa isolates. On the other hand, WLBU2 
was effective on colistin-resistant isolates of A. baumannii 
and K. pneumoniae but was not able to kill P. aeruginosa. 
Although both AMPs showed the ability to degrade biofilms, 
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WLBU2 was more effective than LL37 (Lin et al. 2018). In 
2019, the impact of AA139 and SET-M33 as two novel 
AMPs was tested against three colistin-resistant and MCR-
producing isolates. The two AMPs were effective against 
colistin-resistant strains in MIC ≥ 16 µg/L and can be prom-
ising novel antimicrobial agents for the treatment of colistin-
resistant MDR K. pneumoniae infections (van der Weide 
et al. 2019). In 2020, the combination of colistin and AMPs 
(MSI-78 and OTD-244) was examined to circumvent colis-
tin-resistant bacteria such as E. coli, K. pneumoniae, A. bau-
mannii, and P. aeruginosa. Not only did the MSI-78 alone 
showed great antibacterial activity against colistin-resistant 
bacteria (MIC 2.5–10 µg/mL), but also when combined with 
the colistin, it decreased more than fourfold for 75% of colis-
tin-resistant isolates. The MIC for OTD-244 for all bacteria 
was > 500 µg/mL, and observed limited antibacterial effect 
against the all studied Gram-negative bacteria (Witherell 
et al. 2020). In another study, the effect of three AMPs 
including protamine, lysozyme, and lactoferrin on colistin-
resistant K. pneumoniae and Enterobacter asburiae showed 
that lactoferrin did not any killing function but protamine 
and lysozyme exposition caused a 40% and 87% reduction 
of CFU on colistin-resistant K. pneumoniae isolate, respec-
tively. All three AMPs had no effect on colistin-resistant E. 
asburiae and high-level tolerance was observed against these 
three AMPs (Kádár et al. 2015). Hashemi et al. evaluated the 
susceptibility of colistin-resistant clinical isolates of K. 
pneumoniae to a series of AMPs containing LL-37, cecropin 
A, magainin 1, CSA-13, CSA-44, CSA-131, CSA-138, and 
CSA-142. The result showed that there is approximately no 
cross-resistance between colistin and AMPs and AMPs kill 
colistin-resistant K. pneumoniae via lipid A modifications 
(Hashemi et al. 2017). Cirioni et al. combat colistin-resistant 
P. aeruginosa isolates using AMPs (s-thanatin) alone with 
colistin in vitro and in vivo. S-thanatin alone showed signifi-
cant antimicrobial properties at MICs of 16 mg/L as well as 
observed a synergy interaction with colistin, and was able to 
prevent colistin-resistant P. aeruginosa isolates. On the other 
hand, the combination of s-thanatin with colistin showed the 
highest efficacy in an animal model of P. aeruginosa sepsis 
(Cirioni et al. 2011). In 2015, two engineered cationic AMPs 
(WLBU2 and WR12) and a natural AMPs (LL37) were 
applied to overcome MDR pathogenic bacteria. Although 
25% of colistin-resistant strains were also susceptible to 
LL37, the inhibition of 80 to 86% of colistin- and LL37-
resistant isolates was observed by two engineered cationic 
AMPs (Deslouches et al. 2015). LS-sarcotoxin and LS-sto-
moxyn as two insect-derived AMPs were profiled to assess 
their suitability for colistin-resistant MDR Gram-negative 
bacteria. Results showed that LS-sarcotoxin and LS-sto-
moxyn have selective and potent activities against MDR 
bacteria and no cross-resistance with antibiotics. LS-sarco-
toxin in MIC 2 to 16 mg/L and LS-stomoxyn in MIC 2 to 

128 mg/L have killing ability against colistin-resistant E. 
coli, E. cloacae, E. aerogenes, K. pneumoniae, S. enterica, 
A. baumannii, and P. aeruginosa (Hirsch et al. 2019). Anti-
bacterial activity of ten α-helical AMPs containing 
D87(Lys1-6 Arg-1), D84(Lys1-6 Lys-1), D85(Lys1-6 Orn-
1),  D86(Lys1-6 Dab-1),  D105(Lys1-6 Dap-1), 
D101(Lys1Ser26-5 Lys-1), D102(Lys1Ser26-5 Dab-1), 
D85(K13A/K16A)-(Lys1-6 Orn-1), D86(K13A/K16A)-
(Lys1-6 Dab-1), and D105(K13A/K16A)-(Lys1-6 Dap-1) 
was measured against 7 polymyxin B and colistin-resistant 
A. baumannii strains. All of the studied AMPs presented 
excellent antimicrobial activity on polymyxin B- and colis-
tin-resistant A. baumannii strains in MIC 0.5 to 2 μM (Mant 
et al. 2019). Kao at el. reported that LL-37, RL-37, LL-29, 
LL-29 V, LL-29V2, CAP-11, CAP-11V1, CAP-11V2, CAP-
11V3, SMAP-29, SMAP-29 V, SMAP-29B, SMAP-29D, 
BMAP-27, BMAP-27A, BMAP-27B, and BMAP-27C as 
cathelicidins AMPs have killing activity against Gram-neg-
ative and Gram-positive strains. Among them, BMAP-27B 
and SMAP-29D have potent bactericidal activity against 
mcr-harboring and colistin-resistant E. coli in MIC 1.6 μM 
(Kao et al. 2016). In 2020, in a research study, although 
EtCec1-a and EtCec2-a displayed antimicrobial activity 
against the colistin-resistant isolates, EtCec2-a showed lower 
activity. EtCec1-a observed bactericidal activity on colistin-
resistant E. coli, E. cloacae, E. aerogenes, K. pneumoniae, 
S. enterica, and A. baumannii in MIC 4 to 32 but MIC 64 to 
128 on S. maltophilia. On the other hand, EtCec2-a showed 
antibacterial function on colistin-resistant E. coli and A. bau-
mannii in MIC 4 to 32, but majority of colistin-resistant E. 
cloacae, E. aerogenes, K. pneumoniae, S. enterica, and S. 
maltophilia were susceptible in MIC 32 to 128 (Hirsch et al. 
2020). Mourtada et al. designed stapled AMPs for overcom-
ing MDR colistin-resistant E. coli and A. baumannii. Drug 
sensitivity test of a lead double-stapled AMP named Mag(i 
+ 4)1,15(A9K,B21A,N22K,S23K) showed potential bacte-
ricidal activity on colistin-resistant E. coli and A. baumannii 
in MIC 1.56 to 3.12 g/ml. Result also showed that AMP 
without renal injury or hemolysis was able to kill MDR 
Gram-negative pathogen colistin-resistant A. baumannii in 
a murine peritonitis-sepsis model (Mourtada et al. 2019). 
The set of studies whose results were presented in this sec-
tion (Table 1) demonstrated the effect of different AMPs on 
colistin-resistant Gram-negative bacteria, so AMPs can be 
considered as new weapons in the fight against these end-of-
line antibiotic-resistant bacteria.

Conclusion

At present, unfortunately, there is no powerful weapon in 
antibiotics that can target the strength of antibiotic resist-
ance. It is a fact that in the face of the onslaught of antibiotic 
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resistance, humanity must come up with new strategies to 
produce new weapons to deal effectively. AMPs are promis-
ing weapons in this regard due to their potency to directly 
kill bacteria (through multiple mechanisms), neutralize 
endotoxins, modulate host immunity to enhance the hosts’ 
ability to kill bacteria, and act synergistically with current 
antibiotics. High resistance bacteria, even those resistant to 
colistin, are not able to withstand a combination of AMPs 
and antibiotics, and the possibility of cross-resistance to 
AMPs is very low. Thus, the possibility is highlighted that 
adjuvant therapy with AMPs alone, combining several 
AMPs together, and in combination with antibiotics can 
manage the antibiotic resistance crisis. In addition, AMPs 
synthesized with genetically encoded ribosomes have con-
siderable ability for development as antimicrobials because 
they have not only evolved with AMP-resistant mechanisms, 
but are also prone to bioengineering strategies to increase 
their activity and further circumvent bacterial resistance. 
Therefore, AMPs can be considered as agents of new anti-
microbial agents in the near future, which can be considered 
a “coup de grace” for antibiotic resistance, especially colistin 
resistance, as one of the last lines of treatment antibiotics.
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