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Abstract

This study investigated the perceptions of Iraqi patients regarding Electronic Healthcare Records (EHRSs) in terms of trust
and propensity to share and exchange medical and personal information and data within the healthcare ecosystem. During
the period of April to June 2022, a researcher-assisted questionnaire was disseminated to adult Iraqgi patients attending
public or private healthcare facilities in a subset of Iragi governorates. Data collection was followed by descriptive and
inferential analyses. In total, 552 respondents filled out the questionnaire. The findings revealed that 71.6% of respondents
were conversant with EHRs and trusted them as data collection and storage systems. In addition, 0% of respondents did
not want their EHRs to be shared between healthcare professionals and institutions. However, only 3.6% of participants
were willing to share all of their personal information with healthcare professionals. Female respondents were considerably
more willing to share their full names with healthcare professionals than male respondents, despite the society’s reputation
for conservatism. The findings of this study highlighted the necessity of tailoring initiatives to enhance patients’ trust in EHRs
and their interactions with healthcare professionals other than medical physicians.
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What do we already know about this topic?
Little is known about patients’ perspectives and experiences with Iraq’s healthcare information system.

How does your research contribute to the field?
To the authors’ knowledge, this is the first study to explore Iraqi patients’ perceptions and trust toward EHRs.

What are your research’s implications toward theory, practice, or policy?
The general impression indicated that work still needs to be done to investigate the Iraqi population’s perceptions toward
the privacy and security of EHRs.

Introduction When discussing electronic health records, 3 key termi-
nology must be defined and distinguished: electronic health
records (EHRs), electronic medical records (EMRs), and
personal health records (PHRs). EHRs are patient-centered,
real-time records that give quick and secure information to
authorized users. EHRs often include a patient’s medical his-
tory, diagnoses and treatment, medications, allergies, immu-
nizations, radiological pictures, and lab results.® Conversely,

Historically, capturing and recording patient-related data and
information has always been a part of medical practice.!?
Over the years, medical data documentation has evolved
from Hippocratic case reports to Al-Razi’s method of didac-
tic case histories to the current systematic medical data col-
lection and documentation approach.? In the 1920s, health
records were fully integrated into medical practice.' In the  gnpRs are partial health records maintained by a healthcare
Uni'ted‘States, the Re_zgenstein Institute was the ﬁrs‘E medical provider(s) that contain a portion of a person’s essential
institution to transition from papyrus to electronic health  }ealth information across their lifetime. Personal medical
records in 1972.° The early EHRs were influenced by Dr.  records that are provider-centric or health-organization-cen-
Lawrence Weed’s Problem-Oriented Medical Records  tric are known as EMRSs. Finally, personal health records

(POMR).*? (PHRs) are complete or partial health records held by an
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individual (eg, a patient or family member) that contain all or
portion of that person’s pertinent health information.”*

EHRs are the most comprehensive health records. EHRs
contain all pertinent health information about a person over
the course of their life. Many healthcare practitioners, orga-
nizations, and institutions can access and use EHRs.
Furthermore, EHRs, unlike EMRs, can be accessed and used
by practitioners outside of healthcare organizations. As a
result, EHRs are critical in healthcare policy development
and implementation.®?

EHR systems include a multitude of capabilities that can
greatly enhance care quality, reduce operational costs, and
increase patient satisfaction with given care and services.'®!!
The capabilities of EHR systems are connected to clinical
decision-making support, computerizing doctor orders, and
communicating health information and data.'?> There are
numerous advantages and benefits of integrating EHR tech-
nology into medical practice. EHRs provide multidimen-
sional value since they benefit patients, practitioners,
organizations, national healthcare systems, and society. !

At the level of an individual patient, EHRs provide fast
and comprehensive documentation of the patient’s medical
history.'"* EHRs give practitioners with rapid, accessible, and
timely access to patient records and medical charts."
Furthermore, EHRs have the potential to improve the effi-
ciency of healthcare processes and procedures because they
enable fast and accurate communication between different
levels and facilities of healthcare systems, including primary,
secondary, and tertiary care.®!>!® Finally, thorough and accu-
rate EHR integration could give the necessary data and
knowledge to develop suitable and effective national health
policies and initiatives.®!®

Clinical outcomes have shown that EHRs reduce medical
errors by using computerized prescription entry, predicting
drug interactions and displaying a warning for the healthcare
provider, assisting clinicians in reconciling patient medica-
tions, and, most importantly, maintaining a detailed and legible
medical record.'” In terms of organizational elements, EHRs
could help to increase and maximize total profitability and rev-
enues, improve cash flow, assist clinicians in appropriately
documenting patient charges on time, and boost overall organi-
zational efficiency.'®?° Finally, the societal benefits of EHR
systems include faster research, contributions to public health
campaigns and initiatives, and improved patient care.!>?!

While EHR systems have numerous benefits, they also have
a number of drawbacks and flaws. These drawbacks are related

to financial concerns, workflow changes, temporary loss of pro-
ductivity associated with EHR adoption, privacy and security
concerns, and a number of unforeseen consequences. %22

Since 2003, the Iraqi healthcare system has faced numer-
ous obstacles that have hampered patients’ access to health-
care, the quality of care offered, and overall clinical outcomes.
As a result, healthcare system regulators have implemented a
number of initiatives to address these issues. Integrating and
installing EHR systems is one of the recently adopted inter-
ventions, it was introduced in 2014. Adoption of EHR systems
in Iraqi healthcare systems necessitates extensive research and
understanding of their clinical, organizational, and societal
outcomes. Patients’ acceptance, attitudes, and experiences
with EHR systems are among the societal effects. According
to the available research and literature, successful EHR inte-
gration is heavily dependent on patients’ acceptance, views,
and experiences with these systems.?>?* Little is known about
patients’ perspectives and experiences with Iraq’s healthcare
information system. To the best of the authors’ knowledge, no
empirical study has analyzed or investigated Iraqi patients’
perceptions of and trust in EHR systems. As a result, it is criti-
cal to comprehend Iraqi patients’ perceptions of the privacy
and confidentiality of EHR systems.

The Study’s Aim and Objectives

The purpose of this research is to determine how patients in
Iraq feel about and trust EHRs. The study also looks into
how open Iraqi patients are to sharing their medical and per-
sonal data with doctors and hospitals.

Methods
Study Design and Sample Size

This cross-sectional study targeted adult Iraqi patients
referred to and treated in Iraqi public and private healthcare
facilities. As there is no accurate estimate of patients refer-
ring to healthcare facilities, the minimal sample of 377 par-
ticipants was considered needed for this study; the sample
size was calculated using the Raosoft software sample size
calculator.? The sample size was calculated based on a 50%
expected frequency and a 5% confidence limit. This mini-
mal sample would give adequate power for bivariate, multi-
variable analysis to be carried out. Estimating a dropout
factor of 30% (the possibility that some approached
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pharmacists will decline to participate in the study or drop
out during it), a minimum sample of 550 patients will be
targeted and approached.

Eligible Participants’ Identification and
Recruitment

The research team approached eligible participants directly
in order to identify and recruit them. Participants who were
approached were given a concise explanation of the study;, its
purpose and objectives, its procedures, and what was
expected of them. Before approaching eligible participants,
the necessary permissions and approvals were obtained from
the management team. In addition, the research team identi-
fied and recruited potential participants through personal
contacts and networking.

Survey Design

The study’s goal and objectives informed the creation of a
questionnaire that surveyed Iraqi patients’ attitudes and con-
fidence in EHRs. Six professionals in the fields of health ser-
vice management, digital marketing, cyber security, and
information systems reviewed the initial survey version. The
reviewers were tasked with assessing the reliability and con-
struct and face validity of the survey. In response to the feed-
back and suggestions of the reviewers, the questionnaire has
been revised and improved. The modified questionnaire was
then piloted on a sample of 62 people who were selected
because they were similar to the study’s target population.
The purpose of the trial run was to test the legibility and
comprehension of the final survey. At last, the evaluation
from the pilot was taken into account, and any changes that
were required were made.

There are a total of 13 questions spread across 3 sections
in the final survey instrument. The first portion focuses on
the demographics and personalities of the participants.
Second, participants’ medical histories; third, participants’
confidence in and openness to the healthcare information
system and their own individual health records. In the final
portion, respondents rated how trustworthy they felt the
experiment was on a Likert scale.

Data Collection Tool and Study Instrument

The research team used a face-to-face researcher-adminis-
tered method to assure the eligibility of the targeted partici-
pants and achieve a high response rate. In addition, this
format allowed participants to clarify ambiguous or unclear
queries and responses.

After ethical approval, survey design, and validation, the
research team requested permission from the Iraqi Ministry
of Health and healthcare facilities in the targeted governor-
ates to use their facilities as recruitment sites. Adult Iraqi
patients referring to private and public healthcare facilities in
targeted governorates will be directly approached and

recruited by research assistants who have been adequately
trained to collect data and respond to any questions from the
approached participants.

In total, 900 eligible individuals were invited to participate
in this investigation between April and June 2022. Eligible
individuals were given a participant information sheet and a
consent form. Consenting participants were given a copy of
the survey, which requires 10 to 15 min to complete.

Statistical Analysis

After data collection, data logging, cleaning, coding and
grouping were completed using an Excel® workbook
(Microsoft Office MS, 2013).

Descriptive analysis in the form of frequencies, percent-
ages and standard deviation, when applicable, was carried
out. Z-test was considered to compare male and female par-
ticipants. Moreover, logistic regression was used to deter-
mine factors associated with participants’ trust in EHRs.
Influencing factors were determined based on the study’s
aim and objectives, and available literature. Data analysis
was carried out using STATA® data analysis and statistical
software (StataCorp, 2016).

Ethical Consideration

In April 2022, the Institutional Review Board-Scientific
Research and Graduate Studies Deanship at Yarmouk
University reviewed and approved this study (Ethic Identifier
Number: RD/119/12).

Results

Participants’ Demographics and Characteristics

Out of the 900 approached individuals, 656 agreed to par-
ticipate (the response rate was 72.9%). Out of the 656 par-
ticipants, 552 provided completed survey forms that were
considered for analysis. The study sample fairly repre-
sented the Iraqi population, with almost 50% of the partici-
pants being females, a ratio equal to the official sex ratio of
Iraq.?® In addition, one-third of the participants were
between 29 and 39 years old, and almost 60% held a univer-
sity degree. Table 1 summarizes participants’ demographics
and characteristics.

Medical History

While most of the study respondents perceived themselves
to have good health, 84.1% declared being diagnosed and
treated for at least 1 chronic disease, mainly diabetes and
hypertension. In addition, results showed that a signifi-
cantly higher percentage of female respondents (44%)
reported having a good health status than male respondents
(30.7%) (P-value=.001). In terms of the healthcare sector,
more than 70% received healthcare services at private sec-
tor facilities and providers. Additionally, approximately



INQUIRY

Table 1. Participants’ Demographics and Characteristics.

Participants’ group

Female participants

Investigated attributes N (%)

Male participants
N (%)

Overall study participants
N (%)

Demographics
Number of participants
Participants’ age group

275 (49.8%)

18-28 58 (21.1%)
29-39 88 (32%)
40-50 55 (20%)
51-61 44 (16%)
62-72 23 (8.4%)
73 or older 7 (2.5%)
Level of education
llliterate 13 (4.7%)
Primary education 15 (5.5%)
Secondary education 88 (32%)

University education 159 (57.8%)

Governorate
Al Anbar 25 (9.1%)
Al Qadisiyyah 19 (6.9%)
Babylon* 42 (15.3%)
Baghdad 77 (28%)
Basra 26 (9.5%)
Kirkuk 24 (8.7%)
Najaf 37 (13.5%)
Nineveh 25 (9.1%)
Medical status
Perceived health status
Very good* 47 (17.1%)
Good 74 (26.9%)
Fair* 103 (37.5%)
Bad 51 (18.5%)
Having a chronic disease
Yes 231 (84%)
No 44 (16%)

Healthcare sector
Public sector 75 (27.3%)
200 (72.3%)

Frequency of healthcare use in the past 6 months

Private sector

0-2 times* 127 (46.2%)
3-5 times 93 (33.8%)
6-9 times* 46 (16.7%)
10 or more 9 (3.3%)

277 (50.2%) 552 (100%)

59 (21.3%) 117 21.2%)
93 (33.6%) 181 (32.8%)
55 (19.9%) 110 (19.9%)
41 (14.8%) 85 (15.4%)
25 (9.0%) 48 (8.7%)
4 (1.4%) 11 (2.0%)
16 (5.8%) 29 (5.3%)
22 (7.9%) 37 (6.7%)
68 (24.5%) 156 (28.3%)
171 (61.7%) 330 (59.8%)
27 (9.7%) 52 (9.4%)
28 (10.1%) 47 (8.5%)
25 (9.0%) 67 (12.1%)
99 (35.7%) 176 (31.9%)
28 (10.1%) 54 (9.8%)
15 (5.4%) 39 (7.1%)
37 (13.4%) 74 (13.4%)
18 (6.5%) 43 (7.7%)
21 (7.6%) 68 (12.3%)
64 (23.1%) 138 (25%)
137 (49.5%) 240 (43.4%)
55 (19.9%) 106 (19.2%)

233 (84.1%)
44 (15.9%)

464 (84.1%)
88 (15.9%)

74 (26.7%)
203 (73.3%)

149 (27.0%)
403 (73.0%)

159 (57.4%) 286 (51.8%)

86 (31.0%) 179 (32.4%)
22 (7.9%) 68 (12.3%)
10 (3.6%) 19 (3.4%)

Note. EHR =Electronic Healthcare Record; N=number.

*There is a statistically significant difference between the 2 groups (P-value <.05).

one-third of the respondents used healthcare services 3 to 5
times in the last 6 months. Table 1 summarizes the study
participants’ medical history.

Perceptions and Trust Toward EHRs

Results showed that the vast majority of the respondents
were familiar with the concept of EHRs, and trusted these

records as data collection and storage systems. Furthermore,
almost 50% of the research participants reported media plat-
forms, whether traditional or social media, as their source of
information regarding EHRs. On the other hand, only 58
(10%) of the respondents preferred not to have their EHRs
exchanged among healthcare professionals and institutions.
Moreover, while 253 (45.8%) of the study respondents
agreed to share their complete records with physicians and
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Table 2. Participants’ Perceived Rusts in EHRs and Willingness to Share Information and Data.

Participants’ group

Female participants

Male participants Overall study participants

Investigated attributes N (%)? N (%) N (%)?
Electronic healthcare records
Familiar with EHR
Yes 187 (68%) 208 (75.1%) 395 (71.6%)
No 88 (32%) 69 (24.9%) 157 (28.4%)
Source of information about EHR®<
Traditional media (television, radio) 32 (17.1%) 37 (17.8%) 69 (17.5%)
Social media 66 (35.3%) 74 (35.6%) 140 (35.4%)
Healthcare professionals 69 (36.9%) 65 (31.3%) 134 (33.9%)
Family, relatives or friends 20 (10.7%) 28 (13.5%) 48 (12.2%)
Other | (0.5%) 4 (1.9%) 5(1.3%)
Trusting EHRs
Absolute trust 19 (6.9%) 23 (8.3%) 42 (7.6%)
To some extent 201 (73.1%) 207 (74.7%) 408 (73.9%)
No trust 55 (20%) 47 (17.0%) 102 (18.5%)
Accepting to exchange EHRs among HCPs
Strongly agree 57 (20.7%) 53 (19.1%) 110 (19.9%)
Agree 138 (50.2%) 145 (52.3%) 283 (51.3%)
Neutral 55 (20%) 46 (16.6%) 101 (18.3%)
Disagree 13 (4.7%) 23 (8.3%) 36 (6.5%)
Strongly disagree 12 (4.4%) 10 (3.6%) 22 (4.0%)

Willingness to share full EHRs with®

Physicians 253 (92%) 256 (92.4%) 509 (92.2%)
Nurses 129 (46.9%) 131 (47.3%) 260 (47.1%)
Pharmacists 157 (57.1%) 161 (58.1%) 318 (57.6%)
Physiotherapists 135 (49.1%) 134 (48.4%) 269 (48.7%)
Radiologists 135 (49.1%) 130 (46.9%) 265 (48.0%)
Health discipline students 109 (39.6%) 109 (39.4%) 218 (39.5%)
Managers and administrators 115 (41.8%) 118 (42.6%) 233 (42.2%)
Health researchers 118 (42.9%) 125 (45.5%) 243 (44.0%)
Pharmaceutical Companies 63 (22.9%) 61 (22.0%) 124 (22.5%)

Note. EHR =Electronic Healthcare Record; HCP =Healthcare Professional; N=number.

*Total number of participants is 552, out of which 275 were females, and 277 were males.

®Out of those who are familiar with electronic healthcare records.

‘Respondents were allowed to choose more than | answer.

nurses, only 124 (22.5%) trusted pharmaceutical companies

enough to share their completed records. Interestingly, 500 - 2 8

despite being known as a conservative society, female 228 2 g2 3 g o

respondents were significantly more willing to share their
full names with healthcare professionals than male respon-
dents. Finally, only 20 (3.6%) participants were comfortable
sharing all their personal information with healthcare profes-
sionals. Table 2 and Figure 1 summarize perceptions and
trust toward EHRs.

Predictors of Trusting EHRs

Predictors that could influence participants’ trust in EHRs
were identified and investigated based on the study’s aim
and objectives, available literature and collected data.
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Figure |. Participants’ willingness to share personal information
and details.
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Table 3. Ordered Logistic Regression Outputs of Trusting
EHRs.

Participants’ trust in EHRs Co (SE) (95% ClI)

Gender 0.17 (0.22) —0.25 to 0.62
Healthcare sector -0.03 (0.25) —-0.52 to 0.45
Familiar with EHRs -0.21 (0.24) —-0.68 to 0.25

Note. Cl=confidence interval; Co = coefficient; N =number; P=probability
value; SE =standard error.

The influence of gender and familiarity with EHRs and the
healthcare sector (private or public) was assessed. Ordered
logistic regression showed no significant associations
between all investigated factors and participants’ trust in
EHRs. Table 3 shows the output of the ordered logistic
regression.

Discussion

This study assessed Iraqi patients’ trust in EHRs and willing-
ness to share personal and medical information with health-
care professionals. The research team captured the perception
and the feedback from 552 participants referring to private
and public healthcare facilities and providers in Iraq.
Participants’ perceptions were captured using a validated
questionnaire instrument. The instrument included items
related to participants’ demographic and characteristics,
medical history, trust in the healthcare information system
and willingness to share personal and medical data.

Eligible participants, Iraqi patients referring to private
and public healthcare facilities, were identified and recruited
using venue-based sampling. Agreeing participants were
interviewed using the face-to-face researcher-administered
mode of data collection. These 2 strategies had increased
response rate, limited cases of missing data, and allowed the
respondents to ask for clarifications. This was evident in
securing a high response rate (72.9%) of the approached eli-
gible participant and the absence of missing data and incom-
plete surveys. Nevertheless, the followed sampling technique
limited the possibility of achieving a diverse sample. This
was apparent as the majority of the participants were suffer-
ing from chronic diseases.

The recent integration of EHRs in Iraqi healthcare facili-
ties, and the alarming rates of digital illiteracy among the
Iragi population, especially among women and youth,?’-?
might suggest that only a minority would be familiar with
EHRs. However, results showed that more than 70% of the
study participants were aware of EHRs. The relatively high
percentage of awareness could be attributed to the fact that
more than 70% of the participants were younger than 50 years
old and might have been exposed to records and database
management systems such as social media platforms, bank-
ing systems and other governmental electronic systems.
Additionally, the majority of the participants are reported to

be treated for chronic diseases. Patients with chronic dis-
eases are, in general, heavy users of healthcare services and
frequent visitors to healthcare facilities. Therefore, these
patients are more likely to be familiar with EHRs or share
their data with healthcare professionals and administrators.
Lastly, as the questionnaire instrument only assessed partici-
pants’ familiarity with the term EHRs, it was not possible to
assess if the participants’ truly understood EHRs functional-
ities, operations, related procedures and potential privacy
and security threats.

Patients’ control over medical records, including EHRs, is
manifested by 3 dimensions: the nature of shared data, data
management, and the healthcare ecosystem (Figure 2). In
addition to investigating familiarity, the current study
explored the participants’ perceptions toward the type of
shared data, willingness to grant access to healthcare profes-
sionals and acceptance to share and exchange EHRs among
healthcare professionals and healthcare facilities.

In different public service areas, integrating information
technology in service delivery has facilitated the interaction
between service providers and users.? In healthcare services,
E-systems, including EHRs, have been proven to improve
healthcare quality and achieve patient satisfaction.!®!!
Smooth and efficient integration of E-systems depends on
several factors, including system quality, service quality, net
benefit and trust.3® Trust refers to the extent to which the end-
users perceive the trustworthiness of E-systems and their
management.3! Previous studies indicated trust is integral to
end-users overall satisfaction with E-systems.>!

Despite the frequently reported concerns regarding the
security, integrity and privacy of EHRs, especially by health-
care professionals and patients in developing countries,>?*
the current study showed that the majority of the surveyed
participants generally trusted EHRs. However, only 29 of the
trusting participants were willing to share personal identifi-
ers; full name, address and age. The reluctance and hesitance
toward sharing personal identifiers and data are consistent
with the conservative nature of Iraqi society, a Middle
Eastern society.

The EHR systems are well recognized for their role in
improving the quality of provided service and minimizing
operational costs.!*!! Healthcare services’ quality depends
on the availability of timely, complete and accurate medical
records, including personal and sociographical data.’
Therefore, EHRs should be as complete and as comprehen-
sive as possible. Consequently, the incompleteness of medi-
cal records could jeopardize patients’ health and hinder
healthcare professionals from delivering patient-centered
care.

Information technology and applications, including those
used in the healthcare ecosystem, are vulnerable to cyber-
security challenges such as attacks and illegal and unethical
practices.>*3® Available literature highlights patients’ and
healthcare professionals’ concerns regarding EHRs’ overall
security, including personnel’s privacy and
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Figure 2. Patients control over medical records.

data confidentiality.!*> Moreover, as patients become more
familiar with EHRs, they demand a more active role in man-
aging and controlling their records.’’*® Patients want to
know who has access to their data, for what reason, when and
where. 373

The Healthcare ecosystem comprises a network of health-
care providers collaborating in delivering healthcare ser-
vices. As a system, it includes hospitals, care centers, clinics,
healthcare professionals and other healthcare organizations
and facilities.** Sharing and exchanging medical records,
including EHRs, between healthcare professionals and orga-
nizations is a privacy and security threat.*!*? This study
explored the participants’ attitudes toward EHRs sharing
within the Iraqi healthcare ecosystem.

Similar to Hoerbst et al study, most participants supported
the notion of sharing and exchanging their EHRs and related
data between healthcare professionals and organizations.*
Moreover, results showed that most research participants
were willing to share and grant full access to their medical
and personal data to physicians, medical doctors. On the
other hand, only a shy majority were willing to share their
data with other healthcare professionals, such as nurses and
pharmacists. Medical staff’s incompliance with ethical and
legal standards when handling medical records, including
EHRs, is a commonly reported challenge. In their review,
Ghazvini and Shukur argued that human error and illegal
behaviors are among the major threats to the privacy and
security of EHRs.** Patients’ willingness to share their medi-
cal and personal data with healthcare professionals might
reflect what extent they trust healthcare professionals.*
Moreover, the completeness and comprehensiveness of

medical records depend on the dynamics between patients
and healthcare professionals. The significant difference
among healthcare professionals might indicate that Iraqi
patients trust medical doctors more than other healthcare
professionals.

To the authors’ knowledge, this is the first study to explore
Iraqi patients’ perceptions and trust toward EHRs. The gen-
eral impression indicated that work still needs to be done to
investigate the Iraqi population’s perceptions toward the pri-
vacy and security of EHRs.

Conclusion

Integrating EHRs into the healthcare ecosystem would be
greatly aided by patients who are willing, cooperative, and
trusting. Patients, medical staff, and organizational frame-
work all play crucial roles in realizing EHRs’ full potential
for increasing healthcare quality, boosting efficiency, and
cutting costs.

In addition, legislators and regulators may need to take
steps to boost patients’ confidence in EHRs and enhance
their interactions with non-medical healthcare staff.
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