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This paper focuses on the development of flat diffractive optical elements (DOEs) for protecting
banknotes, documents, plastic cards, and securities against counterfeiting. A DOE is a flat diffractive
element whose microrelief, when illuminated by white light, forms a visual image consisting of several
symbols (digits or letters), which move across the optical element when tilted. The images formed by
these elements are asymmetric with respect to the zero order. To form these images, the microrelief
of a DOE must itself be asymmetric. The microrelief has a depth of ~ 0.3 microns and is shaped with

an accuracy of ~10-15 nm using electron-beam lithography. The DOEs developed in this work are
securely protected against counterfeiting and can be replicated hundreds of millions of times using
standard equipment meant for the mass production of relief holograms.

The first flat optical elements were used to protect banknotes and plastic cards in the late 1980s. These optical
security elements had the form of flat diffractive optical elements (DOEs) whose microreliefs, when illuminated
by white light, formed images for visual control'. Experts in the technology of banknote production viewed
this event as somewhat exotic. Banknotes in circulation must meet very stringent requirements, and the first
incorporated optical elements hardly helped to increase the banknote lifetime?. An obvious advantage of these
elements was that they improved the protection of banknotes against counterfeiting. This was especially impor-
tant because the late 1980s was the period during which scanners and high-resolution printing facilities first
appeared on the market.

At present, flat optical elements are used to protect banknotes, IDs, passports, plastic cards, and brands in all
developed countries®. Hundreds of companies develop and manufacture optical security elements, and the total
turnover of these companies amounts to several billions of dollars. The manufacturing technology of optical
security elements can be subdivided into the development and production of the original and the technology
of its mass replication’.

Over the past 30 years, the technology for the mass replication of optical security elements has experienced
much development, allowing a single original security element to be replicated hundreds of millions of times,
thereby substantially reducing the cost of these copies in large projects. This is an outstanding achievement that
has provided the technical conditions to be met by modern equipment to allow security elements to be replicated
as numerous copies, with the microreliefs of the copied elements reproducing very precisely that of the original>*.

Currently, the weakest aspect of the technology for producing security elements is the synthesis of their
originals. As a result of 30 years of development of relief security holograms, practically all companies produce
originals using the same equipment based on laser radiation. The technology for the synthesis of the hologram
originals is widely used and is not knowledge-intensive. Everything is being counterfeited and forged: passports,
ID cards, etc., and the same is true for optical elements.

The optical security elements developed in this paper are based on the e-beam technology for the synthesis of
the originals. The capabilities of modern e-beam technologies substantially exceed those of the optical methods
used to form the microrelief. E-beam technology offers more than just a high resolution®. The main difference
is that e-beam technology can be used to synthesize asymmetric microreliefs with an accuracy of 10-15 nm®.

Note that the first attempts to use e-beam technology to protect banknotes date back to the late 1980s.
However, the first security elements made using e-beam technology consisted of binary diffraction gratings and
were no different from optically recorded security elements’. E-beam technology is knowledge-intensive and
expensive, and therefore, only a few published studies have used it to synthesize security elements®°.

The first optical security elements with asymmetric microreliefs synthesized using e-beam lithography were
proposed in Ref.!. The authors of this study developed a method for synthesizing DOEs that create the effect of
switching between two 2D images. The 2D colour image seen by the observer at the 0° position loses its colour
and becomes grey when the element is turned by 180°. To obtain this visual effect, the optical element must have
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an asymmetric microrelief. This optical element is impossible to forge using standard optical methods of origina-
tion. E-beam technology also allows the synthesis of flat optical elements for the formation of 3D images'***.
In this paper, we present methods for synthesizing fundamentally novel DOEs containing an area with an
asymmetric microrelief. When illuminated by white light from a point source, the microrelief of a DOE forms
an image consisting of several symbols, letters, or digits. When the optical element is tilted, the images move
across the area with the asymmetric microrelief. The depth of the microrelief is 0.3 microns. The microrelief has a
multilevel structure. The microrelief is formed with an accuracy of 10-15 nm. The torch on a smartphone can ide-
ally serve as the source of light. This element cannot be forged using optical methods for recording the originals.

Results

Some information about flat optical elements. In this paper, we propose a new flat optical element
designed such that its phase function has the form of the sum of the phase functions of a flat optical element—the
kinoform that forms the image when the optical element is illuminated by a point source and the given function
h(x, y), which forms the image of the optical element in the scattered light. We show that this idea is viable and
allows one to form various easily controllable features for visual control of the authenticity of optical elements.

The first optical elements were proposed by Frlesnzel back in the early nineteenth century'®. The phase function
of the Fresnel lens is well known: ¢; (x,y) = C* 2f , where fis the distance to the focal plane, C is an arbitrary
constant, and x and y are the Cartesian coordinates in the plane of the optical element. One can use an optical
element with a saddle-shaped phase function ¢, (x,y) = Cxy as a flat lens. Analogously, we refer to this element
as a Fresnel lens with a saddle-shaped phase function.

In this study, we use the kinoforms introduced by Ref.!®'” to form the security features. A distinction is made
between two kinds of kinoforms that differ by the type of their microrelief: binary and multilevel. The microre-
lief of binary kinoforms has two levels. The energy efficiency of binary kinoforms in the first diffraction order
is less than 50%. Multilevel kinoforms form the same image as binary kinoforms but theoretically may have an
efficiency of approximately 100%. Hence, a multilevel kinoform has maximal theoretical efficiency when used
to form arbitrary 2D images. Kinoforms have another important property. Binary kinoforms have symmetric
relief and are capable of forming only images symmetric with respect to the zero order. Multilevel kinoforms can
form images that may be both symmetric and asymmetric with respect to the zero order.

Algorithms have been developed that make it possible to compute the phase function ®(x, y) of the kinoform
for the given properties of the source of light and of the image to be formed in the focal plane'”. Figure 1a shows
the scheme of image formation used to compute the phase function of the kinoform that forms the given image.
Wave 2 from a point source is incident on flat optical element 1 located in the z=0 plane. The image of symbol
«A» forms in the z=f plane in the light scattered from the microrelief of the flat element. Figure 1b shows frag-
ments of the microrelief of a multilevel and binary kinoform. The fragments have a size of 86 microns, and the
maximum depth of the microrelief is approximately 0.3 microns.

Figure 1c shows the observation schemes of the optical element when it is illuminated by a point source at
diffraction angles smaller and greater than 60°. The white-light point source is located on the Oz axis. The dif-
fraction angle 0 is the angle between the direction towards observer R and the direction towards the zero order
of diffraction I,. The normal N is perpendicular to the plane of optical element 1. The optical element may turn
about both the Ox axis (left/right) and the Oy axis (up/down). Hereafter, we denote the turn angle about the Ox
and Oy axes by the letters y and f, respectively.

Design and methods for computing DOEs for the formation of full-parallax images. In this
paper, we develop methods for the computer synthesis of DOEs forming 2D images with the effect of motion of
several symbols inside selected area G of the optical element. The optical element has an asymmetric multilevel
microrelief inside area G, and in the remaining area, the microrelief consists of binary diffraction gratings of
different periods and different directions. The synthesis of images using diffraction gratings is a well-studied
problem'® and is not a serious issue; thus, we concentrate on the problem of synthesizing a DOE in area G. To
address this task, we need a special structure of the optical element. It seems appropriate to consider several
variants of the structure of the optical element forming different types of kinematical motion of symbols inside
selected area G. In this paragraph, we consider four variants of solving the synthesis problem, which differ in
both the number of symbols and the pattern of their motion.

We further assume that the source and position of the observer are fixed. When the optical element is illu-
minated by scattered light, the observer sees a uniform grey surface in selected area G of the optical element
(Fig. 2a). Figure 2a also shows different variants of the formation of the images of several symbols seen by the
observer when the optical element is illuminated by a white-light point source. To simplify the illustrations in
Fig. 2a, we restrict the tilt of the DOEs to the up-down direction only (Fig. 1¢). For each of these variants, the
phase function can be written explicitly.

In variant 1 shown in Fig. 2a, when the optical element is tilted up/down, symbols «A» and «B» also move up/
down in opposite directions. The DOE has the form of a single-layer optical element located on a flat basis. Let
us place the origin of the Cartesian coordinate system Oxyz at the centre of area G. Let us subdivide area G into
elementary areas Gy, i=1,2, ... 1,j=1,2, ... ], with sizes no greater than 100 microns (Fig. 2b). Let us consider
area G (Fig. 2c), which c0n51sts of elementary areas Gy, where (i+j) is even, and area G®, which consists of
elementary areas Gy, where (i +j) is odd.

In the elementar¥ areas G; belongmg to G, the phase function of the optical element is equal to the sum of
the glven function hy; (x, -c. p? in the polar coordinate system x=p - cos @, y=p - sin @, and the phase func-
tion <I> Y (x, y)of the multﬂevel kinoform that forms the image of symbol «A» in the focal plane z=const. In area
G, the phase function of the optical element is equal to the sum of the given function h( ) (x,y)=—C-p*and
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Figure 1. Formation of images using kinoforms. (a) Image formation scheme used to compute the phase
function of the kinoform that forms the given image. (b) Fragments of a binary and a multilevel kinoform. (c)
Observation schemes of the DOE at diffraction angles 6 <60° and 6> 60°.

the phase function CID(Z) (%, ) of the multilevel kinoform that forms the image of symbol «B» in the focal plane
z=const. When the optical element is tilted up/ down, the symbols «A» and «B» also move in the vertical direc-
tion. The shapes of the surfaces h ) (x, y)and h 2 (x,) that define this type of movement are shown in Fig. 2h.

In variant 2, a structure can be proposed for the DOE to ensure a different pattern of motion of the symbols
when the optical element is tilted. For examPle when the element is tilted up/down, the symbols «A» and «B»
shift left/right. Other variants of surfaces h; ) (x, y)and h (x ) must be used to synthe51ze this element. In
variant 2, the phase function of the optical element for eljementary areas G; belonging to G is equal to the
sum of the given function h )(x ¥)=C - p* cos(2¢) and the phase function dDCJ (x, y) of the multilevel kinoform
that forms the image of symbol «A». In elementary areas G; in area G, the phase function of the optical ele-
ment is equal to the sum of the given function h()z) (x.y)= ok p? sin(2¢) and the phase function Dy )gx y) of the
multilevel kinoform that forms the image of symbol «B». The shapes of the surfaces h( (%, y) and hyj (x y) for
variant 2 are shown in Fig. 2h.

In variant 3, when the optical element is illuminated by a point source, the observer sees three symbols «A»,
«B», and «C», which «diverge away from each other» when the element is tilted, and the angles between the
symbols are equal to 120°. Similar to variants land 2, area G is subdivided into nonintersecting areas G\, G,
and G, as shown in Fig. 2d. Area G consists of elementary areas G;; G, and G, denoted by digits 1, 2, and
3, respectively. In elementary areas G; in area G, the phase function of the optical element is equal to the sum
of the given function h! i ) (x, y)=C- p2 cos(2¢) and the phase function of the kinoform Q(J (x, y) that forms the
image of symbol «A». In elementary areas G in area G, the phase function of the optical element is equal to the
sum of the given function h(f) (x,y)=C-p cos(2 (o+ Tc/3)) and the phase function dD )y, y) of the kinoform
that forms the image of symbol «B». In elementary areas G; in area G, the phase function of the optical element
is equal to the sum of the given function h (x y)=C- pZJ cos(2 - (¢-7/3)) and the phase function o (x, y)of
the multilevel kinoform that forms the i 1mage of symbol «C». The shapes of the surfaces h;; W (x, ) h ( ,y),and
h(f) (x,y) for variant 3 are shown in Fig. 2h.

In variant 4, we present a DOE where the observer sees four symbols «A», «B», «C», and «D», which move
across the area of the optical element when it is illuminated by a point source. Similar to variants 1 and 2, area
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Figure 2. Design of the DOE in variants 1-4. (a) The design of the DOE when illuminated by scattered light
(the left column) and the point source (the columns on the right). (b) The scheme of the partition of the DOE
into elementary areas G;;. (c) The location map of two nonintersecting areas G and G® in the area of optical
element G. (d) The location map of three nonintersecting areas G, G?, and G® in the area of optical element
G. (e) The location map of four nonintersecting areas G, G?, G, and G in the area of optical element G. (f)
The location map of subareas Gj; in elementary areas G;. (g) Complementary colour image seen at diffraction
angles greater than 60°. (h) Plots of the function h¥(x, y) for variants 1-3.
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Gis sublelded into nonintersecting areas G, G®, G®, and G®, as shown in Fig. 2e. In elementary areas G
1n area G, the phase function of the optical element is equal to the sum of the given function h( ) (x, y)= C
p? cos(2¢) and the phase function ®;; Wy, y) of the multilevel kinoform that forms the image of symbol «A». In
elementary areas G;; in area G?), the phase function of the 0pt1cal element is equal to the sum of the given func-
tion h(z) (x,y)=C- p 2 cos(2 - (¢ +7/4)) and the phase function ® J2) (x, y) of the multilevel kinoform that forms
thei 1mage of symbol «B». In elementary areas G; in area G®), the phase function of the 0pt1cal element is equal
to the sum of the given function hJ ( ,y)=C- p? cos(2 - (¢ +7/2)) and the phase function o i ) (x, y) of the mul-
tilevel kinoform that forms the image of symbol «C». In elementary areas Gj y] in area G, the phase function of
the optical element is equal to the sum of the given function h() ) (x,y)=C - p* cos(2 - (¢ +37/4)) and the phase
function ®;; (x y) of the multilevel kinoform that forms the image of symbol «D».

In variant 4, when the DOE is illuminated by a point source, the observer sees simultaneously the symbols
«A», «B», «C», and «D». When the optical element is tilted, the symbols «A», «B», «C», and «D» move across the
entire area of the optical element along four rays n/2 apart.

In variants 1-4, the observer sees the images of the symbols at diffraction angles less than 60°. The structure
of the optical element can be upgraded so that at diffraction angles greater than 60°, the observer sees another
colour image in area G. Let us select in each elementary area G; subarea Gy, as shown in Fig. 2f. Subareas Gy
can be filled with diffraction gratings with different directions and periods in the 0.4-0.5 micron interval such
that at diffraction angles greater than 60°, the observer sees the image shown in Fig. 2g.

Computation of the phase function ®@(x, y) of the optical element that forms the given image F(x, y) is the
classic inverse problem of flat optics. The inverse problem reduces to determining function ®(x, y) from opera-
tor Eq. (1):

AD(E,n) =F(x,). (1)
In Eq. (1), A®, Q, and F are defined by the following formulas:

y//ﬂ(é,n,) exp (ik® (&, ) exp {ikQ(&,n, x,y) }dédn|, @)

Gij

x—62+(—-n)?
2f ’

Q(E»’?)x))’) = (3)

u(xp.f)| = F(x.y). (4)

Here, u(&, n) is the complex amplitude of the wave field incident on the optical element in the plane of the
optical element; f is the distance between the optical element and the image plane; and u(x, y, f ) is the amplitude
of the wave field in the image plane. Equation (1) is a nonlinear Fredholm operator equation of the first kind. This
is a so-called ill-posed problem!'*%, and the methods for solving it were developed in the late twentieth century.
Approximate solutions to problem (1) can be computed by minimizing the functional R(®)=A® — F2, The
functional R(®) is differentiable, and its gradient can be easily computed?'. Functional R(®) can be minimized
using iterative methods, e.g., gradient algorithm522'23. There are other iterative schemes for solving Eq. (1). In
this paper, we use the method proposed by Lesem!” to compute the phase function. A detailed description of
the iterative algorithm employed can be found in'"**. We can spec1f¥ d1fferent  images of the symbols «A» «B»,
«C», and «D» and compute the corresponding phase functions d> x9), d>lJ ) (x, ) d>lJ ) (x, ), and @j @ (x.y)
in each elementary area G;;.

In the case of multilevel kinoforms, the phase function ®(x, y) uniquely determines the depth of the micro-
relief. For reflecting optical elements with light normally incident onto the optical element, the microrelief depth
at each point (x, y) is equal to 0.5-O(x, y)'%.

Figure 3 illustrates the kinematic effect of the motion of symbols in variants 1-4 when the optical element is
illuminated by a white-light source. Figure 3a shows the kinematic effects of the motion of two letters «A» and
«B» in variants 1 and 2. When the optical element is tilted up/down, the symbols «A» and «B» also move up/
down in variant 1 and left/right in variant 2.

In Fig. 3b, the optical element is tilted left/right. In variant 1, the symbols «A» and «B» also move left/right,
whereas in variant 2, the symbols move up/down.

Figure 3c illustrates the kinematic motion of the symbols in variants 3 and 4. The optical element is tilted up/
down, and parameter y=0. As is evident from Fig. 3, when the DOE is tilted up/down, the letters «A», «B», and
«C» diverge away from the centre along three rays 120° apart. In variant 4, when the DOE is tilted up/down, the
letters «A», «B», «C», and «D» diverge away from the centre along four rays 90° apart.

Figure 3d shows the images formed by the DOE in variants 3 and 4 when the optical system is tilted left/right.
Angle y varies, and angle B remains fixed and differs from zero. In variants 3 and 4, when the DOE is tilted left/
right, the symbols rotate clockwise/anticlockwise with respect to the centre. The central frames correspond to
the case when angle y=0.

The capabilities of the proposed synthesis technology go far beyond the variants presented above.

Creation of sample optical security elements. To demonstrate the efficiency of the methods devel-
oped in this paper, we used e-beam technology to make three DOEs. We made the first two elements with the
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Figure 3. Kinematic effects of the motion of symbols in DOEs made according to variants 1-4. (a), Variants

1 and 2 in the case where the image is tilted up/down. (b) Variants 1 and 2 in the case where the image is tilted
left/right. (c) Variants 3 and 4 in the case where the image is tilted up/down. (b) Variants 3 and 4 in the case
where the image is tilted left/right.
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phase function presented in variants 1 and 3. Figure 4a shows a photo of DOEs illuminated by scattered light. In
the photo, area G with a multilevel microrelief appears as the lens of a magnifying glass. Figure 4b-d show pho-
tos obtained when the element is illuminated by a point source. Figure 4b shows the photo of a DOE in variant 1
when the element is tilted left/right. When illuminated by a point source, the DOE forms an image consisting of
two symbols «A» and «B». Figure 4c shows the photo of a DOE in variant 3. The image consists of three symbols
«A», «B», and «C». Figure 4d shows the photo of a DOE with the binary phase function made in variant 1. As
is evident from Fig. 4d, the symbols «A» and «B» are not identified. This means that the DOE cannot be forged
with the widely used optical methods of origination?.

We developed the third DOE with an hourglass image to demonstrate the capabilities of our synthesis meth-
ods. The selected area G with asymmetric relief has the shape of an hourglass bulb (Fig. 4e). The remaining part
of the optical elements has a symmetric relief and is formed using binary structures. When the optical element
is illuminated by scattered light, area G appears as an achromatic bas-relief (Fig. 4e). When the optical element
is illuminated by a point source, the observer sees at the surface of the bas-relief the symbols «O» and «K», which
shift when the optical element is tilted. Figures 4f,g show two photos made at different up/down tilt angles of
the DOE. As the letter «<O» moves towards the centre of the hourglass, its size decreases along the horizontal
direction; when it enters the lower part of the hourglass, the letter «O» transforms into the letter «K». The optical
elements in Figs. 4a,b have a size of 42 x 33.6 mm?. The optical elements in Fig. 4e-g have a size of 37 x 50 mm?.
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Figure 4. Photos of the manufactured DOEs. (a) Photo of a DOE (variant 1) taken in scattered light. (b) Photo
of a DOE (variant 3) taken when illuminated by a point source (see Supplementary Video 1). (c) Photo of a
DOE (variant 3) taken when illuminated by a point source (see Supplementary Video 2). (d) Photo of a DOE
with a binary microrelief in variant 1 when the element is illuminated by a point source. (e) Photo of a DOE
with an hourglass image when illuminated by scattered light. (f,g) Photos of a DOE taken at different tilt angles
of the element when illuminated by a point source (see Supplementary Video 3).

The microrelief of the optical elements was formed using a shaped e-beam lithography system with a mini-
mum pixel size of 0.1 x 0.1 pm?. The maximum pixel size of the system may reach 6.3 x 6.3 um? The microrelief
was shaped with an accuracy within 15 nm in height®?* using a positive electron resist®. We used standard
equipment for the production of relief security holograms to make small sets (5000 copies) of identical DOEs.
The photos shown in Fig. 4 are of these mass-produced elements. The patterns of the motion of symbols when
the optical element is tilted are demonstrated in Supplementary Videos 1-3.

Discussion. In this paper, we analyse methods for the synthesis of DOEs based on the electron-beam tech-
nology of microrelief formation. The authenticity of the optical element is visually controlled. The DOE has an
area G with a multilevel relief, which appears as a bas-relief when observed in scattered light. When the DOE is
illuminated by a point source of white light, images of one or several symbols appear at the surface of the bas-
relief. The optical element is illuminated by a white-light point source, ideally by the torch of a smartphone. The
visual security feature is easy to control. The symbols «A», «B», and «C» can be made sharper by using a laser
diode as the point source of light.

The accuracy in shaping the asymmetrical microrelief in the DOEs developed is 15 nm in height. These DOEs
cannot be forged using common optical technologies of origination such as, e.g., dot-matrix technology?®. It is
impossible to identify the symbols on copies of the DOE made using these technologies.

The technology of synthesis of nanooptical security elements is based on electron-beam lithography of pre-
cision formation of microrelief and methods developed by the authors for solving nonlinear inverse problems
of synthesis of flat optical elements. The methods for the synthesis of DOEs developed in this study allow the
production of optical elements for protecting banknotes, excise stamps, IDs, passports, plastic cards, and brands
to be taken to a new higher level.

Currently, many of the published studies used e-beam lithography to shape nanostructures in flat optical
elements. The characteristic sizes of these structures may amount to several dozens of nanometres*’-?. These
studies are also of great interest for the development of security technologies, primarily those meant for shaping
optical elements to be observed in transmitted light*>*!. However, for the practical use of these optical elements,
we still have to address the problem of their mass replication.

In this paper, we propose methods for the synthesis of DOEs allowing mass replication. The DOEs pre-
sented in this paper are already used to protect IDs, documents, and brands replicated millions of times against
counterfeiting.

Methods

Design of the DOEs. The artwork was prepared using the Adobe Illustrator vector graphic editor. Several
MATLAB scripts were written to compute the phase functions of the DOEs. The computations were carried out
on a PC with an AMD Phenom II X6 3.2 GHz CPU and 16 GB of DDR3 memory without a GPU. The exposure
data were prepared using the proprietary software of the e-beam lithography system. The total computational
time for the exposure data of area G of the multilevel kinoform for each DOE was approximately 1 h.

E-beam lithography. The exposure was performed on a glass plate with a positive-tone PMMA e-beam
resist using a shaped-beam Carl Zeiss ZBA-21 lithography system with an accelerating voltage of 20 kV. The
exposure time of area G of the multilevel kinoform was approximately 6.5 h for each DOE. The resist was devel-
oped with a 1:3 MIBK/IPA solution. The microrelief depth of the final DOE produced was 270 nm, and its shap-
ing precision at depth was 15 nm.
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Mass replication. The plate with the developed e-beam resist was coated with silver using a vacuum evapo-
rator VUP 2 M. To fabricate a copy of the microrelief on the metal plate, a galvanic process was used. Mass rep-
lication was performed using standard equipment for the step-repeat and embossing processes. Approximately
5000 copies were produced on a 40 micron thick PET-based self-adhesive holographic film with an aluminium
coating.

Shooting of photos and videos.  All photos and videos were captured from the holographic film samples
by a Sony Alpha A7 camera. The torch of a mobile phone was used as a spotlight source. The photos involving
scattered light were taken in a room illuminated by several fluorescent lamps.
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