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Abstract

Background and Aims: Many people around the world, especially at the time of the
Covid-19 outbreak, are concerned about their e-health data. The aim of this study
was to investigate the attitudes of patients with Covid-19 toward sharing their
health data for research and their concerns about security and privacy.

Methods: This survey is a cross-sectional study conducted through an electronic
researcher-made questionnaire from February to May 2021. Convenience sampling
was applied to select the participants and all 475 patients were referred to two to
Afzalipour and Shahid Bahonar hospitals were invited to the study. According to the
inclusion and exclusion criteria, 204 patients were included in the study and
completed the questionnaire. Descriptive statistics (frequency, mean, and standard
deviation) were used to analyze the questionnaire data. SPSS 23.0 was used for data
analysis.

Results: Participants tended to share information about “comments provided by
individuals on websites” (68.6%), “fitness tracker data” (64.19%), and “online
shopping history” (63.21%) before death. Participants also tended to share
information about “electronic medical records data” (36.75%), “genetic data”
(24.99%), and “Instagram data” (24.99%) after death. “Fraud or misuse of personal
information” (4.48 [+1.27]) was the most common concern of participants regarding
the virtual world. “Unauthorized access to the account” (4.38 [+0.73]), “violation of
the privacy of personal information” (4.26 [+0.85]), and “violation of the patient
privacy and personal information confidentially” (4.26 [+0.85]) were the most of the
unauthorized security incidents that occurred online for participants.

Conclusion: Patients with Covid-19 were concerned about releasing information
they shared on websites and social networks. Therefore, people should be made
aware of the reliability of websites and social media so that their security and privacy

are not affected.
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1 | INTRODUCTION

So far, a huge amount of health data has been collected and shared
digitally, which has recently increased greatly with the outbreak of the
Covid-19 pandemic. As the biggest challenge of the last century, this
disease has disrupted public health in the world.>? Moreover, Covid-19
has threatened lives, destabilized businesses, damaged daily life, induced
stress and anxiety in people, and stunned the global economy.®* To deal
with this pandemic, the use of face-to-face healthcare services has been
reduced.® For this reason, the use of social media (such as WhatsApp,
Telegram, and Instagram) as a platform of updated information related
to Covid-19 increased significantly.” The spread of information about
this disease through social media was shared faster than the disease
around the world.® The World Health Organization (WHO) and the
United Nations called this unprecedented release of information

"7 Governments, for reasons such as social media's use of

“infodemic.
personal data for financial value, have become increasingly concerned
about protecting the privacy and security of people's information.®
Meanwhile, the shift from in-person visits to telemedicine that occurred
during the Covid-19 pandemic has increased cybersecurity and
protection of individual and organizational information resource
concerns.” Gerke et al.,'° pointed out that in the healthcare sector,
the wvulnerability to cyber-attacks has greatly increased, and these
incidents can lead to suboptimal care or harm to individuals and breach
of their privacy and security.

By looking beyond data collection and usage, during the Covid-
19 pandemic, much personal data are shared without individual
consent. To inform others who may be at risk, the South Korean
government publicly disclosed private information about victims of
the disease, including demographic information, employment, loca-
tion, and social contacts.!> In Singapore, the government also
disclosed places related to patients, such as accommodation, work-
place, and other places they had visited.!? Using data from patients
with Covid-19 may lead to online abuse, invasion of privacy, social
stigma, and even an increased risk to their physical safety.*># On the
other hand, access to information and information sharing helps
researchers to seek solutions to control patients, gain accurate
knowledge about patients and sometimes inform the public and
prevent gossip.'®> To this end, several studies have examined the
privacy and security of personal data during the outbreak of Covid-
19.2¢718 |ran was also one of the most affected countries in the world
at the time of the outbreak of Covid-19.” People share a lot of
information on social media without knowing that their information
may reflect their health information. On the other hand, their
willingness to share their information for various purposes, especially
research, is unclear. So, the aim of this study is identifying the
individual's opinions and concerns about the misuse of shared health
data, privacy and data security in the use of data for the management
of the Covid-19 crisis.

To our knowledge, this is the first study to identify data security
and privacy concerns for patients with COVID-19. Also, in this study,
we identify the types of data that can be shared and received
feedbacks on sharing health data with health researchers. However,
other studies have focused on identifying interventions to ensure
safety and review best practices and regulatory requirements for
privacy and security during the outbreak of Covid-19,%° providing a
blockchain-based security and privacy protection plan for COVID-19
medical records,'? determining privacy of COVID-19 contact tracing
apps,lz'm

could take place during the pandemic.®

and identifying top 10 cybersecurity threats that had and

2 | MATERIALS AND METHODS

The present cross-sectional study was conducted using an electronic
researcher-made questionnaire. This questionnaire was designed by

reviewing related studies!=3°7:8:12-1420-27

and sample question-
naires related to security and privacy.'> 8 Also, the opinions of two
medical informatics specialists and two software engineers with at
least 5 years of experience in the information technology department
of medical centers were used to design a questionnaire. Then, the
questionnaire was created in 8 sections and 67 questions: Demo-
graphic information (4 questions), different sources of knowledge and
information about health (9 questions), types of data shared with
researchers before and after death (26 questions), received feed-
backs on sharing health data with health researchers (5 questions),
sharing data with researchers and health organizations (6 questions),
tendency to share information and knowledge extracted from
personal health data analysis with individuals or organizations
(7 questions), concerns about the virtual world (5 questions), and
unauthorized security incidents occurring online (5 questions). Four
questions in the “demographic information” section were defined as
open-ended (for age and education level) and two scales (for
detection of Covid-19 infection method and treatment method).
The score of each question was different based on the answers to
each question. In other hand, Questions were defined as multi
options, and participants could select more than one answer. For
example, in the “Different sources of knowledge and information
about health” section, we have listed all the sources of knowledge
and information about health in response to this question. Therefore,
the patient could choose more than one source to answer this
question.

To evaluate face validity, both qualitative and quantitative
methods were applied. In this section, questions were asked about

» o«

the “relevance,” “ambiguity,” and “difficulty” of the items. Then, based
on the answers given, changes were made in the initial questionnaire.
For quantitative section, the face validity of the questionnaire was

confirmed by two medical informatics specialists and two software
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engineers. For the quantitative section, the same four individuals
were asked to evaluate the questionnaire and rate the importance of
each item on a 5-point Likert scale to calculate the “item impact
score” (impact score = frequency [%] x importance). An impact score
of 1.5 or higher was considered satisfactory.?® A minimum score of
1.5 was obtained for all questionnaire questions.

Content validity ratio (CVR) was used to determine the content
validity of the questionnaire. To calculate CVR, the questionnaire was
given to three infectious diseases specialists and three medical
informatics experts. These people had the experience of research
work in the field of security and privacy of patients. To determine
CVR, we asked the panel of experts to answer each question based
on a three-point scale (necessary, useful but not necessary, and not
necessary).??%° Then CVR was calculated using the following
formula:

_ De-ny2
CVR = —N/2

Where, n is the number of experts who selected the “necessary”
option and N is the total number of experts.

According to Lawshe's decision table for CVR, if the number of
expert panel members is six, the minimum acceptable value for each
case will be 0.99.%° In this research, the minimum acceptable value of
CVR for each question (according to experts) was 1.00. In addition,
the total CVR ratio was also calculated at 0.99. The reliability of the
guestionnaire was calculated after completing the questionnaire by
50 patients with Covid-19. The reliability of the questionnaire based
on Cronbach's alpha and Kuder-Richardson formulas for four-option
and two-option questions was 0.831% and 0.85%, respectively. After
confirming the validity and reliability, the questionnaire was designed
electronically with Google Form tool.

The study population included patients with Covid-19 in Kerman
city. To include patients in the study, we used the following inclusion
criteria and exclusion criteria. The inclusion criteria were: At least 18
years old, at least a diploma, infection with Covid-19 (with any level
of disease), and a resident of Kerman city. Moreover, refuse to accept
informed consent and having severe dementia, severe blindness,
deafness, or cognitive impairment defined as the exclusion criteria.

During the study period (from February to May 2021), a total of
475 patients with Covid-19 were referred to two to Afzalipour and
Shahid Bahonar hospitals affiliated to Kerman University of Medical
Sciences (KUMS). At the time of the present study, these two
hospitals were the only hospitals that provided medical services to
patients with Covid-19 in Kerman. Moreover, these governmental
hospitals are educational therapy centers that patients with various
diseases can refer to. After submitting the approval obtained from
the ethical committee of KUMS to these two hospitals, the phone
numbers of all 475 patients were given to the researchers. Their
phone numbers were extracted from the patients' medical records.
Then, sampling was conducted by convenience method based on
inclusion criteria and all 475 patients were invited to the study. It
should be noted that convenience sampling is a type of nonrandom or

non-probability sampling in which members of the target population

Open Access

who meet certain practical criteria such as easy accessibility,
availability at a given time, geographic proximity, or willingness to
participate are included for the aim of the study.3? It is also referred
to the researching subjects of the population that are easily available
to the researcher and all these subjects can be included in the
study.®?

To invite patients, an invitation was sent through social networks
(WhatsApp or Telegram), as well as Email. We used the fotojet
website  (https://www.fotojet.com/features/photo-card/invitation.
html) to design the invitation. A total of 305 patients accepted our
invitation. Finally, according to the inclusion and exclusion criteria,
204 patients were included in the study.

Before sending the questionnaire link to the participants, to
estimate the exact time of completing each questionnaire, eight
patients completed the questionnaire and recorded the approxi-
mate time. The approximate time was estimated between 15 and
20 min. Then, the questionnaire link was sent to patients through
social networks (WhatsApp and Telegram) as well as Email from
May 1 to 30, 2021. By June 21, 2021, all patients had completed
the questionnaires. Along with the link, a help file in PDF format
about the questionnaire's content and how to complete it was
sent to the participants. It should be noted that since we had
defined all the questions in the questionnaire as “required”
(patients must answer each question to finally submit the
questionnaire to the researchers), all 204 participants answered
all the questions.

Frequency and percentage were used to analyze patients'
demographics. Also, descriptive statistics (percentage, mean, stan-
dard deviation) were used to analyze other parts of the questionnaire.
Analyzes were performed using SPSS 23.0.

2.1 | Ethical considerations

Ethics approval (IR.KMU.REC.1401.459) was obtained from the
Ethics Committee of Kerman University of Medical Sciences. Before
participating in the study, the study's objectives were explained to
the participants, and informed consent was obtained from them.
Patients' participation in the study was voluntary, and they could be

excluded from the study at any stage of the study.

3 | RESULTS

A total of 204 patients was recruited for this study, and all 204
patients completed the questionnaires. Table 1 shows the demo-
graphic information of the patients participating in the study. Most
participants were aged 38-47 (36.3%) and had a diploma (34.3%).
About half of the participants' disease (58.8%) were diagnosed with
laboratory tests, and most were treated through home quaran-
tine (82.8%).

According to the participants (56.3%), health websites, Instagram
(53.9%), and WhatsApp (49%) are the most used different sources for
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gaining knowledge and information about health, respectively. Also,
Snapchat (2.4%), Email accounts (4.9%), and Twitter (23.5%) were the
least used sources for gaining knowledge and information about
health (Figure 1).

The third part of the questionnaire was related to sharing of
22 different types of data with researchers before and after death
by participants. To share data before death, participants were
willing to share data with researchers on “comments provided by
individuals on websites” (68.6%), “fitness tracker data” (64.19%),
and “online shopping history” (63.21%). Also, among these 22
types of data, patients were less likely to share “electronic
medical records data” (3.92%), “bank card billing information”

(2.45%), “tax and income history” (2.45%), and “genetic data”
(0.98%) with researchers.

Moreover, for postmortem data sharing (Table 2), “electronic
medical records data” (36.75%), “genetic data” (24.99%), and
“Instagram data” (24.99%) were the most postmortem data
donated by participants, respectively. Data related to “medication
records” (7.84%), “Geographic data (GPS from phone or computer)”
(7.35%), and “online shopping history” (5.88%) were the least
important data that could be donated postmortem by the
participants.

Also, out of 204 participants, 86 (42.4%) stated that they would
donate “all health data” to health organizations and institutions after
death. Sixty-two participants (30.38%) stated that they would donate

“only some health data” to health organizations. Also, 36 participants

TABLE 1 Demographic information of the participants. (17.46%) stated that they would not donate their health data after
Variable n (%) death, and 20 participants (9.8%) stated that they were “not
Age 18-27 28 (13.7) unsure,” respectively.

The most common feedbacks that participants wanted to receive
28-37 62 (30.4) i ) ] )
when sharing their electronic data with health researchers were
38-47 74 (36.3) “identify potential risk factors for personal health” (4.70 [2.36]),
48-57 26 (12.7) “comparing people's data with each other to compare their health
58 14 (6.89) status and diseases with other patients” (4.53 [1.68]), and “informa-
. . tion about the impact of individual habits on people's health,” respec-
Education level Diploma 70 (34.3) i
tively (3.93 [0.96]) (Table 3).
Associate 20 (9.8) Among the 204 participants, 87 participants (42.6%) believed
Bachelor 61 (29.9) that others could use their data for various purposes. Also, 36
Master 47 (23.0) participants (17.6%) were likely to benefit from their data for
- 6(299) various purposes. A total of 81 participants (39.7%) stated that
’ others would not benefit from their data. Ninety-nine participants
Detect Covid-19 infection By symptom 84 (41.16) (48.5%) were concerned about giving their electronic information
By laboratory tests 120 (58.8) to researchers in the future. One hundred and five participants
o . . . . .
Treatment method Home quarantine 169 (82.8) (51.5%) said they were not worried about giving their electronic
information to researchers in the future and would share their
Hospitalization 35(17.15) 5 X .
information with researchers.
56.39
o 53.9%
49%
45.5%
38.2%
28.4%
23.5%
4.9%
2.4%
l -
Health Instagram  Whatsapp  Telegram Facebook  Twitter Email SnapChat
Websites message and accounts

telephone

FIGURE 1 Different sources of knowledge and information about health. Participants could select more than one resource.
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TABLE 2 Types of data shared with

Postmortem
researchers before and after death. Types of data that can be shared with Before death data
researchers and their methods of sharing n (%) n (%)
Comments provided by individuals on 140 (68.6) 24 (11.76)
websites
Fitness tracker data (Fitness, Apple 131 (64.19) 20 (9.8)
Watch, etc.)
Online shopping history 129 (63.21) 12 (5.88)
Website ranking information 120 (58.8) 17 (8.33)
Search history 118 (57.82) 33 (16.17)
Music playback data 115 (56.35) 15 (7.35)
Internet taxi history 110 (53.9) 18 (8.82)
WhatsApp data 101 (49.49) 35 (17.15)
Telegram data 100 (49) 34 (16.66)
Facebook data 78 (38.22) 18 (8.82)
Instagram data 75 (36.75) 70 (24.99)
Email History (Gmail, Yahoo, etc.) 69 (33.81) 17 (8.33)
Snapchat data 63 (30.87) 17 (8.33)
Twitter data 55 (26.95) 17 (8.33)
Geographic data (GPS from phone or 53 (25.97) 15 (7.35)
computer)
Medication records 50 (24.5) 16 (7.84)
History of voting or campaigning 25 (12.25) 18 (8.82)
Text message and telephone data (telephone 20 (9.8) 23 (11.27)
calls and SMS)
Electronic medical records data 8 (3.92) 75 (36.75)
Bank card billing information 5 (2.45) 24 (11.76)
Tax and income history 5(2.45) 19 (9.31)
Genetic data 2 (0.98) 51 (24.99)

Note: Participants could select more than one data type.

TABLE 3 Received feedbacks on

. . Mean (standard
sharing health data with health

Received feedbacks deviation)
researchers.

Identify potential risk factors for personal health 4.70 (2.36)

Comparing people's data with each other to compare their 4.53 (1.68)
health status and diseases with other patients

Information about the impact of individual habits on 3.93 (0.96)
people's health

Analysis of health data to find out the status of individual 3.50 (1.12)
health

Information on improving eating and exercise habits 3.41 (0.49)

Note: Participants could choose from more than one feedback.
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According to Table 4, 190 participants (93.1) were willing to
send themselves the information and knowledge extracted from
the analysis of personal health data. Also, 185 participants
(90.6%) and 170 participants (83.3%) wanted this information
and knowledge to be provided to “physician or healthcare
provider,” and “family,” respectively.

The most common concerns of participants regarding the virtual
world were “fraud or misuse of personal information” (4.48 [1.27]),
“unauthorized disclosure of online information shared with friends”
(4.42 [1.38]), and “disclosure of personal information by companies or
online websites without the consent of individuals” (4.30 [1.35]),
respectively (Table 5).

Most of the unauthorized security incidents that occurred online
for participants were related to “unauthorized access to the account”
(4.38 [0.73]), “violation of the patient privacy and information
confidentially” (4.26 [0.85]), and “victim of fraud and identity theft”
(4.20 [0.71]) (Table 6).

TABLE 4 Tendency to share information and knowledge
extracted from personal health data analysis with individuals or
organizations.

Sharing information and knowledge extracted from

health data analysis n (%)
Myself 190 (93.1)
Physician or healthcare provider 185 (90.6)
Family 170 (83.3)
People with a patient-like health condition 160 (78.4)
Health organizations 152 (74.4)
Other researchers 48 (23.52)
All people who want to get information 10 (4.9)

Note: Participants could choose more than one answer.

TABLE 5 Concerns about the virtual world.
Mean (standard
Concerns about the virtual world deviation)
Fraud or misuse of personal information 4.48 (1.27)
Unauthorized disclosure of online information 4.42 (1.38)
shared with friends
People you only know through the internet are 4.30 (1.35)
not what they say
Disclosure of personal information by 3.32 (1.25)
companies or online websites without the
consent of individuals
Companies and online websites misuse 3.30 (1.26)

individuals' information to achieve their
own goals without providing privacy
policies and laws

Note: Participants could choose more than one answer.

TABLE 6 Unauthorized security incidents occurring online.

Unauthorized security incidents occurring Mean (standard

online deviation)

Unauthorized access to the account 4.38 (0.73)

Violation of the patient privacy and 4.26 (0.85)
information confidentially

Victim of fraud and identity theft 4.20 (0.71)

Gaining an unpleasant experience by 3.80 (0.73)
providing information online to people

Negatively affecting people's reputation 3.40 (0.77)

Note: Participants could choose more than one answer.

4 | DISCUSSION

This study examined the attitudes of patients with Covid-19
toward sharing their digital health data and their concerns about
the security and privacy of this data. The results of this study showed
that most of the participants emphasized that only their families and
doctors had access to their health data. Most participants wanted to
share all or part of their digital health data after death. Participants
were less inclined to share electronic health records, especially
before death, due to concerns. Participants stated that the purpose
of sharing health data with researchers was to “identify potential risk
factors for personal health” and to “comparing people's data with
each other to compare their health status and diseases with other
patients.” Participants were more concerned about scams by Internet
users and unauthorized disclosure of their information. Most of the
security incidents that people faced included unauthorized access to
their accounts, privacy breaches, and identity theft. However, the
results of this study showed that people continue to use websites
and social media to gain knowledge and information about their
health and exchange information through these media.

According to the results of this and other studies, security threats
are not specific to one technology or one social media, and any health
technology may be subject to cyber-attacks inside or outside the
organization. In the 2015 survey by Healthcare Information and
Management Systems Society, two-thirds (68%) of surveyed health-
care organizations in the United States reported having recently
experienced a significant security incident. Reported security
incidents came both from external threats (63.6% of healthcare
organizations) and insider threats (53.7%).32 These statistics of
IT-related security breaches in the healthcare sector are alarming,
and the reality may be even bleaker when one views that many
security incidents remain undiscovered or are not properly evaluated,
as well as the tendency of organizations to underreport security
incidents. Studies show that security breaches in healthcare settings
can be expensive. Absolute Software Corporation reported cases of
healthcare data breaches that cost hospitals $250,000 to $2.5 million
in settlement payments.®? Security and privacy concerns may prevent
patients and healthcare providers from using information technology
to perform medical processes. Enhancing HIT security and privacy
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practices is an important step forward for delivering and receiving
effective healthcare services.

In our study, participants were willing to share different types of
digital data with researchers, both before and after death. In the study by
Seltzer et al,*® study patients were significantly more like to share their
personal digital data with researchers. “Vivli" is an example of a data-
sharing initiative for clinical research data during a Covid-19 pandemic.
“Vivli” will link existing data-sharing platforms and communities, while
hosting the data from investigators who aspire to share data but don't
have the resources to do s0.3* In addition, many articles today have dealt
with the effective relationship of digital data on improving health
outcomes and the use of healthcare.2*"?” Collecting and analyzing digital
health data as it has been useful for monitoring various diseases in the

past,12,15,16

now it will also be effective for monitoring, prevention and
control of Covid-19 disease.

According to the findings of the present study, it was stated that
almost half of the participants use health websites, Instagram, and
WhatsApp to obtain health-related knowledge and information. Accord-
ing to a systematic review of social media-based surveillance systems for
healthcare, Twitter is the most widely used social media platform for
sharing information related to disease surveillance and individual disease
outbreaks.>> Chen et al..3® showed that almost half of the individuals use
health websites, Instagram, and WhatsApp to acquire health-related
knowledge and information. Moreover, another study®” also showed that
most individuals obtained the news of COVID-19 through social media
platforms such as WhatsApp, Telegram, Instagram, radio, and television.
With the increasing use of social media, people share their personal
information, even highly personal information. For this reason, some are
concerned that social media is a tool for government surveillance, but
people need to be convinced that the data available on social media may
be used by governments for actions such as influencing policies to control
the Covid-19 pandemic.283? On the other hand, although very inaccurate,
wildly inaccurate, harmful, dangerous, and fake information may be
present on websites and social media, it is still used by most people on a
regular basis.*® To remove wrong information about Covid-19, the WHO
formed a team to cooperate with social media such as Twitter, YouTube,
and Facebook.! For this purpose, researchers and healthcare providers
can also do their part to combat misinformation by using reliable and
engaging methods to disseminate accurate information. In addition to
these, social media can provide a communication platform for stake-
holders during a disease outbreak. Government social media accounts
may embellish as official information sources that provide timely outbreak
content to local agencies and journalists.*%43

According to the other findings of our study, the online collection of
user information leads to many new era problems such as misinformation,
fake news, identity fraud, hacking, and general information security.**
This is why many people around the world, for fear of compromising their
privacy, oppose sharing their private data, but today many people refuse
to oppose this issue to curb the Covid-19.*> Numerous studies have
reported positive changes in people's use of social media, especially in
patients with Covid-19, during Covid-19.**~*8 The majority of participants
(93.1%) in the present study also stated that the information and
knowledge extracted from the analysis of personal health data should be

Open Access

made available to the “physician or healthcare provider” and the
“family.” Huang et al.*’ mentioned that users create and share
information through social media around the world. Sharing information
on social media can prevent the further spread of the Covid-19 epidemic
in social environments and promote and educate healthcare. Other
studies®>3”*? have also shown that social media has several advantages
over other media when used to disseminate health information. Social
media are the fastest available channels for sharing warnings and updates
about disease outbreaks.*? Moreover, social media allows using different
forms of media to engage the public. For example, by incorporating links,
social media posts can direct the public to different online resources for
more health information.3® Health institutions and organizations can also
share podcast audio files and YouTube videos on various social media
platforms to provide health information.>®

Today, a large number of health professionals and organizations are
constantly involved in social networks.>* On the other hand, the cost-
effectiveness of using social media has made it easier to share news or
information.>? Therefore, the possibility of disseminating health data
through these media is increasing day by day. Zhou et al..>® showed that
the widespread adoption of new technologies such as telemedicine
systems, social networks, and mHealth applications make security and
privacy issues in healthcare more challenging and urgent, since patients
can easily share the confidential health information, they receive from
healthcare providers without knowing the security risks. In this study,
participants were most concerned about “scams by Internet users or the

n oo«

misuse of their personal information,” “unauthorized disclosure of
information shared online with friends by these people,” and “people
you only know through the Internet, they are not what they say they

were.” Armitage et al,>*

reported that unauthorized access and
dissemination of data, especially in the field of health, bring chaos to
the community. SO, managers of social networks can gain the trust of
users by improving the features of the platforms such as security and
privacy policies, ease of use, and improving the quality of information.
Gerke et al,'® suggested that during a public health emergency,
healthcare providers, and technology companies should make sure to
comply with HIPAA and protect the individual's privacy as much as
possible.

According to the results of this study and other studies,>” the role
of social media as an opportunity to share information has created a
positive image in the view of their users. So that people use them to
search for information, discuss and exchange personal experiences,
and interact with other users about their problems.”® The occurrence
of unauthorized security incidents in them doesn't only frighten
people, but can also tarnish their good image®” and undermine their
use.>?%8 After a security flaw that led to the accidental release of
Facebook users' personal information in 2010, the possibility of
unauthorized security incidents became clear to the public.?¢° Among
the most unauthorized security incidents that happened to the
participants of the present study were “unauthorized access to the

account,” “violation of the patient privacy and information confiden-
tially,” and “victim of fraud and identity theft.” Although there is a lot of
talk about privacy, there is no clear answer. These concerns may lead

individuals to use social media less.®* Of course, individual's concern
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about their privacy online depends a lot on their level of trust in the
platform they are using.®2

In this study, the participants preferred to share online shopping
history, bank card billing, music playback data, and tax and income
history data before or after their death. It seems that due to the
decrease in life expectancy during the spread of COVID-19 world-
wide, this disease can affect the interactions and daily activities of
patients such as shopping, paying bank bills, income and paying taxes
of COVID-19 patients. Schéley et al.** showed that COVID-19 has
caused an unprecedented increase in mortality and reduced life
expectancy worldwide. Also, the decrease in life expectancy has
affected various aspects of patients' lives. Other study.®® also
showed that the outbreak of Covid-19 has changed the way of life.
For example, shopping patterns have changed from traditional to
online, because the fear of contracting this disease has always existed
in people. However, people are concerned about personal data
privacy and security in their online shopping transactions. Khan et al.®
also pointed out that hackers, attackers and fraudsters usually take
advantage of emergency situations, especially when people are
scared, desperate, and vulnerable. Therefore, it should be said that
during the outbreak of a disease, not only the dimensions related to
maintaining the physical and mental health of patients should be
considered, but also the concerns related to the security and privacy
of patients' data. The concerns and stress of patients about how to
maintain the security and privacy of data can effect on the physical,
mental, emotional, and spiritual health of the patients.64

Many of the most popular social media and websites are emerging
and have started operating in the last decade. Collect and store digital
health data that is not typical, collected in electronic health records and
sometimes it may not be shared with service providers such as walking,
calorie counting, and so forth can play an important role in people's health
and lead to better health services for people in the future. During the
Covid-19 pandemic, given the growing trend of the relationship between
digital activities and people's health, it is necessary to increase people's
trust in social media. This requires technical, operational and political
commitments from governments at all levels. For this reason, govern-
ments around the world are revising their data usage laws. Recently, the
United States' National Institute of Health Data Sharing Policy and the
European Union's General Data Protection Regulation have been
established to protect the privacy and security of digital health data in
the world.?>%¢ Also, health policymakers should understand people's
concerns regarding the privacy and security of their health data in social
media to determine what challenges make it difficult to take necessary

measures to manage and control information related to Covid-19.

5 | STRENGTHS AND LIMITATIONS OF
THE STUDY

To our knowledge, no study has been conducted to identify the
security and privacy concerns of patients with Covid-19. Therefore,
our study is the first to identify these concerns and challenges. This
study identified different sources of knowledge and information

about health, types of data that can be shared with researchers
before and after death, and received feedbacks on sharing health
data with health researchers. Another strength of our study was
determining with whom participants were willing to share their health
data. Moreover, in our study, concerns about the virtual world and
unauthorized security incidents occurring online were identified.

Our study has limitations that need to be considered. The first
limitation of our survey was related to the location (Kerman province). For
this reason, the results of this study cannot be generalized to the Iranian
people. To do this, more extensive research needs to be done at the
national level. The second limitation was that due to the spread of the
Covid-19, the researchers distributed the questionnaire among patients
online and through social networks. Therefore, patients who were not
members of social networks or individuals who had low digital literacy
were not included in the study. Also, because the participants are
probably more aware of technology than the general population, there is
a risk of response bias in the results. Therefore, in other studies, these
data collection biases should be considered. Despite the limitations
mentioned, the data were collected through a self-report that individual
reports are used due to biases such as the ability to internalize
constraints. To reduce the effect of this, the instructions for completing
the questionnaire were provided to the patients to correctly understand
the questions of the questionnaire. We recommend that future
researchers conduct this study at the national level because examining
the patients' attitudes with Covid-19 toward sharing their digital health
data across the country will yield very interesting results that can help
policymakers.

Also, the study used the convenience sampling method, in which
the sample may not be representative of all Covid-19 patients in Iran.
Future studies should consider randomized samples with regions

other than the Kerman city, where the study had been conducted.

6 | CONCLUSION

The analysis of the present study showed that although people with
Covid-19 in Kerman province use websites and social media to share
their health data, they are also concerned about the privacy and
security of their health data. Therefore, managers of social networks,
officials of universities, institutions, and health organizations to
effectively deal with this epidemic must increase people's awareness
of the behavior and reliability of websites and social media. It should
also enable people to have a better understanding of websites and
social media and encourage them to use these programs properly so
that their security and privacy are not compromised. The results of
the present research can be considered as the starting point for the
implementation of the policies and national strategies for control and
prevention of Covid-19 by technology.
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