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Abstract:

In the context of COVID-19 pandemic, the Moroccan Interior and Health Ministries have proposed to
use the health pass with a QR code to identify vaccinated people. Additionally, the government suggested
a mobile application to control the health passport authenticity. However, the key problem is the
possibility of anyone scanning the QR code and figuring out citizens’ private information, causing severe
issues about individual privacy. In this work, the main contribution is integrating a private Blockchain-
based digital health passport to ensure high protection of sensitive information, security and privacy
among all the actors (Government, Ministry of Interior, Ministry of Health, verifiers) that comply with
the CNDP (National Commission for the Control of Personal Data Protection) and the Moroccan Law
09-08. In our proposed architectural framework solution, we identify two types of actors: authorized and
unauthorized, to limit and control access to the citizens’ personal information. Besides, to preserve
individuals’ privacy, we adopt on-chain and off-chain storage (Interplanetary File Systems IPFS). In our
case, smart contracts improve security and privacy in the health passport verification process. Our system
implementation describes the proposed solution to grant individual privacy. To verify and validate our
approach, we used Remix-IDE and Ethereum Blockchain to build smart contracts.

Keywords: Blockchain; CNDP and Law 09-08; health pass vaccination; individual privacy and security;
Ethereum; smart contract.

1. Introduction

The COVID-19 pandemic [1], which paralyzed global healthcare systems via exceptional lockdowns and physical
separation, has prompted the development of such digital technologies to serve a variety of healthcare needs throughout
the world [2]-[4]. The set of digital technology developments has favored the coordination of large-scale operations like
prediction and early diagnosis [5]-[10], population-level mass screening [11], [12], quick contact tracing [13], [14],
vaccination and pharmaceutical supply chain management [15], telemedicine consultations [16], digital training [17] and
e-commerce expansion [18]. Otherwise, digital technologies such as machine learning (ML) and deep learning (DL) has
proved its efficiency in many computer-aided diagnosis systems for different disease [19]-[26].

Since the emergence of the coronavirus in the first months of 2020, the world has been attempting to find the best
way for physicians to diagnosis the virus to prescribe the treatment [27]. In the same time, research community worked
hard to find options for improving and experimenting with vaccinations to stop or restrict the rise of infection [28].
Vaccination certificates help governments and authorities to manage and formulate strategies by permitting cross-border
mobility of individuals who possess this certification. A digital vaccine passport is an important solution for reopening

travel in a post-COVID-19 area. In order to deploy a vaccination passport, significant issues such as security and privacy
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right to anonymity and freedom and that they are a backdoor to governments giving “identification cards” to individuals
[29]. This crisis has provoked public debate about data privacy. Various cities, regions, and even countries require the
display of a health passport to access services. Otherwise, the use of the health pass involves privacy-related issues.
Currently, the process of the health pass verification through QR code, as proposed by the Moroccan government [30],
does not respect an individual’s privacy, allowing anyone to view and consult citizens’ personal information.

In the Moroccan case, the Ministry of Health and the CNDP (National Commission for the Control of Personal Data
Protection)1, have signed a collaboration agreement for “DATA TIKA” program on 26th August 2021. This four-year
partnership intends to support the health sector’s compliance with regard to the protection of personal medical data. The
health pass as shown in Figure 3 presents two types of information 1) plain information, which is accessible to the health
pass controller, contains full name, date of birth, etc., and 2) private information protected by QR code. The first type of
information can be subject to abusive use, as claimed by a BBC journalist when he was controlled in a Moroccan airport
on May 21th, 20222. This problem has also motivated our use of Blockchain technology. In fact, the health pass plain
information could not be used by anyone even controllers without the agreement of the health pass holder. Due to its
important characteristics of transparency, integrity, and resilience, Blockchain technology defines as a distributed,
immutable, and tamper-proof ledger database [31], can be a potential solution to protect individual privacy.

The European Parliament established the General Data Protection Regulation (GDRP) on April 27, 2016 [32]. This
regulation aims to define "rules regarding the protection of natural persons concerning the processing of personal data
and rules relating to the free movement of personal data,” which will come into force on May 28, 2018. In 1996, the
United States Congress approved the Health Insurance Portability, and Accountability Act (HIPAA) has changed how
health services, insurance, life sciences, and other organizations understand and solve health issues, security, and
confidentiality [33].

The main contributions of this paper are as follows:

e Solving the health passport privacy issues in Morocco. The proposed system will keep the privacy of individuals
by dividing the verifiers into two parts, the authorized and unauthorized entities, to ensure the personal
information privacy displayed during the QR code scan.

e Presenting a Blockchain-based digital health passport to grant individuals data privacy in the Moroccan case.

e Data integrity: we verify the integrity of the vaccine information by comparing the hash value of the user’s data
shared with that stored on the Blockchain. Our study employed an off-chain distributed file storage model based
on IPFS to store encrypted personal data, such as vaccination information, for individuals. Only the hash value
is saved on the Blockchain, ensuring that no personal information is revealed to others scanning the network.

e Implementing our solution by using Ethereum Blockchain and applying smart contract to ensure individual's
data privacy.

The rest of this paper is organized as follows: Section 2 presents the related works according to the Blockchain technology
that uses the digital health passport. Besides, Section 3 introduces the Blockchain technology background. In Section 4,
we demonstrate our system model: Blockchain-based digital health passport in the Moroccan case, we define the problem

of the actual scenario in the case of Morocco, we propose our system design, the architectural framework for Blockchain-

1 https://www.cndp.ma/fr/actualite/711-programme-data-tika-signature-d-une-convention-de-partenariat-entre-la-cndp-et-le-minist%C3%A8re-de-la-justice.
2 https://morocco.dayfr.com/local/129761.html



deEU uryitdl feditn Ppasspurt diu uie propuseu Oli-ciidir Udld storaye. 11 dauudiuorl, 11 sectull 9, we expldill e SyStem
implementation and in section 6, we present our results and discussion. Also, the system evaluation is presented in Section

7. Finally, we conclude this work with an outlook of our perspectives and future research directions.

2. Related Works

Authors in [34] presents a Blockchain technology deployed in supervising vaccines. The authors developed a novel
intelligent system for vaccination supply chain monitoring. Furthermore, smart contracts based on Ethereum for accessing
personal immunization data and vaccine activity were built to track vaccine operation information for consumers,
vaccination institutions, and the government. They proved that the vaccine Blockchain technology might be applied to
overcome the issue of vaccination traceability. They also created smart contracts to detect expired vaccinations, with
alerts for expired vaccines delivered to regulators and organizations in the vaccine supply chain automatically.

The study [35] examines the challenges of using Blockchain in vaccine anti-counterfeiting traceability and proposes a
method that combines public and private chains to combat counterfeiting. The issues of quality control and data security
in vaccine anti-counterfeiting traceability have been resolved. The experiment indicates that the method outperforms
previous vaccine anti-counterfeiting traceability systems in terms of anti-counterfeiting performance and extensive
traceability links, as well as providing additional benefits such as privacy data protection and quality control.

In [36], the authors present NovidChain, a Blockchain-based privacy-preserving platform for granting and confirming
COVID-19 test/vaccine certificates. NovidChain permits for faster verification of tamper-proof COVID-19
tests/vaccines, thus assisting in the prevention of COVID-19 disease while also safeguarding the user’s right to privacy.
To satisfy privacy standards such as GDPR and KYC (Know Your Customer), NovidChain depends on a set of emerging
technologies such as Blockchain, uPort Self-Sovereign Identity platform, and IPFS storage.

This paper [37] adopts an architecture for a GDPR-compliant COVID vaccination passport (VacciFi). The system
guarantees that vaccination data is available, traceable, and reliable. VVacciFi employs permission Blockchain, permitting
member authorities to operate in a more regulated environment. Since the data controller and processors can be identified,
data subjects can have faith in the system. This architecture can aid to create a secure, verifiable, and trustworthy
environment, which can adapt to the changing pandemic scenario and provide safe cross-border travel and business.

Table 1 summarizes the recent works and we compare them with our proposed approach:

Table 1: Summary of recent work and comparison with our approach

Ref Problematic Certificate System proposed Blockchain Model Regulgtlon Country
type platform storage | compliance
Vaccination
traceability vaccine System for
[34] Security e vaccination supply Ethereum | On-chain | undefined | Australia
- . certificate . o
Detection expired chain monitoring
vaccinations
Vaccine anti- Blockchain in
counterfeiting Vaccine vaccine anti- On-chain/
[35] traceability e - Ethereum - undefined China
. certificate counterfeiting off-chain
Security -
Pri traceability
rivacy
[36] Security Vaccine NovidChain Ethereum | Of-chain/ GDPR Tunisia
Users privacy certificate off-chain
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traceability, and . . .
reliability Vaccine VacciFi Consortuim | On-chain/ | pp | Eipjang
. passport Blockchain | off-chain
Security
Privacy
Blockchain-based . Morocco
proposed Health p{;\ssport data Health digital health Ethereum On-cham/ CNDP
privacy passport Off-chain
approach passport

The National Commission for the Control of Personal Data Protection (CNDP) ® was created according to Law
n°09-08 on February 18, 2009, regarding the protection of individuals with respect to personal data processing. It is
responsible for verifying that the processing of personal data is lawful, legal and that it does not infringe privacy and
fundamental human rights. The main objective of the CNDP is to ensure that the fundamental rights and freedoms of

individuals regarding the processing of personal data are guaranteed.

According to this recent work, we can address the security and privacy issues related to the digital health passport
through the integration of blockchain technology.

Security and

Decentralized :
Privacy

G ELD

e Immutability

Figure 1: Blockchain key aspects

3. Blockchain technology background
Blockchain technology has attracted a large number of academics, organizations, and businesses, particularly in
the usage of bitcoin, a digital currency [38]. Our proposed solution is based on the Blockchain technology using smart
contract, to motivate the choice of our solution, in this section we present the main Blockchain properties and potential
keys:

3.1 Decentralization
Blockchain is specified as a distributed database in which records are organized into blocks, and a hash key is

used to link each block to the previous one. This technology is performed without the need for a centralized administrator
or data storage management [39]. As a result, the Blockchain network is a decentralized information system that stores
information about all previous transactions and runs on a predetermined protocol that specifies how transactions are
performed and validated, as well as how the entire network and its members function [40].

3.2 Trust
The interactions between nodes inside the Blockchain network are what allow it to function. Instead of depending

on trusted third-party organizations to conduct transactions, Blockchain network participants rely on the Blockchain
network itself. The five fundamental qualities provided by existing Blockchains are immutability, non-repudiation,
integrity, transparency, and equal rights [41].

3 https://www.cndp.ma/fr/
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The key security aspect of Blockchain networks is imposed as a characteristic of immutability. The higher up

the chain the block is, the more secure the data it contains is from modification [42].

3.4 Security and privacy
As transactions are uploaded to the Blockchain, the identities of the parties involved are verified, and the

transactions themselves are verified by other users. Cryptography is used in the implementation of each transaction,
resulting in increased security [43].

3.5 Consensus algorithms
The challenge of reaching consensus [44] in a Blockchain network is delicate and crucial, as long as all nodes in

the network. The new transaction records will be added to the Blockchain, to validate the new block. It is worth noting
that, after a block has been validated, it can’t be changed; the Blockchains are built to function in an unsafe and risky
network with malicious users. Consensus algorithms are used to design and deploy various methods.

3.6 Deployment models
The Blockchain technology had three types of deployment models, public, private and consortium:

Public Blockchain: [45] There are no restrictions on anyone joining the Blockchain network in the permission-less or
public Blockchain, and they can take part in transaction validation and mining. Every peer in a public Blockchain network
provides complete permission to participate in the transaction validation and block ledger maintenance processes.
Private Blockchain: Permissioned Blockchains are the opposite of public Blockchains in that they are controlled networks
that need the organization’s approval for each peer entering the network. Authenticated individuals govern the mining
operations on permissioned Blockchains. As such, a private Blockchain employs peer-to-peer communication to alert
participants of block transactions [46].

Consortium Blockchain: is defined as a hybrid form of private and public Blockchains, with the consensus processes

controlled by a group of companies or participants to verify transaction validity [47].

4. System Model: Blockchain-based Digital Health Passport in the Moroccan case

4.1 Actual Moroccan system

In this section, we demonstrate the actual Moroccan scenario using the health passport and the QR code verification
process.
4.1.1 Health pass scenario: Moroccan use case

The workflow describing the health pass scenario is illustrated in Figure 2:
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Figure 2: Workflow for getting Moroccan health pass

The main stages of the proposed health pass design can be summarized as follow:
The government initiates the vaccination operation and gives authorization and agreement to the concerned institutions
to vaccinate the citizens/individuals.
The government sends the vaccine information, such as vaccine types, doses, and a lot, to the vaccination center.
The government also invites individuals to participate in the vaccine operation through media, advertisements, phone
messages, and awareness campaigns.
The individuals go to the vaccination center to get their doses of the Covid-19 vaccine.
After obtaining vaccination doses, the healthcare provider confirms on the platform dedicated to the vaccination
registration information.
The government institutions send a message by phone to the individual to validate the vaccination process. This message
contains the link to access the application dedicated to this fact.
The individual accesses the platform and authenticates using their national identity card and a two-step verification
process. Furthermore, they can download it as a document or a card.
The health pass contains two QR codes: 1) the Moroccan code and the European one and 2) the individual’s confidential
information that contains the national identity card number, full name, date of birth, date and vaccination type, and the
health pass number as shown in Figure 3.
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Figure 3: Moroccan health Pass
4.1.2 QR code verification scenario
To verify the health pass, the government proposed an application to scan the QR code available to everyone.

Verifier QR Scan Application QR Scan Result
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Figure 4: QR Verification

Figure 4 shows that the verifier could be a member of the Ministry of Health or the Interior, or any other individual, like
a security agent, a waiter in a restaurant, a shop, or a hotel. Therefore, we observe that anyone can request to scan the QR
of the health pass to see whether the person is vaccinated or not. Afterwards, the result reveals the confidential and
sensitive information of the citizen, which will be available to everyone. This problem of sharing information with any

entity does not respect the individual’s privacy and involves a serious risk for Moroccan society.
4.2 Design based Blockchain proposed system

4.2.1 Proposed approach

This section presents a proposed approach for a Health Pass based on the Blockchain. We integrate Blockchain
technology because of its potential key aspects presented in Figure 4, as trust, transparency, security, privacy,

immutability and decentralized network. Our proposed system respects the Law n°09-08 in order to assuring individual



dawa privacy.
In Section 5, we aim to improve and demonstrate our proposed solution based on the Blockchain technology and
smart contract to solve the digital Health passport issues. We define the compliance of CNDP, regulations and Law 09-

08 to protect Health Passport user’s privacy and confidentiality. Then, we describe our system actors, and the proposed

approach.

4.2.2  Privacy regulation

The CNDP is the Moroccan commission in charge of personal data protection. It works to ensure greater
transparency in the use of personal data by public and private organizations and to guarantee a balance between respect
for the individual's privacy and the need for organizations to use personal data in their activities.

4.2.3  System actors

Table 2 describes the actors in the system as illustrated in Figure 5:

Table 2: System actors’ description

Actor Description
Government Interior and Health Ministries
Healthcare Provider Health institutions or vaccination centres
Individuals Vaccinated citizens who want to get their health pass
Verifiers The authorized people who verify the individuals’ health pass
Government Individuals
- 0
00—~ 00 ‘L_\_
el ea d
il pes!
Healthcare Provider Verifiers

Figure 5: System actors

This section focuses on proving our proposed approach. To protect individuals’ privacy and to ensure citizens’
health pass sensitive and personal information confidentiality, we employ a decentralized approach by exploiting the
Blockchain technology, as well as respecting the CNDP regulation to guarantee individuals data privacy with the system
actors.

4.2.4  Blockchain layer approach

The following table explains our layer approach based on Blockchain technology as seen in Figure 6.



Table 3: Blockchain layer approach description

Layer Description

This level concerns CNDP’s compliance with Law 09-08 exploited in our study to

Regulation and Privacy Law guarantee the individual’s privacy.

Security It focuses on the security modules and algorithms applied in our system.
Blockchain Lr:ogz)issals.tep, we describe the Blockchain technology components utilized in our
Storage This layer defines our proposed system storage infrastructure.
Data It describes the data that should be protected, that is, the personal information of

individuals on the health pass.

Stakeholders It defines the different actors of our system.
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Figure 6: Blockchain Layer Approach

4.3 Architectural Framework for Blockchain-based Digital Health Passport

This section presents an architectural framework for Blockchain-based Covid-19 health pass. Our framework
aims to solve the health pass problems in the Moroccan case. This framework is based on Blockchain technology, we
choose the Blockchain platform Ethereum, to control and protect the health pass user’s information through the network.
Our proposed solution allows only authorized entities to check and verify the full individuals’ confidential information.
Due to its benefits, Blockchain technology grants individual information traceability, security and privacy.

QR Scan code: To protect the privacy of individuals, we propose two use cases in the QR scan code:

e The first one is dedicated to the authorized parties, who have the right to read and verify the individuals’
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and vaccination information.

e The second use case will be kept for unauthorized parties, whose personal information will be hashed and then
it will be displayed whether the individual is vaccinated or not.

The following figure describes the proposed QR scan code use cases:

QR Scan code

{ Authorized parties l ‘ Unauthorized parties l
Health Pass

Vaccination Crtificate J x

againist Covid-19 SARS-

cov-2
ID Document Thea::fm:::nls
Full name
Birth Date

Date and Vaccine Type

Health Pass N°

Figure 7: QR scan code use cases

4.3.1 The health pass certificate Authority issuing
Figure 8 describes how the verifier should insert the unique identification into the system and hash the digested personal
information to provide to the issuing entities, in our situation, meaning the government. The issuer then obtains the data
from the health pass and registers the certificate for the issuance of the Blockchain. In addition, the issuer composes and

signs a transaction, including the hash values of the certificate information.

Request Verifiers

1 Certificate

< ‘%_ Y
> 5 s,-

2
Issue Verifiers 49
Certificate
Government Verifiers
4

3
ﬁ:} Public Key
- 0 n R — Private Key

] Authorized Parties
Certificate

Revocation List
Figure 8: The health pass certificate issuing
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the individual’s personal information as mentioned in Figure 9. Foreign parties who do not have the certificate will be
unable to see any personal data, preserving the individual’s privacy. On the other hand, a certificate revocation list is a
repository for invalidating certificates. There are varieties of reasons to revoke a certificate.

A public key infrastructure (PKI) is made by the certification authorities that provide digital certificates to the
participants, who need them to authenticate their identity in communication being sent from their environment. Even
though a Blockchain network is much more than a communication network, it employs the PKI standard to provide secure
communication amongst network users as well as to ensure that information placed on the Blockchain is properly
authenticated.

Health Pass

~ 0 Vaccination Criificate
- _ againist Covid-19 SARS-
& Health Pass Certificate COV-2
—
13 _ ID Document
Individuals E Full name

Birth Date
Date and Vaccine Type

Health Pass N*

Figure 9: Individuals Health Pass Certificate

4.3.2  The health pass Verification

Verify Certificate Q Hashed Personal ﬁn

Blockchain-Based COVID-19 Informations Informations ‘\._1
Health Pass to grant 3 > ‘ - |
individuals data privacy \ -
. Individuals
Verifiers
2

QR Scan Code Verifying
Mobile Application

Figure 10: The health pass verification process

To validate the health pass certificate, the individuals must provide the same identifier along with the transaction

hash value that records the certificate issue. The verifier scans the health pass QR code via the mobile application until
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Figure 10 describes this process.
4.3.3  System design overview

For the development of the proposed Blockchain platform, we consider the architecture in Figure 12. This design
incorporates a vaccine permissioned Blockchain, in which the Blockchain nodes in our scenario are only allowed entities
for storing vaccination information and checking the QR scan code against the individual’s personal information.

To interact with the Blockchain network, the Government node can designate a Blockchain client node, which
might include the ministries of the Interior and Health. This entity is also in charge of delivering vaccination information
to the vaccination center or health professionals. The entity then generates vaccination certificates for those who have
already been vaccinated. These certificates will identify the approved entity responsible for verifying an individual’s
vaccination status. The information about the vaccine’s hash value is stored on the Blockchain. The registration of these
companies can be done by Moroccan government authorities, which use smart contracts to present the Blockchain nodes.

In addition, the Blockchain will simply contain a hash digest of each individual’s vaccination certificate, which
will be created after registration and employed to facilitate the process of checking his or her vaccination status.

Individuals pass to a healthcare institution or vaccination center to get vaccinated and present their national
identity card during the registration phase. The healthcare provider obtains vaccination information from the government
organization and saves the individual vaccination information for this reason. After that, the government institution
offered the certificate information to the individual to obtain his health pass certificate.

As shown in Figure 11, only the authorized parties have the right to check the citizen’s personal information
related to the CNDP and respect Law n° 09-08, in order to ensure the health pass user’s privacy and protect the

individual’s confidential information.
Y »

ﬁ Health Pass
Get Vaccination Haﬂ;g‘:::&i:’;al f‘\o Vaccination Crtificate againist
2 Information Healthcare Providers 1 & ) Health Pass Certificate Covid-19 SARS-COV-2
oo oo >
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oo |I.I| ala] € 5—> 1} = ID Document
3 Save Vaccination Send . —
Government Information Certification Individuals Full name
Information Birth Date
. Verifiers / Date and Vaccine Type
Authorized Parties Health Pass N°

14
Blockchain-Based COVID-19 Health Pass to grant individuals
data privacy

Figure 11: System design
4.4 Proposed Off-Chain data storage

441 Interplanetary file system IPFS
Interplanetary file system IPFS [48] is designed to employ content-addressing for file identification in a global
directory connecting all compute nodes in the network to introduce decentralization in file storage mechanisms. In peer-

to-peer networks, where there is no centralized server, IPFS functions as a networking protocol for file storage, access,



anu uIst UL IFFS 1S d yriry Secure Systeril will eXcepuulidl Perturiridrice, COINLErit duuressduliity, DIUCK 5L0rage that

is designed to help with data storage and parallel distributed user access [49]. The peer-to-peer (P2P) network used by

the IPFS protocol comprises an IPFS object, a data structure that stores links and data. Data includes unstructured binary

data, and the link contains an array [50]. The IPFS protocol operates as follows:

v" IPFS attributes a unique cryptographic hash for each stored file.
v" The duplicate files are not permitted to exist on the IPFS network

v" A node on the network keeps its index and stores content.

IPFS is a peer-to-peer, open source, globally distributed file system that can be employed to store and share massive

volumes of information with high throughput [51].

4.4.2 Blockchain Data structure

The proposed data structure focuses on two key components: on-chain storage and off-chain storage, both of which

are discussed below:

On-chain storage: the proposed system used the Blockchain technology to overcome the privacy challenges related
to the individual vaccine’s information. The on-chain storage will include the hash address of the transaction.
Off-chain storage: To ensure the availability of the hash in the network according to demand, the IPFS generates
content-addressed hashes of the files locally by way of high-frequency requests in the system. Additionally, the IPFS
provides system transparent record access, high efficiency, and secure transaction hash mapping [52]. The
individual’s personal data, including vaccine and doses of information, is being stored on an off-chain (IPFS). Only
the hash is stored in the Blockchain, ensuring that sensitive data is never exposed to others scanning the network.
Encrypted data, for instance, can be stored off-chain from the Blockchain, with the Blockchain only storing a pointer
to the encrypted data on that off-chain storage. Because hashes operate as control points to sensitive data of encrypted
individuals, our method ensures that the CNDP’s confidentiality criteria are met.

The Figure 12 shows the relationship between the different parties in our proposed solution. The system actor

includes government, healthcare provider, vaccination center and individuals.
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Figure 12: Relationship between parties

4.4.3 Transaction demonstration

According to the literature, the following are some of the most typical sentences used to introduce data
minimization: “The goal of the processing must be defined when the data is collected”. “The data should be removed
when no more is necessary for the specified purpose”. “The quantity of shared data is strictly limited to the minimum
needed”. “To minimize the personal information collected” [53].

Specifically, legitimate parties have access to information. For this reason, both authenticated and authorized
users will be able to access shared data. Only those responsible for managing the entire content of the data should have
access to it without any restrictions. In contrast, actors who just need a subset of information should have selective access
to strictly required data. Minimizing data concerns the protection against excessive collection of personal information. It
takes this to mean not just minimizing unjustified personal data collection, but also effectively protecting the data against
illegal access or sharing, and this control should be in place throughout the system’s life cycle [54].

The advantage of exploiting data minimization in our study is that it improves information security and respects
the individual’s privacy. Individual information must be valid, appropriate, and limited to what is needed with the
objectives for which they are collected.

In this step, we will outline the transaction details in our case study. We define a structure, as shown in Figure
13, containing the following entries:

v/ Address hash that includes the necessary information: CIN identifier. Our solution aims to control access to this
information to protect citizens' privacy.
The full name and date of birth.
Then, the date and type of vaccination.

The number of the health pass.

IR NNEN

In addition, the previous transaction hash value. Each previous value refers to the number of vaccine doses taken.
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Address Hash:
1D CIN
Full Name
Birth Date
Date and vaccine type
Health Pass Number
The hash value of the previous transactions

Figure 13: Transaction illustration

We describe our On-chain and Off-chain data structure in Table 4:

Table 4: On-chain and Off-chain data

On-chain Off-chain

e  Address Hash: e Transaction:
v IDCIN Address Hash
Full Name
Birth Date
Date and vaccine type
Health Pass Number
The hash value of the previous transactions

ASANENENENEN

The main block elements are defined as a list:

v A

is a series of blocks that, like a traditional public ledger, include a complete list of transactions data.

v" A hash generated on the block header using the SHA256 cryptographic hash algorithm defines each block in the

Blockchain.

v" A block has just one parent block unless the block header contains a previous block hash. It is interesting to note

that the hashes of the block’s parents would be stored on the Blockchain. A genesis block is the first block in a
Blockchain that has no parent block [55].

As illustrated in Figure 15, a block includes a block header and a list of transactions. The block header, specifically,

contains the following information:

v
v
v
v

v

Hash value: The block cryptographic hash is generated by hashing the block header twice using the SHA256
algorithm.

Previous hash block value: A reference to the previous block’s hash on the Blockchain.

Merkle root: A hash of the root of the Merkle tree transactions in this block.

Timestamp: The block’s estimated creation time.

Nonce: A four-byte value that starts with 0 and rises with each hash calculation.

The block body represents a list of transactions recorded in this block. The block body defines a list of transactions

recorded in this block.
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Figure 14: Blockchain structure

Figure 15 resumes our proposed Blockchain data structure as mentioned in section 5.
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Figure 15: The proposed Blockchain data structure

5. Blockchain-based Health Passport Framework Implementation
5.1 Proposed Blockchain technology

The proposed solution is based on the Ethereum Blockchain to ensure privacy and security challenges in the
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Blockchain will provide security and data privacy as well as transparency among stakeholders.
5.2 Ethereum Blockchain

Ethereum is a peer-to-peer blockchain platform with a distributed, chronological database of transactions; it is
also exchanged and maintained by nodes in the network. It owns a property of the different that allows anybody to define
their characteristic, transaction protocols, and state transition algorithms. This is accomplished through the smart
contract's usage, which collects cryptographic rules only performed if specific criteria are satisfied [56] 4. Smart contracts
on Ethereum are used in healthcare to generate intelligent interpretations of current medical records kept in specific
network nodes. The contracts provide information on record ownership, permissions, and data integrity.
Cryptographically signed instructions to manage the properties are included in the blockchain transactions in the system.
The contract’s state transition functions perform policies, requiring only valid transactions to change data. Any set of
rules that govern a specific medical record may be implemented using such criteria, as long as they can be expressed
computationally [57]. A private blockchain based on the Ethereum model has been designed to facilitate a monitoring
system. In this blockchain, sensors interact with intelligent devices that use smart contracts to record events in the
blockchain. The smart contracts allow for real-time healthcare management by securely sending critical notifications to
patients and healthcare professionals. Patients may take ownership of their treatment while a healthcare professional is
always available with real-time updates, which is vital for safe care at home [58].
5.3 System implementation

This section describes the implementation of a framework to secure and protect the individual’s health pass
personal information. Figure 16 describes an overview of the proposed framework based on Blockchain technology and

smart contract:

4 https://blockchainlab.com/pdf/Ethereum_white_paper-a_next_generation_smart_contract_and_decentralized_application_platform-vitalik-buterin.pdf
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Figure 16: Overview of the proposed Blockchain-based health passport framework

To prove the following illustration, we will start with the stakeholders of our proposed system. The network of

our private Blockchain includes just the authorized parties in order to ensure the traceability of communication, data

security, the integrity of data, transparency among system actors, as well as privacy rights. The nodes of the Blockchain

are government institutions, specifically the Ministry of the Interior and the Ministry of Health in our context of the

vaccination protocol.

First, the government, which started the vaccination operation in Morocco, presents the top of our system and

gives the entities, concerned the permission to vaccinate individuals. The government has two significant organizations

in charge of vaccination in our country: The Ministry of the Interior and the Ministry of Health. The Ministry of the

Interior holds people’s personal information and has the authority to register, write, read, and examine such information.

This institution is also responsible for verifying and validating the information in order to ensure its integrity of the

information. The Ministry of the Interior is responsible for sharing useful and necessary information with the Ministry of

Health.




1Nn€ 1ro1c O1 1Ne vIMIstry Or fealtn 18 to proviae tne correspondaing 1mrormation reiatea to e populamon’s health
status management. Here, we are interested in the participants involved in vaccination. Therefore, we mention two
entities: the hospitals and the vaccination centers. These two institutions have the function of providing vaccination
information: the identification card number, the full name, the date of birth, the date and the type of vaccine. The recorded
information will be submitted to the Ministry of the Interior to validate it. After this phase, the Ministry of the Interior
sends a message to the individual’s phone containing a link to access the mobile application to download their health
pass.

The goal of the vaccination process registration via our proposed system based on Blockchain technology is to
protect the privacy of individuals. As shown in Figure 17, our system will generate a pair of keys for encrypting the
personal information that appears on the mobile application when the verifiers check the QR code as well as the system’s
control and limiting access to this sensitive information. Then, our system manages the entities that are allowed to consult
this information.

5.4 The integration of the smart contract

The smart contract [59] typically comprises a set of executive codes and conditions that a unique address may
identify. Contracts are created in many programming languages, like Python or Solidity, employing particular condition
instructions. After all, parties have signed the contracts, a transaction is sent to the blockchain that contains the parameters
needed for the smart contract operations. The miners are then in charge of confirming and storing, the transaction in a
specific block to generate a unique contract address to execute the smart contract. Then, blockchain participants can
invoke the contract codes by sending a transaction to the contract, which will be confirmed by the state variable and
exterior trustworthy streaming data. As a result, anytime criteria in the smart contracts are achieved, miners will execute
and validate a matching response act.

Our proposed system suggests a number of smart contracts. The smart contract hierarchy includes the system
actors such as government contract, healthcare provider contract, individual contract, and verifiers contract, to control
and protect the user’s health pass information.

The integration of the Smart Contract for the vaccination registration process aims to provide transparency and
traceability of the vaccination operation between the stakeholders of the system. In addition, the smart contract will verify
the integrity of the information entered to validate the vaccinated person’s health pass. Next, each transaction will be
added to the Blockchain network.

A smart contract will take charge of this mission if an entity wants to verify the individual’s health pass. This
means that if the verifier is part of an authorized institution concerned with citizens’ vaccinations, the key pairs will be
generated for the decryption and access to personal information. Thus, the verifier will be validated by the government
to get authorization to consult information. Then each transaction will be added to the Blockchain. Algorithm 1 describes

the verifier registration process by the government to allow access to the private data:



Algorithm 1 Verifier Registration

Input: Verifiername, Verifieraddress
Output: bool
Require: Contract Government == msg.sender
1. Verifier +— ( Verifiername, Veriferaddress, addressesofVerifier.push( Verifieraddress))
* if Verifier created then
* return True
1 else
5 return False
& end

To verify the health pass, the verifier can access the mobile application suggested by the government to scan the
QR code. To preserve individual privacy and personal information confidentiality, our system has the objective of
distinguishing between authorized and unauthorized verifiers. The smart contract will search and compare the scanned
hash with the one stored in the Blockchain to see if the individual is vaccinated or not. The authorized verifiers will scan
the QR code and get the personal information as a result. Instead, the non-authorized verifiers will just know if the person
is vaccinated or not. The information will be hashed because they do not dispose of the key pairs to decrypt the hashed
information. Algorithm 2 presents the individual QR code verification scenario:

Algorithm 2 Individual QR code Verification
Input: IndividualAddress, IDHash, signature
Output: VaccineStatus, DoseStatus
Require: QReode of IndividualAddress via signature
if QRcode successful then
Retrieve Individual details via Individual Address
if fndividual # null then
Check Individual addressHash == addressHash

if Check passed then

| retwrn (VaccineStatus, DoseStarus)
else

| return error message
end

else
| return error message

end

else

| return error message
end

According to the CNDP and relying on law 09-08, our approach will limit access to citizens’ personal information
without authorization by government institutions to protect the privacy of individuals.

We have implemented the smart contract related to vaccination entities in Ethereum using Solidity as the
programming language. We used Remix IDE to develop and deploy smart contracts on a private Blockchain network.
The smart contract code is available on GitHub®. Table 5 describes our system implementation characteristics:

5 https://github.com/Sara-Bennacer/smartcontrcat_digitalHealthPass.git
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6. Results and discussion

This part focuses on testing and validating the smart contracts that define the different actors in our system. We

have chosen 4 entities to test the smart contracts in our scenario: the government institute, the healthcare provider, the

vaccination center and the individual.

The results obtained for each on-chain operation are validated on the test network by considering the transaction hash

values as illustrated in Table 6 below.

The test results take apart the transactions executed on the Blockchain, and the related Blockchain transaction receipts

are provided, outlining the actor that signed the transaction, the executed call and the transaction costs in gas.

Table 6: Hash values

Entity Hash value
Government 0x5B38Da6a701c568545dCfcB0O3FcB875f56beddC4
Healthcare Provider 0xAb8483F64d9C6d1ECcFIb849Ae677dD3315835¢ch2
Vaccine Center 0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db
Individual 0x78731D3Cabh7E34aC0OF824c42a7cC18A495cabaB

To begin, we will look at the smart contract deployment, which identifies the primary actor in our system: the

government. This entity has the authority to grant or deny access to other entities, as well as to add a new vaccination

center or an organization involved in this activity. The government is in charge of verifying the vaccine information and

confirming the individuals’ health passes, including the Ministry of Health, the smart contract is intended to manage all

vaccination centers and hospitals focused with this mission.
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Figure 17: Government Smart contract test result
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the vaccine type, and the vaccine doses. After that, each transaction performed will be sent to the government to confirm

the vaccinated person’s information. Then the updates will be stored in the Blockchain.
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Figure 18: Healthcare provider smart contract test result
The vaccination center smart contract has the responsibility of registering the individuals’ personal information

related to the vaccine, health situation, and allergy history. This information will be sent to the government for validation.

All transactions are encrypted to protect citizens’ sensitive information. In addition, this step provides transparency and
traceability between the actors of the system.

0 [vm] from: ex4B2...C(e2db to:|'-.'ac:i'-ec-3rter.icons‘.'J:tcr'; |«a1ue: 2 wel data: exs@s...78233 logs: @ hash: exsfc...

status sCuticn succest

| transaction hash

dF2eFE40845a0015e808¥ 57161 cThbcetE1 2587 2ecibbebs 546347 | O
|JA_'B£8.453-'_'-__'E11"#.7(31-':?1:.&: 22082db |:

|.-' (constructor) @ I

gas 599322 gas D

transaction cost 521140 gas [©

execution cest sa1149 gas D

fmput @l 08, .. 780

decoded imput
decoded output
logs [ o
val

Figure 19: VVaccine center smart contract test result

An individual smart contract verifies the information and presents the individual’s status and the hash address
that corresponds to the personal information. Then, an individual smart contract provides the transaction information that
refers to the dose number, vaccine type, and vaccination date. As shown in Figure 20, an individual smart contract that

keeps personal information private. Figure 21 describes the vaccine information result of the verified individual.
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Figure 20: Individual smart contract test result
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Figure 21: Individual verified result

For a non-vaccinated person, the result of our smart contract will indicate a transaction error; it means the

individual is not yet vaccinated.

transact to idividualsmartContract.attested errored: Error encoding arguments: Error: invalid address
(argument="address", value="", code=INVALID_ ARGUMENT, wversion=address/s.5.8) (argument=null, value="",
code=INVALID_ ARGUMENT, verslon=abi/5.5.8)

Figure 22: non-vaccinated individual

7. System evaluation

This section presents the costs associated with the different interactions between the proposed system’s
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Blockchain. The main objective is to design a system that can provide a sustainable medical health system with all of
Blockchain’s advantages. In the Ethereum Blockchain [60], all programmed calculations incur costs to prevent network
abuse and address other computational-related challenges. Gas is the defined cost on the Ethereum Blockchain for
executing all kinds of transactions, which is the price value necessary for a successful transaction or contract execution.
Therefore, gas is required for all operations, computations, message calls, the creation and deployment of smart contracts,
and storage.

Table 7 defines the caller name, gas used, then the transaction cost and execution cost. The transactions are
executed and computed in the gas unit reported by the Remix-IDE. We provide transaction costs regarding the
government, healthcare provider, vaccine center and the individual. As seen in this cost evaluation, the government and
the healthcare provider contract incur costs. Besides, the health passport issuing and verification are the most frequent

transaction cost of this study.

Table 7: Gas cost of Ethereum system evaluation

Actors Gas used Transaction cost execution cost
Government 301504 262177 46569
HealthcareProvider 399390 347295 347295
VaccineCenter 599322 521149 23471
Individual 952269 828060 23663

8. Conclusion

This work outlines the issues related to the individual's privacy in the context of health passes. Our work explains
how the adoption of the digital health passport in Morocco exposes people's privacy to fraud and infringement. In this
paper, we provide the Blockchain-based digital health passport system in the case of Morocco. We designed our proposed
system that respects the individual privacy Law for digital health passport. In addition, our framework comprises an
innovative system of access control that respects the privacy Law 09-08. We have presented an approach based on
Blockchain technology to ensure individual privacy with respect to CNDP conformity. The integration of the Blockchain
aims to ensure security and privacy among the system stakeholders and thus safeguard the integrity and traceability of
the vaccine information. Our system implementation is based on Ethereum Blockchain using smart contracts for testing
and validation. Smart contracts application is built on the Remix-I1DE. In this paper, the implementation of smart contracts
enables verifiable automation; solving privacy issues and reducing information asymmetry in the health pass verification
processes. The evaluation, cost, and security analysis of the proposed system highlight its feasibility in a real-world
environment, addressing the challenges of privacy, and traceability securely and cost effectively. The proposed system

can be adapted to address the needs of privacy, security, and traceability in other domains of activity.
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Solving the Health Passport privacy issues to grant individuals data privacy from illegal actions.

Presenting a Design and Implementation of a New Blockchain-based digital health passport that respects the
individual privacy Law.

The innovative access control system divides the verifiers into two parts, the authorized and unauthorized
entities, to ensure the personal information privacy displayed during the QR code scan.

On-chain and off-chain storage to verify the integrity of the vaccine information.

Implementing our solution by using Ethereum Blockchain and applying smart contracts for test and
validation.

Presenting a system evaluation to demonstrate the feasibility of adopting the proposed solution to address the
needs of privacy, security, and traceability in other domains of activity.
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