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A B S T R A C T   

Purpose: Our objective was to develop a tool promoting early detection of COVID-19 cases by focusing epide-
miological investigations and PCR examinations during a period of limited testing capabilities. 
Methods: We developed an algorithm for analyzing medical records recorded by healthcare providers in the Is-
raeli Defense Forces. The algorithm utilized textual analysis to detect patients presenting with suspicious 
symptoms and was tested among 92 randomly selected units. Detection of a potential cluster of patients in a unit 
prompted a focused epidemiological investigation aided by data provided by the algorithm. 
Results: During a month of follow up, the algorithm has flagged 17 of the units for investigation. The subsequent 
epidemiological investigations led to the testing of 78 persons and the detection of eight cases in four clusters 
that were previously gone unnoticed. The resulting positive test rate of 10.25% was five time higher than the IDF 
average at the time of the study. No cases of COVID-19 in the examined units were missed by the algorithm. 
Conclusions: This study depicts the successful development and large scale deployment of a textual analysis based 
algorithm for early detection of COVID-19 cases, demonstrating the potential of natural language processing of 
medical text as a tool for promoting public health.   

1. Introduction 

The COVID-19 pandemic poses a significant challenge to healthcare 
systems worldwide potentially overwhelming local resources [1]. As a 
result, many countries around the world implemented measures to 
prevent its spread through lockdowns and contact tracing [2,3]. 

The first cases of COVID − 19 infections were detected in Israel 
during late February 2020 resulting in the first wave of the pandemic 
during March and April [4]. Early and aggressive measures were utilized 
by the Israeli authorities to prevent the disease spread and were effective 
in stopping the first wave of infections by early May [5]. These efforts 
were hindered but by the lack of sufficient testing kits, leaving many 
potentially infected person untested. Thus, early detection of new out-
breaks, an immensely important part in controlling the disease spread, 
was delayed [6]. 

The Israeli Defense Forces (IDF) provide health care services for its 
enlisted personnel, practically serving as a health maintenance organi-
zation (HMO). During the first wave of the COVID-19 outbreak in Israel 
a team of physicians and data scientists were assembled to tackle chal-
lenges posed by the new epidemic among the enlisted population. 

This article depicts the development and testing of a computational 
tool for analyzing electronic medical records (EMR) that employs Nat-
ural Language Processing tools(NLP) to examine free text written by 
physicians to detect potential COVID-19 cases and guide focused 
epidemiological investigations and testing. 
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2. Methods 

2.1. Study population 

The study population included all military personnel that were on 
active duty throughout the months of March and April of 2020 in 92 
units of an approximate size of a company (80–150 persons). 

2.2. Healthcare providers 

IDF personnel are treated exclusively by the medical corps’ staff 
consisting of physicians, nurses, and medics. Additionally, during the 
COVID-19 pandemic a designated call center was built to address issues 
regarding potential contact with infected individuals or for reporting 
new onset of symptoms. All healthcare staff, including the call center 
personnel, are required to record any visit or call in the EMR. The 
designed system had access to records by all healthcare providers. 

2.3. Data collection 

Data was extracted from all visits conducted by physicians, nurses, 
medics and emergency call center personnel that were recorded in the 
IDF Electronic Medical Records(EMRs) starting on February 1st. The 
records contain three text fields – patient-recounted medical history, 
physical examination and treatment plan. Due to significant variation in 
the way healthcare workers filled these fields, they were combined into 
a single body of text for analysis. Additionally, fever measurements that 
were recorded during visits were extracted from pre-specified data fields 
of the EMR. 

2.4. Symptom detection 

The constructed algorithm made use of textual analysis to scan the 
EMR text for suspected COVID-19 cases. The search focused on the most 
common symptoms presented by COVID-19 patients: fever and cough 
[7]. 

The text analysis was done in a rule based manner. First, the text was 
examined for verbs and nouns depicting each symptom, for example 
“cough” and “coughed”. The three nearby words to the symptom 
declaration were examined for the presence of commonly used negation 
terms that would rule it out as a positive occurrence. This is similar to 
looking for “no fever” or “without fever” in the English language. This 
approach, while simple, proved highly effective due to the tendency of 
IDF medical personnel to repeat the wording and sentence formulation 
when reporting symptoms. Additional corrections were made for cases 
in which several symptoms were recorded as negative together (i.e. “the 
patient presents without fever or cough”). 

Fever was not always recorded in the intended field and additional 
fever measurements were commonly described in the text. To extract 
these measurement, numerical values between 34 and 43 were searched 
in a window of five words before and after the term “fever”. The nu-
merical range is highly specific for body temperature fitting no other 
vital signs values that have higher values, while most common blood test 
results have lower values. Additional corrections were made to avoid 
common instructions that did not represent actual fever measurement, 
for example, “return to the clinic if your fever rises above 38′′. Our al-
gorithm used the sub-febrile cutoff of 37.5 ◦C to flag the visit as con-
taining a symptom of fever. 

2.5. Definition of suspected infection cluster 

A person suspected for having COVID-19 or a “potential case” was 
defined as a person suffering from cough or fever and these symptoms 
were recorded by a healthcare professional in the EMR. Each person was 
counted once no matter how many symptoms or how many visits they 
had during the measurement time-window of a week. The results were 

compared to the previous week, with a suspected cluster defined as a 
twofold increase in unique suspected cases among the unit’s registered 
personnel. The system’s workflow is presented in Fig. 1. 

2.6. Algorithm evaluation 

After internal validation the algorithm was evaluated in two stages. 
First, the algorithm was examined in its ability to detect cough and fever 
symptoms in EMR records. The performance of the algorithm was 
compared to a manual survey conducted by physicians of the medical 
corps of the IDF independently to our study. 

Second, the algorithm was examined in its ability to assist in 
discovering new COVID-19 outbreaks. This was accomplished prospec-
tively by monitoring 92 randomly selected units over a period of one 
month, and alerting the epidemiological branch of the IDF medical corps 
when the algorithm detected a possible outbreak. It is important to note 
that the epidemiological effort conducted as a result of the alert, while 
guided by the results of the algorithm, was independent of our study and 
no author of this study participated in the investigation. 

2.6.1. Ethics statement 
The article was approved by the IDF medical corps IRB 

3. Results 

3.1. Symptom detection 

Manual monitoring by physicians was conducted regarding nine 
units during a period of one month and detected 32 persons who re-
ported cough and 27 who reported fever. Our algorithm was able to 
detect all cases reported manually as well as three more cases of cough 
and four more cases of fever. To confirm the additional detected 
symptomatic cases, we contacted the physicians who conducted the 
original manual survey and ask them to re-examine the cases in ques-
tion. The repeated evaluation found that all the additional symptom 
detected by our algorithm were correctly labeled, and the human error 
was attributed to the hastiness of the original survey. 

3.2. Detection of new COVID-19 outbreaks 

The algorithm was next tested for its ability to assist in discovering 
new Covid-19 cases. To achieve this goal, 92 randomly selected units 
were followed for a period of one month. 

During the follow-up period, a twofold or more increase in suspected 
cases were detected in 17 of the units examined. The results were sub-
sequently reported to the epidemiology branch of the IDF medical corps. 
The following epidemiological investigations used the data provided by 
the algorithm but were not limited to it. The investigation identified and 
quarantined 78 suspected patients who underwent polymerase chain 
reaction(PCR) testing for COVID-19. The test results diagnosed eight 
COVID-19 patients (10.25% of tests) in four clusters. The specificity for 
cluster detection was 81.5% and the positive predictive value (PPV) was 
23.5%. Thus resulting in false positive rate of 76.5% for disease clusters. 

We compare the testing results achieved using our algorithm to 
testing conducted using the standard survey of the IDF medical corps for 
COVID-19 cases during this period. This standard survey was conducted 
based on symptoms and exposure history to known sick patients and 
each PCR test was approved by a public health officer. The symptoms 
used for this survey included cough, shortness of breath, sore throat, 
fever > 38 ◦C and loss of taste and smell [8]. 

Our method achieved a positive test rate of 10.25% compared to 
2.25% using the standard IDF survey (P value < 0.001), the comparison 
is presented in Table 1. It should be noted that asymptomatic and mildly 
symptomatic persons were not tested for COVID-19 during this period 
due to shortage of PCR tests, thus, the sensitivity of both methods cannot 
be fully assessed and compared. 
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Fig. 1. The algorithm workflow.  
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During the study period the persons included in the study continued 
to receive the same medical treatment as any other soldiers in IDF and 
could undergo COVID-19 testing as part of the standard survey. How-
ever, all persons who were tested positive in the units included in the 
study were detected using our algorithm. 

4. Discussion 

In this study, we described the construction and evaluation of a free- 
text analyzing algorithm that through examination of electronic medical 
records on a large scale was instrumental in detecting new COVID-19 
outbreaks. The algorithm assisted testing resulted in a five-time higher 
positive test rate during a period of scarce testing capabilities. 

Covid-19 disease posed a significant challenge for health care sys-
tems around the globe. With no effective treatment or vaccine available 
during the initial phases of the pandemic, the emphasis was put on 
containment. The tools available for governments were crude, including 
large scale lockdowns and cumbersome contact tracing systems [9]. 
Another obstacle faced during the first wave of the pandemic, was the 
shortage of sufficient testing capabilities [10]. To help mitigate these 
challenges our group was tasked with devising a monitoring system for 
potential COVID-19 outbreaks through the use of electronic medical 
records. 

The IDF has been a pioneer in adopting electronic health records in 
Israel, resulting in today’s highly digitalized healthcare system of the 
medical corps that enabled this study. EMRs provide an indispensable 
resource for the treating physician and have been shown to improve 
clinical outcomes [11] and provide an efficient platform for research 
[12]. This study adds to the growing use of EMRs for surveillance and 
monitoring with the goal of improving public health [13,14]. 

Manual collection of data and monitoring the spread of a disease 
tends to be a slow and mistake ridden process [15], giving rise to various 
automation attempts. Previous notable examples include the use of EMR 
surveillance of bronchiolitis in the emergency department as an early 
warning for increased winter cases [16] and detection of local clusters of 
Legionnaires’ disease [17]. Automated monitoring proved crucial in the 
face of a fast spreading COVID-19 infection [18,19]. 

Free medical text, while harder to analyze compared to structured 
data, holds a promise of vast information as patients’ symptoms and 
sings on physical examination. Previous attempts to predict and monitor 
infectious disease outbreaks using free text analysis used mainly social 
media or search data with the notable example of Google Flu system [20, 
21]. These approaches were later deemed unreliable due to various ar-
tifacts and distortions that are inherent when dealing with free-text 
generated by the general public [22]. 

Medical text written by trained health care professional is likely to be 
better structured and less biased, mitigating the set-backs that plagued 
previously mentioned systems [22]. During the COVID-19 pandemic 
natural language processing and medical text mining have been used to 
improve disease registration of patients with undocumented positive 
PCR results [23] and provided a comprehensive research tool regarding 
the disease symptoms and progression using the COVID-19 SignSym tool 
[24]. Additionally, previous work has shown that COVID-19 like 
symptoms, detected from EMR free text correlate well with the trend in 
positive PCR results [25]. 

Our system advanced previous attempts by deploying a large-scale 
monitoring system encompassing a large population that was 

widespread geographically. The system is based on extracting COVID-19 
like symptoms from free medical text emphasizing simplicity to allow 
early deployment. It also took advantage of the military social dynamic 
where intra-unit is much more common than inter-unit contact, there-
fore clusters of infections were well defined within units. Another 
advantage of our system was its design as a decision support tool, both 
focusing and supplying information for the subsequent epidemiological 
investigation. While human judgment was still part of the process the 
augmentation and support of our system culminated in a significant 
increase in positive test rate compared to testing according to human 
judgment alone that was conducted beforehand. 

Similar civilian circumstances could arise in a tightly connected local 
communities and education systems where clusters of COVID-19 in-
fections could be detected and prompt action can be taken to prevent 
further spread [26]. Similarly, tools for symptom monitoring can be 
used for the detection of local environmental exposures (e.g., water or 
air pollution) that might go unnoticed until a critical mass of cases 
amount [27]. 

This study has several limitations. First, the study was conducted 
during the first wave of the pandemic in Israel when the rate of COVID- 
19 cases was low. However, despite this limitation the study showed an 
acceptable PPV even in such low prevalence situation. Second, the al-
gorithm was designed to detect clusters of patients presenting symptoms 
that can be caused by COVID-19 but also by other respiratory infections. 
To mitigate the personal cost of a false positive results an additional 
stage of manual investigation determined which patients should be 
tested or quarantined. Third, the sensitivity of the algorithm cannot be 
fully assessed as a general screening was not performed and mildly 
symptomatic or a-symptomatic cases could have been missed. 

In summary, this study demonstrated the use of a natural language 
processing tool for early detection of possible COVID-19 patient clusters 
by analyzing medical free text stored in EMRs. Thus, provided an 
automatic, online monitoring system that successfully guided testing 
and epidemiological investigation for early detection of infection cases. 
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