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Data privacy and management - A COVID legacy or curse?

Following our last editorial' regarding the importance of
data in the evolution and the potential impact of the
coronavirus disease 2019 (COVID-19) intrusion, here we
would like to expand on the impact that COVID-19,
moving forward, is likely to have on the privacy aspects
of data.

The COVID-19 pandemic led governments, globally,
to use tracking technologies and other data driven tools
to monitor and curb the spread of COVID-19.> Such
large-scale intrusions into privacy and data protection are
unthinkable during normal times. However, in times of a
pandemic, the use of location data provided directly
to government by technology companies becomes an
accepted option.’ For the most part governments, and the
general population alike, accept such practices if in the
name of public health.*

Established privacy rules and regulations are typically
focused on individual consent> We have recently
witnessed how these can be overridden during states of
emergency for the greater good of the population and
humankind. Emergency use, often implemented in a
short timeline with little testing, leaves poor with safe-
guards and guarantees of individual and collective pri-
vacy.” The challenge of responsible data use during a
crisis is not novel, since this is not the first humanitarian
crisis the world has faced, albeit is one of the most chal-
lenging. Governments and other research organisations
have tried to use data responsibly under these extreme
circumstances. But what will history show regarding this
practice? What will come back to bite us in the proverbial
behind?

The use of location data, to monitor and control the
coronavirus pandemic, can be useful, improving the abil-
ity of governments and researchers to combat the threat
more quickly. Can we and should we go beyond this in
the name of public health? For example, genetic data can
be relevant for vaccines and monitoring online communi-
cation might be helpful to keep an eye on peace and secu-
rity, but where would it stop? However, the use of such
large amounts of data comes at a price for individual free-
dom and collective autonomy.” The risks of the use of

such data should ideally be mitigated through similar
legal frameworks developed to control private data. This
should include the purpose and objectives of data use, its
collection, analysis, storage, and sharing, as well as its
destruction once it is no longer required. However, dur-
ing a crisis, do we have the time or will to ensure such
parameters are met or followed?

Some of the key early findings of such practices
during COVID-19*:

« data sensitivity is highly contextual; one and the same
data can be sensitive in different contexts.

« privacy and data protection are important values; they
do not disappear during a crisis. Nevertheless, they
must be weighed against respective benefits and risks.

« data-breaches are inevitable; with such expediency of
design and use, the chance of any system being hacked
approaches 100%. Hence, it is not a question of whether,
but when. Therefore, governments must prepare sound
data retention and deletion policies.

« data ethics is an obligation to provide high quality anal-
ysis; that is to maximise the use of this data to provide
the highest quality of analysis possible.

Data-driven practices must be used in a responsible man-
ner, even during a pandernic.6 So, we must learn the les-
sons of this crisis to evaluate our ongoing privacy policies
and practices for the good of humankind. Sharing is car-
ing. Furthermore, it will be important to observe whether
data and surveillance practices introduced during the
pandemic will be rolled back to status quo pre-COVID.
Or will this experience herald a new privacy norm mov-
ing forward?

COVID CONDITIONING

Most if not all users of smart devices, which encompasses
a huge percentage of the global population, are being
constantly followed and tracked by large conglomerates.”
We accept this as a way of life, or the cost of having the
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device. But when government wants to do it for the bene-
fit of mankind, it becomes an issue for debate and worry.

The acceptance of the conglomerate tracking is
enhanced utility, connectivity, and societal interaction.®
Isn't that the same for the COVID tracking apps? Why
rely on your memory when it comes to your health and
catching a potentially deadly virus? Let us face it our
memories have become somewhat weakened by years of
smart utility. How many of us can recite a family mem-
ber's or a friend's phone number these days?

One specific example is, we will track our phone
which for the most part is almost 100% of our movement
as it is always with us. Our primary belief is the hope of
locating it should we misplace it. It's kind of ironic that
we will accept an “invasion of privacy” to find a lost
phone but not to protect our health.

For those individuals choosing to have a smart device,
there is little if any choice regarding acceptance of track-
ing behaviour.’ Recent practice has been more choice in
which apps track you and you can opt out, but the main
tracking and geolocation remains and is a non-negotiable
aspect of the device utility. Yet when government makes
the use of contact tracing apps,’ more necessary through
coercive incentives for those who use it, we raise our
hands in alarm.

The most important legacy of the pandemic will be a
clearer understanding of not only data privacy but also
everything that goes with it. Tied to this is perhaps a
clearer understanding of humanity and its feelings towards
data privacy. This is especially true in the healthcare arena
where perhaps the new “technology-phillic” patients are
more willing for data sharing if it benefits their health or

the care provided by the healthcare system (eg, virtual
health)?

Douglas Queen
Editor, International Wound Journal
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