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Blind quantum computation (BQC) provides an efficient method for the client who does not have enough
sophisticated technology and knowledge to perform universal quantum computation. The single-server
BQC protocol requires the client to have some minimum quantum ability, while the double-server BQC
protocol makes the client’s device completely classical, resorting to the pure and clean Bell state shared by
two servers. Here, we provide a deterministic entanglement distillation protocol in a practical noisy
environment for the double-server BQC protocol. This protocol can get the pure maximally entangled Bell
state. The success probability can reach 100% in principle. The distilled maximally entangled states can be
remaind to perform the BQC protocol subsequently. The parties who perform the distillation protocol do
not need to exchange the classical information and they learn nothing from the client. It makes this protocol
unconditionally secure and suitable for the future BQC protocol.

B
lind quantum computation (BQC) is a new type of quantum computation model which can release the
client who does not have enough knowledge and sophisticated technology to perform the universal
quantum computation1–15. A complete BQC comprises two parts. One is the client, say Alice, who has a

classical computer and some ability of quantum operation, or she may be completely classical. The other is the
fully-fledged quantum computer server owned by Bob. The first BQC protocol was proposed by Childs in 20051. It
requires the standard quantum circuit model. In his protocol, Bob needs to perform the quantum gates and Alice
requires the quantum memory. In 2006, Arrighi and Salvail proposed another BQC protocol where Alice needs to
prepare and measure multiqubit entangled states. It is cheat sensitive for Bob obtaining some information, if he
does not mind being caught2. In 2009, Broadbent, Fitzsimons, and Kashefi proposed a different BQC model (BFK
protocol)3,16. Their protocol is based on the one-way quantum computation. In their protocol, Alice only requires
to generate the single-qubit quantum state and a classical computer. She does not need the quantum memory.
Moreover, Bob cannot learn anything from Alice’s input, output and her algorithm, which makes it uncondition-
ally secure. Inspired by the BFK protocol, several BQC protocols have been proposed. For instance, Morimae et al.
proposed two BQC protocols based on the Affleck-Kennedy-Lieb-Tasaki state4. Fitzsimons and Kashefi con-
structed a new verifiable BQC protocol based on a new class of resource states6. Morimae and Fujii proposed a
BQC protocol in which Alice only makes measurements9. The experimental realization of the BFK protocol based
on the optical system was also reported11. Recently, Li et al. proposed the triple-server BQC protocol based on the
entanglement swapping15. Actually, the aim of the BQC is to let the client who does not have enough sophisticated
quantum technology and knowledge perform the quantum computation. Therefore, the Alice’s device and
operation is more classical, the protocol is more successful. In BFK protocol, if Bob only has one server, Alice
still needs some quantum technology. On the other hand, if two servers are provided which are owned by Bob1
and Bob2, respectively, Alice will not require any quantum technology. She can complete the quantum com-
putation task with a classical computation, resorting to the classical communication. This protocol is called
double-server BQC protocol. In double-server BQC protocol, Bob1 and Bob2 should obey a strong assumption
that they cannot communicate with each other. If not, they can learn the computation information from Alice
and make the computation insecure. Before starting the BQC protocol, they should share the maximally entang-
led Bell states. Unfortunately, in a realistic environment, the noisy channel will greatly degrade the quality of
the entanglement and it will make the whole computation become fail, similar to the non-blind quantum
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computation. Generally speaking, in double-server BQC protocol, if
Bob1 and Bob2 share the mixed entangled states, the Bob2 will obtain
the mixed single qubit states, after the Bob1 performing the single
qubit measurements. Obviously, these errors always exist in the sub-
sequent single-server BFK protocol, which will ultimately make the
whole computation cause error. As pointed out by Refs. 5, 12, it is
shown that the double-server BQC protocol is also fault tolerant, but
they should require the fidelity of the Bell pairs to be above 99%, even
if topological BQC is employed. Therefore, entanglement distillation
is required during the noisy double-server BQC protocol.

Entanglement purification is the standard way for distilling the
high quality entangled state from a low quality entangled state, which
has been widely discussed in current quantum communication17–30.
In 1996, Bennett et al. presented the entanglement purification pro-
tocol (EPP) with the help of the controlled-not (CNOT) gate17. In
2001, Pan et al. proposed a novel EPP with feasible linear optics20.
There are some EPPs based on the nonlinear optics and hyperentan-
glement22,24–27. Unfortunately, in a standard EPP, they all need the
local operation and classical communication. As pointed out by
Morimae and Fujii12, the security of the double-server BQC protocol
is not guaranteed in the double-server blind protocol, when the
entanglement distillation protocol is required.

Recently, Morimae and Fujii presented a secure entanglement
distillation protocol based on the one-way hashing distillation
method12. In their protocol, Alice first randomly selects a 2n-bit
string s1 and distributes it to two Bobs, respectively. Then each
Bob performs certain local unitary operation determined by s1. By
measuring a qubit of the single pair, Alice can obtain a bit informa-
tion from the remained mixed state ensembles. Therefore, by repeat-
ing this protocol, they can obtain nS(r) bits of information about the
mixed states ensembles. At the end of distillation, they can share
about n – nS(r) pairs.

In this paper, we will present another deterministic entanglement
distillation protocol for secure double-server BQC protocol. The
whole protocol is based on the optical system, because the optical
system is suitable for double-server BQC. First, during the standard
double-server BQC, two servers say Bob1 and Bob2 should first share
the maximally entangled state nonlocally, which is distributed by a
trust center12. Photons have natural advantages in carrying and dis-
tributing the information for their fast transmission. Second,
photons encoded in the polarization degree of freedom are well
controlled and manipulated. The first experiment for BQC was also
demonstrated in an optical system11. This protocol is quite different
from the one-way hashing distillation model and we resort to the
hyperentanglement to complete the distillation31–34. After perform-
ing the protocol, Alice can obtain the exact Bell state deterministi-
cally. The success probability can reach 100%, in principle, according
to the Bobs’s measurement results. Moreover, Alice does not feed-
back any information to Bobs, which makes this distillation secure.

Results
Suppose that both Bobs own the setup of the quantum nondemoli-
tion (QND) measurement as shown in Fig. 1. The source (trust
center) first generates a pair of hyperentangled state in both polar-
ization and spatial modes, which can be described as

yj i~ 1
2

Hj i Hj iz Vj i Vj ið Þ6 a1j i b1j iz a2j i b2j ið Þ: ð1Þ

Such state is distributed to Bob1 and Bob2 through the spatial
modes a1, a2, b1 and b2, respectively, as shown in Fig. 2. As pointed
out in Refs. 22, 25, 27, during the transmission, the spatial entangle-
ment is more robust than polarization entanglement. The noisy
channel will lead the polarization part become a mixed state as

rP~F Wzj i Wzh jzF1 W
{j i W{h jzF2 Y

zj i Yzh jzF3 Y
{j i Y{h j:ð2Þ

Here F 1 F1 1 F2 1 F3 5 1. jW6æ and jY6æ are the polarized Bell
states with

W+
�� �

~
1ffiffiffi
2
p Hj i Hj i+ Vj i Vj ið Þ,

Y+
�� �

~
1ffiffiffi
2
p Hj i Vj i+ Vj i Hj ið Þ:

ð3Þ

The whole system r 5 rP fl rS can be described as a probabilistic
combinations of four pure states17–30. The probability of the state
jW1æjW1æs is F. The probability of the state jW2æjW1æs is F1. The
probabilities of jY1æjW1æ s and jY2æjW1æs are F2 and F3, respectively.

Here rS 5 jW1æsÆW1j with Wzj is~
1ffiffiffi
2
p a1j i b1j iz a2j i b2j ið Þ. After

passing through the QNDs, the state jW1æjW1æs combined with two
coherent states aj iB1

and aj iB2
evolves as
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2
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The aj iB1
and aj iB2

are the coherent states used in the QNDs for
Bob1 and Bob2, respectively. On the other hand, the state jY1æjW1æs

combined with two coherent states aj iB1
and aj iB2

evolves as
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Figure 1 | Schematic of the principle of the quantum nondemolition
(QND) measurement constructed by the cross-Kerr nonlinearity. HWP is

the half wave plate which can make | Hæ « | Væ. PBS is the polarization

beam splitter. It can transmit the | Hæ polarized photon and reflect the | Væ
polarized photon, respectively. | aæ is the coherent state.
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If they consider the other items jW2æjW1æs and jY2æjW1æs, they can
obtain the similar results. Then Bob1 and Bob2 both measure the
phases of the coherent states with the X quadrature measurement,
which makes the jae6ihæ indistinguishable36. Therefore, both Bobs
only have two different results, say h or 0. After the measurement,
they both send their measurement results to Alice by classical com-
munication. Finally, Alice can judge the exact Bell state according to
the measurement results. In detail, if the measurement results are the
same, say both h or 0, they will obtain jW1æ, with the probability of F
1 F1. Otherwise, if the measurement results are different, say Bob1 is
h and Bob2 is 0, or Bob1 is 0 and Bob2 is h, they will obtain jY1æ, with
the probability of F2 1 F3. During the whole protocol, two Bobs do
not require to exchange their measurement results and they even do
not know the information of the remained Bell state. They can only
judge the output modes according to the different phase shift. If
the coherent state shows no phase shift, the photon must be in the
upper output modes a5(b5). Otherwise, if the coherent state shows h
phase shift, the photon must be in the lower output modes a6(b6).
Interestingly, in our protocol, the initial parameters of the mixed
state F, F1, F2 and F3 are arbitrary numbers and they only need to
satisfy the condition F 1 F1 1 F2 1 F3 5 1. Therefore, different from
the traditional EPPs17–21, we do not require the polarization part of
the mixed state to be entangled.

Combined with the entanglement distillation, the double-server
BQC protocol works as follows:

Step 1: As shown in Fig. 2, the entanglement source emits the
hyperentangled pairs jyæ to Bob1 and Bob2. They share m pairs of
mixed states rflm, because of the noise.

Step 2: Both Bobs perform the distillation protocol and send the

measurement results to Alice. The purified states are Wzj i6 FzF1ð Þm½ �

and Yzj i6 F2zF3ð Þm½ �.
Step 3: The following steps are the same as the standard BQC

protocol1,12. Alice sends Bob1 classical messages hj
� �m

j~1, where hj

is randomly chosen by Alice from
kp
4

k~0,1, � � � ,7j
	 


. In detail, if

Alice obtains jW1æ, she randomly sends Bob1 hj, and if she obtains
jY1æ, she randomly sends 2hj.

Step 4: Bob measures his qubit in the jth Bell states in the basis
0j i+e{jhj 1j i

� �
j~1, � � � ,mð Þ. Here we denote jHæ ; j0æ and jVæ ;

j1æ. After Bob1 performing the measurement, he tells Alice the results
aj
� �m

j~1 with aj g {0, 1}m.

Step 5: Alice and Bob2 start to perform the single-server BQC
protocol.

In a practical application, the entanglement distillation should be
interspersed with the actual computation in order to avoid decoher-
ence. As pointed out by Morimae and Fujii, two Bobs might exchange
information about the previous double-server computation during
entanglement distillation for the next round of computation, which
will make the computation insecure12. This is the reason that the
traditional entanglement distillation protocols are unsuitable for
double-server BQC protocol, because message exchanges between
two Bobs must be done through Alice’s mediation17–30. Our dou-
ble-server BQC combined with entanglement distillation is secure.
First, during the distillation, Alice does not feedback any messages to
both Bobs. From above description, Once Alice judges the maximally
entangled state according to the measurement results coming from
two Bobs, the entanglement distillation is finished. In this way, she
can start the standard BQC protocol subsequently1,12. Therefore,
Bob1 does not have the chance to send any message to Bob2 via
Alice. They even do not know the exact information of the purified
Bell state. Two Bobs learn nothing from Alice and cannot exchange
the message with each other, which essentially means that distillation
is secure. Second, once Alice knows the exact information of the
distilled maximally entangled states, she can start the standard dou-
ble-server BQC protocol, whose security is strictly proven and guar-
anteed in the previous BQC protocols. Third, both Bobs may have the
evil intention and send wrong messages to Alice. In this way, Alice
will obtain the wrong information about the Bell state, and it will
induce the error computation. However, both Bobs still learn noth-
ing from Alice.

Discussion
So far, we have fully described our protocol. It is interesting to com-
pare this protocol with Ref. 12. In Ref. 12 they presented the first
secure entanglement distillation protocol based on the one-way
hashing distillation method. In their protocol, they require n pairs
of degraded mixed states. After repeating their protocol for many
rounds, they can finally obtain about n 2 S(r) pairs of maximally
entangled states. They also exploit the controlled-not gate to com-
plete the task, which is not experimentally feasible in current tech-
nology. Moreover, they require the initial fidelity of the mixed state to
be greater than 81%. It will greatly limit the practical application for
their protocol in a large noisy quantum channel. Our protocol has
several advantages. First, we can obtain the deterministic maximally

Figure 2 | Schematic of the principle of the double-server BQC protocol combined with entanglement distillation. Bob1 and Bob2 can exchange the

classical communication with Alice, respectively. But they cannot communicate with each other. CC is a classical computer. Both Bobs own the

distillation equipment as shown in Fig. 1.

www.nature.com/scientificreports

SCIENTIFIC REPORTS | 5 : 7815 | DOI: 10.1038/srep07815 3



entangled state with the success probability of 100% in principle.
Second, from our description, the initial fidelity F of the mixed state
can be arbitrary number, and we even do not require the initial mixed
state of the polarization part to be entangled. Third, for each pair of
degraded mixed state, the distillation procedure is required to per-
form for only one step. It greatly reduces the practical operations for
each party. Forth, Alice essentially does not need to participate in the
distillation, but obtains the results to judge the exact information of
the maximally entangled state, while in Ref. 12, Alice should ran-
domly choose a 2n bit string s1 and sends it to two Bobs. Our protocol
is simpler than the previous one.

Using spatial entanglement to purify the polarization entangle-
ment has been studied for several groups22,25–27. However, their pro-
tocols are all unsuitable for BQC protocol. In Ref. 22, the bit-flip error
can be well purified by choosing the same output modes. However,
they should require the traditional entanglement purification to pur-
ify the phase-flip error. The first deterministic and complete entan-
glement purification using hyperentanglement was first described in
Ref. 25. However, they should create the hyperentangled state which
is entangled in three degrees of freedom simultaneously. It is still a
challenge in current technology. In their protocol, they use the spatial
entanglement to purify the bit-flip error, and use the frequency
entanglement to purify the phase-flip error. In order to obtain the
maximally entangled state, they should exploit the quantum fre-
quency upconversion to erase distinguishability for frequency. It will
decrease the fidelity of the entanglement. In Refs. 26, 27, with local
operation and classical communication, both bit-flip error and
phase-flip error can be corrected in one step. However, the photon
pair is destroyed due to the post-selection principle. In the present
protocol, the purified photon pair can be remained, resorting to the
QND measurement. Moreover, both Bobs do not require to
exchange the classical information, which makes it extremely suit-
able for double-server BQC protocol. In a practical realization, they
should generate the hyperentanglement and make the spatial entan-
glement stable.

The generation of the hyperentanglement with both polarization
and spatial degrees of freedom can be well solved with the spontan-
eous parametric down conversion (SPDC) source20,22. The pump
pulse of ultraviolet light goes through a b-barium borate crystal
(BBO). It can generate one pair of polarization entangled pairs with
probability of p, and is reflected and passes through the crystal a
second time and can produce the same photon pairs with the same
order of magnitude. This protocol realizes on the hypothesis that the
spatial entanglement does not suffer from the noise. Though the
spatial entanglement is robust than polarization entanglement, it still
will be polluted in noisy channel. Interestingly, it usually suffers from
the phase-noise, while the phase-noise can also be well controlled in
current technology20,22. Moreover, the experiment for phase-noise
measurements showed that the phase in long fibers, such as tens of
kilometers, can reach an acceptable stable level on the order of
100 ms35. The other technology challenge may come from the cross-
Kerr nonlinearity. Though many quantum information processes with
the cross-Kerr nonlinearity were discussed36–41, it is still a controversial
topic42,44. Shapiro showed that Kerr nonlinearity in a single-photon
level cannot contribute the benefit for quantum computation42,43. Gea-
Banacloche also argued that it is impossible to obtain a large phase
shift via a ‘‘giant’’ Kerr effect in a single wave packets44. As pointed out
by Kok et al., in the optical single-photon regime, Kerr phase shift is
only about 10218. On the other hand, in current technology, it is quite a
controversial assumption to obtain a clean cross-Kerr nonlinearity45,46.
Fortunately, Hofmann showed that with the help of a single two-level
atom trapped in a one-side cavity, one can obtain p phase47. Using
weak measurement, it is possible to obtain an observable cross-Kerr
phase shift with amplification48. As pointed out by Ref. 49, large cross-
Kerr nonlinearities were also obtained in a double-quantum-well
structure with a four-level, double-type configuration. The ‘‘giant’’

cross-Kerr effect with phase shift of 20 degrees per photon has been
observed in current experiment50. Recent work also showed that the
Rydberg atom system could generate rather large cross phase between
photons51. Therefore, recent theoretical and experimental works based
on cross-Kerr nonlinearity may provide its practical application in the
future quantum information processing.

In conclusion, we have presented a deterministic entanglement
distillation protocol for double-server BQC protocol. After perform-
ing the protocol, they can obtain the pure maximally entangled state.
The success probability of this protocol can reach 100% in principle.
Moreover, Bob1 and Bob2 do not communicate with each other and
they also learn nothing from Alice. It makes the protocol uncon-
ditionally secure and suitable for future BQC protocol.

Methods
In Fig. 1, it is the QND measurement with the cross-Kerr nonlinearity. As pointed out
by Refs. 36, 37, the Hamiltonian of the whole system is H~�hxa{s asa

{
pap . Here the

a{s ,as a{p ,ap

� �
are the creation and destruction operators of the signal (probe) mode.

From Fig. 1, if a single photon jVæ in the spatial mode a1 passes through the equip-
ment, the polarization of the photon will be flipped (jHæ « jVæ) by half-wave plate
(HWP) and transmit through the polarization beam splitter (PBS). The single photon
and the coherent state jaæ will couple with the cross-Kerr nonlinearity and evolve as

Vj i aj i? Hj i aj i? Hj i aeih
�� �

: ð6Þ

It is shown that the single photon state jHæ is unaffected but the coherent state
shows a phase shift directly proportional to the number of the photons. By measuring
the phase of the coherent state, one can construct a QND measurement for the single
photons.
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