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Abstract

Background: Institutions interested in collaborative machine learning to enhance healthcare 

may be deterred by privacy concerns. Decentralized federated learning is a privacy-preserving 

and security-robust tool to promote cross-institutional learning, however, such frameworks require 

complex setups and advanced technical expertise. Here, we aim to improve their utilization by 

offering an intuitive, user-friendly, and secure system that integrates both front-end and back-end 

functionalities.

Method: We develop WebQuorumChain, an integrated system built upon the QuorumChain 

schema. We test the system on a 2-site network using two publicly available health datasets and 

measure the average vertical and horizontal-ensemble AUCs per dataset across 30 trials, as well as 

the average execution time of the system.

Results: Our system achieved consistently high AUCs for each dataset (0.94–0.96), with 

reasonable total execution times ranging from 5 to 20 min, inclusive of modeling and all other 

system overheads. The front-end displays event logs generated from back-end layers in real time, 

in sync with the progress of the underlying algorithm.
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Conclusions: We develop a web-based system that supplies users with visual tools to 

configure the federated learning network, manage training sessions, and inspect the learning 

process. WebQuorumChain helps schedule and monitor low-level processes without violating the 

fundamental security promises of cross-institutional decentralized machine learning. The system 

also maintains predictive accuracy and runtime efficiency in the presence of additional layers. 

WebQuorumChain will help promote meaningful collaboration among healthcare institutions, who 

can retain full control of their data privacy while contributing to data-driven discoveries.
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Clinical research information systems; Health information infrastructure; Privacy and security; 
Machine learning; Predictive modeling

1. Background and significance

1.1. Federated learning in healthcare

The recent rise of machine learning (ML) applications in medicine and healthcare research 

has led to a wide range of successful medical advances, including clinical diagnosis [1–5], 

radiography analysis [6–9], and drug discovery [10–12]. It is projected that the healthcare 

sector may be among the industries most affected by ML-backed innovations [13–16], 

the majority of which rely on frequent access to data. However, the unique nature of 

health information dictates that data are wanted both in large quantities and with stringent 

privacy protection [17]. This dual desire to facilitate big data analysis within the constraint 

of restricted privacy calls for the use of federated learning (FL) techniques [18,19]. In 

contrast to the conventional model of centralized learning, where pooled data are deposited 

and analyzed at one central database and thus exposed to privacy and security drawbacks 

[20], FL does not require local data to be transferred externally [21,22]. With FL, each 

site participant (agent/learner) retains full control of their collected data and stays in 

charge of local model construction; the only information being exchanged for global model 

aggregation would be derived statistics and covariates [23,24]. However, since FL relies on 

a central server for the process of model aggregation and distribution, it still inherits the 

Single-Point-of-Failure (SPoF) security vulnerability from conventional ML [25,26]. That 

is, should the central authority entrusted with learning coordination go offline, whether due 

to either routine maintenance or a hostile attack, the entire collaboration would cease. Such 

disruptive events have been observed in recent times [27–29], thus highlighting the need for 

proactive measures to ensure the integrity and robustness of collaborative learning.

1.2. Decentralized federated learning for immutability, transparency and high-availability

Decentralized federated learning (DFL) in which no central server is needed can incorporate 

both the privacy-preserving nature of FL and the security robustness against SPoF 

[30,31]. As a distributed ledger technology, blockchain can facilitate the transmission of 

model statistics among network learners in the absence of a central authority [50–52]. 

Moreover, the innate design of blockchain offers the added benefits of immutability, 

transparency, and high availability [32], making it more resistant to SPoF and data 

tampering threats [20,25,31]. Several state-of-the-art DFL algorithms including ModelChain 
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[21], HierarchicalChain [23], and QuorumChain [33] employ blockchain technology as 

their infrastructural frameworks. ModelChain outlines a technical design that enables 

dissemination of model updates on a “flattened”, or non-hierarchical, topology, where each 

individual node of the blockchain represents a single agent [21]. When the network topology 

is more hierarchically complex, a common scenario in healthcare as a research entity may 

comprise several subnetworks and subsites. HierarchicalChain [23] is one architectural 

adaptation for “network of networks” collaborative learning. Next, to handle learning 

disruption when agents leave the network due to maintenance/attacks, QuorumChain [33] 

algorithmically allows learning to progress under the agent unavailability scenario. The 

decision to continue learning rests on the formation of “quorum,” or a subset of learners who 

remain in the collaboration and whose cumulative amount of data passes a certain threshold 

[33]. This approach has been shown to significantly improve predictive correctness in site 

unavailability scenarios [33].

1.3. Usability issues in decentralized federated learning and related works

Although functional, decentralized solutions often demand complex network and client 

setups, along with extensive cross domain expertise in machine learning, distributed 

systems, and cryptography [34]. Users may also require significant training to adapt to 

nonvisual, noninteractive frameworks. For example, a proof of concept architecture [35] 

explored the usability of blockchain-based learning without implementing an intuitive 

graphical user interface (GUI) to help the collaborative learning experience; however, 

studies have advocated for user-friendly interfaces and GUI driven platforms [36–38], such 

as a web browser access [36] or a layered design where a frontend web GUI separates 

users from backend tasks [38]. It is seen that the value of enhanced usability in federated 

learning is greatly anticipated. With regards to blockchain specific federated learning, web 

enabled access is even more important to health researchers as technical complexity may 

substantially increase when blockchain is integrated with machine learning. To the best 

of our knowledge, while the idea of an “application layer” atop the blockchain layer for 

user level interaction and data aggregation has been proposed [39], a prototype has yet to 

be developed. The lack of user friendly and intuitive toolkits may discourage users from 

utilizing DFL algorithms and render the whole process opaque to the general users, despite 

their demonstrated benefits of immutability and transparency in data provenance. Given that 

the primary concern of users is the final predictive performance other than the technical 

steps to expertly deploy and administer a decentralized infrastructure, it is critical to simplify 

the entry point for DFL systems. In the case of QuorumChain, while the configuration 

of the “quorum” mechanism is entrusted to a network of immutable, source-verifiable 

smart contracts, the setup still requires users to start multiple blockchain nodes, deploy the 

contracts, and interact with a command line interface. These language-specific steps may 

hinder the observability of the end-to-end system, due to the risks of misconfiguration and 

a lack of intuitive, GUI based tools. To promote the broader adoption and functionality of 

DFL schemas such as QuorumChain, it is crucial to enable users to easily establish and 

monitor the learning process, while providing transparent access to key information and 

metrics, ensuring a seamless and efficient distributed learning experience.
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2. Objective

In this study, we aim to improve the utilization of decentralized federated learning for cross-

institutional, privacy-preserving collaborative learning, specifically for the QuorumChain 

schema. We do this by developing a web based integrated system that allows healthcare 

researchers to set up the framework at ease, administer training sessions with visual, 

interactive tools, and automatically inspect learning/model transactions beyond manual 

inspection.

3. Materials and methods

3.1. Methodology overview

We chose QuorumChain [33] as the underlying DFL algorithm upon which our system 

would be constructed. It inherits the privacy-preserving nature of previous DFL schemas, 

as well as the ability to coordinate the transmission of local and global model statistics 

across a complex hierarchical topology [33]. The algorithm behind QuorumChain is a novel 

Proof-of-Quorum consensus algorithm, as detailed in the previously published pseudocodes 

and demonstrated through statistical testing using three health datasets of size 141; 1253; 

and 157,493 patients, respectively [20,25,33].

WebQuorumChain seeks to enhance the usability of QuorumChain by introducing a web 

based application layer that abstracts the system’s implementation details into intuitive, 

“clickable” actions. It provides an interactive GUI, allowing users to bypass complex 

training procedures while still engaging with the learning and networking backend. The 

system is designed to be delivered as a local executable that can be conveniently loaded 

on a per-site basis. Three key features, setup tools, learning dashboard, and inspection 

tools, are offered (Fig. 1). Specifically, the setup tools are designed to aid users in 

initiating the federated learning rounds, such as starting the blockchain daemon process and 

connecting to the permissioned network. In addition, these tools allow users to customize 

learning parameters, such as learning rate, regularization, and number of epochs, and link 

their local training and testing data (Fig. 1A). Next, the learning dashboard abstracts the 

implementation details of synchronization among multiple sites, allowing users to focus on 

the iteration-by-iteration model updates and eventual convergence without having to manage 

complex inter-site synchronization tasks (Fig. 1B). Meanwhile, the inspection tools enable 

users to review training logs automatically emitted by the learners and network agents, as 

well as blockchain transaction logs. This allows users to monitor and review the training 

progress in real-time, enhancing transparency and control over the system’s operations (Fig. 

1C).

3.2. User workflow

From a user’s perspective, the WebQuorumChain service offers a straightforward and user-

friendly approach to administer learning functionalities, all of which are fully equipped with 

intuitive clickables. Its implementation commences with the user selecting the appropriate 

command buttons to configure and initiate the blockchain network through the provided 

GUI; following this initial setup, the user can prepare the learning process by linking the 

Shao et al. Page 4

Inform Med Unlocked. Author manuscript; available in PMC 2024 October 31.

A
uthor M

anuscript
A

uthor M
anuscript

A
uthor M

anuscript
A

uthor M
anuscript



training and testing datasets and deploying the essential contracts for the DFL protocol 

(Fig. 2A). After the contracts are deployed, the learning process occurs (Fig. 2B), and 

the user may actively interact with the graphical inspection tools to track its progress 

(Fig. 2C). Specifically, logs are generated throughout the learning span to encapsulate 

critical information pertaining to model-specific details such as gradient contents, and other 

algorithm state transitions. These logs can be scrutinized in real time with visual indicators 

for easy comprehension. Once learning completes, the evaluation metrics for all ensemble 

levels, as well as the final model, are displayed for further analysis and validation.

3.3. Underlying system layers

As a robust encapsulation of the QuorumChain implementation, WebQuorumChain employs 

an unobtrusive approach that avoids changes to the original architecture. Between the 

local executable and the decentralized blockchain network, the on chain activities can be 

effectively relayed, scheduled, and monitored through a front facing web client and its 

graphical elements, as enumerated in Section 3.2. In return, the client interacts with the 

intermediate local “server” (local host) within a virtual node that oversees 1) the underlying 

blockchain transactions (which are coordinated by the blockchain node, i.e., Go-Ethereum 

(Geth) Process [40]), 2) the message queue in which events and transaction logs are piped, 

and 3) the algorithmic functions of QuorumChain (the QuorumChain Process) that regulate 

the fundamental operations of the federated learning. This strategy ensures minimal chance 

of computational manipulation or state modification, while still offering a convenient view 

of the execution status. Thus, the enhanced features and functionality of WebQuorumChain 

do not violate the integrity and reliability of the underlying QuorumChain algorithms. The 

architecture is depicted in Fig. 3, and more details about each layer are provided in Section 

3.4.

3.4. Back-end modules and front-end interface

While the Geth Process converts smart contract definitions into executables on the Ethereum 

network and allows subsequent interactions with the blockchain, the QuorumChain Process 

communicates with this on chain component to synchronize the order of model exchange, 

aggregation, quorum formation, and learning continuation across quorum members. It also 

dispatches event logs to the Java Message Service (JMS), which are then funneled into a 

local Message Queue (MQ) for buffering. An event log can contain information such as 

when a participant enters or leaves the training session, and updates to the model/gradient 

contents. At the invocation of the inspection tool, the event messages will flow to the web 

client for visual display. Without this mechanism, such critical information would not be 

accessible outside of the algorithm. Finally, the web client brings the server’s functionalities 

to the user by providing a user-friendly and intuitive interface. It listens to the inspection 

logs and renders them for visualization, while also offering a set of operations that enable 

easy configuration and control of training states. Some of these interface designs are 

showcased in Fig. 4.

3.5. Data

We evaluated the system on two public datasets, Cancer Biomarker (CA) [41] and 

Myocardial Infarction (Edin) [42], both with a binary prediction target of disease presence. 
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The Myocardial Infarction (Edin) dataset contains 9 features and 1253 patients from the 

Royal Infirmary Accident and Emergency Department at Edinburg, Scotland [42], including 

features of pain in left arm, pain in right arm, nausea, sweating, hypoperfusion, new Q 

waves, ST elevation, ST depression, and T wave inversion. The Cancer Biomarker (CA) 

dataset has 2 markers as covariates, CA-19 and CA-125, and 141 samples [41]. The details 

of each dataset are further summarized in Table 1.

3.6. Evaluation setting

To test the WebQuorumChain system, we set up a DFL framework on a private Ethereum 

network with 2 sites collaborating to train single layer logistic regression models for binary 

classification tasks over 3 epochs. For the CA dataset, the QuorumChain hyperparameters 

were set with a waiting-time-period of 4 s, and a quorum percentage threshold of 51 %. 

For the Edin dataset, the waiting-time-period was 16 s, and the quorum threshold was 60 

%. Both datasets used a pooling-time-period of 1 s, and a maximum of 100 iterations per 

level. All training configurations were initiated via the web client of WebQuorumChain. 

Next, we ran 30 trials of the collaborative learning per dataset and measured the final 

AUCs (Area Under the Curve) of the global models, and runtimes either in the training or 

evaluation phases, or both (i.e., total execution time, which also includes system overheads). 

These times were measured end-to-end on the client side, considering the overhead of the 

application layer. Our implementation employed Geth (Go-Ethereum) v1.10.20 [40] for the 

blockchain node, ActiveMQ 5.17.1 [43] as the Java Message Service (JMS) provider, Spring 

Boot 2.7.2 [44] as the server framework and React 18.2.0 [45] for the web client framework. 

These experiments were conducted on Alpine Linux [46] utilizing Java SE 17 [47] within 

docker containers.

4. Results

4.1. Prediction accuracy and runtime efficiency

The experimental results are presented in Table 2. Both datasets completed their respective 

30 trials. The AUC results were consistently high across all trials given the deterministic 

nature of the logistic regression algorithm. For the CA dataset, the final AUC of the 

collaborative model was 0.94 whether at the horizontal (i.e., the prediction score of a site is 

generated using the scores from all models at the same level, as weighted averaged by its 

respective training data sizes) or vertical (i.e., the weighted average prediction score of a site 

is generated using the scores from each level related to that site) ensemble [33]. For the Edin 

dataset, both vertical and horizontal AUC was 0.96. With regards to the execution speed of 

our system, execution times were measured from the start to the end of the corresponding 

learning periods on the web client, taking system latencies into account, and thus would 

exceed the sum of training and evaluation times. Specifically, it took less than 2 min to 

train the CA dataset, around 2.5 min for evaluation, with a total execution time around 5.3 

min inclusive of system overhead. It is noted that the size of the CA dataset is relatively 

small, as it contained two covariates of cancer markers CA-19 and CA-125 for 141 samples. 

The standard deviations per phase for this dataset ranges between 3 and 4.5 s. Meanwhile, 

the larger Edin dataset with 9 covariates and 1253 samples took approximately 9 min 
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for training, ~7.8 min for evaluation, and ~20 min for total execution time. The standard 

deviations per phase were less than a second.

4.2. Inspection dashboard

With regards to the inspection function, example strip plots for learning events and 

blockchain events emitted by WebQuorumChain from both sites and datasets are presented 

in Fig. 5. Each dot represents the timestamp at which one event log was emitted; for 

example, at time X, the system alerts that an event of type Y has occurred. These logs 

were collected in real-time and time-stamped at the web client, showing that the algorithm 

executed consistently throughout the session. The web client was able to effectively capture 

information from the ongoing execution process. The learning event categories include 

INFO, MODEL, and RESULT. INFO events provide general information about various 

stages along the progression of the algorithm, MODEL events represent emitted gradient and 

model contents, and RESULT events mark the completion of evaluation stages when AUCs 

can be captured. Another event category is blockchain (BLOCKCHAIN), which depicts 

blockchain transaction events.

5. Discussion

5.1. Findings

Our experimental results demonstrate that WebQuorumChain is an efficient extension 

to the original QuorumChain algorithm for decentralized federated learning. Despite the 

addition of application layers, the system completed each learning trial within a reasonable 

timeframe, without errors, and yielded consistently high AUC. The variations in training, 

evaluation, and/or total execution time may be attributed to nondeterministic network 

and/or scheduling latencies. Nonetheless, such variations are negligible, as evidenced 

by their relatively small standard deviations. This suggests that the overhead introduced 

by our architectural integration is minimal, confirming the technical practicality of 

WebQuorumChain. The method is also robust as it inherits the advantage of the original 

QuorumChain algorithm [33]. Even when a site became unavailable during the learning 

rounds, the algorithm successfully maintained continued learning among the remaining sites, 

as evidenced by the 100 % completion rate across all 30 trials per dataset.

Another benefit WebQuorumChain offers is the interactive interface, which provides 

intuitive visual tools for inspection. As shown in Fig. 5, the inspected events align with 

the stages described in the QuorumChain algorithm. For example, the MODEL logs, which 

contain model statistics, were emitted during each iteration of the training phase, whereas 

the RESULT logs reflected the evaluation stages in real-time. Meanwhile, INFO and 

BLOCKCHAIN events occurred steadily over the course of the learning session, indicating 

that the workload was evenly distributed between the two sites.

5.2. Enhanced user experience without security compromise

From the perspective of users, WebQuorumChain is an effective upgrade over the command 

line interfaces provided in previous works. It offers “clickable” setup, learning, and 

inspection tools with fine grained user control, while seamlessly managing the low-level 
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jobs and algorithms defined by the QuorumChain algorithm. At the same time, our 

integrated system remains loyal to the privacy-preserving and security-robust nature of its 

original counterpart QuorumChain. The newly introduced local host only manages client 

side logic, while peer-to-peer communication still relies solely on the blockchain network, 

thus maintaining compliance to its decentralized, transparent, and immutable principle. 

Overall, this close association between the proposed WebQuorumChain framework and 

the state-of-the-art QuorumChain protocol will open doors for clinical research users to 

make use of decentralized federated learning tools, allowing for larger sample sizes, higher 

statistical power, and more generalizable results without the security risk of exchanging 

direct data across sites. Such users can trust both the integrity of the immutable/source 

verifiable algorithm and the ease of use of its web based architecture to support their 

collaborative efforts.

5.3. Limitations

Our study is limited by the following constraints.

1. Lack of real life user testing. Thorough user testing may establish the efficacy of 

our usability features such as on-interface, step by step guidance. Further studies 

may need to focus on the human computer interaction aspects of the system.

2. Limit on datasets and number of sites. The system was validated on a 2-site 

network using two public health datasets. A larger scale study might be needed 

to test the scalability of our system as the number of learning agents grows, 

and/or when the size of the dataset changes.

3. Lack of full authentication/authorization to the web interface. To focus on 

improving the usability of the system, our proposed design has yet to include 

full-fledged authentication mechanisms such as 2-factor authentication [48] 

or role based access control [49]. Further investigation with regards to user 

identity management is needed to enhance the security and privacy protection of 

WebQuorumChain.

4. Limit of experimental comparison with existing methods. As comparable 

approaches for blockchain-based federated learning with graphical user interface 

are scarce, we have yet carried out experimental comparison against other 

methods.

6. Conclusion

The key finding we established is that the integrated system WebQuorumChain 

helps simplify the implementation of complex setup and configuration steps without 

substantial overheads. Therefore, despite the limitations listed in the previous section, 

WebQuorumChain can improve the utilization of DFL schemas. From a technical 

perspective, the system helps schedule and monitor low level jobs and processes without 

violating the fundamental security promises of QuorumChain. It also maintains both 

predictive accuracy and runtime efficiency in the presence of additional system layers. In 

practice, WebQuorumChain can provide intuitive and interactive tools to encourage users to 
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use the state-of-the-art collaborative QuorumChain algorithm for meaningful collaboration 

among healthcare institutions. Specifically, since WebQuorumChain is readily available as 

a web interface with clickable buttons, its intuitive implementation may let users set up, 

run, and inspect the progression of their machine learning models with ease. Researchers 

thus can retain full control of their patient data privacy while contributing to the rise of 

data-driven discoveries. As a result, WebQuorumChain may support the growth of predictive 

analytics aiming to serve the wider community of physicians and researchers, a beneficial 

academic contribution to the field of clinical research informatics.
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Fig. 1. 
High-level overview of WebQuorumChain: (A) The setup component helps initiate the 

learning system by integrating smart contract deployment and hyperparameter configuration 

through a local interface. (B) The learning component helps wrap the core learning 

algorithm and handles model updates. (C) The inspection component helps monitor model 

transactions and allows the auditing of learning and blockchain logs with viewable statistics 

(higher resolution versions of the lower images of each panel are provided in Fig. 4).

Shao et al. Page 13

Inform Med Unlocked. Author manuscript; available in PMC 2024 October 31.

A
uthor M

anuscript
A

uthor M
anuscript

A
uthor M

anuscript
A

uthor M
anuscript



Fig. 2. 
User workflow and GUI functionalities: (A) To start the service, the user first sets up 

network configs by starting the Geth blockchain node and editing site configs via the 

configuration web interfaces. The user then deploys smart contracts Quorum, Model, and 

optionally Catalog as defined by the QuorumChain algorithm, as well as linking to their 

datasets. (B) The learning process begins and continues until results can be collected. (C) 
Inspection tools are readily available during the life cycle of learning. Event logs including 

algorithm states and model information such as gradient contents are emitted for review. 

Upon learning conclusion, evaluation metrics for all ensemble levels as well as the final 

model are displayed.
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Fig. 3. 
Underlying architecture breakdown: n sites participate in the FL session and form a peer-to-

peer network communicating via blockchain protocols. Per-node architecture is shown in 

Site-1 Node diagram: (A) web client exposes the functionalities of the server by providing a 

user-friendly interface; (B) local server mediates between user interactions and the execution 

of learning units; (C) Geth (Go-Ethereum) Process is the blockchain client that executes 

smart contract code and the networking agent for communicating among sites; (D) message 

queue of logs and events emitted during the process; and (E) the QuorumChain Process 

carries the fundamental training algorithms.
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Fig. 4. 
Details of GUI design: (A) a configuration interface through which users may upload 

training/testing data via drag-and-drop; (B) the learning control panel at a ready state 

where training session can be started; (C) learning logs panel in overview mode such 

that detailed algorithm logs are filtered out; and exhibited logs presented with previewable 

model/gradient updates; (D) blockchain stats panel including the transaction workload time 

series plot, current block number, and peer count; and (E) blockchain logs that provides 

insights into the underlying contract transactions; fields like timestamp, block hash, and 

in/outbound directions are shown.
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Fig. 5. 
Examples of learning events (categorized into INFO, MODEL, and RESULT) and 

blockchain (BLOCKCHAIN) events for (A) CA and (B) Edin datasets. We measured all 

timestamps on the client side of the system. Data points are split into their respective two 

sites.
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Table 1

Description of Cancer Biomarker (CA) and Myocardial Infarction (Edin) datasets including covariates, sample 

size, class distribution, and outcome.

Dataset Number of Covariates Number of Samples Class Distribution

Cancer Biomarker (CA) 2 141 0.638/0.362

Myocardial Infarction (Edin) 9 1253 0.219/0.781
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Table 2

Evaluation results and performance metrics. The metrics include the Area Under the Curve (AUC) for vertical 

and horizontal ensembles, training time, evaluation time, and total execution time for the entire trial which 

included network latency (all measured in seconds).

Dataset Vertical Horizontal Training Evaluation Total

AUC AUC Time Time Time

CA 0.94 ± 0.00 0.94 ± 0.00 107.01 ± 4.37 149.89 ± 3.21 317.03 ± 4.50

Edin 0.96 ± 0.00 0.96 ± 0.00 538.98 ± 0.13 470.00 ± 0.03 1236.00 ± 0.15
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Summary Table

What was already 
known on the topic

• The dual desire to facilitate big data analysis within the constraint of restricted privacy leads to the use of 
federated learning techniques in healthcare

• Federated learning may maintain patient privacy, but the centralized design carries innate security risks

• Decentralized federated learning is a privacy-preserving and security-robust tool to promote cross-
institutional learning; however, such frameworks often require complicated setups and user expertise in 
highly technical fields, rendering the procedure opaque and cumbersome to adopt

What this study 
added to our 
knowledge

• Development of an efficient system that integrates the privacy and security promise of the backend 
QuorumChain algorithm with intuitive, user-friendly front-end GUI, allowing clinical research users to 
manage and inspect decentralized learning sessions

• Even with additional system layers, the WebQuorumChain framework still achieves high prediction 
accuracy and reasonable runtime efficiency, while preserving the strength in privacy/security of 
QuorumChain
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