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Abstract

Information security has come to the forefront as an organizational priority since information systems are considered as
some of the most important assets for achieving competitive advantages. Despite huge capital expenditures devoted to
information security, the occurrence of security breaches is still very much on the rise. More studies are thus required to
inform organizations with a better insight on how to adequately promote information security. To address this issue, this
study investigates important factors influencing hospital staff's adherence to Information Security Policy (ISP). Deterrence
theory is adopted as the theoretical underpinning, in which punishment severity and punishment certainty are recognized
as the most significant predictors of ISP adherence. Further, this study attempts to identify the antecedents of punishment
severity and punishment certainty by drawing from upper echelon theory and well-acknowledged international standards of IS
security practices. A survey approach was used to collect 299 valid responses from a large Taiwanese healthcare system, and
hypotheses were tested by applying partial least squares-based structural equation modeling. Our empirical results show that
Security Education, Training, and Awareness (SETA) programs, combined with internal auditing effectiveness are significant
predictors of punishment severity and punishment certainty, while top management support is not. Further, punishment
severity and punishment certainty are significant predictors of hospital staff’s ISP adherence intention. Our study highlights the
importance of SETA programs and internal auditing for reinforcing hospital staff's perceptions on punishment concerning ISP
violation, hospitals can thus propose better internal strategies to improve their staff's ISP compliance intention accordingly.
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What do we already know about this topic?
Punishment severity and punishment certainty are related to security-compliant behavior.

How does your research contribute to the field?
This study confirms that Security Education, Training, and Awareness programs (SETA) and internal auditing effective-
ness are antecedents of punishment severity and punishment certainty.

What are your research’s implications towards theory, practice, or policy?
In addition to stated punishment for violating information security policy, hospitals can provide appropriate SETA pro-
grams and then undertake internal auditing to improve their staff’s adherence intention of information security policy.

Introduction Consequently, organizations have adopted various infor-

mation security protection measures such as administra-
In recent years, information security has been boosted as tive, technical, and physical security controls at vast
an organizational priority! since most organizations have expense to prevent all forms of unauthorized usage. A
recognized that information systems (IS) are important  prior report has estimated worldwide information secu-
assets for achieving competitive advantages. As such, these  rity spending will exceed US $151 billion by 2023, with a
assets are subject to intrusion, data theft, and corruption. 5-year annual growth rate about 9.4%.2 Regardless of
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such huge capital expenditures devoted to information
security, the occurrence of IS security breaches is still
very much on the rise.?> According to a recent important
security report,* about 90% of large organizations have
some form of security breach. And, the healthcare indus-
try is no exception.’ Among the various security breaches,
employees are still considered to be the biggest threat to
organizational security.® For example, the notorious secu-
rity breach of the Veterans’ Administration Hospitals
incident’: About 26.5 million discharged veterans’ records
containing names, social security numbers, and dates of
birth, were taken in an unauthorized manner by employ-
ees. Or, the Jackson Health System being fined 2.15 mil-
lion USD by the Department of Health and Services for
several data breaches from 2013 to 2016, including evi-
dence that an employee was found selling patients’ data.’
The number of, and source of, security breaches signifies
the importance of how much organizations should regu-
late the usage behaviors of employees.

Moreover, it is commonly acknowledged that technical
countermeasures alone are insufficient to ensure organiza-
tional security due to neglect of human behaviors.”!° To bol-
ster this deficiency, most organizations have formulated
information security policies (ISPs) which articulate the pro-
cedures and processes that a staff should comply with in
order to secure the confidentiality, integrity, and availability
of information and other important assets.!! Based on a prior
information security breach report,* 98% of large organiza-
tions and 60% of small organizations have some kind of
stated ISP in place. In words, most organizations are aware
of the important role information security policies plays on a
daily basis. In Taiwan, the Government has established the
National Center for Cyber Security Technology to ensure a
safe cyber security environment.'? Several governing agen-
cies have also fostered security regulations for differing
industries'>!* aimed at regulating information security prac-
tices. However, insider breaches still occurred,'® indicating
the issue of ISP compliance deserves ever more attention.

Information security policies, however, will not work if
stated rules are not enforced with some degree of regularity.'®
Prior research therefore adopts deterrence theory to examine
the impact of a deterrence approach on employees’ informa-
tion security behaviors.!”!® Deterrence theory is specifically
tailored to model how unlawful usage behavior can be pro-
hibited by the threat of severe and certain of punishment.!®

More specifically, deterrence theory can be used to explain
the determinants of avoiding illicit behavior.2’ For instance, a
recent huge levy of fines on large organizations due to infor-
mation breaches indicate clear cases of expecting deterrence
to work.®? More and more, organizations are therefore spend-
ing 50% or more of their funds on information security prac-
tices such as risk reduction or changing or fulfilling new
compliance requirements to proscribe huge fines.?! However,
the method of how to reinforce the threatening perceptions of
punishment remains understudied and thus unclear in deter-
rence theory. Ideally a model/theory is expected to be helpful
in both prediction and explanation,?? it is therefore essential
to further extend deterrence theory by inspecting the effects
of potential antecedents on severe and certain punishment. By
doing so, organizations can acquire a better insight on infor-
mation security and thus propose a better strategy to protect
the security of important informational assets accordingly.

The main purpose of this study is, based on deterrence
theory, 2-fold: (1) to investigate the antecedents of and their
effects on punishment severity and punishment certainty, and
(2) to examine the effects of punishment severity and punish-
ment certainty on hospital staff’s intention to comply with
ISP. We investigated intention rather than actual behavior
since intention is not an absolute predictor of actual behavior
in an information security context.>** We therefore hold that
intention should first become well understood and then we
can investigate actual information security behavior. The ISP
in our study refers to a generic information security policy
which is formulated by hospitals based on their differing
organizational characteristics but conforming to the regula-
tions of the Ministry of Health and Welfare in Taiwan.'
Since more and more healthcare facilities have adopted
Electronic Medical Records (EMR), how to further safe-
guard these important information assets deserves more
attention and better investigation.

Theoretical Foundation, Research
Model and Hypotheses

Deterrence Theory

Rooted in criminology, deterrence theory aims to diminish
illicit behaviors of potential perpetrators via severe, certain,
and swift punishment.?*? In light of these punishments,
rational perpetrators will evaluate the trade-off between the
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potential gains and proscribed losses before committing ille-
gal behaviors. Three constructs including punishment sever-
ity, punishment certainty, and punishment celerity, were
developed to conceptualize the main spirit of a deterrence
approach."

Punishment severity means the level of severity applied in
terms of punishment for the undertaking of illegal behavior,
while punishment certainty is considered to be a specific
type of punishment certain to be enforced if illicit behavior is
to be conducted.!”* Finally, punishment celerity, which is
less adopted due to methodological considerations,!** refers
the speed of punishment taking place after the occurrence
of illegal behavior.!®?® Deterrence theory has been widely
adopted to investigate security-compliant and security-risk
related behaviors in differing industries.?®?’ Despite some
literature demonstrative of conflicting results, meta-analysis
evidence shows that deterrence constructs including punish-
ment severity/certainty/celerity correlate with security-
compliant and security-risk behaviors, both positively and
negatively, respectively.?$?

Antecedents of Deterrent Variables

Knowing severity of and certainty of punishment are corre-
lated with security-compliant or security-risk behaviors is
important; it is, however, only the halfway of gaining a
deeper knowledge of security issues relevant to data manage-
ment. What is more important is how to effectively reinforce
individual’s perceptions concerning punishment severity and
punishment certainty. Up to now, there have been only a few
studies focused on the antecedents of punishment severity
and punishment certainty.!”!33%-32 These studied antecedents
include fear, anger,’! procedural, and technical countermea-
sures,'® self-efficacy,?? security policy, security education,
and training programs, computer monitoring,!” organiza-
tional size, industry type, and top management support.’
These studies have surely paved the way for further investi-
gating of the important antecedents of deterrent variables
based on deterrence theory. As previously stated, some study
findings are rather mixed. For example, D’Arcy et al'” pro-
posed a model for predicting IS misuse intention. One of the
proposed hypotheses related to the association of security
policies and perceived certainty of sanctions. They found
these 2 variables significantly correlative but their correla-
tion was in a negative direction (ie, diametrically opposed).
Further, 3 out of 5 studies adopted variables that were perti-
nent to organizations rather than to individuals. The evidence
reviewed here seems to highlight the need for subsequent
research on organizationally related variables as antecedents
of deterrents based on deterrence theory.

Research Model and Hypothesis Formulation

To fulfill our study purposes, we adopted deterrence theory as
the primary theoretical basis. As with the above-discussion,

deterrence theory has long-presumed that unlawful behavior
can be discouraged via severe and certain punishments.?>-33
As such, punishment severity and punishment certainty
should be able to regulate hospital staff to comply with ISP.
Our model did not encompass celerity of punishment mainly
due to its weak effect on security-compliant intention® and
also difficulties in measurement. '

In our quest to arrive at the antecedents of punishment
severity and punishment certainty, we drew from upper ech-
elon theory®* and well-acknowledged international standards
of IS security practices.>3® According to upper echelon
theory,** organizational strategic decisions are made based
on top management’s values and cognitive base. In other
words, top management support influences an organization
and organizational behavior in various ways.*** Further, IS
security practices®® clearly articulate that top management
shall demonstrate a commitment to information security
issues. Hence, we can expect that top management support
can reinforce hospital staff’s perceptions of punishment
severity and punishment certainty. Moreover, Security
Education, Training, and Awareness (SETA) programs and
internal auditing are both key components for implementing
security control.’>38 The goal of SETA programs is to enable
staff to acquire competent IS security skills/knowledge and
to be aware of IS policy, while internal auditing is to ensure
IS security control conforms to organizational requirements
and international standards.>® Via appropriate SETA pro-
grams and better internal auditing effectiveness, hospital
staff will be informed of the pertinent sanctions for ISP vio-
lation.>” Further, we hypothesize that hospital staff’s compli-
ance intention with ISP can be predicted by punishment
severity and punishment certainty according to deterrence
theory. Although these factors for ISP compliance have been
examined in prior literature, there remains a paucity of evi-
dence considering all the important factors taken simultane-
ously since they were usually investigated in isolation.

In order to prevent the unexpected influence of some
demographic variables on the analysis results, we included
age (5 categories), hospital type (3 categories), gender (2 cat-
egories), and position (4 categories) as control variables in
our proposed model. All control variables were dummy-
coded for the purpose of subsequent analysis. The explica-
tion of (see Figure 1) and the constructs and their relationships
in the proposed research model are manifested as follows.

Effect of top management support on punishment severity,
punishment certainty, and hospital staff’s adherence to ISP. In
our study, top management support of ISP refers to a com-
mitment to IS security from the upper-level management in
hospitals, as observed by employees.*’ Punishment severity
refers to hospital staff’s perceived degree of punishment
related to violating ISP, while punishment certainty refers
to hospital staff’s perceived certainty of being punished
when violating ISP.*! According to upper echelon theory,>
top management influences an organization in differing
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Figure |. Research model.

ways including changing organizational behavior.3°* Within
an informational security context, top management sup-
port signals the importance of information security to the
organization*? including relevant sanctions to ensure ISP
achieving its intended outcomes.’® In the literature, top
management support is confirmed an imperative factor for
various organizational initiatives such as the implementa-
tion of IS,*** fraud mitigation,* and IS security issues.*>#0:47
This support may take the form of guidance or participation
in those activities, and more importantly, top management
support can secure adequate resources for relevant initia-
tives to take place. Prior evidence demonstrates that top
management support relates to various IS security compli-
ance**4%48 or improving an employee’s norms.*> However,
there are limited dividends for the effects of top manage-
ment support on punishment severity and punishment cer-
tainty and also for the indirect effects of top management
support on hospital staff’s adherence to ISP due to punish-
ment severity and punishment certainty. In our study con-
text, if top management shows a high level of support in IS
security initiatives and then foster a positive organizational
security culture, hospital staff’s norms relevant to informa-
tion security is expected to be influenced and will be more
serious about ISP. In other words, hospital staff may con-
sider the possible severity of and certainty of punishment
and result in subsequent ISP compliance measures. We
therefore hypothesize that:

HI: Greater top management support will result in hospi-
tal staff’s greater punishment severity perception about
ISP compliance.

Hla: The relationship between top management support
and hospital staff’s intention to comply with ISP will be

indirect and mediated by individual perceptions of pun-
ishment severity.

H2: Greater top management support will result in hospi-
tal staff’s greater punishment certainty perception about
ISP compliance.

H2a: The relationship between top management support
and hospital staff’s intention to comply with ISP will be
indirect and mediated by individual perceptions of pun-
ishment certainty.

Effect of security education, training, and awareness programs
on punishment severity, punishment certainty, and hospital
staff’s adherence to ISP. SETA programs are generally
designed and implemented based on organizational secu-
rity policy which regulates the information security prac-
tices of an organization.!! Relevant security rules and
punishments for violation of security policy are typically
announced in such SETA programs aiming to be used as a
deterrent in order to prevent employees from violating
organizational ISP.>* In our study, SETA programs refer
to hospital staff’s perceived level of proficiency on com-
mon knowledge of information security environment,
along with required information security skills provided by
hospitals.* Prior evidence confirms that a SETA program
can improve employees’ self-efficacy on security,’® moti-
vate employees to comply with security policy,’' and
increase employees’ perceptions concerning punishment
severity and punishment certainty.!” Therefore, hospital
staff who attend these SETA programs are expected to pos-
sess a deeper knowledge about punishments of non-compli-
ance to the ISP in addition to regular security policies and
procedures. In addition to the potential effects of SETA pro-
grams on punishment severity and punishment certainty,
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the indirect effects of SETA programs on hospital staff’s
adherence to ISP, via punishment severity and punishment
certainty, can therefore be reasonably expected. Based on
the above-discussion, we therefore postulate the following
hypotheses:

H3: Hospital staff’s awareness of a SETA program is pos-
itively related with perceived punishment severity.

H3a: The relationship between SETA programs and hos-
pital staft’s intention to comply with ISP will be indirect
and mediated by individual perceptions of punishment
severity.

H4: Hospital staff’s awareness of a SETA program is pos-
itively related with perceived punishment certainty.

H4a: The relationship between SETA programs and hos-
pital staff’s intention to comply with ISP will be indirect
and mediated by individual perceptions of punishment
certainty.

Effect of internal auditing effectiveness on punishment severity,
punishment certainty, and hospital staff’s adherence to ISP.
Internal auditing traditionally concentrates on monitoring
financial compliance and internal control, but it has turned
into a wider role for the risk management of organizations.>
It aims to improve an organization’s overall operations and
adds value to an organization.>>** In recent years, the size
and role of internal audits has grown significantly in differ-
ing industries.’>>-7 Ahmad et al’® found that employees’
awareness of security monitoring practices enhances secu-
rity assurance behavior. In the healthcare industry, Hans-
kamp-Sebregts et al®® found that medication safety and
information security practiced in the wards improved sig-
nificantly after implementing internal auditing. In our study,
we conceptualize internal auditing as internal auditing
effectiveness which refers to the degree to which security
audits improve the security environment in hospitals.

In the context of information security, internal auditing
monitors employees in terms of relevant information secu-
rity practices, aiming to emphasize the importance of infor-
mation security and what is expected of the staff.*> Evidence
shows that internal auditing improves information security
practices. For example, Steinbart et al>® found that if inter-
nal auditing and information security functions are in a
good relationship, information security effectiveness may
be improved upon. Cuganesan et al*? demonstrated that
information security monitoring positively improves
employee’s perceived norms about information security.
Hence, hospital staff, if they perceive the effectiveness of
internal auditing, will consider the potential severity of and
certainty of punishment before they violate ISP, and thus
guarantee adherence to ISP. This also means internal audit-
ing effectiveness may exert indirect effects on hospital
staff’s IPS compliance through punishment severity and
punishment certainty. This is in addition to the direct effects
of internal auditing effectiveness on punishment severity

and punishment certainty. Based on previous evidence and
discussions, we hypothesize that:

HS5: Hospital staft’s perceived internal auditing effective-
ness is positively related with their perceived punishment
severity

H5a: The relationship between internal auditing effective-
ness and hospital staff’s intention to comply with ISP will
be indirect and mediated by individual perceptions of
punishment severity.

Hé6: Hospital staft’s perceived internal auditing effective-
ness is positively related with their perceived punishment
certainty.

Hé6a: The relationship between internal auditing effective-
ness and hospital staff’s intention to comply with ISP will
be indirect and mediated by individual perceptions of
punishment certainty.

Effect of punishment severity on hospital staff’s intention to
comply with ISP. In this study, intention to comply with ISP
refers to the subjective probability of hospital staff practic-
ing compliance with ISP in the future.®® According to deter-
rence theory, as the degree of punishment increases,
individuals will be less likely to conduct unlawful behav-
iors.®! In other words, punishment can have a deterrent
effect on offenders.®” Transferring this rationale to our
study, hospital staff will be more likely to comply with ISP
when they perceive the severity of punishment whenever
violating ISP. Prior evidence based on deterrence theory
has proven that punishment severity can compel employees
to adhere to ISP'®* or prevent employees from violating
ISP.'” According to the above discussions, we propose the
additional hypothesis:

H7: Hospital staff’s perceptions of punishment severity
will be positively related to their intention to comply with
ISP.

Effect of punishment certainty on hospital staff’s intention to
comply with ISP. Organizational rules, in fact, will not come
into effect if they are not enforced.'® In other words, proper
compelling policies are required for useful security policy
implementations.** Organizations should therefore make
potential perpetrators aware of those enforcement rules in
advance.®! In this vein, if hospital staff are aware of the
probability they will be punished when they are caught vio-
lating ISP, they will be more likely than not abide by the
stated ISP. In information security context, prior studies
found that punishment certainty is related to employee’s
information security behavioral intentions.'®*! We therefore
hypothesize the following hypothesis:

HS: Hospital staff’s perceptions of punishment certainty
will be positively related to their intention to comply with
ISP.
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Methods

Measures

We undertook a paper-based survey to gather data. The ques-
tionnaire used in our study included 2 parts: (1) respondents’
demographic information; and, (2) respondents’ perceptions
regarding top management support, SETA programs, internal
auditing effectiveness, punishment severity, punishment
certainty, and the stated intention to comply with ISP.

Previously validated survey scales were used and adapted
to our study context. Top management support was measured
with 3 items adapted from Humaidi and Balakrishnan*
and Viswesvaran et al.®* SETA programs was measured by
3 items modified from D’Arcy et al.!” Internal auditing
effectiveness included 3 items adapted from Alzeban and
Gwilliam.> Punishment severity and punishment certainty
utilized 3 and 3 items, and were adjusted from Herath and
Rao® and Siponen and Vance,* respectively. Finally, one’s
stated intention to comply with ISP used 3 items adapted
from Chen et al.®® All items were rated according to a 7-point
Likert scale. A pilot test was conducted via a sampling of 10
hospital staff, and slight modifications of wording and
phraseology were made as a result. The full questionnaire is
given in the Appendix.

Sampling

A survey methodology using paper-and-pencil question-
naires was employed to test the proposed hypotheses.
Participants in our study were employees, including
healthcare professionals and administrative staff, of a large
Taiwanese healthcare system which comprises a medical
center, a regional hospital, and a district hospital. The
healthcare system is equipped with fully functional EMR
and there are 5976 employees existing as potential threats
that may jeopardize information security.

Given the considerable workload of hospital employees, a
census of all qualified staff is unfeasible, we therefore uti-
lized convenience sampling to assemble required data.
Further, to achieve the acceptable 80% statistical power for
detecting R? values of at least 0.1 (with a 5% significance
level), at least 103 samples are required for our model.%
Considering the feasibility of data collection, and to achieve
a higher statistical power, we therefore distributed 300 ques-
tionnaires to the medical center, regional hospital, and dis-
trict hospital of the subject healthcare system roughly based
on the stratification of qualified respondents from these hos-
pitals. We designated a coordinator, a staff member of the
healthcare system, responsible for distributing and collecting
questionnaires for the departments who is willing to partici-
pate in our study, and 300 responses were returned. One
questionnaire was removed due to the incomplete responses
present. As a result, 299 suitable responses remained for later
analysis. Those hospital staff who participated in the survey
did so voluntarily and anonymously. We acquired ethical

approval from the subject hospital before to the administra-
tion of the survey.

Results

Descriptive Statistics

Of the 299 valid responses, most respondents were col-
lected from the medical center (47.49%) and the regional
hospital (40.80%). The majority of the respondents (74.5%)
were aged between 30 and 49years old. Female respon-
dents (70.57%) were more prevalent than males. Most
respondents were university-educated (71.57%) and were
employed as nurses (33.78%). In addition, over half of
those surveyed reported 11 to 30years of work experience
in the healthcare industry (56.52%). Details of the respon-
dents are shown in Table 1.

Measurement Model

The PLS technique of structural equation modeling, which
encompasses the evaluation of measurement model and
structural model,® was adopted for purposes of analysis. In
the assessment of measurement model, we assessed the
reliability and validity of measurement items and constructs
adopted in our study. Prior literature®® suggested that item
loadings of 0.7 are sufficient for the indicators (see Table
2). Further, both composite reliability and Cronbach’s o for
each of the constructs were higher than 0.7 threshold, indi-
cating adequate reliability.®® Fornell and Larcker® signified
that average variance extracted (AVE) should be above 0.5
to demonstrate sufficient construct convergent validity,
which is just the case in our study. Finally, discriminant
validity was confirmed based on Heterotrait-Monotrait
ratio of correlations (HTMT) since all the correlations
between constructs were lower than the most conservative
0.85 criteria,®” as shown in Table 2. Since some correlations
among the constructs were higher than 0.7, we further used
tolerance to assess a collinearity problem. The results
showed that the tolerance value of each item was above 0.1,
demonstrating that collinearity should not be an issue in
this study.®® Further, we assessed common method bias via
full collinearity test.” Results show that the highest full
collinearity variance inflation factor is 2.93 for punishment
certainty, as such lower than the suggested threshold of
3.3,70 indicating common method bias should not be a
major concern in this study.

Structural Model

In PLS, the structural model is used to assess the significance
of hypothesized relationships, and the strength of those rela-
tionships.®® As shown in Figure 2, 6 out of the 8 proposed
hypotheses were supported.

For the first purpose of investigating the antecedents of
and their effects on punishment severity and punishment
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Table I. Respondent Characteristics.
Characteristic Attribute Frequency Percentage
Hospital Medical center 142 47.49
Regional hospital 122 40.80
District hospital 35 11.71
Age 20-29 38 12.71
30-39 109 36.45
40-49 14 38.13
50-59 32 10.70
=60 6 2.01
Gender Male 88 29.43
Female 211 70.57
Education High school 6 2.0l
College 16 5.35
University 214 71.57
Graduate school 63 21.07
Profession Physician 57 19.06
Nurse 101 33.78
Other healthcare professionals (radiological technologist, pharmacist, . . .) 8l 27.09
Administrative staff 60 20.07
Working I-10 123 41.14
experience 11-20 1 37.12
(years) 21-30 58 19.40
=31 7 2.34
Table 2. Reliability and Validity.
Heterotrait-monotrait ratio of correlations
# of
Construct items M SD Loadings CR CA AVE TMS SETA IAE PS PC ICISP
Top management support (TMS) 3 544 092 0.87-093 093 .89 038l
Security education, training, and 3 490 1.08 0.95-097 098 96 093 .54
awareness program (SETA)
Internal auditing effectiveness (IAE) 3 551 092 0.95-097 097 95 091 .6l 45
Punishment severity (PS) 3 580 090 0.88-095 094 91 084 51 .69 .53
Punishment certainty (PC) 3 480 1.13 0.88-096 095 .92 087 .52 .82 A7 .8l
Intention to comply with ISP (ICISP) 3 563 095 098099 099 95 097 47 74 .35 73 .76

Note. ISP =information security policy; M=average score; SD =standard deviation; CR = composite reliability; CA=Cronbach’s a; AVE =average variance

extracted.

certainty, 4 out of 6 related hypotheses were supported. First
of all, there was no evidence that top management support
significantly associated with punishment severity (3=0.08,
t=0.99) and punishment certainty (f=0.06, t=1.29), thus
un-supportive of H1 and H2. SETA programs were positively
and significantly associated with punishment severity
(Bp=0.51, ¢=7.88) and punishment certainty ($=0.70,
t=16.75), respectively. H3 and H4 were both supported.
Internal auditing effectiveness was found to significantly
relate to punishment severity (f=0.23, t=2.61 and punish-
ment certainty (3=0.10, /=2.34) in a positive direction,
respectively. H5 and H6 were supported.

Concerning the second purpose of examining the effects
of punishment severity and punishment certainty on hospital

staff’s intention to comply with ISP, punishment severity
(B=0.35, ¢t=4.83) and punishment certainty (f=0.46,
t=6.61) positively and significantly associated with inten-
tion to comply with ISP, respectively. Hypothesis H7 and HS
were supported.

With regard to variance explained in our model, top man-
agement support, SETA programs, and internal auditing
effectiveness jointly explained about 48% and 61% of the
variance of punishment severity and punishment certainty,
respectively. Overall, stated intention to comply with ISP can
be accounted for about 61% variance by our proposed model.
Further, the hypothesis-testing results were unchanged even
after controlling for potential confounding variables (ie, age,
hospital type, gender, and position).
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Figure 2. Structural model results.
Note. ISP =information security policy.
*P<<.05. *P<<.0l. *P<.00I.

Indirect Effects of Top Management Support,
SETA Programs, and Internal Auditing
Effectiveness on Hospital Staff’s Adherence to
Information Security Policy

We not only investigated the antecedents of punishment
severity and punishment certainty, we also investigated the
total effects of and significance of the antecedents on hospital
staff’s adherence to ISP. By doing so, we can further under-
stand whether the antecedents can exert effects, via punish-
ment severity and punishment certainty, indirectly on hospital
staff’s adherence to ISP, further supporting the importance of
antecedents. We followed suggested procedures’! for assess-
ing the mediating effects of perceived severity and perceived
certainty. As depicted in Table 3, perceived severity was con-
firmed to significantly mediate the relationships between
SETA programs/internal auditing effectiveness and intention
to comply with ISP, but not the association between top man-
agement support and one’s intention to comply with ISP.
Therefore, H2a and H3a were supported while Hla was not
confirmed. Further, punishment certainty was proved to sig-
nificantly mediate between only the link between SETA pro-
grams and intention to comply with ISP but not the relations
between top management support/internal auditing effective-
ness and intention to comply with ISP. Hence, H5a was con-
firmed, while H4a and H6a were unsupported. As shown in
Table 3, all confirmed mediation were partial mediation.”!

Discussion

The aims of this study are: (1) to investigate the antecedents
of and their effects on punishment severity and punishment

certainty, and (2) to examine the effects of punishment sever-
ity and punishment certainty on hospital staff’s intention to
comply with ISP. According to analysis results, SETA pro-
grams and internal auditing effectiveness, but not top man-
agement support, significantly related to punishment severity
and punishment certainty, respectively. Punishment severity
and punishment certainty significantly associated with hos-
pital staff’s adherence to ISP. Further, SETA programs and
internal auditing effectiveness significantly influence hospi-
tal staff’s ISP adherence intention indirectly via punishment
severity and punishment certainty. Several important impli-
cations can be acquired from our findings.

Despite prior evidence supportive of the notion that top
management support is an important component in the orga-
nizational management of information security issues.'*572
Surprisingly, top management support (H1 and H2), in this
study, was not found to be significantly associated with pun-
ishment severity and punishment certainty; that is, hospital
staff’s views on punishment severity and punishment cer-
tainty were not impacted or seemingly influenced by hospital
managers. This finding contrasts with earlier findings*
which have suggested that senior management support posi-
tively associated with employee’s norms regarding informa-
tion security compliance. There is however a possible
explanation for this occurrence. It is argued that the integrity
of information security is different from other information
technologies since users are not involved in direct interaction
with a specific 1S.7® Unlike the implementation of an infor-
mation technology, or of an IS, hospital staff is unable to map
information security with any specificity of information
hardware or software, directly. The support of hospital
administration on information security may therefore be
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Table 3. Results of Mediation Analysis.

Direct effect

Indirect effect
Mediation effect

Mediator Path B SE 95% Cl B SE 95% Cl of PS/PC
Perceived TMS—PS .08 0.08 [-0.05, 0.22]
severity (PS) SETA—PS Sl 0.04 [0.37,0.61]
IAE—PS 23 0.04 [0.07, 0.38]
TMS—PS—COM .03 0.02 [-0.02, 0.08] No mediation
SETA—PS—COM .18 0.03 [0.10, 0.27] Partial mediation
IAE—>PS—COM .08 0.02 [0.03, 0.15] Partial mediation
PS—>COM .35 0.08 [0.22, 0.50]
Perceived TMS—PC .06 0.05 [-0.01, 0.17]
certainty (PC)  SETA—PC .70 0.06 [0.61,0.76]
IAE—>PC .10 0.04 [0.03, 0.18]
TMS—PC—-COM .03 0.02 [-0.03, 0.09] No mediation
SETA—>PC—»COM .32 0.04 [0.22, 0.44] Partial mediation
IAE->PC—COM .05 0.02 [-0.01,0.11] No mediation
PC—»COM 46 0.04 [0.31,0.59]

Note. TMS =top management support; SETA =security education, training, and awareness programs; IAE =internal auditing effectiveness; COM =intention
to comply with ISP. = path coefficient; SE =standard deviation; Cl = confidence interval.

obscure to hospital staff, which results in the insignificant
results as the influence of top management support on hospi-
tal staff’s perceptions about punishment severity and punish-
ment certainty.

Prior evidence reports that SETA programs play an impor-
tant role in motivating employees to comply with ISP,! little
evidence however investigates the effect of SETA programs
on punishment severity and punishment certainty. Our study
showed that SETA programs have a positive effect on hospi-
tal staff’s perceived punishment severity and punishment
certainty (H3 and H4), specifically in the healthcare industry.
With appropriate and adequate SETA programs, hospital
staff not only will have a general awareness of security
knowledge and skills but also will be familiar with relevant
punishment whenever violating ISP, just like the findings in
our study indicated. Our results corroborate the findings of
D’Arcy et al,'” which was conducted in multiple industries
but non-inclusive of the healthcare industry. Further, our
finding also reflects the results of Yoo et al*® who found that
SETA programs indirectly influence ISP compliance inten-
tion via self-efficacy. The finding of our research draws
attention to the importance of allocating more resources to
the SETA programs used by hospitals, and ongoing SETA
programs should not be neglected or discontinued.

Internal auditing aims to focus resources on meeting
potential deficiencies and errors in order to help organiza-
tions to avoid their recurrence.’’” Our study found that
internal auditing effectiveness positively and significantly
is associated with punishment severity and punishment cer-
tainty (H5 and H6). In other words, the better the effective-
ness of internal auditing, the hospital staff will perceive a
higher degree of punishment severity and punishment
certainty, empirically supporting the assertion of auditing

activities that can help managerial control take effect.®>*
Prior evidence showed that computer monitoring practices, 1
type of internal auditing activities,”” enhance employee’s
security assurance behavior.’® Cuganesan et al*?> found that
monitoring and evaluation of information security practices
significantly associated with employee’s norms about infor-
mation security compliance, which accords with our finding.
Thus, our finding may imply that internal auditing emphasis
expected information security behaviors of staff and may
help reinforce organizational norms including the punish-
ment of non-adherence to ISP. Hospital staff could also have
learning opportunities regarding ISP compliance since inter-
nal auditing affords feedback reports. Hospitals can thus
increase staff’s perceived severity and certainty of punish-
ment for ISP violation via improving internal auditing effec-
tiveness despite auditees often developing resistance to such
a practice.”’

Aligned with the notion of deterrence theory,'® we found
that punishment severity and punishment certainty associate
with hospital staff’s stated intentions to adhere to ISP (H7
and HS). In other words, hospital staff will demonstrate their
intention to comply with ISP if they perceive a higher degree
of punishment severity and punishment certainty. These
findings are consistent with the literature,*! and they may
suggest that hospitals should have stated disciplinary regula-
tions and processes which include severe and certain sanc-
tions when employees violate existing ISP.

Regarding mediation effects, we found that punishment
severity and punishment certainty have no mediation effect
between top management support and any intention to com-
ply with ISP. It may be that the effects of top management
support on punishment severity and punishment certainty
were too miniscule to have a significant indirect effect on
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hospital staff’s stated intention to comply with ISP. We how-
ever found that punishment severity and punishment cer-
tainty significantly mediate between SETA programs and
hospital staft’s stated intention to comply with ISP; that is,
SETA programs can influence hospital staff’s intention to
comply with ISP indirectly. These results may further reflect
the importance of SETA programs to positively affect EMR
security. Finally, we only found that punishment severity has
a mediation effect between internal auditing effectiveness
and hospital staff’s stated intention to comply with ISP, but
not with punishment certainty. A plausible explanation for
this may be that currently no employee of the healthcare sys-
tem has a record of punishment for violating ISP which
would result in such a specific finding. It may further be
proven that the mean scores (4.8) of punishment certainty is
the lowest among all constructs in this study.

As opposed to information provided through question-
naires, document analysis could have also provided evidence
of top management support, training, and some intervention
for deterrence. Future research could employ document anal-
ysis for further support of the results. Finally, our study only
collected data from 1 healthcare system in Taiwan, In other
words, the generalizability of our findings is limited. Future
research can focus on this issue and collect a wider range of
regional or national hospitals to advance the topic.

Conclusion

The primary purposes of this study are to: (1) investigate the
antecedents of and effects of punishment severity and pun-
ishment certainty, and (2) examine the effects of punishment
severity and punishment certainty on hospital staff’s stated
intention to comply with ISP. To achieve these goals, we
adopted deterrence theory as the major theoretical underpin-
ning combining upper echelon theory and IS security prac-
tices for this study. A total of 299 valid responses were
collected and analyzed. Results demonstrated that 6 out of 8
of the proposed hypotheses were supported; however, we
were not able to confirm the associations between top man-
agement support and punishment severity/certainty. Further,
we conducted a mediation analysis of punishment severity/
certainty. Results showed that punishment severity partially
mediates between SETA programs/internal auditing effec-
tiveness and hospital staff’s stated intention to comply with
ISP, while punishment certainty mediates only between
SETA programs and hospital staft’s intention to comply with
ISP. Based on our findings, hospitals, in additional to foster-
ing regulations outlining stated punishment of non-adher-
ence to ISP, can continue to provide staff with appropriate
SETA programs that will acquaint staff with regular security
policies and regulations. Most importantly, SETA programs
should clearly communicate that staff account for their own
security actions since a formal disciplinary process is in
place in ISP. Further, hospitals should undertake required
internal auditing, both periodically and irregularly, on staff’s

security activities, exceptions, faults, and information secu-
rity events to ensure staff’s real adherence to ISP. By focus-
ing on SETA programs and internal auditing, hospitals can
therefore reinforce staff’s perceptions on the severity of and
certainty of punishment to better regulate staff’s ISP adher-
ence intention in a positive manner.
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