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When is public private? Tweets, privacy and consent in health research  
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1. Introduction 

Online social media platforms provide opportunities for the global 
community to share and express their views, opinions, reactions, and 
feelings openly. The use of social media for the purpose of information 
sharing surged during the COVID-19 pandemic due to mandated phys
ical distancing requirements. This is a seemingly consensual catharsis at 
a time of heightened need for alternative social activity and critical in
formation sharing. 

Communication on open social media platforms has created oppor
tunities for researchers to access and analyse rich, publicly available 
data to study a range of topics and issues. The creation of this abundant 
public data has also led to fundamental methodological and ethical 
challenges for social science researchers. Namely, is the use of this 
public data for research a breach of privacy and confidentiality? Are 
social media users becoming involuntary research participants as their 
communications and personal information are mined and published on 
without participant insight and informed consent? In this discussion, we 
aim to highlight some of the critical methodological and ethical issues 
that researchers must consider while using Twitter as a data source to 
publish from. 

2. Twitter 

One such social media platform is Twitter, a micro-blogging site for 
online news and social networking. Launched in 2006 and ranked as one 
of the most used social media platforms, Twitter is widely used to follow 
trending current issues, share personal views, and significant informa
tion regarding political debate, sensitive social issues, natural disasters, 
pandemics and other crisis events. This communication is at times 
conducted to seek attention and responses of government and other 
stakeholders. Twitter data are publicly accessible and can contain 
insightful demographics, such as the location of the user. Such metadata 
are valuable information in the exploration of the relationship between 
the geo-socio-political context and the specific phenomena of research 

interest. 
However, the use of Twitter posts for research needs further 

consideration to protect participants from additional risk of harm 
relating to their identity and information disclosure (Webb et al., 2017). 
Does this risk justify the benefits gained by publishing this analysed 
data, in conjunction with the professional benefits to the researchers 
themselves by publishing? Is it an acceptable level of risk? Williams et al. 
(2017) state that there is a need to examine the use of these posts via a 
social science lens that utilises a reflexive ethical view as opposed to a 
legal stance that allows the use of data within research publications. 

The use of social media data for research purposes and associated 
methodological issues has been discussed in the research literature 
(Ahmed et al., 2017), but attention is yet to be focused on the incor
poration of practical strategies to address critical ethical issues and 
reduce risk. There is no agreed approach for how researchers can 
responsibly analyse Twitter data and publish results to protect partici
pants. This creates further complexities for researchers to act ethically to 
disseminate the results of the analysis of public tweets. 

3. Why do researchers use Twitter data? 

The popularity of using Twitter data for research in different disci
plines such as social sciences, communications, political sciences, psy
chology, and health sciences, has increased over the years. There are 
various reasons why researchers like to analyse Twitter data. The most 
salient reason likely being access to metadata including the tweets, 
numbers of followers, favourites, language, and geographic location 
give richness to the data (Ruiz Soler, 2017). 

Data extraction is enabled in several ways. First, the Twitter Appli
cation Programming Interface (API) is open and accessible, enabling the 
easy extraction of large amounts of data. Researchers can search specific 
conversations using hashtags which enables following topic-based con
versations by location. Second, the hashtag culture of Twitter makes 
data collection easier to explore stories and incidents of interest for 
analysis. Third, Twitter is widely used for media purposes which can 
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attract attention to secure research opportunities, funding or to raise the 
profile of the researchers who themselves are active on Twitter. 

As Twitter data are publicly available, researchers are not always 
required to apply for ethical approval to analyse and publish from the 
data. Researchers are therefore able to avoid this often-time-consuming 
process which further incentivises the use of social media data. Re
searchers can investigate multiple issues in much less time, often with 
equally insightful data. Further, with no direct contact with participants, 
the complexities of preparing for fieldwork are removed. The associated 
time and cost are greatly reduced, and as such is a cost-effective 
approach. 

Twitter has also recently released a new ‘academic research product 
track’ allowing researchers to pull in 10 million tweets per month for 
free with access to a full archive search (Ahmed, 2021). This new access 
is advertised as an opportunity to ‘get more precise, complete, and un
biased data from the public conversation for free’ (Twitter API, 2022). 
Researchers are encouraged and enabled to analyse Twitter data; a 
valuable opportunity for those with a low budget and limited time to 
access other historical data or conduct fieldwork research. With the 
company encouraging and enabling the analysis of Twitter data for 
research purposes, their motivation for doing so and the complexities 
associated with the use of publicly available Twitter data need closer 
attention. 

4. What are the complexities of using Twitter data? 

Consumers of Twitter differ in how cognizant they are of the privacy 
options available to them, and many do not read or comprehend terms of 
service or conditions that govern consent and data privacy (Williams 
et al., 2017). Research conducted by the Consumer Policy Research 
Centre in 2020 surveyed 1000 Australians, finding that 88% of partici
pants reported not having a sound comprehension of how their personal 
data is gathered and shared by companies. Of participants, 94% reported 
being uncomfortable with how their personal data were used online and 
expected the government to provide protection against the collection 
and sharing of their personal information; 94% of participants reported 
not reading all the privacy policies or Terms and Conditions applicable 
to them in the last year. One third of participants reported never having 
read a privacy policy. Of those who had read privacy policies, 69% re
ported accepting terms despite not being comfortable in doing so. The 
primary reason for doing so was to have access to the product or service 
(75%) (Consumer Policy Research Centre, 2020). Reading privacy pol
icies is disincentivised due to the length and complexity of the docu
ments. McDonald and Cranor (2008) estimate that it would take 244 h 
per year (on average 40 min per day) for a consumer to read all the 
privacy policies that apply to them. This is because privacy policies are 
unreasonably long and contain thousands of words of difficult to 
comprehend cryptic jargon (Roderick, 2020). As our lives move 
increasingly online, it could be assumed that the time investment is 
likely to have also increased since this research was published in 2008. 

The ethical implications of these findings regarding the use of 
Twitter data are reasonably clear. Many Twitter users are likely not 
providing informed consent for their data to be used for research pur
poses. Many consumers do not read, or do not understand privacy pol
icies, and are also coerced into accepting the privacy agreement due to 
wanting to access the platform. As such, consumers are not protected 
from risk. Gold (2020, p. 3) provides guidance for researchers and ethics 
reviewers outlining a range of factors that need to be considered when 
using publicly available data via Twitter: primarily Tweets and public 
account information. Gold (2020) highlights “that the Twitter ‘dataset’ 
is dynamic…This means that the ethical arguments below around con
sent and privacy must be applied at every use and regularly during 
retention…[with] implications for research design since data retrieval 
and ongoing management must account for this, and particular care 
taken around consent for publication” (p.5). Gold (2020) further sug
gests viewing ‘public’ Twitter data as private data which is displayed 

publicly based on continued consent under contract, instead of public 
data as a consequence of publication. Certainly, not all Twitter users are 
aware of the public visibility and access to their posts by username and 
location, as well as other demographic information. Users can opt to not 
post tweets publicly, however the Twitter API provides summary sta
tistics of all accounts. 

There was a peak in using Twitter to share COVID-19 related infor
mation and evidence during the recent pandemic which had associated 
benefits and risks. For example, Twitter played a vital role in the rapid 
research response with over 80% of publications included in the World 
Health Organisation (WHO) COVID-19 database cited on Twitter (Patel 
et al., 2021). In addition, Twitter is used to keep the public updated on 
natural disasters. For example, Willson et al. (2021) used Twitter posts 
during the Australian bushfires disaster 2019–2020 to analyse data to 
facilitate the future of Australia’s tourism industry. 

The practicality of conducting research without seeking informed 
consent to access personal data from Twitter has been criticised by some 
social researchers demanding a more reflexive ethical approach (Wil
liams et al., 2017). The arguments around ‘public data’ and the 
‘informed consent from users’ are diverse to manage any potential 
harms that may arise from accessing and reporting Twitter data (Wil
liams et al., 2017, p. 1151). Due to the open and public nature of data, 
researchers often do not inform users that their interactions are being 
scrutinised for research and reverse identification issues have been 
noted. 

5. Ethical issues of Twitter based research 

Twitter has the potential to optimise the research uptake in the 
current digital age. Twitter provides an opportunity to reach the global 
participants for greater representations within a short period of time 
which makes recruitment easier (Wasilewski et al., 2019). Researchers 
have options to do targeted tweets of 280 characters (Boot et al., 2019) 
with the link of research information by mentioning specific users to 
enhance the reach of research activities. The human research ethics 
processes involve informed consent with participants who are aware of 
their involvement in the research; this does not always occur on Twitter 
(Fiesler and Proferes, 2018). 

Research that does not comply with certain set principles and rec
ommended guidelines is considered unethical. In the United States, for 
example, the National Institutes of Health provide seven main principles 
to guide the conduct of ethical research: social and clinical value, sci
entific validity, fair subject selection, favourable risk benefit ratio, in
dependent review, informed consent and respect for potential and 
enrolled subjects (National Institutes of Health, 2016). Recruitment of 
participants via Twitter does not necessarily abide with the principle of 
informed consent for research engagement. 

Similarly, the National Health, Medical and Research Council 
(NHMRC) in Australia has set standards for ethical practice for consent 
to participate in research clearly stating that: “consent should be a 
voluntary choice and should be based on sufficient information and adequate 
understanding of both the proposed research and the implications of partic
ipation in it” (The National Health and Medical Research Council, 2018, 
p. 16). The research conducted in Twitter bypasses the ‘consent 
requirement’ and participants do not always know about their 
involvement and the use of their tweets for research purpose. Avoiding 
the consent process risks potential risks and harms to the participants. 
The All European Academies (ALLEA) European Code of Conduct for 
Research Integrity highlights the importance of researchers mastering: . 

“Failing to follow good research practices violates professional re
sponsibilities. It damages the research processes, degrades relationships 
among researchers, undermines trust in and the credibility of research, 
wastes resources and may expose research subjects, users, society or the 
environment to unnecessary harm.” (All European Academies, 2017, p. 
8) 
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Data privacy is another debatable issue. A study among 368 Twitter 
users revealed that almost two-thirds (61.2%) of participants were not 
aware of the use of their tweets for research purposes (Fiesler and Pro
feres, 2018). In the same study, two-thirds of participants (64.9%) 
agreed that researchers should not be able to use tweets without the 
user’s permission. This indicates that users feel strongly that informed 
consent is required for their tweets to be used for research. There are 
also sentiments that if permission was requested then users would 
permit use of their tweets for research purpose which will add to the 
credibility of research findings (Fiesler and Proferes, 2018) and ensure 
that there are no potential risks or harms to the participants that re
searchers are not aware of to consider while conducting study. 

6. Strategies to protect harms and risks 

Twitter provides an effective platform for recruitment of participants 
if used appropriately. Twitter feeds can be set to be publicly viewable, or 
to be only viewable by specific followers as members of the desired 
target participant population. A careful selection of words to draft 
tweets can result in effective reach with minimal risks to the users if they 
are allowed to make decisions on whether to participate in the research 
or not. Some strategies to manage recruitment on Twitter have been 
identified (Arigo et al., 2018) including identifying high profile users 
who act as potential influencers of the desired participant population 
and using relevant hashtags. 

Twitter provides engagement opportunities for users to share their 
perspectives on matters that are often potentially of research interest. 
Nevertheless, it is hard to control the comments that could be offensive 
or disrespectful to the other users engaged in the discussion which re
searchers are not able to control in current features of Twitter. A careful 
selection of users with permission to participate in discussion would 
help to minimise the emotional harm and social risks to the participants. 
These complexities could be resolved by reviewing the ethical guidelines 
in terms of privacy, confidentiality, and ownership of information in 
social media research and whether the participants are sufficiently 
protected from the potential harms (Taylor and Pagliari, 2018). Re
searchers can provide participants with the opportunity to opt out from 
the research when they feel not safe in the online environment. 

Arigo et al. (2018) provide the following solutions to mitigate the 
potential risks and harms to the users who are being scrutinized for 
research: consider differential risks to users; customise communication 
to users about risks and expectations; and collaborate with regulatory 
bodies to establish standards and update them as required. The authors 
note that the features of privacy policies are modified often, frequently 
without public announcement. Researchers who intend to use Twitter 
data should be familiar with the terms of service and closely monitor if 
there are any changes to the privacy policies. Despite the popularity and 
the benefits of using Twitter for research, concerns around the safety of 
users remain critical in the current digital environment. While there is 
no easy answer regarding how the ethical challenges can be addressed, a 
cross-collaboration between the social media regulatory bodies, 
research communities and the government to develop appropriate 
research guidelines would be useful. 

Finally, while there is undoubtedly value in using Twitter data and 
metadata for research purposes it should be noted that, while Twitter 
claims to be a free speech platform and not a publisher, it has exercised 
censorship more akin to that of a publisher raising the potential for bias. 
Therefore, the possibility of publication bias on the platform should be 
considered. 

To conclude, the use of Twitter in research is increasing. While 
Twitter provides quick and easy access to large and diverse sets of data, 
there are ethical issues that need to be considered and addressed by 
researchers. Guidelines for researchers to support data privacy and 
mitigate associated risks are also required. 

Editorial note 

Editorials in NEP are not reviewed and are published at the discre
tion of the Editor-in-Chief. We welcome a constructive rejoinder on this 
editorial provided it is not offensive or personal. 
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