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ARTICLE INFO ABSTRACT

Method name: Recognizing the importance of risk assessment and the large-scale industrial spread of network
Evaluation of the failure effect in the FMEA research, we developed a new approach to risk assessment.

method

» The risk assessment takes into account the chains of impact between each level and the fre-
quency of effects and their causes.

+ In contrast to the traditional FMEA methodology, we evaluate the frequency of occurrence
and detectability not only at the level of causes but also at the level of effects.

« All this is complemented by a toolkit of network research methodology. The new methodology
is validated through a real industry example, which is a risk assessment of a screwdriver
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Method details
Background

Risk assessment is an important part to ensure process safety. The two most commonly used methods in risk assessment are the
Fault Tree Analysis and the Failure Mode and Effect Analysis. Both methods have advantages and limitations too. This study aims to
apply network science technics to extend these two methods in risk assessment. Network research is becoming more widespread, even
in industrial use. New assessment methods provided by networks can assure an opportunity to identify and estimate risks as accurately
as possible. Networks can be used to explore relationships between product or process levels and to evaluate chains of impact. The 21st
century is characterized by massive technological changes, and most manufacturing industries face the challenge of developing cost-
effective products and innovations that not only meet customer needs but also environmental concerns [1]. For this, the preparation
of a risk assessment and the parallel development of existing risk assessment techniques are essential. In manufacturing processes, it
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is particularly essential to carry out the widest and most accurate risk assessment possible, as potential defects also affect the product
and the environment, such as operators and surrounding equipment. Therefore, we chose as an example a production line screwing
station, which can be found in almost every automotive plant. Through this example, a new approach to risk assessment methodology
is presented.

We can use several methods to assess risks. However, Failure Mode and Effect Analysis is the most commonly used risk assessment
method to understand and systematically measure the risks of a product or process [2]. The FMEA methodology has already been
applied in many areas, such as automotive industry, manufacturing industry, nuclear power industry, electronics industry, chemical
industry, agriculture, hospital and mechanical engineering [3] due to the common structures and languages of the method [4]. The
method assesses risks on three levels: failure cause, failure mode, and effect [5]. Occurrence and detection are used to assess the
causes of errors, which means the chance of errors occurring and being detectable. With the severity of the effect of the fault, we
assess the extent to which the customer is affected by the occurrence of the fault. This is given by the value of severity [6]. These
three factors are evaluated on a predefined scale, the range of which is usually 1-5 or 1-10. According to the old approach, the
product of these three values gave the risk priority number, in descending order of which the risks with the highest value were the
most severe, requiring further action [7]. In the new edition of the FMEA handbook, this has already been defined differently, with
the introduction of the action priority assessment that looks at the combinations of the three values according to the table in the
handbook. Based on the combinations, it classifies the risks into three priority categories, which are low, medium, and high [8]. There
are several types of FMEA such as System-FMEA which is used to analyze systems and subsystems, Product-FMEA which helps to
gather the risks of design, Process-FMEA which assesses the risks during the processes [9] and Machinery-FMEA, which identifies the
risk associated with machinery and equipment failure [10]. While perhaps less attention is paid in research to the risk assessment of
machines, it is an equally important part of any manufacturing process. The safety of the manufacturing machines affects the personal
safety of the employees as well as the safety of the product to be manufactured. The safety of machines and their risk assessment
are addressed in ISO 12100 [11] which is a Type-A standard [12]. The standard includes several steps such as the limitations of the
machines, the potential risks, their identification, and evaluation [13]. Companies use various documents to ensure compliance with
mechanical, electrical, and ergonomic safety requirements. MFMEA, which can be found in the standard, can also be used for this
[14]. There are several examples of this (what?) in the literature. FMEA and reliability analysis of critical equipment machinery in
the Malaysian Palm Oil Mill was performed, where the basis of the risk assessment was the frequency of equipment failure [15].
An integrated IT2F-MCDM-based FMEA method was also used to analyze failures of CNC machines due to human errors, where the
evaluated parameters were extended to the safety, economic impact, occurrence, and detection [16]. Failure tree and FMEA methods
were also used together to eliminate failures of a 3D printer and to find the reasons for the failures [17]. The FMEA methodology
can not only assess the risks related to the operation of the machines, but it can also help to design the maintenance related to the
operating system and quantify the severity of personnel injury and environmental pollution [18].

The purpose of MFMEA is to prevent and identify potential design risks, and to help define and control specifications [19]. The
FMEA also conducts the assessment in such a way that it always begins to assess risks from the level of causes. It does not define and
evaluate the interrelations between each level.

Fault tree analysis starts with a major event and reveals all the events that lead to the main event. Graphically, this is represented
by a tree structure. The method also explores particularly critical events and chains. The reliability values must be given along the
branches of the fault tree. The evaluation can be used to determine the combinations of events that can be used to eliminate the main
event.

The FMEA and FTA methods were used together several times. The failure analysis was improved when the FTA method was used
to identify the function, component failure modes, and failure mechanisms, and FMEA was applied to select the critical failures [20].
To eliminate work accidents in Indonesia, FMEA and FTA analyses were also used together. The higher RPN numbers were determined
with FMEA and the FTA analysis was selected to determine the process of combination among factors that cause various workplace
accidents [21]. An integrated FTA and FMEA method were proposed to analyze safety-critical systems (where, how, when?) [22]. An
FTA-FMEA-based validity verification technique was used to verify safety standards (by whom? What for?) [23]. The combination
of these two methods can reduce the drawbacks of each method if the FTA is used to determine the root causes and the FMEA is
applied to specify the severity, occurrence, and detection numbers [24]. FMEA and FTA, Recursive Operability Analysis were used
for quantitative risk assessment to identify the most critical parts of the process and plant [25]. FMEA method was also developed
with multiple failure analysis and the weighted priority numbers due to the weights of the three factors (S, O, D) are not equal. S
and D have highest priority in the evaluation [26]. The combination of the S&O, S&D and O&D was a new classification method to
eliminate the interaction effect [27]. FMEA methodology and deep learning analysis were also used together to enhance maintenance
planning, and the results showed 95% accuracy of the risk prediction [28].

However, the disadvantage of both is that they are time-consuming and therefore often not used. As a result, possible failure
modes may not be identified. The combination of these two methods may expand the number of failure modes found, due to the
different starting points of both methods: bottom-up in FMEA, top-down in FTA. In addition, performing both analyses would be
time-consuming and may lead to a loss of focus on the most critical parts of the system, which the failure analysis typically aims to
identify [29].

A failure network was developed for better visualization and to understand complicated failure propagation mechanisms among
multiple system levels [35]. The IQ-RM software which was developed by APIS also includes the visualization of the failure nets
and function nets for a better understanding of the relationships between the components and their failures. The networks help to
understand the relationships based on the Bill of material, but it is used just for the visualization and calculation of the RPN number
[30]. To reduce the uncertainty a Fuzzy-based Data envelopment was used together with the FMEA method (KA [31]). The Two-
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Stage Optimization Probabilistic Linguistic Preference Relations were applied to develop the FMEA methodology. In the proposed
method, a two-stage optimization was used to drive the optimum importance weight of the risk factors [32]. The uncertainty of the
risk assessment was also modeled. In the research, the definition of uncertainty and how to model and treat uncertainty are stated
[33]. A machine learning methodology was used for risk assessment. The authors stated that modern technology advancement needs
the development of new risk assessment methods in the case that a large volume of data becomes available [34]. Risk assessment
and social network analysis were also used together in a method called Fuzzy critical risk analysis (FCRA) [36]. A character-based
network of the network (NoN) was also applied to identify the critical characteristics of hazards to help guide safety inspectors [37].
A recent study presented an intelligent method that combined fault tree analysis and fuzzy neural networks. The fault tree analysis
presented the logical structure of the failures, and the fuzzy neural networks are used to train the relationship mapping between
fault symptoms and faults [38]. A mathematical model was created to determine the likelihood of the causes of the failure and to
ensure a model to predict fire accidents. The model has been validated, but it also focuses only on the occurrence of the causes of
risks [39]. To predict the potential failure of coal and gas outburst events during the underground mining of thick and deep Chinese
coal seams, FTA and artificial neural network (ANN) were used together. The result of the model offers a new method to prevent the
potential risks [40]. Fuzzy-based Bayesian network, FMEA, and Best worst method were combined to eliminate the limitations of
the FMEA, such as subjectivity, absence of weight values of risk parameters, and not considering the conditionality between failure
events [41]. A quantitative risk assessment was applied to using ammonia in real industrial refrigeration in Rio de Janeiro and to
achieve the assessment model, the PHAST methodology was used. Based on the results, it can be specified, which scenario causes the
worst result [42]. Bayesian network for risk assessment was often used in the literate, for example the explicit and implicit one to
find the common cause (CC) to a system [43]. Convolutional neural networks were also proposed for detection and classification of
fatigue crack damage and risk assessment in polycrystalline alloys, but it is not used the FMEA method for the risk assessment mapped
as a network [44]. These studies have addressed several of the shortcomings of the FMEA methodology. FMEA was developed with
pairwise comparison methods and network science. A PC-FMEA method was created to eliminate the subjectivity of the method with
pairwise comparison and to measure the consistency of the evaluation [45]. In another work, pairwise comparison-based FMEA was
assessed and visualized with networks. Two types of networks were created, an individual network and an aggregated network. The
evaluation was done by PageRank and the in-degree values of the network. With the networks, the consistency of the evaluation can
be also evaluated [46].

From the literature review it was stated that there is a demand to develop the risk assessment methods with network science.
However, none of them took the approach of using a risk assessment, based on the FMEA methodology and network research to
examine risks not only from the cause of the error but also from the point of view of the effect. The appearance of Quality 4.0 also
requires the improvement of the current methods. The currently used quality methods are not capable handling of big data and they
are commonly requiring manual work [47]. However, it seems that in the past years, these developments are stopped, and a few
innovative methods have been proposed [48]. In addition, understanding and implementing the proposed research need knowledge
of using difficult software and methods.

Our study aims to develop a new method that combines some parts of the FMEA, FTA method, and network analysis and to
extend the FMEA method with a network-supported effect assessment. The FMEA methodology has not performed this assessment
before. Thus, not only would the causes of errors be identified and evaluated, but the effects would also be ranked according to their
importance. Network research helps in the visualization and it allows us to evaluate larger data sets. During our research, we also
kept in mind to develop an easily usable method. For the visualization and evaluation of the in-degree value, the Gephi program was
used. The program is free and easy to use.

Method

FMEA evaluates the severity on the top of the failure net, where the effects are placed. The occurrence and detection values are
evaluated in turn by the root causes, on the lowest level. In this case, the effects, the frequency of their occurrence, how much they
can be detected, the modes of error are not evaluated at all, and the severity of the causes is also not evaluated. The probability of
the effect occurring can be derived from the frequency with which the events that give rise to it occur. One effect could have more
than one mode and more than one cause.

Calculation of the new RPN value

The most significant step to ranking the risks is the combination of the SxOxD [49]. The essence of the new approach, importance
assessment, is to look not only at the severity of the effect but also at what precedes it from occurring. What matters is not just how
severe an effect is when it occurs, but also how likely it is to occur. To determine this, we need to look at how many roots are causing
an effect in the network, and what are the chances of them noticing or occurring. The following formulas can be used to calculate
this. The formulas were created based on the in-degree of a vertex in a network. Eq. (2) determines the occurrence probability of the
effect, Eq. (3) shows the detection probability of the effect in a failure net, which starts from an effect and ends in the roots, sees
Fig. 1.

The calculation of the weighted in-degree w; D; can be seen in Eq. (1). [50].

w D= Y w; 1)

(ui,vj)eE
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Fig. 1. The failure net includes the levels as Effect, Failure mode which can be more than one level, and the Root Cause.

Where wy; the weight of the edge between i and j and the w, D; is the weighted in-degree of node j.
In a directed graph, in-degree means the number of the in-connected edges of a certain node [51].

n
c,=0 @)
i=1
Where C, is the probability of occurrence of an effect and O, is the probability of occurrence of the i failure node.
n
Cp= ), D @)
i=1

Where Cj, is the probability of detection of an effect, D, is the probability of detection of the it failure node. The C, and C,,
values were calculated based on the weighted number of steps as a network indicator in the Gephi network modelling program. The
later we notice a problem in the process, the more severe the effects become, so weighting is necessary.

IC=Cz-C,-Cp @

Where IC means the Importance of the Effect, C¢ means the severity of the effect, C, means the probability of occurrence of
the effect and Cj, means the probability of detection of the effect. Severity should be determined based on the basic FMEA method.
Indicates how severe the effect is for the customer. (What indicates it?)

Case study

The method has also been applied to the already completed FMEA of a screwing station production line. The networks were
constructed from the results of the risk assessment, and the risk factors were calculated for the effects based on the formula presented
in the method section. In this chapter, the possible application of the developed method is presented.

The machinery FMEA network

The example relates to one application of a production line on which a car seat frame is manufactured. Here, the risk assessment
was concerned with whether the production line met its requirements in terms of accident prevention, product protection, and
ergonomics. The results of the risk assessment of the screwing station were selected from the production line. For 40 functions, 46
effects, 41 error modes, and 40 error causes were defined. Of course, there may be overlaps between these, the same errors may be
responsible for multiple error modes and effects, and so on. As a result, 16 different effects, 34 different error modes, and 6 different
error causes were determined. The 16 different effects are described in Table 1.

After the evaluation, the detection values of the effects are shown in Table 2, the occurrence values of the effects are shown in
Table 3, the severity values of the effects are shown in Table 4, and the importance of the effects are shown in Table 5.

The network of the risks, in case of two indicators such as occurrence and detection, were also created. A weighted Machinery
FMEA network was created M = {V, E, W}, where V is the set of vertices, E is the set of edges and W is the weight of the edges. In
the network a;; means the connection between i and j, and every connection has (i, j) a weight as wj;. For the visualization and the
evaluation of the weighted in-degree of the nodes, the Gephi program was used. The results of the risk assessment in an Excel table
were implemented into the program. The structure of the Excel table was as follows: three columns were created, one for the starting
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Table 1

Description of the 16 effects of the failures for the screwing station.

D

Description of effect

C1
Cc2
Cc3
C4
C5
C6
Cc7
cs
Cco
C10
Cl11
C12
C13
C14
C15
Cl16

The operator is injured during traffic
The operator will be injured in the long run
The time required to complete the task is long

The design of the equipment makes it difficult for the operator to work

Improper maintenance

The operator does not see the information displayed on the visual unit properly

Wire breaks

Screwing error

Screwing does not start

The conveyor cannot transport the product
Decreased ability to concentrate

Hearing impairment

Electric shock to the operator

The equipment is damaged

The operator suffers from burns

The operator is injured during work

Table 2

Detection of the effects (Cp) based on the
number and detection values of previous

events.
D Cp
C1 17
c2 38
C3 3
Cc4 38
C5 3
C6 29
Cc7 4
Cc8 4
c9 10
C10 8
cl1 6
c12 7
C13 4
Cl4 2
C15 3
Cl6 26

Table 3

Occurrence of the effects (Cy) based on
the number and occurrence values of pre-

vious event.

ID

Co

Cc2
C4
C6
Cl6
C1
C10
Cc9
C15
C3
C13
Cl4
C5
Cc7
c8
Cl1
C12

A DA DA BB O
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Table 4

Severity of the effects (Cg) based on the
number and occurrence values of previous
events.

ID

O
%

C13
C1
Cc2
C12
C15
C16
C1
C5
C11
C14
C6
C10
C3
C4
Cc7
Cc8
Cc9

(=]

WH DU NNN OO OO OO

Table 5
Importance of the effects (IC).

ID (¢

Cc2 14364
Cle6 9594
C4 7980
C6 7134
C1 3519
C10 432
C12 252
Cc9 240
C13 240
C15 189
Cl1 168
C3 90
C5 84
C14 70
c7 64
Cc8 64

node, one for the destination node, and one for the weights of the connections. Fig 2 shows the example of the detection network.
The greater the risk in-degree, the larger the node, and the larger the value given to the indicators O and D the larger the size of the
edges.

Based on the importance of the effects, it appears that the C2 effect had the highest value.

What is the importance of an effect in this case?

- Many events can be responsible for their occurrence.
- Preventive events are likely to be hard to detect.
- Preventive events are likely to occur.

Based on the ranking of the results, this is a system where there is a high chance that the operator will be injured in the long run.
This in itself is a high risk with a severity value of 9. Supplementing the FMEA with this method thus provides an opportunity not
only to examine the causes to be eliminated based on the RPN number or AP but also to examine the risk network to learn about the
key implications of the system. After reducing or eliminating the causes of the risk, it is advisable to perform the calculation again
and draw the effects. Supplementing the traditional FMEA methodology with this calculation helps to assess which effect is most
likely to occur based on the relationships of risks. This allows another aspect of our system to be considered while reducing cost. We
see that performing this level of risk assessment provides a complete picture of the future behavior of a system’s risks.

The basic FMEA method is focusing on finding the root cause with the highest risk value. The evaluation of the relationship
between the risks at different levels is not part of the work. In addition, it does not offer a visualization opportunity. FTA method
includes the tree of the failures as a visualization, but not includes the evaluation of the failure effects based on their connections.
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Fig. 2. The detection failure net is where the effects, modes, causes, and their relationships can see.

With the present research results, we aimed to expand the toolkit of the already used FMEA methodology. With the new approach,
we examined not only the causes of the risks but also the relationships and significance of the consequences. With this method,
we evaluated multiple sides of the risky contact network. After the evaluation, we can tell not only what the roots that need to be
addressed first are, but also what consequences are expected to occur first. Knowing the risk, it can be seen whether its occurrence
causes personal injury or damage to the product or service. It is worth examining the relationships of this consequential risk in the
network and addressing those with the highest risk. The final importance number (IC) includes how many preventive events there are,
how often they occur, and how easily they can be detected. However, the severity of the consequence also determines its importance.
The methodological advantage of the present research is therefore that it adds another factor to the risks in addition to the AP or
RPN number. Using networks also helps in the visualization and understanding of the relationships between the risks. The other
advantage of the method is that we can quickly process large data sets with it. According to that fact, the results are easily adaptable
to the Quality 4.0 environment. The proposed method is applicable to determine the significance of an effect in any network, if the
connections have weights and the edges are directed.
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