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ABSTRACT
Objectives As governments attempt to navigate a 
path out of COVID-19 restrictions, robust evidence is 
essential to inform requirements for public acceptance 
of technologically enhanced communicable disease 
surveillance systems. We examined the value of core 
surveillance system attributes to the Australian public, 
before and during the early stages of the current 
pandemic.
Design A discrete choice experiment was conducted 
in Australia with a representative group of respondents, 
before and after the WHO declared COVID-19 a Public 
Health Emergency of International Concern. We identified 
and investigated the relative importance of seven 
attributes associated with technologically enhanced 
disease surveillance: respect for personal autonomy; 
privacy/confidentiality; data certainty/confidence; data 
security; infectious disease mortality prevention; infectious 
disease morbidity prevention; and attribution of (causal) 
responsibility. Specifically, we explored how the onset of 
the COVID-19 outbreak influenced participant responses.
Setting and participants 2008 Australians (general 
public) completed the experiment: 793 before COVID-19 
outbreak onset (mean age 45.9 years, 50.2% male) and 
1215 after onset (mean age 47.2 years, 49% male).
Results All seven attributes significantly influenced 
respondents’ preferences for communicable disease 
surveillance systems. After onset, participants 
demonstrated greater preference for a surveillance 
system that could prevent a higher number of illnesses 
and deaths, and were less concerned about their personal 
autonomy. However, they also increased their preference 
for a system with high data security.
Conclusions Public acceptance of technology- based 
communicable disease surveillance is situation dependent. 
During an epidemic, there is likely to be greater tolerance 
of technologically enhanced disease surveillance 
systems that result in restrictions on personal activity if 
such systems can prevent high morbidity and mortality. 
However, this acceptance of lower personal autonomy 
comes with an increased requirement to ensure data 
security. These findings merit further research as the 
pandemic unfolds and strategies are put in place that 
enable individuals and societies to live with SARS- CoV-2 
endemicity.

INTRODUCTION
COVID-19 has swept across the globe, chal-
lenging public health and clinical capacities 
in many countries.1 While rapid case identi-
fication, contact tracing and quarantine are 
vital tools to control the spread of the virus, 
new technology and novel sources of health 
information have the potential to significantly 
enhance communicable disease surveillance 
systems, delivering earlier detection, more 
accurate tracking and better disease contain-
ment.2 3 Experiences in South Korea, Taiwan 
and Singapore indicate that more timely and 
accurate identification of cases and contacts 
could reduce the adverse health, social and 
economic impacts associated with infectious 
disease threats such as COVID-19.4 5 However, 
others have argued that these technologies 
are unproven and may present significant 
risks to personal privacy and may be open to 
misuse.6–8

Strengths and limitations of this study

 ► Our cross- sectional survey using discrete choice 
experiments (DCEs) empirically informs decision- 
making about the use of technologically enhanced 
surveillance systems.

 ► DCE uses scenarios so that respondents can demon-
strate their preference trade- offs between surveil-
lance system attributes, enabling identification of 
the attributes that most influence system accept-
ability, as well as the expected level of heterogeneity 
of preferences for these systems.

 ► The use of a cross- sectional survey in this study be-
fore and after pandemic onset enabled investigation 
of the situation- dependent nature of preferences 
about technologically based surveillance systems.

 ► Further, it provides unique insight into how such at-
titudes change in light of a significant and evolving 
disease threat and shifting policy context.

 ► A limitation of the current study is that internet ac-
cess was required for participation.

http://bmjopen.bmj.com/
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http://crossmark.crossref.org/dialog/?doi=10.1136/bmjopen-2020-041592&domain=pdf&date_stamp=2020-10-18


2 Degeling C, et al. BMJ Open 2020;10:e041592. doi:10.1136/bmjopen-2020-041592

Open access 

Emerging infectious disease threats are by their nature 
unexpected, with unpredictable impacts. They cause 
fear (for life, health, security and/or reputation) among 
the public and other stakeholders. In most jurisdictions, 
state- run communicable disease surveillance activities are 
mandated by public health legislation with no opportu-
nity to ‘opt out’, because of the significant public benefit 
of full participation.9 10 As the impacts of COVID-19 grow, 
reports are highlighting differing levels of public support 
for and social cooperation with current public health 
measures in countries with different political traditions 
such as China,11 Italy12 and the USA.13 However, when 
there is no immediate disease threat, in a liberal democ-
racy such as Australia, the routine collection and linkage 
of detailed personal information could be regarded as 
intrusive and a threat to civil liberties, no matter how 
great the public health benefits.9 14

These concerns are not unreasonable.8 15 Digital epide-
miologic investigations can reveal sources, transmission 
routes and personal information normally regarded 
as private; for example, where people have been, with 
whom and, potentially, the type of contact or activity 
involved.14 16 This is not necessarily resolved by making 
participation in communicable disease surveillance activ-
ities voluntary, because a significant proportion of the 
public might not opt in, which would markedly diminish 
the system’s effectiveness. Conversely, there are also 
ethical and medicolegal risks and impacts from not using 
available information that could protect local and, poten-
tially, international communities from serious disease 
outbreaks.17

To maximise the benefits of new technologies in liberal- 
democratic jurisdictions, we need to understand and 
develop responses to public perceptions and concerns 
about technologically enhanced disease surveillance 
systems. If the use of new technology and new types of 
data to collect and integrate data for enhanced commu-
nicable disease surveillance is to be publicly acceptable 
and effective, it must gain a social licence to operate by 
aligning with community values and addressing ethical 
and legal barriers for use in research and public health 
action.14 18

Several factors influence social licence for novel uses of 
personal and health data,19 including for surveillance.20 
The impact of these factors is unlikely to be homogenous, 
and may be conditional on individuals’ circumstances and 
contexts. In Australia, previous research has focused on 
the perspectives of public health practitioners and poli-
cymakers,21–23 and, recently, informed citizens.24 While 
these research designs allow exploration of trade- offs 
among some attributes, there is a paucity of quantitative 
evidence for evaluation of the relative impacts of influen-
tial factors on the public acceptability and perceived legit-
imacy of different communicable disease surveillance 
systems.

Discrete choice experiments (DCEs) are a valid, reli-
able and widely applied survey methodology for elic-
iting community preferences for healthcare.25 They 

are superior to traditional attitudinal, satisfaction and 
ranking studies because they enable measurement of 
the strength of preferences for key aspects of a decision 
and, potentially, to quantify the trade- offs made between 
those factors in a way that is not possible with a simple 
ranking of preferences.21 26 DCEs are particularly useful 
to understand public preferences for new technologies 
when revealed preference data are not yet available. This 
study aimed to elicit the preferences and choice trends 
for attributes associated with a technologically enhanced 
communicable disease surveillance. Data collection took 
place over two distinct periods before and after the global 
emergence of the COVID-19 pandemic; therefore, we 
sought to investigate and understand whether and how 
respondents’ preferences were influenced by a public 
health crisis.

METHODS
DCE attributes and levels were determined based on 
consultations within the research team, discussions across 
our extended expert networks (including through presen-
tations at Centre of Research Excellence in Emerging 
Infectious Diseases Colloquia in 2018 and 2019) and our 
team’s Delphi study of Australian policymakers, health 
practitioners and lawyers.23 The final attributes and levels 
are presented in table 1.

The seven attributes and their corresponding levels 
resulted in 648 profiles (three attributes at two levels 
and four attributes at three levels), and a total of 209 628 
possible pairwise choices. An efficient design was used 
to generate a more manageable number of choice 
scenarios. Initially, a D- efficient design (with zero priors) 
was used to generate 48 choice scenarios (further blocked 
into four versions) for use in the pilot survey. The first 
task was a dominant choice test (one of the two alterna-
tives should be chosen if a respondent makes a rational 
choice); only participants who passed this test had their 
responses analysed using a conditional logit model (110 
out of 149 respondents who consented to the study). The 
estimated mean coefficients from this pilot were used as 
priors to recreate 96 choice scenarios using an efficient 
design. They were blocked into eight versions so that 
in the main study each respondent completed 12 valid 
choice scenarios and one dominant choice task. The 
DCE design was created in Ngene software V.1.2 (2018 
ChoiceMetrics).

Two- stage choice scenarios were used to maximise the 
richness of data obtained from respondents (example in 
figure 1). The first stage involved a forced choice between 
two surveillance programmes. These data enabled an 
understanding of what members of the public value to 
prevent and control communicable disease outbreaks. 
Such data are particularly relevant if a compulsory surveil-
lance system were to be established, and is the focus of 
this paper. The second- stage choice allowed respondents 
to ‘opt- out’ by indicating whether they would participate 
in the surveillance programme they preferred. This is 
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Table 1 Attributes and levels

Attributes Levels

Restriction of personal autonomy
Public health authorities can restrict 
your freedom (involuntary quarantine or 
immunisation) to prevent disease spread.

Yes No

Privacy/confidentiality
Access to your personal information.

Controlled by you via 
consent

Can be gained by health 
authorities without your 
consent

Data certainty/confidence
The quality of data collected is…

Low High

Data security
The protection of digital data is…

Poor Moderate High

Infectious disease mortality prevention
Of 1000 potential deaths/year due to 
infectious disease, this surveillance…

Prevents 10 deaths Prevents 100 deaths Prevents 800 deaths

Infectious disease morbidity 
prevention
Of the people who would otherwise get 
sick and take time off work each year this 
surveillance…

Prevents 10 000 sick people Prevents 100 000 sick people Prevents 1 million sick people

Attribution of responsibility
Outcomes of infectious disease 
investigations are…

All made public Kept confidential UNLESS a 
risk remains for the public

Kept confidential, no 
information is made public

Please compare the programmes below and decide which one you would prefer.  
 

We are interested in your opinion; there are no right or wrong answers. 
 

Please select one  Surveillance program A Surveillance program B 
Restriction of personal autonomy 
Public health authorities can restrict your freedom (involuntary quarantine 
or immunisation) to prevent disease spread 

No Yes 

Privacy/confidentiality 
Access to your personal information  

Can be gained by health authorities 
without your consent Controlled by you via consent 

Data certainty/confidence  
The quality of data collected is … Low High 

Data security  
The protection of digital data is … High Low 

Infectious disease mortality and prevention 
Of 1,000 potential death/year due to infectious disease, this surveillance … Prevents 100 deaths Prevents 800 deaths 

Infectious disease morbidity prevention 
Of the people who would otherwise get sick and take time off work each 
year this surveillance … 

Prevents 1 million sick people Prevents 100,000 sick people 

Attribution of responsibility  
Outcomes of infectious disease investigations are …  

Kept confidential, no information is made 
public All made public 

Your preference:    
 

Would you participate in the surveillance program that you have preferenced above?  
 
Yes  
No 

Figure 1: Sample DCE Task 

Figure 1 Sample discrete choice experiment (DCE) task.
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informative for policymakers if programme participation 
were voluntary. This study focused only on the forced- 
choice responses.

An online survey was conducted with a sample of the 
Australian public aged 18 years and older. An accurate 
calculation of sample size is difficult for DCEs, because 
actual preferences are unknown a priori. It is commonly 
suggested that to estimate reliable models, 20 respon-
dents are sufficient per version of a DCE.26 For this DCE, 
considering the DCE design (with eight versions) and the 
estimations from pilot data, a target of n=2000 was consid-
ered sufficient to meet the requirements for the precise 
estimation of model parameters as well as allowing for 
subsample analyses and the exploration of preference 
heterogeneity. The sample size was substantially larger 
than previous DCEs conducted in similar contexts; for 
example, Russo et al21 (n=122). The respondents were 
recruited by an online panel recruitment company 
(Dynata; www. dynata. com). Respondents provided 
informed consent before accessing the survey and could 
withdraw at any time.

The study was conducted between 25 November 2019 
and 27 February 2020. To ensure the survey was running 
as intended, we reviewed the data approximately halfway 
through recruitment. Thus data collection ceased tempo-
rarily on 10 January 2020 and resumed on 4 February. 
During this time, Australian attention had begun to focus 
on COVID-19 as the first Australian case was confirmed by 
the Australian Government on 25 January 2020 and the 
WHO declared COVID-19 a Public Health Emergency 
of International Concern on 30 January 2020 (figure 2). 
Under this natural experiment, respondents in the second 
period of data collection began to be exposed to the intro-
duction of public health and security measures (advice to 
reconsider need to travel internationally; borders closed 

to Chinese and Iranian nationals; enhanced passenger 
screening at points of entry).

The DCE data were analysed using the random utility 
theory framework.26 A conditional logit model was 
initially used to investigate respondents’ preferences for 
the use of a technologically enhanced communicable 
disease surveillance, assuming a homogeneous prefer-
ence among respondents. This latter assumption was 
subsequently relaxed to allow for potential preference 
heterogeneity among respondents using a mixed logit 
model.27 Effect coding was used for all attributes in the 
main regression analyses. The Bayesian information crite-
rion (BIC) was used to facilitate the selection of optimal 
estimation between conditional logit and mixed logit 
models (the smaller value of BIC, the better the model 
fit). We investigated the DCE data before and after 
COVID-19 outbreak onset. The relative importance of 
each attribute was calculated by dividing the utility range 
of a particular attribute by the sum of utility ranges for 
all attributes. In the online supplemental material we 
also present an alternative modelling strategy in which 
we examined to what extent the COVID-19 shock influ-
enced respondents’ preferences by including interaction 
terms between a time dummy and attribute levels in the 
regression analysis (statistically significant interaction 
terms highlight the influence of COVID-19 exposure to 
respondents’ preferences). All statistical analyses were 
conducted in Stata 15 (2017 StataCorp).

Patient and public involvement
Members of the public were invited to comment on the 
study design during piloting of the content and wording 
of the attributes and levels used to construct the scenarios 
but were not consulted to interpret the results. Members 
of the public were not invited to contribute to the writing 
or editing of this document for readability or accuracy.

FINDINGS
A total of 2008 respondents who passed the rationality 
test (the dominant choice task) were included in the 
main analysis (table 2). The median time for completion 
of the survey was 9.9 min. Respondents had a median 
age of 46 (range 18–89) years and 51% were female. 
Approximately one- third of respondents did not live in a 
metropolitan area (38%), had completed a bachelor’s or 
graduate degree (38%), worked as a full- time employee 
(35%) or had a weekly income of >$A1250 (35%). The 
vast majority of respondents (86%) rated the survey as 
‘Easy’ or ‘Very Easy’. The two subsamples who completed 
the survey before and after the onset of the COVID-19 
outbreak were comparable across all the characteristics 
described above (all p>0.1).

The DCE results based on the mixed logit model are 
discussed here because these models were better fitting 
than the conditional logit model. The detailed full sample 
estimations based on all 2008 respondents for all models 
are presented in the online supplemental table 1.

Figure 2 Plot showing the two periods of data collection 
(grey boxes: 25 November 2019 to 10 January 2020 and 4 
February 2020 to 27 February 2020), relative internet search 
interest in ‘coronavirus’ in Australia reported by Google 
Trends (red line; https://trends.google.com), the timing of 
the first case reported in Australia (purple arrow: 25 January 
2020) and WHO declares COVID-19 outbreak a Public Health 
Emergency of International Concern (blue arrow: 30 January 
2020).

www.dynata.com
https://dx.doi.org/10.1136/bmjopen-2020-041592
https://dx.doi.org/10.1136/bmjopen-2020-041592
https://trends.google.com
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Differences between the overall relative importance of 
attribute levels were apparent before and after COVID-19 
outbreak onset, and are illustrated by the range of point 
estimates for each attribute in figure 3, and quantified in 
table 3. All attributes were statistically significant indicating 
that each was important to respondents when selecting a 
communicable disease surveillance programme (online 
supplemental table 2). ‘Infectious disease mortality 
prevention’ and ‘infectious disease morbidity prevention’ 
ranked as the attributes with the greatest importance to 
respondents during both collection periods, and both 
were of increased importance after the onset of COVID-
19. ‘Privacy’, ‘data certainty’, ‘data security’ and ‘attribu-
tion’ were of relatively less importance. ‘Restriction of 
personal autonomy’ was the least important attribute, 
and it was notable that after the onset of COVID-19, the 
relative importance of ‘data security’ rose while the attri-
bute ‘restriction of personal autonomy’ became even less 
important.

Figure 3 also illustrates variation in the point estimates 
for each attribute’s levels, before and after COVID-19 
onset. The significant SDs of at least one level within 
each attribute demonstrate the existence of preference 
heterogeneity (online supplemental table 2). However, 
during both periods, respondents on average valued 
their personal autonomy and their privacy, preferring 
a system that would not result in restrictions, as well as 
maintaining control over access to and dissemination 
of personal information such as their identity, location 
and health history. Respondents preferred a communi-
cable disease surveillance programme to have high data 
certainty/confidence to detect disease when present (ie, 
surveillance strategies that have a diagnostic sensitivity of 
>90%) and to have high data security to prevent unau-
thorised or harmful use. They also valued a system that 
was able to detect, track and contain infectious disease 
threats to prevent more deaths or to prevent more illness. 
Regarding the attribution of causal responsibility for an 

Table 2 Respondent characteristics

Study sample (n=2008)
Pre- COVID-19 outbreak 
onset (n=793)

Post- COVID-19 outbreak 
onset (n=1215) P value*

Age, years (SD, range) 46.7 (17.3, 18–89) 45.9 (17.1, 18–83) 47.2 (17.4, 18–89) 0.11

Gender (%)

  Female 1015 (51) 395 (50) 620 (51) 0.59

  Male 993 (49) 398 (50) 595 (49)

Location (%)

  Metropolitan 1251 (62) 506 (64) 745 (61) 0.26

  Remote/rural/regional centre 757 (38) 287 (36) 470 (39)

Educational attainment (%)

  Primary/some high school 202 (10) 80 (10) 122 (10) 0.40

  High school or equivalent 420 (21) 156 (20) 264 (22)

  Some university/TAFE but no 
degree

630 (31) 265 (33) 365 (30)

  Bachelor’s/graduate degree 756 (38) 292 (37) 464 (38)

Employment status (%)

  Employed working full time 712 (35) 289 (36) 423 (35) 0.67

  Employed working part time 396 (20) 162 (20) 234 (19)

  Not employed/family caring/
full- time student

473 (24) 179 (23) 294 (24)

  Retired 427 (21) 163 (21) 264 (22)

Personal weekly income (%)

  ≤$A599 663 (33) 252 (32) 411 (34) 0.63

  $A600–$A1249 636 (32) 256 (32) 380 (31)

  ≥$A1250 709 (35) 285 (36) 424 (35)

Data are n (%) or mean (SD), unless otherwise indicated.
In the most recent Australian census, the proportions of female and non- metropolitan respondents were 51% and 29%, respectively, the 
median age and weekly personal income were 38 years and $A662, respectively, and 22% of Australians had a bachelor’s degree or higher 
qualification (https://quickstats.censusdata.abs.gov.au/census_services/getproduct/census/2016/quickstat/036).
*P values indicate the differences in respondent characteristics between two subsamples before versus after COVID-19 outbreak onset.
TAFE, Technical and Further Education.

https://dx.doi.org/10.1136/bmjopen-2020-041592
https://dx.doi.org/10.1136/bmjopen-2020-041592
https://dx.doi.org/10.1136/bmjopen-2020-041592
https://quickstats.censusdata.abs.gov.au/census_services/getproduct/census/2016/quickstat/036
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outbreak, respondents mostly preferred to keep this infor-
mation confidential unless there was an imminent risk 
associated with non- disclosure, followed by the option of 
keeping all information confidential independent of the 
level of risk to the public. Making all outcomes of infec-
tious disease investigations available to the public was 
viewed negatively.

The first difference to be noted in the importance of 
levels of attributes before and after COVID-19 outbreak 
onset is in the ‘restriction of personal autonomy’ attri-
bute, which shows that respondents significantly preferred 
that public health authorities not restrict an individual’s 
freedom (eg, compulsory quarantine or immunisation) to 
prevent disease spread before COVID-19 onset; however, 
this attribute becomes insignificant in the postonset 
period (figure 3; online supplemental table 2). Another 
difference is that during the preonset period, respondents 

were keen that the outcomes of communicable disease 
investigations should be kept confidential and no infor-
mation be made public, while in the postonset period, 
this attribute level becomes insignificant. Thus, while 
prepandemic there was a preference for not restricting 
civil liberties to stop disease spread, after the pandemic 
had started, participants did not care about civil liberties 
compared with the other options in the choice set. These 
pre- post COVID-19 outbreak differences provided strong 
evidence on how the emerging public health crisis influ-
enced general public preferences towards autonomy and 
privacy.

Results from an alternative modelling strategy in which 
a series of interaction terms between DCE attribute levels 
and a time dummy indicating the survey was conducted 
after COVID-19 outbreak onset were also investigated 
(online supplemental table 3). This shows that, in addition 
to what has been discussed above, respondents valued, 
significantly more highly, a surveillance programme that 
has high data security and can prevent more people from 
becoming ill and dying.

Using the regression coefficients in figure 3, we can 
begin to assess the relative acceptability to the public of 
different surveillance programmes. Consider two hypo-
thetical surveillance programmes, A and B, which both 
have high privacy, data quality and security, can prevent 
800 deaths and 1 million sick people and the investigation 
results are kept confidential unless there is an imminent 
risk associated with non- disclosure; the only difference 
is that in programme A public health authorities can 
restrict the freedom of individuals while in programme B 
authorities cannot. The probability to prefer programme 
A versus programme B is estimated to be 47% vs 53% 
in the pre- COVID-19 period and 50% vs 50% in the 
post- COVID-19 onset period. As another example, two 
hypothetical surveillance programmes A and B both 
have identical reference levels in all attributes except 

Figure 3 A comparison on preference before versus after COVID-19 onset (constructed based on regression coefficients 
reported in online supplemental document).

Table 3 The relative importance of each attribute, %

Pre- COVID-19
Post- 
COVID-19

Restriction of personal 
autonomy

2.4 0.3

Privacy/confidentiality 8.3 7.4

Data certainty/confidence 8.1 7.2

Data security 10.1 13.5

Infectious disease mortality 
prevention

33.2 34.3

Infectious disease morbidity 
prevention

27.1 27.0

Attribution of responsibility 10.8 10.3

The relative importance of each attribute represents how much 
difference each attribute could influence in the total utility function. 
They were calculated based on regression results presented in 
figure 3.

https://dx.doi.org/10.1136/bmjopen-2020-041592
https://dx.doi.org/10.1136/bmjopen-2020-041592
https://dx.doi.org/10.1136/bmjopen-2020-041592
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for mortality prevention. If programme A is capable of 
preventing 10 deaths while programme B can prevent 800 
deaths, the probability to choose programme A versus B is 
estimated to be 18% vs 82% in the pre- COVID-19 period 
and 14% vs 86% in the post- COVID-19 onset period.

As a sensitivity analysis, online supplemental table 4 
further shows that further including those who failed the 
rationality test in the DCE analysis, the conclusions are 
mostly comparable to what have been reported above.

CONCLUSIONS
Global experience and our findings highlight that 
many individuals are likely to accept limits on personal 
autonomy in pursuit of population health benefits at 
times when members of the public are being told to 
prepare for a major health emergency. This is consistent 
with the use of legislation to enforce social distancing and 
other infection control and prevention measures that 
have been implemented, to varying extents, worldwide in 
the current pandemic. At the time of the second phase of 
this survey, COVID-19 cases and mortality were growing in 
many countries, and the early data being publicly reported 
indicated rates of infection that were higher than the 
scenarios presented as part of our DCE. Moreover, people 
were experiencing or witnessing public health control 
measures with impacts on personal autonomy such as 
restrictions on travel, physical distancing measures, and 
school and workplace closures.

We have now entered a period in Australia and some 
other countries where case numbers have fallen and there 
is both public and economic pressure to ease restrictions 
and move to sustainable containment measures including 
apps for tracking potential COVID-19 contacts. As restric-
tions ease and attention is now turning to how best to 
live with SARS- CoV-2, many governments are asking their 
citizens to trade off some privacy to enable the return of 
more social freedoms through the uptake of more intru-
sive surveillance technologies.3 6 28 29

In the Australian context, our study suggests that any accep-
tance of some loss of autonomy and privacy, after the onset 
of the COVID-19 pandemic, will be balanced against the 
increasing demand for data security. Notably, the trade- off 
between privacy, data security and ‘usefulness’ is a feature 
inherent to the design and application of most mobile 
phone health apps.30 31 Australian government agencies have 
a particularly poor record in managing citizens’ health and 
administrative data.32 However, concerns about how surveil-
lance data are secured and managed are likely to be gener-
alisable to other liberal democracies, given worldwide data 
security breaches and the secondary use of data across many 
contexts.33

The need for the outcomes of investigations to remain 
confidential, except if there is a risk to public safety, 
appears to also be part of the trade- off participants made 
in accepting the loss of liberal rights. Ensuring high 
data security, while providing transparency around how 
and when infection transmission is assigned, is likely 

to be an important factor in securing public trust and 
gaining social licence to operate technology- enhanced 
communicable disease surveillance.9 24 In Australia, as 
the COVID-19 outbreak has progressed, there have been 
increasing public demands for full transparency, in the 
face of varying case numbers and control measures in 
different jurisdictions, uncertainty about transmission 
routes, conflicting advice about personal risk and preven-
tive measures, and suspicion that not enough (or too 
much) is being done.34 35

Respondents’ increased requirement to prevent higher 
levels of morbidity and mortality was expected, given the 
level of anxiety and uncertainty in the early stages of the 
current pandemic. The same requirement could have been 
expected for data quality of any surveillance system, consid-
ering the importance placed on it by Australian practitioners 
and policymakers, in expert and public discourses.23 28 The 
decline in importance given to data certainty/confidence by 
respondents after COVID-19 outbreak onset suggests that its 
operational value might not have been widely appreciated at 
the time of data collection. In real- world systems, data accu-
racy, utility and privacy are competing attributes—such that 
a lack of data accuracy can either wrongly identify an indi-
vidual as being affected, if data specificity is poor, or fail to 
detect another if sensitivity is lacking. In either case there is 
potential health risk, loss of trust in health authorities and 
inconvenience and/or loss of privacy to individuals or society.

Previous research has identified that public acceptability was a 
key consideration for Australian practitioners and policymakers, 
in deciding how and when to use technologies to enhance 
communicable disease surveillance systems.23 Unless the threat 
to public health was imminent, the potential for such systems to 
erode public trust was seen as a crucial barrier to implementa-
tion, whereby the development of publicly supported guidelines 
and systems of oversight was identified as a necessary condition 
for their operation. Therefore, the extent to which preferred 
surveillance system attributes remained stable between the two 
data collection periods is notable. Rather than a major reorien-
tation of preferences and priorities after COVID-19 became a 
matter of global public health concern, participants’ ranking 
of the attributes stayed the same—with only adjustments in the 
relative influence of each on the final decision (table 3). The 
uptake of contact tracing apps and future research will provide 
further insight into how much societies become encultured to 
higher levels of surveillance after the COVID-19 pandemic in 
order to sustain social and economic activities.

Finally, although online panels have been widely used 
in Australia and internationally for DCEs for health prior-
itisation,36 respondents need internet access to complete 
the online survey. Therefore, our respondents might 
represent a higher than average socioeconomic group 
(also reflected in their higher weekly income and educa-
tion level). However, given that our focus in this survey 
is relative changes in perceptions rather than effect sizes 
of specific groups, we expect that our results are gener-
alisable to the broader Australian population and are of 
relevance to countries with similar socioeconomic and 
political backgrounds.

https://dx.doi.org/10.1136/bmjopen-2020-041592
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