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Abstract

Purpose: Risk analysis is required by various laws and regulations in Germany and has an impact on each department
of a large clinic. We provide an overview of the relevant laws and regulations in Germany and present the technical and
organizational experience of introducing risk analysis in the Department of Radiation Oncology at the Universitdtsklinikum
Erlangen.

Methods: Risk analysis was performed with an in-house developed extension of our intranet platform and ticketing
system. Risks were classified according to occurrence and severity, each on a 5-level scale resulting into a risk matrix. An
interdisciplinary team of six experienced members formed the core meeting weekly.

Results: A toral of 38 risks and 50 measures have been identified in 41 1 h-meetings corresponding to approx. 260 working
hours. Risk was distributed 8/20/13 to the categories critical (n=38), monitoring (n = 20), and conditionally acceptable
(n=13). Risk analysis has been evaluated before and after introducing measures.

Conclusion: The risk analysis method introduced has been successfully used in routine operations for over a year. Risk
analysis takes time and effort. However, because experts from different disciplines meet each other every week, the overall

workflow of the radiation oncology department can be improved efficiently and continuously.
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1 Introduction

Although there have been requirements for quality stan-
dards [1-3] for the implementation of radiation therapy for
decades, there are legal requirements for additional require-
ments. Additionally, various laws and ordinances require

hospitals to have operational risk analysis. That applies not
only to radiation therapy but to all areas of the clinic. Using
Germany as an example, the commercial department of a
clinic is obliged to carry out risk analysis by legal regula-
tions such as Law on Control and Transparency in Business
(KonTraG) [4] (all italic written abbreviations are explained
with an English translation and in some detail in Table 4 in
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Table 1

Laws and regulations that prescribe risk analysis. The priority is to be read from top to bottom. The business risk analysis is required by
commercial risk analysis, which follows from KonTraG plus §53 HGrG [4,22]. The risk analysis according to the Radiation Protection
Ordinance follows from the Euratom Directive and the Radiation Protection Law [9,10,23]. The Medical Device Operator Ordinance [27]
prescribes a risk analysis by the operator when commissioning networked medical devices. This can be done by IEC 80001-1 [29]. Clinical
risk analysis is required by the Federal Joint Committee (G-BA) [26]. Besides, certain clinics must comply with the IT security law and BSI
CIS guidelines [6,24]. More details on all laws and ordinances are explained in Appendix A.

Commercial risk Radiation Medical device IT security Clinical risk
management Protection Law regulation management
EU Regulation 2006/49 [16] 2013/59/Euratom 2001/83 [18] NIS directive [21]
2006/48 [17] Article 63, b [10] 178/2002 [19]
2017/745 [20]
National Law 853 HGrG [22] Radiation MPDG 8] IT security law §135(a) Subsection 2

KonTraG [4] Protection Law
§86 sentence 1

Number 14 [23]

National Radiation
Guideline Protection

Ordinance [9]
Norm 1SO 9001:2015

[28]

[24] Sentence 2 of Volume
V of the German
Social Insurance Code
(SGB V) [25]
G-BA [26]
Medical Device BSI KRITIS

Operator Ordinance [6]
Ordinance §3 Abs.
1[27]

IEC 80001-1 [29]

Appendix A). Above a certain size, aclinic is also regarded as a
critical infrastructure and therefore the IT infrastructure must
meet the requirements of the I7 Security Law [5-7]. The Med-
ical Device Operator Ordinance [27] requires the operator of
medical devices to carry out a risk analysis of the IT infras-
tructure before putting new medical devices into operation in
heterogeneous medical device networks. For departments that
treat with ionizing radiation, the Radiation Protection Ordi-
nance [9] also applies, which requires a risk analysis before
introducing new treatment methods and before changes to
existing treatment methods. Table 1 provides an overview of
the applicable laws and regulations.

Several methods exist to perform risk analysis. Failure
mode and effect analysis (FMEA), is widely used in indus-
try and recommended, e.g., by the German Federal Office for
Radiation Protection (BfS) [11] or the TG 100 of the Amer-
ican Association for Physicists in Medicine (AAPM) [12].
There are already many publications describing this method
[13—15]. The basic idea of FMEA is to analyze the processes
and divide them into sub-processes. For each process step,
one can then assign failure modes. For each failure mode, the
likelihood of occurrence (O), its severity (S), and the likeli-
hood of going undetected (D) is determined. TG 100 suggests
a 10-fold scale to classify O, S, and D. Using these metrics,
the risk priority number (RPN) is calculated by multiplying
the three values of O, S, D, respectively [12].

Since, as far as we know, there is no publication with an
overview of all the regulations concerning risk analysis that
must be followed by a clinic in Germany in general and by a
radiation oncology department in particular, this work aims to
provide such an overview and implications for fulfilling it. The

Department of Radiation Oncology is a pilot clinic within the
Universititsklinikum Erlangen (UK Erlangen) for risk anal-
ysis. We present our experiences with risk assessment using
only severity and occurrence scales and a two-dimensional
criticality matrix in addition to the software systems that sup-
port these processes. The reason why we have chosen severity
and occurrence as risk scales will be explained in the follow-

ing.
2 Materials and methods
2.1 Relevant laws and regulations

Commercial risk analysis must be performed by hospi-
tals depending on their legal form. The legal basis for this
is the KonTraG. This part of risk analysis is usually carried
out by the commercial department [4,16,17,22,26]. For hos-
pitals with more than 30,000 in-patients per year, IT security
risk analysis must be done as regulated by the IT security
law along with BSI Guideline for Critical Infrastructures.
This task is typically performed by the IT department [6].
The tasks of radiation therapy include clinical risk analysis
through the requirements of the G-BA and risk analysis accord-
ing to the new Radiation Protection Ordinance. These will be
explained in more detail in the following. The G-BA is the
highest decision-making body of the joint self-administration
of physicians, dentists, psychotherapists, hospitals, and health
insurance funds in Germany [26]. Among other things, it
decides on quality assurance measures for the outpatient and
inpatient areas of the health system [30]. According to the
G-BA, a risk analysis system, a system where patients can
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report complaints, and a critical incident and reporting sys-
tem (CIRS) must be introduced across clinics, §135a SGB
Sec. (3) [25].

For clinics that work with ionizing radiation, §126 of the
Radiation Protection Ordinance also applies, which obliges
those responsible for radiation protection to carry out a risk
analysis before the introduction of a new treatment method or
before changing an existing treatment method [9]. The legal
basis for this is §86 No. 14 of the Radiation Protection Law.
This applies to external beam therapy, brachytherapy, nuclear
medicine, and orthovoltage radiation therapy [23]. The BfS
suggests renewing risk analysis every three years [11]. The
Radiation Protection Ordinance demands a retention period
of ten years [9].

2.2 Overview of UK Erlangen and the Department of
Radiation Oncology

The UK Erlangen currently has 1394 beds, 8063 employ-
ees, and 1268 physicians [31]. These work in 25 different
medical departments, covering the full medical spectrum [32].
A separate department is responsible for supporting the IT
infrastructure of the clinic including three separate data cen-
ters. As UK Erlangen exceeds the limit of 30,000 inpatients
per year, the clinic also falls under the KRITIS Ordinance.
Thus, the rules of the BSI law apply.

The Department of Radiation Oncology performs percu-
taneous radiotherapy using five medical linear accelerators,
brachytherapy (PDR/HDR), orthovoltage radiation therapy
and hyperthermia.

It is utilizing a planning CT, a ward with approximately
50 beds, an own outpatient section for chemotherapy, and
the required software infrastructure to operate the above-
mentioned medical devices.

Per year about 2700 patients are treated, of which ~500
receive brachytherapy, ~600 orthovoltage radiation therapy,
and ~1600 external beam therapy.

2.3 Implementation of risk analysis at UK Erlangen

The central information hub in the intranet of UK Erlangen
is the wiki software Confluence (v7.1, Atlassian, London).
Risk analysis is implemented using JIRA (v8.14, Atlassian,
London) and the extension Risk Register (ProjectBalm, Aus-
tralia). Furthermore, Confluence is used for the documentation
of the risk analysis meetings. Figure 1 shows the depen-
dencies between JIRA and Confluence with the features of
both. Various adjustments were programmed in-house to meet
requirements not covered in the original implementation. As
displayed in Figure 2, the GUI is split into tabs covering
risk identification, risk assessment, and planning of measures.
Each tab includes multiple entries (e.g. risk category, cause,
configurable naming) of different field types which can be
chosen from the library JIRA offers. Fields can be linked to
the active directory of Windows (Microsoft, Redmond, USA)

allowing pre-filtered entry options, e.g., only measures of a
certain department rather than all measures of the university
clinic. Technically, this is implemented using the “Jira Query
Language” (JQL [41]) which was also used for the creation
of user-specific lists.

InJIRA, the process types “risk” and “measure” were devel-
oped according to the in-house needs, i.e., the input mask for
“risk” was mapped according to the ISO 31000 risk analysis
process. The reciprocal m:n linking of n risks and m measures
was also configured independently. The risk analysis portal is
based on comprehensive authorization management, i.e., the
centralized and decentralized views of risks and measures are
regulated by different authorization roles. All risks and mea-
sures can be tracked thanks to the risk analysis matrix and the
key wording for resubmission.

Risks entries are created in JIRA in four steps with screen-
shots of a representative risk shown in Figure 2. First, the
risk identification takes place, in which the risk is specified
exactly.

This is followed by the gross risk assessment specify-
ing the risk implications without any measures (Figure 2b).
Third, the net risk assessment must be carried out. Here, the
risk is assessed considering the measures currently in place
(Figure 2c and d).

Gross and net risks are quantified by their occurrence O
and severity S using the scales defined in Tables 2 and 3,
respectively. First, the risks in the workflow steps that may
have a direct impact on patient health are considered.

The system can be extended with other scales for other
risk areas such as occupational safety or for the assessment of
economic risks. Last, all measures, i.e., existing ones reducing
gross to net risk, but potentially also new measures need to
be added and linked to the risk. Based on occurrence and
severity, all risks (e.g., of a department) can be attributed in
one of three categories (see Table 2) and displayed in a risk
matrix, Figure 4.

3 Initial experiences

Risk analysis has been carried out at the Department of
Radiation Oncology since March 2020, and 41 1 h-meetings
of an expert panel have taken place till July 2021. The first
month was required to get familiar with risk analysis.

The panel is led by the quality assurance officer of the clinic
and further constituted by senior physicians, physicists, radio-
therapy technologists and additional representatives of the
department in case the discussed topic requires their exper-
tise. Risk assessment is based on the workflow underlying the
treatment of patients that is displayed in Figure 3 (details in
Table 5) and was defined by the panel in the first meetings.
Based on this process chain of 13 steps, the individual failure
modes resulting in risk entries are discussed in the weekly
meeting. A total of n=38 risks and m =50 measures were
discussed in the period mentioned above. No explicit use of
failure modes reported in literature was made.
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Documents Risks
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Figure 1. Saved data in JIRA and Confluence. Confluence offers access to documents such as laws, ordinances, and SOPs. The meeting
notes that one can create in Confluence are also crucial for risk analysis. In JIRA, risk analysis is carried out by creating so-called tickets.
Besides, one can create measures that can be assigned to a specific person or multiple persons.
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Figure 2. User interface for entering the risks. (a) Entering the risk identification, (b) gross risk assessment with the described risk scale,
(c) planning of measures. Net risk assessment is equivalent to gross risk assessment, (d) number of implemented measures to reach the net
situation.
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Step 1 Step 2 Step 3 Step 4 Step 5

Step 6 Step 7 Step 8 Step 9

Step 10 Step 11

Step 12 Step 13

Figure 3. Default workflow external beam radiation therapy of the Department of Radiation Oncology at UKER. For a detailed description

see text.

In this initial phase of risk analysis only those risks and
respective measures are discussed that are most important to
the clinical process. Low-priority risks are currently docu-
mented in Confluence for future discussion. Deviations from
the workflow-based assessment are accepted in case every
day’s problems or incidences trigger discussions within the
panel.

Figure 4 shows the evolution of risk matrices as a function
of measures introduced over time. Measures can be either in
progress or implemented. Measures in progress refer to those
that require writing a Standard Operating Procedure (SOP) or
implementing additional equipment (e.g., biometrical valida-
tion of patients). If a measure has SOPs and these have been
communicated, it is considered to have been implemented.
Figure 4a shows the risk matrix in the case that no measures are
taken (Gross Risk Assessment) with the total number for each
risk category listed in Figure 4b. At the time risk analysis was
initiated, assessment of the net risk resulted in the risk matrix
shown in Figure 4c. The number of implemented measures to
reach the net situation is listed in Figure 4d. Figure 4e shows
the risk matrix resulting from risk analysis by introduction
of further measures (see Figure 4f) that were initiated in the
discussions of the expert panel. Not all those very recent mea-
sures were already implemented and thus some risks currently
remain in the red/critical category.

Comparison of Figure 4a and c further shows that risks
mainly varied in occurrence. After introducing new measures
risks can also vary in severity (Figure 4e).

Overall, the experience has shown that one can discuss
around 1 risk per hour. In addition, the QA officer works again
for 1520 min documenting the risks and measures properly.
If it is required, additional time is needed for creation of SOPs
which can be multiple hours especially if several experts need
to be involved. This gives a total of at least 6—7 working hours

per week for risk analysis if the meeting takes place. So far,
risks have not been re-evaluated as the suggested 3-year period
[11] is not yet reached.

4 Discussion

Risk analysis is required by the laws described for almost
all areas of a radiation oncology department. Following the
amendment of the Radiation Protection Ordinance by §126
enacted in 2019, at least a decided risk analysis now also
applies to radiation protection. This paper presents a method-
ology and an implementation of risk analysis of a large
Department of Radiation Oncology in Germany, which con-
siders both the guidelines of the G-BA and the new Radiation
Protection Ordinance. After getting a clear overview of the
currently applicable laws and regulations, risk analysis was
introduced to the RM team by the QA officer. It then took
around four weeks for everybody to familiarize themselves
with risk analysis with reference to quantification of severity
and occurrence scales. Part of the familiarization were liter-
ature studies [12,14,15,34-39] and participation of dedicated
meetings e.g., of the professional societies.

An important issue is the amount of time required to per-
form risk analysis. Perks et al. required about 100 h for the
analysis of an SBRT process [37]. Ford et al. reported less
than a month and 75 h for a broader FMEA that included the
entire treatment process [15]. To date, it has taken us about
270 h for implementing a risk analysis team and addressing
most of the external beam treatment workflow. The limited
progress compared to Ford et al. can also be attributed to the
fact that we had no experience in dealing with FMEA and
risk analysis at the beginning and that our core team consisted
of seven clinical specialists and one QM officer, i.e., a large
team. This large team had the advantage that two employees
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severity
| 1l 11 Risks
o E 8 Category Number
€ D 1 Critical 16
g € Monitoring 11
§ B Acceptable 11
A
(a) (b)
severity
| 1 11l Category Number Implemented
E 5 Critical risks 12 12
g o 3
g c 1 Monitoring risks 16 16
g B
° A Acceptable risks 10 10
(c) (d)
severity
| 1 11 Category Number Implemented  In progress
@ E 5 Critical risks 2 1 1
g b 3
g c 4 Monitoring risks 23 16 17
3 B
° A Acceptable risks 13 11 4

after risk management Net risk assessment Gross risk assessment

Net risk assessment

(e)

(f)

Figure 4. Risk matrices and implemented measures of all risks discussed till July 2021. (a) Risk matrix of gross risk assessment (no measures)
with the number of risks per category (b), (c) risk matrix of net risk assessment based on the measures that were implemented before risk
analysis started, (d) number of implemented measures to reach the net situation and (e) risk matrix after the measures determined as part of

risk analysis (f) were implemented.

from each professional group were involved. In case individ-
uals could not make it to the weekly meeting, e.g., due to
other clinical tasks, at least a core team remained and could
continue the risk analysis. In addition, further colleagues are
meanwhile involved and thus familiar with risk analysis, so
that if one employee from the core team is unable to attend, a
substitute is available. Having more employee’s leads to bet-
ter results in the discussion, even if this means that more time
must be invested. Despite this substantial time only the main
workflow was discussed.

Risk assessments and evaluations for special and rare treat-
ment techniques such as total skin irradiation and/or the
introduction of new treatment concepts/devices were handled
separately [42].

Software supporting risk analysis is commercially avail-
able from several vendors also dedicated for clinical purposes.
Despite that fact, we decided to build our risk analysis
software based on JIRA so that the integration into the
Confluence-based internal workspace can be ensured. In addi-
tion, solutions dedicated to radiation oncology are still sparse
[38].

Frequently used alternatives are also in-house options based
on office tools that do not allow user management, revise, and
other similar essentials when designing the solution for a large
university clinic [13—15]. JIRA has been shown to help with
risk analysis. After a short training period, many users could
operate the tool and create risks.

With the current methodology, the probability of occurrence
and severity of a failure mode is subjectively estimated by the

expert panel. Ideally, quantitative feedback, e.g., from an inci-
dent reporting system (CIRS or alike) would be included in
the specifications [34]. Part of the estimation and discussion
process is the identification of measures that mitigate the risk
once completed. Measures are described and attributed to per-
son(s) with a due date for fulfillment. Each measure can be
linked to one or multiple risks. Finding the cause of a failure
would require a Fault Tree Analysis (FTA), which is currently
not implemented. In addition, JIRA cannot display a process
chain, which is essential for an FMEA. In addition, many risks
are caused by the IT equipment used. Thus, in a further step,
the risk analysis of the Department for Radiation Oncology
should also incorporate the relevant IT infrastructure. Since a
risk analysis of the entire IT of the university clinic is anyway
conducted in accordance with the requirements of the BSI law
synergistic effects can be exploited. Similarly, a specific risk
analysis of the devices of the medical equipment of the Depart-
ment of Radiation Oncology has not yet been performed. For
this purpose, it would be desirable to map the workflows in
the form of a process diagram that implements the require-
ments of the Radiation Protection Ordinance and the G-BA.
Improvements of the software infrastructure are thus currently
discussed internally.

Another aspect is the scales used to evaluate the risk entries.
The scales should allow a meaningful but also comprehensive
graduation of occurrences (O), severities (S), and (if appli-
cable) detectability (D). Care must be taken to ensure that
the scale is understood and accepted by all parties involved
and that it can be used to assess risks within a reasonable
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time. Many publications use a risk scale based on the TG-100
report for risk analysis [12—15]. This provides for a ten-level
subdivision of the risk levels. In addition, a risk priority num-
ber (RPN) is formed from S, D, and O. This method has the
advantage that it allows a very fine-grained risk assessment.
The disadvantage is that due to the many intermediate levels
in the subdivision, it can take a long time in the discussion of
the risks until all participants have agreed on a value. A recent
publication describes a risk scale that is specifically adapted
to risk analysis in radiation oncology using questionnaires
[35]. The method we use, with a five-stage scale and only two
dimensions by integrating detectability into occurrence, has
the advantage that risks can be classified quickly, and all risks
are displayable in a risk matrix. Performing a risk analysis
using a risk matrix is also described in [39]. The implemen-
tation of measures can in principle shift risks in occurrence
and severity as shown in a radiation oncology setting [40].
In our experience, for most failure modes the introduction of
measures only reduced the occurrence in particular for the
transition from gross to net risks (Figure 4 a,c). Measures that
alsoreduce severity were established within the process of risk
analysis (Figure 4d and e). The risks from the risk analysis are
re-evaluated after three years at the latest, with the aim of get-
ting the risks into increasingly harmless risk regions through
new measures.

It is noticeable that most of the risks are critical risks or
risks that need to be monitored. This can be explained by the
fact that the FMEA is based on the clinical experience of the
staff involved and not yet by quantitative measures such as
incidence levels of e.g., near misses. It is thus more likely but
also desirable to note critical risks than the less critical ones.
Contributing to this trend is the already mentioned internal
decision of focusing on the risks most important to the clinical
process leading to the fact that we have not yet identified all
possible risks that occur in a workflow step with the missing
ones likely being conditionally acceptable risks. Research by
Terezakis et al. has shown that about 42% of all risks are
not identified by an FMEA [33]. Therefore, FMEA should
be complemented by incident learning systems. A Critical
Incident and Reporting System (CIRS) implements this in our
clinic.

5 Conclusion

Risk analysis is required in multiple laws and regulations
[4,6,9,22,23,25] and thus affecting essentially each depart-
ment of a large clinic. This is in particular true for radiation
oncology since recently also radiation protection law requires
risk assessments. An interdisciplinary group was formed for
risk assessment meetings nominally weekly. Risk identifica-
tion is carried out using the process chain of the treatment
workflow. Confluence, JIRA, and Risk Register are used for
risk documentation as these tools could be integrated seam-
lessly into the intranet portal used at UKER.

Identification of 38 risks, development of 50 measures to
overcome those risks, and the required documentation took
~260 person hours in 41 meetings. Additional time is required
for writing e.g., SOPs foreseen in the developed measures.
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Appendix A

Table 2

Risk rating scale and severity as well as the occurrence.

Occurrence level Description

Severity level

Description

A =Unlikely Less than once in
three years

B =Rarely Once in three
years

C=Possible Once a year

D =Occasionally

E =Regularly
more often

Once a quarter

Once a month or

I=Very small
II = Small
IIT =Noticeable

IV =Significant

V =Serious

Treatment error but without discomfort/pain

Slight damage to health with discomfort/pain up to three
days

Temporary damage to health with discomfort/pain,
more than three days

Severe damage to health with permanent consequences
without permanent need for care but with occupational
restrictions

Severe damage to health with permanent consequences
and possibly death

Table 3
Risk category and risk level.

Risk category

Explanation

Conditionally acceptable

risks be monitored regularly.

Risks requiring monitoring
Critical risks

For these risks, it must be verified whether the defined and established measures are effective. These risks must

Prevention and management measures must be defined for these risks. These risks require ongoing monitoring.
Measures for the prevention and management of these risks must be defined immediately and implemented
quickly.

Table 4
Details on laws and ordinances.

German word

English translation

Explanation

Gesetz zur Kontrolle und Transparenz im
Unternehmensbereich (KonTraG)

IT Sicherheitsgesetz

Bundesamt fiir Sicherheit in der
Informationstechnik (BSI) Verordnung fiir
Kritische Infrastrukturen
Medizinproduktedurchfiihrungsgesetz
Strahlenschutzgesetz
Strahlenschutzverordnung

Bundesamt fiir Strahlenschutz (BfS)

Gemeinsamer Bundesausschuss (G-BA)

Soziales Gesetzbuch (S-GB)

Corporate Control and Transparency Act
IT Security Law

BSI Ordinance for Critical Infrastructures

Medical Device implementation Law
Radiation Protection Law

Radiation Protection Ordinance
German Federal Office for Radiation

Federal Joint Committee

Social code

This law aims to improve the corporate governance
of German businesses.

This law aims to improve the security of so-called
critical infrastructures against cyber-attacks.

This guideline defines what critical infrastructures
are and how to protect them.

Law that governs the obligations of the vendor of
medical devices.

Law on the protection of the public from the use and
effects of ionizing radiation.

Ordinance on the handling of ionizing radiation and
its application to humans.

Federal Agency for the Environment, Protection
Nature, Conservation and Nuclear safety.

Highest decision-making body of joint
self-administration of doctors, dentists,
psychotherapists, hospital and health insurance
funds in Germany.

Act for the social law.
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Table 5

Workflow steps and detailed descriptions.

Step

Description

Planning initial visit

Morning meeting

Coordination

Imaging for treatment planning
Medical treatment planning
Physical treatment planning
Verification of treatment planning
Preparation at LINAC

Initial setting talk

Patient positioning of first treatment
Irradiation(s)

Final visit

Follow up

Review documents, organize findings, first talk to the patient by an assistant physician, and make a
preliminary therapy decision.

Discuss new introduced patient and make a therapy decision.

Make appointments for further treatment, decide if the patient is inpatient.

Medical imaging consisting of a CT and if necessary an MRT and PET/CT.

Medical treatment planning.

Physical treatment planning.

Log file based or measurement-based verification of treatment plan by MPE.

Preparation by a responsible RTT.

First setting talk by the responsible physician to inform the patient about treatment plan including
potential changes of the treatment concept.

First setting by responsible RTT and senior physician.

Irradiation of patients by the responsible RTTs.

The physician talks to the patient after all fractions have been applied.

Talk to a patient after completed treatment.
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