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The outbreak of a new coronavirus (COVID-19) that originated
in Wuhan, China, seems to be unstoppable. The virus has already
infected more than 558,502 people around the world, with at least
25,251 deaths as of March 1, 2020 [1,2]. The outbreak of pneu-
monia of unknown aetiology started in Wuhan, Hubei province in
China [3], linked to the Huanan Seafood Market. The virus is of the
genus betacoronavirus and is related to the viruses that cause Mid-
dle Eastern Respiratory Syndrome (MERS) and Severe Acute Res-
piratory Syndrome (SARS) [4]. The WHO was first alerted on the
31st of December 2019,although several cases of pneumonia of un-
known aetiology were detected much earlier (Dec 8, 2019) [5]. This
delay in declaring the occurrence of an outbreak and failure to
alert international authorities in a timely manner contributed to
the uncontrolled spread of the disease. This pandemicis now the
focus of global attention.

In an effort to mitigate the spread of the virus, China expanded
a lockdown of the focal city Wuhan that included 20 cities, and en-
compassed 56 million individuals. Experts initially raised concerns
regarding the sustainability of this effort and have warned that the
country was at risk for a repeat of an epidemic similar to the SARS
epidemic [6,7]. At this time it appears that the pandemic is under
control in most of China, although criticism remains regarding the
use of what some have termed “draconian” measures for stifling
its spread.

The world is now struggling to control the unprecedented
spread of the virus which includes a record number of morbidi-
ties and mortalities. Since there is no specific treatment for coro-
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naviruses, and efforts to contain the spread have thus far failed
[4], there is an urgent need for global surveillance of individuals
with active COVID-19 infection. The inclusion of an integrated dig-
ital disease surveillance system may be crucial to the control of
this disease.

A wealth of new technologies in the form of the Internet of
Things (IoT) is gaining growing global attention [8] and becom-
ing increasingly available for predicting, preventing and monitor-
ing emerging infectious diseases [9]. The IoT refers to an inter-
connected web of smart devices, sensors, and individuals through
which data can be collected in its raw form and transmitted
through the internet to be analyzed for patterns or trends. State-of-
the-art loT-Enabled Health Monitoring Systems (Health Monitoring
Systems) provide real-time surveillance through the use of wear-
able health-monitoring devices, cloud-based remote health testing,
and artificial intelligence (AI). These monitoring systems utilize,
in real-time, social media, public data, and health data, combined
with the use of supervised, unsupervised, and machine learning.
When Al and machine learning merge with distributed cloud, prac-
tical blockchain, system software automation, and Al speech recog-
nition, the health monitoring systems enable the creation of a re-
liable remote monitoring system between patient and doctor. Fea-
tures of this IoT-Enabled health monitoring systems include online
triage, Al secure chat, and telehealth. These technologies are now
easily accessed via simple user interfaces on reliable mobile apps
and web-based systems due to lightweight Application Program-
ing Interfaces (APIs) and edge computing ability. With the rise of
these technologies, data privacy has become an increasing concern
specifically regarding the potential for data misuse and abuse. A
new field within information technology has emerged, termed dig-
ital ethics [10]. This branch of ethics is the study of moral problems
relating to data and information, algorithms, and corresponding
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practices and infrastructures, described in detail elsewhere [10].
Therefore, hospital and immigration must be ready to share crit-
ical information such as data of an increased number of patients
with high fever and people movement going in and out of the
country to the IoT system to allow them to be analyzed in real
time. In addition, all related equipments, especially edge servers
and cloud servers with a 5G network, need to be installed to en-
sure fast transaction to all devices accessed by the computation
engines and the different levels of end users.

The new wave of digitizing medical records has caused a
paradigm shift in the healthcare industry. The industry is witness-
ing an increase in the sheer volume of data in terms of com-
plexity and diversity. Big data is emerging as a plausible solution
with the promise to transform the healthcare industry. A paradigm
shift from reactive to proactive healthcare may result in an over-
all decrease in healthcare costs and eventually lead to economic
growth. While the healthcare industry harnesses the power of big
data, security and privacy issues are becoming increasingly impor-
tant as emerging threats and vulnerabilities grow. When dealing
with healthcare monitoring, privacy and data security should be
carefully considered. Developers can help to integrate security into
devices, applications, and systems [11]. With regard to data shar-
ing, developers can use a Client-Server model, in which the server
shares a certain type of information with clients while keeping
other information protected by appropriate credentials [12].

IoT within infectious disease epidemiology is an emerging field,
however, the ubiquitous availability of smart technologies, as well
as increased risks of infectious disease spread through the global-
ization and interconnectedness of the world necessitates its use for
predicting, preventing and controlling emerging infectious diseases
[9] Web-based surveillance tools and epidemic intelligence meth-
ods have recently emerged in several countries [9] to facilitate risk
assessment and timely outbreak detection, however widespread
use of the available technologies is lacking.

Due, in part, to the rapid growth of the Chinese economy and
globalization, IoT-Enabled Health Monitoring in a global healthcare
infrastructure would provide targeted information for health offi-
cials, and has the potential to improve efforts to locate, contain,
and prevent infectious diseases. It may help to quickly diagnose
infected patients and accurately predict the possible spread of a
disease to other locations utilizing travel data. Ultimately, an IoT
based surveillance system might help reconstruct the progression
of an outbreak and stabilize the economy of the source country
rather than having to lock down major cities, borders, and busi-
nesses.

Web-based tools for surveillance of the flu virus (Influenza)
have been utilized. For example, Google Flu Trends (GFT) was
tracking health-related search engine queries in order to moni-
tor, in real-time, influenza activity [13]. However, it is important
to note that GFT was discontinued due to concerns regarding data
inaccuracy [14]. The flaw in GFT highlights a commonplace issue
in big data analysis (and any data analysis), overfitting of data to
a small number of cases. The failure of GFT emphasizes the uti-
lization of other real-time health data for predicting trends in in-
fectious diseases [14]. A more critical evaluation of the uses of IoT
in surveillance must be addressed, as well as a deeper look into
the privacy concerns that its use brings. In addition to web-based
tools for surveillance, event-based IoT tracking collects and sends
raw data from a multitude of informal sources (news articles, so-
cial media posts, internet queries) in an attempt to detect events
with potential epidemic spread faster than traditional more conser-
vative methods [9] This has led to advances in infectious disease
modeling and pathogen discovery and diagnostics (rapid molecular
identification of pathogens) [9].

Mobile computing in the form of mobile health (m-health) can
also increase the efficiency of a healthcare system by involving

various services, applications, third party APIs, and mobile sen-
sors not otherwise used for health-related purposes [15]. Safety
and Health Monitoring Applications such as wearable IoT enables
real-time health monitoring and would be beneficial for improving
global health.

These technologies could reduce gaps in monitoring systems
that exist due to a sheer incapacity to monitor such large geo-
graphical areas or populations [8,16]. A data mining module, which
is machine learning-based approaches such as the support vector
machine (SVM) is also fundamental for detection, forecasting, and
diagnosis of potential diseases [8]. These approaches have been ap-
plied in the fields of computer science and medical diagnoses but
are relatively novel within the field of infectious disease epidemi-
ology [17].

Considering the present global situation, IoT based smart dis-
ease surveillance systems have the potential to be a major break-
through in efforts to control the current pandemic. With much of
the infrastructure itself in place already (i.e. smartphones, wear-
able technologies, internet access) the role this technology can
have in limiting the spread of the epidemic involves only the col-
lection and analysis of data already gathered. The combined role
of IoT and related new technologies might shape early recognition
of outbreaks and prevent the spread of zoonotic infectious diseases
including the COVID-19, if potential steps are taken to enhance and
utilize the data. Smart disease surveillance systems based on IoT
would provide simultaneous reporting and monitoring, end-to-end
connectivity and affordability, data assortment and analysis, track-
ing and alerts, as well as options for remote medical assistance to
be adopted, to detect and control zoonotic infectious disease out-
breaks in China and other affected countries. More research must
be carried out for the development of automated and effective
alert systems to provide early and timely detection of outbreaks of
such diseases in order to reduce morbidity, mortality and prevent
global spread. These prompt and effective public health measures
need to be taken to avoid the risk of continuing outbreaks and the
possibility of a local outbreaks turning into a global pandemic such
as this one.
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