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The United States has rapidly responded to the emergence of new
severe acute respiratory syndrome coronavirus 2 variants of con-
cern by scaling up genomic surveillance. Tens of thousands of
viral genomes are now sequenced in American labs each week
to track the spread of variants originating in the United States
(Annavajhala et al. 2021; Deng et al. 2021) or imported from other
countries (Washington et al. 2021) to keep diagnostics, therapeu-
tics, and vaccines up to date (Walensky, Walke, and Fauci 2021).
An influx of Federal funding provides an unprecedented oppor-
tunity to build a new US genomic surveillance system from the
ground up, informed by in-country expertise (National Academies
of Sciences 2020; Black et al. 2020) as well as existing models
of successful genomic surveillance systems established in other
countries (COVID-19 Genomics UK (COG-UK) 2020; Seemann et al.
2020; Msomi, Mlisana, and Tulio 2020). Fully leveraging genetic
data require a centrally coordinated national sampling strategy
and consortiums for sharing valuablemetadata, which are needed
to study how new variants evade host immunity, cause severe dis-
ease, or transmit differently in human populations. However, US
public and private labs have a history of autonomy and strong pro-
tections for patient privacy, presenting ongoing barriers to central
coordination and data sharing.

1. Centrally coordinated sampling strategy
Routine, population-based sampling that provides an unbiased,
representative survey of the genetic composition of viruses circu-
lating over time and space is the gold standard for tracking how
new variants relate to disease severity, population immunity, and
epidemic trajectory. Instead, genomic surveillance is frequently
performed opportunistically for practical reasons, introducing
biases that limit the downstreamutility of the data. America’s vast
network of public and private labs have independently generated
large numbers of severe acute respiratory syndrome coronavirus
2 (SARS-CoV-2) genomes that provide highly resolved pictures of
the genetic diversity and transmission chains underlying local epi-
demics (Bedford et al. 2020; Chu et al. 2020; Gonzalez-Reiche et al.
2020; Lemieux et al. 2021). But these pursuits often target local

or hospital-based populations with detailed patient metadata
and do not always align with broader population-based surveil-
lance of national interest. Coordinating the efforts of America’s
diverse networks of state, commercially run, and academic labs
within a nationwide surveillance consortium that standardizes
population-based sampling is no small feat, but the success of
the genomics programhinges on it. Carrotswork better than sticks
and one reason the UK consortium has been successful is because
participants access user-friendly, customizable tools for visualiz-
ing local and national data trends over time and space (Argimón
et al. 2016; Nicholls et al. 2020). Both cloud-hosted and locally
implemented bioinformatics tools enable quick conversion from
unprocessed sequence data to deposition in global data platforms
(Connor et al. 2016; Grubaugh et al. 2019; Singer et al. 2020; Ram-
baut et al. 2020). Local officials also see benefits when real-time
genomic data explain the necessity of unpopular policy reversals,
such as the school closures that followed the spike of highly trans-
missible B.1.1.7 variants in the UK in December 2020 (Volz et al.
2021).

2. Building a research network for genomic
epidemiology
High throughput bioinformatic pipelines allow state and local
public health labs to flag new variants of concern (VOCs) emerg-
ing in communities (Hadfield et al. 2018). But fully leverag-
ing genetic data to understand variants’ epidemiological impact
requires expertise in advanced phylodynamic methods that are
still far from being automated (Lemey et al. 2020; du Plessis et
al. 2021). Years ago, the Federal government had the foresight to
establish two highly successful research networks, Research and
Policy for Infectious Disease Dynamics and Models of Infectious
Disease Agent Study, with experts in infectious disease epidemi-
ology and modeling across academia and government (Nelson et
al. 2019). The return on investment was high during outbreaks
of Ebola, Zika, and pandemic influenza, when epidemiological
expertise was on hand to guide vaccination strategies and other
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countermeasures (Merler et al. 2016). Moreover, the networks
had a major downstream impact on developing a new workforce
of talented young epidemiologists capable of dealing with highly
complex epidemiological data for public health. The highly collab-
orative alumni network has continued to drive the science behind
coronavirus disease 2019 (COVID-19) vaccine strategies, mask
wearing, school closures, and social distancing (Borchering et al.
2021). Establishing a similar network for genomic epidemiology
would ensure that material investments in generating genomic
raw data translate into evidence-based guidance.

3. Patient privacy
A pervasive barrier for US researchers tracking SARS-CoV-2 vari-
ants has been the difficulty linking a genomic sequence to con-
textual information about the patient (Black et al. 2020). Most
SARS-CoV-2 sequences submitted to public repositories include
accurate information about the US state and date (month, day,
and year) of collection, as well as patient age and sex. However,
clinicians, public health labs, and academic researchers routinely
collect more detailed information, including the patient’s county
or zip code of residence, travel history, disease severity, as well
as contact tracing data. Such information is vital to answer fun-
damental questions about how new variants transmit and cause
disease across different ages (Davies et al. 2021)? However, shar-
ing patient data publicly or with a collaborating research group
in the United States is often blocked, even when de-identified,
due to strong protections for patient personal health information
and informed consent requirements for samples used in research
(Beach et al. 2020). Removing a patient’s name does not necessar-
ily achieve de-identification when there are few COVID-19 cases in
a community, patient names are reported in the news or known
within organizations, and detailed spatial-temporal information
is included with a sequence.

Genomic epidemiology has only come of age recently, and
there has been little time to establish a regulatory framework. As
a result, there is no national consensus for what granularity of
patient data can be releasedwith a genetic sequence, leaving state
and local health departments and Institutional Review Boards
(IRBs) to make decisions ad hoc. There are incentives to err on the
side of caution when statistical uncertainty about identification
combines with high penalties for violating the Health Insurance
Portability and Accountability Act of 1996 (United States 1996).
Even within the National Institutes of Health information on virus
genetics is intentionally separated from epidemiological informa-
tion on patients. Protecting individuals is a primary concern, but
barriers to integrating genomic and epidemiological data across
labs limits statistical power and impedes US-wide analyses. One
proposed solution is to establish a new US database restricted
to a consortium of researchers and public health workers, simi-
lar to the UK (Nicholls et al. 2020) so that sensitive data can be
shared but not released publicly (Maxmen 2021a). Sharing data
in a central database also requires clarified guidance from the
Department of Health and Human Services (DHHS) on what level
of patient data granularity can be shared in different contexts
without violating Federal law.

4. Standardized metadata
From a practical standpoint, overstretched public health workers
do not necessarily have the time to submit dozens of metadata
fields that are potentially of interest to researchers. Many fields
require time-consuming manual extraction from patient charts.
National priorities need to be predefined and streamlined to scale

up data integration nationally (Gardner et al. 2020). For example,
a study based on tens of thousands of sequences for which basic
clinical data are available (e.g. asymptomatic, mild, hospitalized,
and death) along with simplified patient characteristics (age, sex,
presence or absence of comorbidities) (Volz et al. 2020) is likely
to have more power than a study with more detailed metadata
(e.g. temperature, cough, ventilator use, and diabetes) but only
hundreds of sequences (Thielen et al. 2021).

5. Global data sharing
The speed with which SARS-CoV-2 viruses spread across the
world, particularly as international travel normalizes, means that
all countries, even those as large as the United States, depend
on quality genomic data from other countries to quickly iden-
tify and characterize new variants emerging globally and trace
how they infiltrate the United States. Reaching the milestone of
one million SARS-CoV-2 genomes submitted to GISAID reflects
recent advances in genomic sequencing and data sharing on a
global scale. However, enormous volumes of data introduce bioin-
formatic challenges that test scalability. The need to balance
tradeoffs between the free flow of information and protecting data
contributors has become dire as the sheer volume of genomic data
becomes unwieldy for individual labs and standard bioinformatics
software (Richard 2021). Providingmore open access to the GISAID
API would facilitate the mass flow of data into new high through-
put bioinformatic tools and pipelines. Realistically, there needs
to be a conceptual distinction between unethically using another
group’s data as the focus of a study versus including genomes
from other countries as background data. The value of inclu-
sion in a 30-page supplementary acknowledgment table listing
thousands of submitters is less clear in the million-genome era.
However, developing countries that shared valuable SARS-CoV-
2 sequence data with the global community have received few
COVID-19 vaccine doses to date, fueling concerns about exploita-
tion and disincentivizing any relaxation of existing protections on
virological data for the foreseeable future (Maxmen 2021b).

6. Raw sequence data
Consensus genomes are the primary unit of viral genome surveil-
lance. High throughput sequencing platforms generate hundreds-
or thousands-fold excess data to extract this consensus using a
‘majority wins’ strategy. The raw sequence data underlying con-
sensus genomes can provide valuable insights into ambiguous
base calls as well as minority variants. However, raw sequence
reads submitted to the National Center for Biotechnology Infor-
mation (NCBI) Sequence Read Archive (SRA) represent only a
tiny fraction of genomes available on GenBank or GISAID. The
low number of submissions is due to the logistical complexity
of transferring large amounts of data, minimal observed bene-
fit by submitters focused on generation of consensus genomes,
and concerns about submitting sequence reads that may contain
host DNA. Messaging needs to be improved that SRA has reduced
barriers to upload and includes a process to remove host DNA.
Additionally, the pathogen genomics community would benefit
greatly from further development and adoption of standardized
informatics workflows that easily transition from large core facili-
ties to small independent laboratories, which often have minimal
informatics support. Reducing the time between sequencing and
data dissemination has been a primary bottleneck for many US
groups that are establishing sequencing at scale for the first time,
and often analytical capabilities are not in place to enable groups
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to both generate consensus sequences and upload the raw data
that were used to generate them.

7. Conclusions
As countries ramp up genomics capacity to track a rapidly evolv-
ing virus (Geoghegan et al. 2020; Rockett et al. 2020; Munnink et al.
2020; Hammer et al. 2021; Tegally et al. 2021, Bugembe et al., 2021;
Faria et al., 2021; Ranjan et al., 2021), the infrastructures built
will hopefully outlast the current pandemic and improve outbreak
response for decades to come. Domestically, the United States
faces unusual structural challenges that go deeper than funding,
but all stakeholders are incentivized by new systems that save
time in managing large data streams, approving IRBs and provid-
ing useful information to guide decision-making. If you build it,
they will come.
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