Heliyon 10 (2024) e28560

Contents lists available at ScienceDirect

Heliyon

journal homepage: www.cell.com/heliyon

Research article

A federated authentication schema among multiple identity
providers

Jodo Rafael Almeida*"*, André Ziiquete , Alejandro Pazos", José Luis Oliveira*

“ DETI/IEETA, LASI, University of Aveiro, Aveiro, Portugal
b Department of Computation, University of A Corufia, A Corufia, Spain

ARTICLE INFO ABSTRACT

Keywords: Single Sign-On (SSO) methods are the primary solution to authenticate users across multiple
Federated authentication web systems. These mechanisms streamline the authentication procedure by avoiding duplicate
580 developments of authentication modules for each application. Besides, these mechanisms also
IC()ill\)uth 20 provide convenience to the end-user by keeping the user authenticated when switching between
ELIXIR AAI different contexts. To ensure this cross-application authentication, SSO relies on an Identity

Provider (IdP), which is commonly set up and managed by each institution that needs to enforce
SSO internally. However, the solution is not so straightforward when several institutions need
to cooperate in a unique ecosystem. This could be tackled by centralizing the authentication
mechanisms in one of the involved entities, a solution raising responsibilities that may be difficult
for peers to accept. Moreover, this solution is not appropriate for dynamic groups, where peers
may join or leave frequently.

In this paper, we propose an architecture that uses a trusted third-party service to authenticate
multiple entities, ensuring the isolation of the user’s attributes between this service and the
institutional SSO systems. This architecture was validated in the EHDEN Portal, which includes
web tools and services of this European health project, to establish a Federated Authentication
schema.

1. Introduction

Online platforms and services that are accessible through users’ credentials require a technical solution for the management of
these credentials. Independently of the mechanisms and type of credentials adopted, each application or service needs to handle
this procedure, often storing some user attributes to verify credential authenticity. However, this approach requires that users create
separate accounts for each service, leading to an unmanageable set of credentials to handle. A possible solution proposed to address
this issue was the creation of a unique credential system that authenticates users in multiple services, known as Single Sign-On (SSO).
This strategy gained great adoption in different scenarios, including corporate environments [1], universities [2], online banking [3],
and more.

SSO is an authentication strategy that allows an authorized user to log in once and grant access to multiple applications with-
out repeating logins for each application during a single session [4]. This mechanism centralizes user accounts and facilitates the
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Fig. 1. Overview of the current strategy used for authenticating a user in the systems. Each environment has an individual IdP, and other applications, outside these
environments, have their independent login modules.

management of user profiles [4]. It addresses the problem of handling multiple credentials in different systems within the same
institutions by establishing a federated environment. Clients sign in once to the environment and gain access to the services [5].

Depending on the scenario, the implementation of SSO can bring different benefits. For instance, in a consumer-facing envi-
ronment, users might enjoy SSO across multiple applications that allow them to log in via a cloud-based authentication. When
considering platforms that may not support this kind of authentication mechanism, the integration of SSO is challenging [6]. The
problem can be simplified by enabling the use of different protocols for authentication. However, this still requires some effort to
ensure the integration of multiple tools. Another issue, when considering complex scenarios is the different levels of privileges for
each application, which may lead to an unmanageable matrix of Rule-Based Access Control (RBAC) policies [7].

In an enterprise environment, an employee might take advantage of using SSO across internal and cloud applications, leveraging
the company Identity Provider (IdP) for authentication. Similar situations can arise in universities, where students, lecturers, and
administrators might use SSO across university applications using the university identity provider thereafter [1]. An IdP is a com-
ponent in a federated identity architecture responsible for establishing, maintaining and securing the digital identity of subjects [8].
Identity is composed of attributes that characterize these subjects, and there is at least one that unequivocally identifies each [9]. On
the other hand, a federated identity consists of an agreement between entities about the definition and use of those attributes [10].
In a federated identity, the user’s identity is linked across multiple separate identity management systems. This allows users to move
quickly between systems while maintaining security [11].

1.1. Motivation

While SSO mechanisms can simplify the authentication procedures by unifying credentials, their efficacy requires an IdP to con-
solidate all user attributes required across the different services. However, these mechanisms fail in scenarios that involve federated
identity across diverse platforms, specifically in collaborative environments. In these scenarios, each institution operates its own
SSO system paired with an IdP. This situation is frequently observed in research projects where applications are developed to meet
specific objectives, without considering such details. The complexity increases if it is necessary that these applications need to be
interoperable. In this case, a different approach to managing the users’ identity among solutions is required that transcends the
limitations of traditional SSO approaches.

A possible strategy to handle the limitations of current SSO systems in multi-institutional environments is based on using a cen-
tralized IdP. It would be responsible for managing user credentials across all applications. However, this solution presents several
challenges. One of these is related to sensitive user attributes. Users might trust one specific institution with their sensitive informa-
tion, but extending this trust to all institutions in the network may not be possible. Another challenge is the management of roles
using a centralized IdP. This introduces the need for a dual-layered system of roles and permissions: i) one at the central IdP level;
and ii) another at the individual application level. The first could implement role-based access control policies for each application
to mitigate this. Under this system, a designated entity could oversee role assignments for a group of applications. However, this
introduces some complexity in the initial implementation of the system and ongoing management.

Similar to the previous issues would be the process of approving new users. Depending on the project’s magnitude, this process
requires information about the user, the application for which access is required, and what role this user would have. Managing these
attributes at the application level, or the institutional SSO level would be simpler. Additionally, the use of an already established IdP
may increase the trust in that account. For instance, the one already used by a university. In these scenarios, the registration process
requires more details and documents about the person that is being registered.

Therefore, the current approach to this problem is to have repeated credentials. Fig. 1 illustrates a generic example in which the
user would require 4 credentials to access all the services in this ecosystem. However, applications A1, A2 and A3 would only require
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one credential, since these are under the same SSO implementation, where there is a local IdP that stores the user attributes for that
subsystem.

1.2. Contribution

In this work, we proposed an architecture for federated authentication across multiple SSO systems applied to healthcare projects.
We aim to facilitate the integration of the existing applications without extensive modifications. Although this integration may be
simple in specific domains, when considering the present scenario (that includes health data and a diversity of open-source and
commercial solutions), some modifications may not be possible to implement. Therefore, our proposal is based on well-established
protocols, reducing the impact of adapting software to a new solution. This approach centers on devising a strategy where a Trusted
Third Party (TTP), mutually agreed upon by all participating entities, handles user accounts. This TTP stores a basic set of user
attributes, while more sensitive data remains within the local infrastructure.

To demonstrate the feasibility of our solution, we integrated the ELIXIR AAI system, now transitioned to Life Science Login,
as our authentication and authorization infrastructure. Provided by the Elixir organization, this framework leverages the existing
institutional identities of service providers. We applied our strategy to the EHDEN Portal, which is the central hub for the activities
of EHDEN project. EHDEN is a European health initiative to create a trusted research ecosystem for observational health data. The
portal aims to facilitate access to a network of standardized health data sources, tools, and training materials.

2. Related work

Existing authentication protocols and SSO mechanisms are well described in the literature and applied in real contexts. Since we
aim to implement a Federated Identity Management (FIdM) solution for aggregating multiple SSOs and stand-alone applications, we
evaluated standards that are currently used for this task. Additionally, we evaluated authentication and authorization infrastructures
as the TTP element in the proposed architecture.

2.1. Federated identity management standards

The concept of FIdM is predominantly defined in the following standards: Security Assertion Markup Language (SAML) [12],
Open Authentication (OAuth) 2.0 [13] and OpenID Connect (OIDC) [14]. These standards share similar features, using security
tokens in their services. The security tokens, also known as Identity Tokens, Authentication Tokens and Authorization Tokens, are
the key concept in a FIdM implementation because they are responsible for authenticating and authorizing users [15].

2.1.1. Security assertion markup language (SAML)

SAML is a framework based on XML format that is used for transmitting user authentication and attribute information. This
framework is composed of three entities, namely the Identity Provider (IdP), Service Provider (SP) and client (which is usually the
browser) [16,12].

The IdP is the entity responsible for authenticating and authorizing clients, and issuing assertion tokens for services. The SP is the
entity that relies on an IdP for processing the authentication and authorization of these services. The client is the application that
starts the protocol for consuming the services provided by the SP [16,12].

Although this protocol is frequently used to implement SSO, it is not a lightweight standard. XML is a verbose representation of
the messages in the protocol, and the implementation of this may require some effort. One issue is scalability, which may require the
implementation of complex broker services to support multiple SP and IdP [16]. Additionally, there is a lack of open-source libraries
aiming to simplify the interaction of the three entities and to create the protocol messages.

2.1.2. Open authentication (OAuth) 2.0

OAuth was developed for a different purpose from SAML. This protocol aims to enable a client application to obtain limited access
to an HTTP service, or resource, on behalf of the owner of that resource. The protocol describes the flow for approving interactions
between the resource owner and the HTTP service, by allowing the third-party application to obtain access on its behalf [13,17].
In this protocol, there are four entities: the resource owner; the application, defined as the client; the authorization server; and the
resource server or HTTP service.

The resource owner is the user who possesses the access rights to a resource. The user is the entity capable of granting access to
their protected resources. The resource server hosts the protected resources and can respond to requests for these resources using a
valid access token. The authorization server is the entity that issues the access token. Finally, the client is the application that wants
to access the protected resources, usually on behalf of the resources’ owner.

Although this protocol was developed aiming to delegate permission to others to access protected resources, this can be used for
an SSO implementation. This protocol is the most commonly used standard for delegating authentication in applications and services
on the Internet. For instance, well-known identity providers supporting this standard are Facebook, Twitter or Google [18].

Compared to SAML 2.0, OAuth is lighter, more scalable, and can be more easily integrated into multiple online services and
platforms. From an architectural design and security perspective, OAuth suits better with the most relevant FIdM approaches [18,15].
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Table 1
Overview of the most common Federated Identity Management Standards and Trusted Third Party Authenticators.

Technology Description

3 SAML XML-based standard for exchanging authentication and authorization data.

% _§ OAuth 2.0 Authorization framework for third-party access to user accounts.

= g OIDC Simple identity layer on top of OAuth 2.0 protocol. Common in consumer-focused services like
"

social media logins.

ELIXIR AAI Framework for federated authentication and authorization in life sciences. Used in life science
research for accessing services.

TTP

2.1.3. OpenlID connect (OIDC)

The OIDC is an extension of the OAuth 2.0 protocol, more precisely an identity layer on the top of this protocol [18,14]. This
framework contains a group of specifications for transmitting users’ identity using RESTful services [14] and facilitates the process
of clients confirming the users’ identity depending on a chosen OAuthe 2.0 Authorization Server.

This protocol involves three parties, namely the IdP, the Relying Parties (RP) and the users. The IdP manages users’ accounts and
authenticates them. An authenticated user can request an access token in the IdP to use it to log in to the RP [14]. Even though OIDC
has more features than OAuth 2.0, some older systems only support the latter in their authentication components.

2.2. Trusted third party authenticators

SSO uses a common authentication and authorization infrastructure that was represented by the IdP in the previously described
protocols. However, there are public infrastructures to acquire this role, namely Google, Facebook and Microsoft, among others [19].

In the context of health research projects, it is not possible to rely upon these public identity providers for several reasons. One
is the lack of user verification, i.e., anyone can create a fake account in one of these applications in a few minutes. Therefore, in
projects where there is sensitive information and the consortium is restricted to members of specific organizations, these public
infrastructures fail.

In Europe, ELIXIR AAI was developed to implement SSO in services that have been identified as a key enabler for European
bioinformatics [20]. ELIXIR aims to ensure interoperability between the bioinformatics tools, data resources and cloud services
existing in Europe to facilitate scientific discoveries. This is only possible if these components follow the FAIR principle by being
findable, accessible, interoperable and reusable [21].

ELIXIR is currently connecting national bioinformatics networks, known within ELIXIR as Nodes.! The Nodes affect the direction
of ELIXIR based on the national priorities of each one, as has been described by ELIXIR Netherlands [22], ELIXIR Norway [23] and
ELIXIR Switzerland [24]. The goal of this infrastructure is to expand the resources in the ecosystem to all entities involved. This has
resulted in partnerships between industry and academia, which have had a positive impact on scientific research [25]. Industrial
users range from small and medium-sized enterprises (SMEs) to large multinationals, covering the pharmaceutical, healthcare, food,
agriculture and blue biotech sectors. [25].

The ELIXIR authentication and authorization services (ELIXIR AAI) allow the use of users’ institutional credentials to sign in. For
instance, a researcher can use the university credentials stored in the institutional IdP to log in to this infrastructure. This increases
users’ authenticity since researchers’ identities are usually verified by the organizational services with government documents or
face-to-face checking. Although this is not invulnerable, these mechanisms create a new layer of security to avoid fake accounts.

2.3. Summary

In this section, we summarize the protocols and technologies previously presented. Table 1 provides a more comprehensive
overview of related works conducted on federated identity management.

3. Methods

The proposed architecture was designed to create a federated identity management in health projects. This incorporates some of
the previously described protocols and ELIXIR AAL In this section, we present this architecture and the registration and login flow
in this environment.
3.1. Proposed architecture

The goal of creating a federated identity over multiple platforms can be accomplished by implementing an SSO mechanism split

into layers. Fundamentally, the idea is to have a centralized infrastructure responsible for reusing existing institutional identities
and provide access tokens to allow users to be authenticated in the platforms and services used in the project. Users’ more sensitive

! https://elixir-europe.org/about-us/who-we-are/nodes.
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Fig. 2. Overview of the proposed architecture using a trusted third party system (ELIXIR AAI) as an account manager and keeping all IdP and the more confidential
attributes inside each environment.

attributes or those specific to a service are kept in that service. For instance, a platform that provides question/answering services,
like a forum, does not require the same attributes as administrative services do. Therefore, these attributes should be kept locally.
The architecture is composed of four distinct entities, each playing a crucial role in the system’s functionality:

1. Users: These are individuals who require access to the services of the project. These can be project stakeholders, namely re-
searchers and administrative personnel (each with different levels of access and privileges).

2. Institutional services: These services are the applications that users need to access, namely a web portal containing project
information and remote services protected by credential-based security. These institutional services represent the end targets for
user authentication.

3. Centralized authentication and authorization infrastructure: This infrastructure is the key component of the architecture. It aims
to centralize and manage user accounts and roles. It serves as an intermediary, interacting with the authentication components
of each institutional service.

4. Industrial or Academic IdP Services: Aligned with ELIXIR AAI standards, these services aim to store the users’ credentials at each
institution.

In this architecture, users predominantly rely on ELIXIR login and their institutional IdP for accessing all project-related services.
The overall process between these components and their contribution to streamlining the access to each service is illustrated in Fig. 2.
In the end, credentials are still kept in the institutional IdP, but a centralized service makes the bridge between them and the services
that require authentication.

3.2. Protocols

In the integration of ELIXIR with applications using OIDC, we need to define four specific scopes. Each scope represents a distinct
category of user information. These are the following:

“voperson_external_affiliation”: This scope contains to the users’ affiliations. It enables the system to recognize the users’ external
professional or academic connections. For instance, collaborations with other researchers.

“openid”: It is used to initiate the OpenID authentication process, namely the user’s consent to authenticate using this protocol.
This scope is critical for the basic operation of the OIDC protocol within the system.

“email”: It grants the application access to the user’s email address. It is used in the applications as the user identity. Some of
them may require this field for communication and notifications.

“profile”: It includes basic profile details like the user’s name, profile picture, and other personal information that can be used
for identification and personalization purposes within each application. Users can decide which attributes will be shared during
the registration step.

These scopes enable the institutional IdPs to provide user attributes aligned with each scope. This structure ensures that each user’s
access rights and experiences are appropriately configured according to their specific roles, affiliations, and identity information.

For applications not supporting OIDC or OAuth 2.0, an alternative pathway involves using SAML. However, this alternative was
not adopted in our implementation. Services incompatible with any of these protocols (OIDC, OAuth 2.0, or SAML) would require
updates in their authentication mechanisms.
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Fig. 4. Overview of the authentication flow between the four entities to access a service. Message details were omitted.

3.3. Tokens

In the OIDC implementations, the “Authorization Request”parameter encapsulates OIDC requests. Therefore, requests are con-
veyed in a single, self-contained JSON Web Token (JWT). In this scenario, referred to as a “Request Object”. This object can be
optionally signed and/or encrypted to enhance security.

The “Request Object”to be compliant with OAuth 2.0 Authorization Request norms, it must include the “response_type”and
“client_id”parameters. Additionally, if the “Request Object”contains a scope parameter, it must be passed using the same syntax,
including the “openid”scope.

The “Request Object”may be signed, unsigned, or encrypted. If signed, the JWT should contain “iss”(issuer) and “aud”(audience)
claims. When encryption is applied, it can be done with or without prior signing, following the Nested JWT format (if both are used).

3.4. Registration flow

The registration flow is represented in Fig. 3. This sequence of actions starts with the user login request in an institutional service.
Then, this service redirects the user to the ELIXIR node where it is necessary to choose the institution responsible for authenticating
the user. In the institutional IdP, the user provides the credentials. ELIXIR will detect this as a new user, which will require the user’s
consent to use personal data. At this stage, the user can choose which attributes are passed to the service via ELIXIR. Usually, these
attributes are not sensitive and are provided by the institutional IdP. After this stage, the service asks for additional attributes, if
necessary, to complete the registration. The service stores a registration token, which is a token provided by ELIXIR linked to the
user.

After completing the registration, the user undergoes an approval process managed by a designated authority in this context.
During this phase, the user’s role within the service is established, along with a tailored set of permissions that dictate their level
of access and functionality within the system. This part of the flow was omitted in the figure since each service may have unique
criteria for different roles.

3.5. Authentication flow

The authentication flow is similar to that of registration. Fig. 4 represents the interaction between the four entities aiming to
authenticate a user to access a service. Some services require manual approval from the application manager. In these cases, users
are on a waiting list until being approved, and they are blocked from using that service until their status is changed.

After successfully performing the login in one service, the user’s cookie is stored in the browser. Then, if the user tries to access
another service for which there is no registration yet, the cookie will not be valid. In this case, the registration flow occurs. However,
if there is already a registration in this second service, the login stage should be skipped.
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4. Results and discussion

The proposed architecture aimed to fill the needs of a European project. For this reason, some decisions were limited to the
European tools, namely ELIXIR AAL In this section, we describe the use case and the implementation issues faced.

4.1. Use case

EHDEN? was launched in 2018 to address challenges in generating insights and evidence from real-world clinical data on a large
scale. The goal of this project was to support patients, clinicians, payers, regulators, governments and industry in understanding
well-being, disease, treatments, outcomes and new therapeutics and devices. To accomplish this, EHDEN aims to collaborate with
several institutions, data sources and data custodians across Europe.

One of the goals of this project is to harmonize health databases into a common data model locally, within a federated network.
This was addressed with the support of SMEs that work directly with the partners that have health databases. Access to these data is
very restricted, and data analysis is performed using the tools defined within the project. Additionally, the project includes academic
partners that aim to provide intellectual resources, new members and management tools, among others.

The ecosystem of tools is available within the EHDEN Portal,® which is a centralized platform for accessing all these tools [26-28].
The authentication issue described in this work was motivated by this problem, where the user needed to have credentials to log into
the Portal and a set of credentials to access the remaining tools available within the Portal.

4.2. Implementation and issues

The proposed architecture was adopted and implemented in this Portal. The effort in integrating this federated mechanism was
reduced, due to the OAuth 2.0 protocol. Since almost every tool already supported this protocol, the implementation effort was
mainly related to the configuration of each tool. For instance, in the proposed use case, we defined the client ID, the secret key, and
the three required ELIXIR AAI endpoints to establish this integration in one of our services. These endpoints are used to process the
authentication and registration operations. One of these endpoints is responsible for requesting the authentication tokens. Another is
responsible for gathering the user’s information, and the last is for processing the authorization redirect response.

As we previously presented, the development of a federated identity manager may raise some technical challenges that can be
addressed by one of the three major protocols used for it: OIDC, SAML, and OAuth 2.0 [29]. Although in the presented use case all
tools supported OAuth 2.0, we recognized that the protocols SAML and OIDC could be used as well since ELIXIR AAI supports these.
Therefore, the integration of this architecture is not limited to a specific protocol.

The system can transmit information between parties using a compact and self-contained mechanism when considering the use
of OIDC with JWT tokens. The JSON-based format is easy to parse and use in various web environments. Moreover, JWT supports
digital signatures and optional encryption, ensuring the integrity and security of the data it contains. This enables the verification of
the authenticity of the token, preventing tampering or other cyber threats associated with access-control mechanisms.

The tools that did not support any of the three major protocols needed to be patched. However, solving this problem without this
protocol could be too complex. Another possible issue is the dependency on ELIXIR as the central point for authentication. Currently,
we rely on one ELIXIR Node, but we can have redundancy, which ensures that the infrastructure for login in the application is always

up.
4.3. Evaluation

A key component of the proposed architecture is the robust validation process when registering on the platform. This process
extends beyond mere digital verification, requiring a thorough verification of official personal documents. In specific scenarios, it
may also require in-person validation by institutional representatives which significantly increases the confidence of all interested
parties. We identify the following advantages: i) it enhances confidentiality by ensuring that sensitive information is accessible only
to authenticated users; ii) it improves integrity by safeguarding against unauthorized data modifications; and iii) it boosts availability,
guaranteeing reliable and consistent access to authorized users.

The foremost property is confidentiality, to secure from unapproved exposure sensitive information such as medical data. The
implemented authentication mechanisms can protect this information against illicit user entry. Centralizing RBAC policies reduces
the risk of misconfigurations in different environments. This centralization establishes a more reliable and secure authentication
chain, ensuring that access to sensitive health information is only granted to verified users.

Data integrity is a key aspect of healthcare. In the presented use case, there is a group of users responsible for populating the
system with data that characterizes health databases. This information is used by medical researchers to define the studies’ feasibility
before accessing the data. The authentication mechanism ensures that the data are published and verified but trustworthy users,
normally the data custodians and the community manager.

2 https://www.ehden.eu.
3 https://portal.ehden.eu/.
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The third property can be analyzed from different perspectives. Centralizing the authentication mechanisms into an AAI provider
creates a new dependency on a third-party service. In case of malfunctioning, all the authentication operations will be compromised.
However, in this case, the ELIXIR AAI provider has redundant nodes to ensure its continuous availability.

After the first release of the EHDEN Portal, we created a user survey to assess its overall functionalities and if they fit the
initial requirements. One of the sections inquires about the authentication mechanisms, a topic deeply discussed among the project
participants aiming to ensure that each user does not need distinct accounts in each of the tools that are part of the portal. From the
feedback collected in this evaluation, more than 70% of the users have expressed high or much high satisfaction with the adoption
of these mechanisms, i.e., using a centralized SSO service that is capable of recognizing the institutional credentials. A smaller
percentage of users, approximately 10% raised some concerns about the dependency of the system on a third-party service. A few
participants from pharmaceutical companies expressed some reluctance about relying on external authentication services. In those
cases, i.e., when companies or institutions are not associated with the centralized AAI service, users need to register individually.
One notable observation from the free-text responses was that the proposed mechanisms were perceived to be beneficial when used
in research contexts where the partners were institutions recognized by the ELIXIR AAI. Furthermore, the answers collected also
suggest that the proposed mechanism has a significant impact when it is used in research contexts.

5. Conclusion

The proposed architecture aims to provide federated identity management for healthcare projects involving multiple institutions
with distinct access control policies. This work aimed to provide a solution to a problem regarding who would be responsible for
authenticating and authorizing the users of the ecosystem. Since several institutions provide resources or services to the project, each
one having its login services, providing an SSO mechanism on top of all these services is a key aspect. Our solution relies on an
authorization and authentication infrastructure that was developed for bioinformatics projects in Europe. However, this concept can
be applied in other use cases.

The proposed architecture was implemented in the authentication mechanisms of the EHDEN Portal, which is the central hub
for a European project involving the collaboration of several SMEs, data partners, pharmaceutical institutions and academia from
different European countries, effectively solving the problem described for this scenario. By adopting this architectural design, several
advantages can be identified for the different stakeholders involved in these projects. Our proposal for authentication management
facilitates communication between different IdPs. This model enforces security, simplifies the authentication process across multiple
platforms, and delivers a superior user experience.
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