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Gambling self-exclusion programs are under-utilised and barriers to entry include shame and embarrassment
with face-to-face registration, and complex and effortful procedures. The current study aimed to facilitate self-
exclusion from gambling venues via an online self-directed website. A co-design approach was used to elicit
key stakeholders' perspectives on required website features, functionality, and to identify variables potentially
impacting on development and implementation. Semi-structured focus groups and interviews were conducted
across four stakeholders (N = 25): self-exclusion end users (consumers, n = 5), gambling counsellors (n = 7),
venue staff (n = 6), and policy makers (n = 7). Overall, stakeholder perspectives were consistent with content
analysis indicating the importance of website user-friendliness, flexibility, supportiveness, and trustworthiness.
Importantly, these attributes were linked to target end users" perceived vulnerabilities, diverse backgrounds and
individual expectations. Participants believed that the entire self-exclusion process should be conducted online,
including identity verification, whilst expecting high-level data security measures to protect their personal pri-
vacy. A separate webpage was also suggested containing relevant information and links to additional help ser-
vices, such as counselling. This study describes an adaptable co-design framework for developing a usable and
acceptable self-exclusion website. Future studies should empirically test system usability and acceptability to
refine and maximise system uptake upon implementation. Findings may have broader implications for digital

health intervention design.

1. Introduction

Legalised gambling is a popular recreational activity in many inter-
national jurisdictions. However, a minority of people who meet criteria
for a Gambling Disorder repeatedly gamble to excess by spending more
time and money than is personally affordable, which leads to significant
impairment and distress (Productivity Commission, 2010). Gambling
Disorder is classified as an addictive disorder in the Diagnostic and
Statistical Manual of Mental Disorders (DSM-5; American Psychiatric
Association [APA], 2013) and International Classification of Diseases
(ICD-11; World Health Organization, 2019). Epidemiological studies
estimate the past-year prevalence of Gambling Disorder ranged between
0.1 and 5.8% internationally (Calado et al., 2016). However, around
two-to-three times as many people who do not meet the clinical
threshold for a Gambling Disorder are estimated to experience less
serious levels of gambling harm (Abbott, 2017). Among multiple types
of gambling, electronic gaming machines (EGMs) are commonly asso-
ciated with the greatest risk of harm (Delfabbro et al., 2020;

Productivity Commission, 2010; Gainsbury et al., 2019).

A range of formal treatment options exist for Gambling Disorder,
including counselling and psychotherapy (Petry, 2005), pharmacolog-
ical treatments (Bullock and Potenza, 2013), support groups (Schuler
et al., 2016), and stimulus control interventions such as self-exclusion
(Tanner et al., 2017). However, few individuals with Gambling Disor-
der (=10% or less) seek formal help despite experiencing significant
harm (Delfabbro, 2011; Kessler et al., 2008; Slutske, 2006). The most
frequently reported barriers to seeking help include stigma and the
associated embarrassment or shame of seeking treatment, denial of
problem severity or desire to self-manage problems, and issues with
specific interventions (e.g., practical barriers to access, or perceived
effectiveness; Gainsbury et al., 2014, 2020; Suurvali et al., 2009).
Internet-based interventions have been introduced to overcome some of
these barriers by improving access to cost-effective evidence-based
gambling treatment (Gainsbury and Blaszczynski, 2011).

Self-exclusion interventions are mandated in many international
jurisdictions where regulated land-based and online gambling
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opportunities exist (Gainsbury, 2014). Land-based gambling requires in-
person participation (e.g., physically playing EGMs, casino table games;
purchasing a Keno/Lottery ticket in a licensed venue), whereas online
gambling activities are conducted via the Internet (e.g., sports/race
betting websites; online casinos and poker sites). Self-exclusion in-
terventions are available for both land-based and online gambling
forms, and are mostly provided by industry operators, or can be
administered by government departments and private companies
depending on the jurisdiction (Australasian Gaming Council, n.d.). Self-
exclusion represents a type of stimulus control strategy involving a
formalised process for individuals to voluntarily ban themselves from
entering/accessing nominated gambling venues/sites. Staff in land-
based venues are authorized to remove self-excluded individuals from
the premises if detected breaching agreements (Ladouceur et al., 2017);
whereas online operators suspend a self-excluded user's wagering ac-
count until the exclusion period expires (Gainsbury et al., 2020). In-
dividuals involved in self-exclusion interventions self-report reduced
gambling urges and behavior and increased psychological and social
functioning among other benefits (Hayer and Meyer, 2011; Kotter et al.,
2018; Ladouceur et al., 2007; Nelson et al., 2018; Pickering et al., 2018).

Self-exclusion has several weaknesses that impair intervention up-
take and efficacy despite positive reported outcomes (Gainsbury, 2014),
including structural barriers that deter individuals from enrollment
(Motka et al., 2018). Many jurisdictions still require individuals to
physically attend separate face-to-face meetings at gaming venue sites
for each-and-every venue from which they wish to self-exclude (Thomas
et al., 2016). Subsequent exposure to gambling-related stimuli is a risk
factor for further gambling episodes as these have been shown to trigger
strong urges to gamble in clinical populations (Potenza et al., 2003;
Smith et al.,, 2013). Individuals typically report high psychological
distress leading up to self-exclusion (Hing et al., 2014; Ladouceur et al.,
2007; Pickering et al., 2019). Situational factors, such as stress, can
impair inhibitory control functions that support behavior self-
regulation, leading individuals to prioritise immediate desires over
long-term interests (Brand et al., 2019). Once self-exclusion is enacted,
rates of individual noncompliance range between 8 and 59% (Kotter
et al., 2018), with venues detecting between 23 and 52% of breaches
(Pickering et al., 2018; Schrans et al., 2004; Verlik, 2008).

Recommendations have been advanced, tested, and in some in-
stances implemented to structurally enhance self-exclusion in-
terventions, with new and emerging technology as the primary source of
innovation (Hakansson and Henzel, 2020; Ipsos MORI Public Affairs,
2020; Pickering et al., 2018; Turner et al., 2021). Certain contemporary
programs allow individuals to self-exclude from multiple gambling
venues under a single registration process that uses a centralised online
database to collect and store client information (Hing and Nuske, 2012;
Pickering et al., 2018). Additionally, individuals can self-exclude
outside the gambling venue with an authorized counsellor or trained
officer, although the process still requires they attend a face-to-face
meeting (Hing and Nuske, 2012; Pickering et al., 2018; Tremblay
et al., 2008). Recent qualitative evidence suggests that end users would
prefer an online self-exclusion registration pathway, indicating that it
would streamline the process, enhance convenience and privacy, whilst
encouraging personal ownership of help-seeking behavior (Pickering
et al., 2019). Despite being readily available for online gambling forms
(Motka et al., 2018), online self-exclusion registration for land-based
gambling is rare. To the best of our knowledge, the only purely online
system exists in Sweden (Spelpaus - ‘Game Break’) and according to in-
dustry figures, has attracted over 65,000 sign-ups since inception which
is correct as of November 2021 (Swedish Gambling Authority, n.d.).

Systematic research to guide the development of contemporary self-
exclusion interventions and evaluate their outcomes is scarce, thus
making it difficult to establish best practices in this domain. In partic-
ular, there are few studies aimed at understanding the specific needs and
expectations of self-exclusion end users, and tailoring interventions to
meet these requirements.
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1.1. Study context

This study was conducted in the geographical context of New South
Wales (NSW) Australia. EGMs in Australia are located in clubs (not-for-
profit community centres), hotels (pubs), and casinos. All gambling
operators in Australia are mandated by state law to offer self-exclusion
schemes upon request (Australasian Gaming Council, n.d.). Multiple
self-exclusion interventions exist which vary considerably between
states, especially in their level of sophistication. For this reason, and to
enhance the ease of entry for consumers, we have previously advocated
for a single unified national self-exclusion system (Pickering et al.,
2018). Whilst this analysis is intended to inform specifications of a NSW
based website, it provides a useful knowledge base for the development
of similar services in other jurisdictions.

1.2. Study aims and approach

This qualitative study represents the requirements analysis compo-
nent of a larger program of research to develop and evaluate a self-
directed online registration portal for individuals in NSW Australia to
self-exclude from land-based gambling venues. Interviews and focus
groups were conducted with relevant stakeholder groups: self-exclusion
end users (consumers), gambling counsellors, venue employees, and
government policy makers, in order to investigate their perspectives of
the functional and contextual requirements for an effective self-
exclusion website. Specifically, this study had a primary and second-
ary aim: (1) to elicit key stakeholders' ideal expectations of a self-
exclusion website in terms of its design features and functioning; (2)
to identify practical issues that could potentially impact the website
development and implementation. A co-design research framework was
applied given its suitability for developing new electronic health
(eHealth) systems (Crosby et al., 2017; Donetto et al., 2015; Eyles et al.,
2016). A self-exclusion website is consistent with the broadly defined
‘eHealth’ construct: “an emerging field in the intersection of medical
informatics, public health and business, referring to health services and
information delivered or enhanced through the Internet and related
technologies” (Eysenbach, 2001, e20). The operational definition of ‘co-
design’ is highly variable (Slattery et al., 2020); our prior research
demonstrates end users' involvement in developing the research ques-
tion (Pickering et al., 2019); whereas the current study empowered end
users' to guide important design and implementation decisions, thus
shaping how this eHealth service will be disseminated to the public
(Slattery et al., 2020). Co-design has been shown to lead to more effi-
cient decision-making, reduced development time and costs, and greater
stakeholder investment and cooperation (Dawda and Knight, 2017;
Steen et al., 2011). The qualitative design was appropriate, relative to a
quantitative design, because it can provide a more in-depth and con-
textualised understanding of service gaps and their potential solutions
(Van Gemert-Pijnen et al., 2018; Van Velsen et al., 2013).

2. Methods

The study was approved by the institution's Human Research Ethics
Committee (HREC; Project #2020/111), and pre-registered on the Open
Science Framework (OSF; https://osf.io/6d54v/) using a template
tailored to qualitative research designs (Hartman et al., 2019). Any
deviations from pre-registered protocol are described in the Methods as
footnotes.

2.1. Participants

The total sample consisted of twenty-five eligible participants with
either: 1) lived experience of a gambling problem and past or current
involvement in land-based self-exclusion, or 2) current employment in a
profession that has direct relevance to self-exclusion, gambling, and
problem gambling. Purposive sampling was applied to gather data from
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four key stakeholder categories: consumers (self-exclusion end users; n
= 5), mental health (gambling counsellors, n = 7), industry (gambling
venue staff, n = 6), and government (liquor and gaming policy makers';
n = 7), all of whom fulfilled either the first or second above-specified
inclusion criteria. The latter three groups (i.e., ‘professional partici-
pants’) had been working in their field for 9.2 years on average (range =
9 months to 27 years). Consumer participants were recruited from an
industry self-exclusion program database, and professional participants
were recruited via existing contacts and with the assistance of the
research funding body. Study information materials informed eligible
participants of the study purpose: to “gain their unique opinions and
perspectives” on the “design of a self-directed website for convenient
self-exclusion from land-based gaming machine venues” to explore its
“key functions and features” and anticipate “practical challenges to
implementation”. The sample size requirement of 5-10 participants per
group was met (minimum required to reach data saturation, Boddy,
2016), which is consistent with other similar eHealth studies (Krog et al.,
2018; Ly et al., 2015; Ospina-Pinillos et al., 2019; Peek et al., 2016).

Table 1 presents a breakdown of key participant characteristics by
subgroup. Average age of participants across the full sample was 37.7
years old (SD = 12.4), approximately half were female (52.0%) and most
were well-educated (64% held a University degree). Almost the entire
sample accessed the internet daily (96.0%), spent a mean of 6.1 h per
day (SD = 3.4) using the internet, primarily for work or study (76.0%),
social networking (52.0%), and news media consumption (52.0%). Just
under half of the participants (48.0%) indicated they were extremely or
somewhat likely to trial new technology before others, whereas the
remaining 52.0% were either neutral or believed they were somewhat
less likely. Consumer participants, specifically, reported having dealt
with gambling problems for an average of 9.4 years (SD = 4.5), mostly
due to playing EGMs (80.0%), and four out of five had sought assistance
from a gambling counsellor in the past.

2.2. Procedure

Semi-structured focus groups and interviews® were conducted be-
tween April and May 2020, separately for each stakeholder group and
via Internet-based video conferencing software (Zoom Video Commu-
nications Inc., 2016).> Prior to scheduled sessions, participants
completed and returned a digitally signed consent form and anonymised
online demographics survey. Focus groups and interviews began with an
overview of relevant information and study purpose. Participants were
asked to treat each focus group or interview as if it were a “brain-
storming session”. They were then asked to briefly outline their
knowledge and experiences of self-exclusion, and respond to open ended
questions around optimal features, processes and contextual consider-
ations for a self-exclusion website. Off-script probe questions were asked
sparingly to clarify or elaborate on participants' responses (Berg, 2004).
The proceedings took an average of 55 min to complete, verbal re-
sponses were audio recorded and subsequently transcribed and anony-
mised for analysis. Consumer participants received a $50 retail gift
voucher to compensate them for their time. Participation among the
other groups was not reimbursed as it was considered within the scope of
their professional responsibilities, i.e., to actively engage in gambling
harm minimization initiatives.

1 Policy makers were added as a key stakeholder group after preregistration
of the study due to their professional contact with self-exclusion interventions
in the domain of compliance and legislation.

2 The addition of one-on-one interviews deviates from the pre-registered
study protocol which includes focus groups only, however was necessary due
to participant non-attendance and scheduling clashes.

3 Whilst face-to-face methods were originally intended for data collection,
COVID-19 physical distancing regulations necessitated this alternative online
method.

Internet Interventions 27 (2022) 100491
2.3. Measures

Online demographics and screening questionnaire: age, gender, ed-
ucation, employment status (consumers only), occupational history
(professionals only), gambling history (consumers only), general
Internet use, and likelihood of trialling new technology.

Core semi-structured focus group/interview questions were:

1. In your opinions, what will people look for when deciding to use a
website to self-exclude? That is, what might their ideal expectations
of this website be?

2. What might deter people from using a website to self-exclude?

3. In addition to facilitating self-exclusion requests, what other features
or functionality do you think the website should incorporate to
provide users with assistance for their gambling problem?

4. Can you think of any practical issues or possible challenges that
could arise during the development or implementation of this self-
exclusion website?

2.4. Qualitative data analysis

Schreier, 2014 eight steps of content analysis were performed on the
qualitative dataset using NVivo (Version 11.0.0; QSR International Pty
Ltd., 2015). To begin, two authors, DP and AS, adopted a concept-driven
approach (guided by study aims and interview questions; see Schreier,
2012, Ch. 5) to formulate initial categories and sub-categories based on
four transcripts selected to represent each stakeholder group. They
subsequently applied a data-driven method to further develop and refine
the preliminary coding framework, ensuring that all transcript material
was accounted for (Schreier, 2014). A codebook was compiled detailing
all categories, subcategories, coding frequencies, operational defini-
tions, rules of application, and illustrative examples (see Supplementary
Materials for the full coding frame). To assess reliability of the coding
framework, SJ double coded the four representative transcripts coded by
DP and AS. Inter-rater reliability coefficients indicated a discrepancy
between high (98%) agreement, and comparatively low Cohen's Kappa
value of 0.56 (some to moderate agreement; Cohen, 1988) (see ‘Kappa
paradox’ for an in-depth explanation of this finding; Zec et al., 2017). All
authors deliberated on remaining coding discrepancies or ambiguities
until consensus was achieved (Bengtsson, 2016). The final coding frame
was applied to all transcripts, with total coding frequencies per sub-
category calculated. Relationships between emergent subcategories
were indicated by high frequency instances of cross-coding (i.e., the
same text is coded multiple times across different subcategories; Sal-
dana, 2009).

3. Results

Content analysis produced a final coding frame encompassing a
three-level hierarchical structure with four main categories, 13 level one
sub-categories and 10 level two subcategories. Fig. 1 provides a visual
representation of the coding frame structure, coding frequencies, and
thematic relationships between subcategories. A more detailed account
of the results is provided underneath.

3.1. Contextual factors

Any variables (i.e., personal, environmental) expected to either
contribute to success or failure of the system implementation, that
encompassed by specific features and functioning.

3.1.1. Perceived end-user characteristics

Participants indicated that the system design should be tailored to
meet the specific requirements of target end users. End users were ex-
pected to be younger adults who use computer devices and the Internet
for a variety of tasks.
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Table 1

Common participant characteristics (variables) per stakeholder category (N = 25).
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Variables Consumers (n = 5) Counsellors (n = 7) Venue staff (n = 6) Policy makers (n = 7)
M (SD) n (%) M (SD) n (%) M (SD) n (%) M (SD) n (%)
Age (years) 38.2 (16.1) 38.4 (12.0) 35.7 (14.5) 38.4 (10.9)
Gender
Female - 4 (57.1) 3(50.0) 6 (85.7)
Male 5 (100.0) 3 (42.9) 3 (50.0) 1(14.3)
Internet use (days per week) 7.0 (=) 7.0 (=) 6.7 (0.82) 7.0 (=)
Internet use (hours per day) 6.4 (5.0) 5.7 (3.1) 4.7 (2.0) 7.4 (3.4)
Education
Year 12 1 (20.0) - 4 (66.7) 1(14.3)
Trade/technical 1(20.0) - 2(33.3) -
University or College 3(60.0) - - 3(42.9)
Post-graduate university - 7 (100.0) - 3 (42.9)
Three primary reasons for Internet use
Instant messaging 2 (40.0) 3(42.9) 3(50.0) 1(14.3)
Social networking 3 (60.0) 3 (42.9) 5 (83.3) 2 (28.6)
Work/study 4 (80.0) 5(71.4) 3(50.0) 7 (100.0)
Information search 1 (20.0) 3 (42.9) 1(16.7) 5(71.4)
News 2 (40.0) 4 (57.1) 3(50.0) 4 (57.1)
Shopping 1 (20.0) - 1(16.7) -
Gaming - 1(14.3) 1(16.7) -
Media 1(20.0) 2(28.6) 1(16.7) 2(28.6)
Other 1 (20.0) - - -
Openness to using new technology
Extremely likely 1 (20.0) 2 (28.6) 1(16.7) -
Somewhat likely 2 (40.0) 1(14.3) - 3 (42.9)
Neither likely nor unlikely 2 (40.0) - 3 (50.0) 3 (42.9)
Somewhat unlikely -

Extremely unlikely -

4 (57.1) 2(33.3) 1(14.3)

“You find a lot of young people self-exclude [who] come in here
[casino]... They are students. They are here on a visa. And these are
the people that you really want to capture. Especially students. Why?
Because they are usually computer savvy, they wouldn't mind doing
it if they [can] do it online.”(Venue staff, 59yrs, Male)

Despite several common characteristics, participants also acknowledged
the diverse backgrounds of potential end users, especially across life
experiences and readiness to change. This subcategory was associated
with system flexibility (Section 3.2.1) and availability of process sup-
ports (Section 3.2), suggesting that these features are important to meet
the individual needs of end users. One professional participant in
gambling policy commented: “a couple of things we'd like to do better is
[to] have a good system for culturally and linguistically diverse people
using our website.” (Policy maker, 45 yrs., Female).

Individuals self-excluding were perceived to be experiencing signif-
icant negative emotional states that would likely impact on completing
self-exclusion registrations (i.e., psychological distress, ambivalence,
impatience, embarrassment, shame). Speaking to their mental state at
the time, a service end user (Male, 25 yrs) with prior self-exclusion
experience highlighted that “You're handling a lot, and, in the midst
of that, any barriers just make it more difficult, you know?” Notably, this
subcategory related to encouragement (subcategory 3.2.3) and process
supports (subcategory 3.3.2), highlighting the importance of factoring in
end user's emotional state to decisions regarding website design, con-
tent, and workflow.

3.1.2. Socio-legal environment

Many potentially contributing environmental factors were identified
that could impact the uptake and utility of this web-based self-exclusion
across stakeholder groups. These included; different geographical re-
gions, social (e.g., stigma around problem gambling), political (e.g.,
government priorities and relationships with industry), and legal factors
(e.g., regulated self-exclusion requirements). This subcategory was
linked to credibility and trustworthiness (Section 3.2.2) and ID verifi-
cation (Section 3.3.1), possibly reflecting legal issues that could arise if
the website was unreliable in detecting fraudulent self-exclusion

attempts, like those attempted on behalf of others without their
knowledge or consent.

“Their [gambling venue operators] only concern is compliance. That
would be, as a manager of a club, if you came to me with your
proposal, I could [not] care less what it is, just how do I how ensure
that I don't get sued? I'm not signing up to it if don't have to.”
(Counsellor, 48yrs, Male)

3.1.3. Advertising and promotion

Participants emphasised the importance of actively promoting the
system's availability and unique benefits to increase awareness and
stimulate uptake among end users. The online platform was viewed as
particularly advantageous by facilitating both digital marketing strate-
gies and more traditional advertising methods. This importance of this
subcategory was underscored in one self-exclusion end user focus group:

“Hopefully just having the digital platform makes it easier to pro-
mote as well. Because when [participant] said he'd never heard of
self-exclusion before, that to me is a bit of a worry... I reckon it's
definitely one of those things that's sort of out of sight out of mind
unless someone asked for it [specifically]. Yeah, making sure that
everybody knows this is an option and it's not a difficult option. I
think it's super important.” (Consumer, 32yrs, Male)

3.2. Website attributes

This main category comprises latent qualities that strategically
interweave throughout website elements to convey its core functions,
content, design, and aesthetics. These qualities are tailored to match the
end users' specific needs and expectations.

3.2.1. User-friendly

As the highest coded subcategory in the analysis, participants
emphatically asserted that usability was crucially important, particu-
larly given the self-directed nature of this system. First, end users should
easily be able to locate and interpret relevant information on the
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website, then seamlessly navigate the online self-exclusion process
unassisted.

“Easy, easy-to-use. Step 1-2-3. For the layman, who doesn't under-
stand, you know, a lot of people, even if it was an app or anything
like that, a lot of people struggle to download apps. So, it's got to be
extremely easy.” (Venue staff, 49yrs, Male)

Second, the website should accommodate end users' personal needs and
preferences, ensuring that it is usable for all target population members
— from individuals initially seeking information about gambling support
options to those with extensive involvement in self-exclusion and other
specialised help services. This includes customizable features allowing
end users to control how they access and use the website. Smartphone
compatibility was one commonly suggested feature under this
subcategory:

“For me, I do a lot of stuff on my phone. And I know some websites
don't work properly on your phone. I think you've got to design it so
that you can use all the prompts from your phone... Yeah, I would
say an app is better for me personally... I think that I would want to
check out the website to see what's going on and what I'm actually
downloading. But then fill in my form on the app... Because I find
that easier.” (Venue staff, 26yrs, Female)

3.2.2. Credible and trustworthy
The website should convey to end users that the service is legitimate,

safe, and secure to use. Participants provided several suggestions to
possibly achieve this: a professionally designed ‘government-style’
theme, display of data security badges and certifications and official
Government and University logos, and featuring previous end users'
feedback.

“I think legitimacy... if it doesn't look official and schmick and pro-
fessional, regardless of how the security and privacy is, people won't
trust it. Part of it, I think, is about the quality of the design and the
kind of the finishing there is in the graphic design rather than the
functional design. That it looks neat. You know, there can't be mis-
takes. It can't look... 20 years old or like maybe someone it did at
home.” (Policy maker, 35yrs, Female)

3.2.3. Encouraging

Given their vulnerable psychological state upon self-excluding
(subcategory 3.1.1), participants felt it important for the website to
validate end users' decisions to take action and address their gambling
problem, motivate them to overcome ambivalence and see the self-
exclusion process through to completion. Specifically, suggestions
included incorporating positive imagery (i.e., happy people) and warm
colours into aesthetic elements of the web design, and personal testi-
monies of those who successfully self-excluded using the service. For
example, a self-exclusion end user participant suggested:
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“I think some kind of positive reinforcement statements, you know,
congratulating the person for taking the first step in going on to the
website, and just encouragement. I think that can be important
sometimes because it can be a bit scary going through the whole
process. Especially initially when you're thinking of barring yourself
from the venue. It can be a bit negative, [a] bit of a downer. So,
having some positive reinforcement, I think would help.” (Consumer,
25yrs, Male)

3.3. Core self-exclusion function

These are the main processes and technologies required to operate a
web-based self-exclusion system, including online registration proced-
ures, features built in to support registration, and specific data security
and privacy measures.

3.3.1. Key process elements

The content analysis revealed five distinct chronological steps
involved in online self-directed self-exclusion. In the first step, end users
must provide basic information about themselves (i.e., first and last
name, date of birth, residential address) and have a passport-style image
taken for identification purposes. Second, end users must be able to
prove that is indeed them registering for the program. A venue staff
member described a hypothetical scenario to reinforce the importance of
verifying end user identity:

“The biggest issue I see is if I think that my mother's got a problem, I
might log in and exclude her from all the clubs she regularly goes to.
It's usually the elderly who their children are ringing saying they're
spending all our inheritance and really want them barred. So there
has to be a way of them proving and signing off on their identity....
Probably a 100-point check style verification... I think if you make it
loud and clear that if you are, you know, a third party and you're
trying to say that you're the person is excluding the ramifications of
that are quite serious.” (Venue staff, 49yrs, Male)

Third, end users' are able to customise certain aspects of their personal
self-exclusion agreement, i.e., selecting different venues and venue
areas, as well as the self-exclusion timeframe. Fourth, a review section
will allow end users to edit their information and rectify mistakes.
Additionally, they will be required to review all terms and conditions of
a formal self-exclusion agreement and digitally sign it to indicate their
consent. The fifth and last step involves confirming the submission and
acceptance of an agreement and notifying all relevant parties selected at
the end users' own discretion or court-ordered. These parties mostly
referred to nominated venues, also concerned family, counsellors, and
legal representatives. Referring to the final step in the process, one
gambling policy representative indicated:

“I'd expect some kind of confirmation of what I've done, you know,
something that I can take away or have after the fact for whatever
purpose to show that I have done this self-exclusion... maybe down
the track, I want to be able to show my counsellor or family, ‘yeah
don't worry, I've done it’... And... Having a record of actually what
rights [I] signed away, you know, under what conditions.” (Policy
makers, 35yrs, Female)

3.3.2. Process support elements

These refer to ancillary features designed to assist end users to
navigate the online self-exclusion process. Therefore, they contribute to
but do not constitute key process elements (i.e., subcategory 3.3.1). This
subcategory encompassed passive design features (e.g., a progress bar)
through to more complex interactive elements (e.g., live chat support).

“So maybe the first page of your website is sort of like the informa-
tional stuff. And then, as you go into describing or writing down your
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details, if you're not sure about the process... If you needed help, the
support was there... phone or email or you know, these days, you can
have like a little chat down the bottom, that would be handy.”
(Venue staff, 26yrs, Female)

3.3.3. Data security measures

Related to trustworthiness, the website must incorporate highly
secure data protection measures given the sensitivity of gambling issues
and importance of maintaining end user privacy. Such measures include
high-level information security systems and software (e.g., encrypting
data transmitted between client and server) and robust data manage-
ment practices (e.g., limiting who has access to the data). One gambling
counsellor spoke about their discussions with clients around privacy and
confidentiality concerns relating to existing self-exclusion programs:

“A couple of my clients. We've discussed the whole self-exclusion
programme thing and they've been very wary about confidenti-
ality. Who can access their information once it goes to the venues?
These often are people who have worked in hospitality. So they have
concerns about where that information stored who can access it,
how's it going to influence, you know.” (Counsellor, 57yrs, Female)

3.4. Additional website features

The final main category comprised of supplemental features and
functionality that add value to the website in terms of its usefulness and
user experience, though they may not necessarily be directly relevant to
self-exclusion registration itself.

3.4.1. Additional help resources

All participant groups indicated that the website should include
relevant psychoeducational material and links to additional gambling
help resources. To illustrate, a self-exclusion end user commented:
“Definitely have links to other problem gambling websites, treatment
facilities or counselling services... Or even just little articles or blogs or
podcasts, you know, just stuff around gambling and treatment and ed-
ucation. I think that would be handy.” (Consumer, 25 yrs., Male).
Furthermore, these resources should be holistic and target the multiple
areas of life affected by gambling.

Although not required to complete a self-exclusion registration,
participants also believed this process as an opportune time to request
end users' consent to be contacted by a gambling counsellor.

“I like the suggestion of having a follow up call, I think that should be
an option. Like once they're done with the exclusion, maybe tick a
box, do they want a phone call? You know, in a week or whatever
time period... [to] gain further information about individual therapy
or you know, so they know there is someone that they can call or that
can call them, but I think as an option for them rather than [it being]
mandatory.” (Counsellor, 28yrs, Female)

3.4.2. User information dashboard

Mostly consumer participants suggested incorporating a user profile
dashboard feature allowing end users to login, review, and update de-
tails of an active self-exclusion agreement. This feature may be useful for
self-reporting of breaches, extending the timeframe and/or geographical
scope of an agreement, being notified of and renewing self-exclusion as
the termination date approaches. One participant with prior self-
exclusion experience commented: “For me, I think having some sort of
portal where I can log-in and see where I am self-excluded from... when
[the self-exclusion] runs out and all that kind of stuff.” (Consumer, 25
yrs., Male).

3.4.3. Non-self-exclusion user functions
Professional stakeholders believed it would be useful to include
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included a login platform for professional users (similar to the end user
dashboard) that supported breach reports submitted by counsellors or
venues operators, relevant usage data collection, analysis and insights,
and provision of pertinent information relating to self-exclusion pro-
gram operations. Overall, these functions should be directed toward
improving self-exclusion efficacy as reflected by the following partici-
pant quote:

“I think access to data would be really important. Trying to under-
stand uptake, those sorts of things. How it links into a venue... so
breaches can be reported... And I think having access to that infor-
mation, not as a compliance tool, but as an information tool to see
what's going on, where there might be issues... a venue might need
some extra training in dealing with people that [are] breaching. I
think that'd give us a really good idea if we've got particular hotspots
in the state that we need to be mindful of.” (Policy maker, 45yrs,
Female)

4. Discussion

Self-directed online registration is a logical empirically supported
next step to advancing accessible self-exclusion interventions intended
to enhance convenience and remove shame and embarrassment for end
users. This study sought to identify key design and functional re-
quirements with important contextual considerations for a co-designed
self-exclusion website involving multiple relevant stakeholders.
Although participants in this study expressed alternative viewpoints in
relation to specific design issues, many of the findings were consistent
between stakeholder groups.

Desirable latent website attributes were strongly emphasised across
all groups, particularly, that self-directed online self-exclusion should be
an easy and simple process for end users, and the platform should
accommodate individual needs and expectations. Multi-platform
compatibility (i.e., functionality across smartphone, tablet, laptop, and
desktop devices) was frequently referenced as an example of the latter
requirement of ‘flexibility’. Simplicity and flexibility are universal at-
tributes important to the success of any web-based application (Chis-
holm and May, 2008); however, they take on increasing importance
with systems designed for vulnerable patient groups (Arsenijevic et al.,
2020; Miller et al., 2017; Ben-Zeev et al., 2013). In support, ‘usability’ or
“the ease with which a system can be learned and used” (Dabbs et al.,
2009, p.176), is a key predetermining factor for the level of acceptance
and effectiveness of digital health technology in target populations
(Maramba et al., 2019). Conversely, overly long and complex registra-
tion procedures have been identified as a key barrier for entry into
existing self-exclusion programs (Pickering et al., 2018; Motka et al.,
2018). Participants in the current study emphasised the importance of a
user-friendly website so as not to exacerbate end users' feelings of
emotional distress and ambivalence to change. The current findings
highlighted the value of a website that encourages end users by posi-
tively reinforcing their decisions to self-exclude. Examples provided by
study participants mostly related to aesthetic features and positive user
feedback or testimonials to enhance self-efficacy; however, the appli-
cation of game design principles (i.e., ‘gamification’) to incentivise self-
exclusion completion may also warrant consideration in this context
(see Griffiths, 2019; Sardi et al., 2017).

Participants drew upon their understanding of existing self-exclusion
processes to describe the core sequential functions of a web-based self-
exclusion system. These included the collection of strictly relevant
personal information and preferences, in addition to administering in-
formation regarding program terms and conditions and gaining end
users' consent prior to enacting the agreement. For participants, inte-
grating processes currently performed face-to-face into an online envi-
ronment presented several challenges. These mostly related to the
absence of an informed professional to verify end users' identity and to
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guide them through each step of the process. However, identity verifi-
cation software has been successfully applied to comparable online tasks
that were previously completed face-to-face, and many end users are
already experienced in using this technology (e.g., online banking;
Goode, 2018). Furthermore, self-exclusion consumers' experiences of
unhelpfulness and insensitivity with some venue staff has been docu-
mented as a self-exclusion deterrent (Hing et al., 2014; Pickering et al.,
2019). However, process support features (e.g., clear instructional
content, telephone or live chat support hotline) were identified in the
current analysis as a viable offset regarding the lack of in-person
support.

All participants recognised the importance of data security measures
to protect end users' confidentiality, especially given the pervasive social
stigma that is associated with gambling problems (Hing et al., 2015).
However, they simultaneously identified that highly rigorous security
may hinder the required simplicity and ease of use in the system.
Therefore, it is likely that an optimal balance must be struck between
such attributes. It was important to incorporate security measures and to
promote the existence of these to end users via website content, thus
reassuring them that the system is safe to use. Our findings are consistent
with e-commerce and behavioral economics studies indicating higher
consumer confidence and engagement with websites displaying security
or ‘trust’ badges (Johnson et al., 2020; Nong and Gainsbury, 2019).
Beyond the current website, these findings may be extended to inform
efforts to improve the uptake of eHealth programs that require sensitive
end user data; specifically, by highlighting the importance of trans-
parent communication of security information to end users in a format
that is easy to interpret (Van Gemert-Pijnen et al., 2011).

All participants agreed that information and links to a range of
additional help services would be a useful auxiliary website feature. This
finding adds support to the current perspective that self-exclusion can
serve as a gateway into more intensive treatment for gambling problems
(Blaszczynski et al., 2007). Suggestions to incorporate both gambling
and non-gambling specific services are consistent with a contemporary,
multidimensional model of gambling recovery (Pickering et al., 2019).
Stakeholder groups considerably differed in proposing other auxiliary
website features; consumers focused on ideas to enhance end user
experience (i.e., user information dashboard), whereas professionals
focused on ideas relevant to administrative users (e.g., a reporting
mechanism for exclusion breaches). Incorporating features relevant to
different stakeholders into the website design and functioning may be
expected to enhance acceptability or ‘buy-in’ across all groups thus
increasing the likelihood of service adoption, penetration and sustain-
ability upon implementation (Proctor et al., 2011; Steen et al., 2011).

Gaining government and industry support for the system was
emphasised, particularly by professional participants, as a key practical
consideration for implementation. Government support may be contin-
gent on compliance with current gaming machine regulations and data
privacy law; whereas industry support is affected by the associated costs,
impacts on business operations, and disruption to recreational gamblers
(Blaszczynski, 2018; Choliz, 2018; Ladouceur et al., 2016). The impor-
tance of open collaboration between these stakeholders in efforts to
minimise gambling harm is detailed in a prominent framework of shared
responsibility, coined The Reno Model (see Blaszczynski et al., 2004).
Other concerns related to integrating a self-exclusion website into an
already complex environment of competing self-exclusion schemes (see
Australasian Gaming Council, n.d.). Ideally, jurisdictions would work
toward establishing unified state or national self-exclusion programs
that encompass both land-based and online gambling forms (depending
on legal availability). Notably, almost all study participants resided in
NSW, Australia. Although similar political forces may be expected to
operate across jurisdictions internationally, specific features of the
gambling environment will differ, thus warranting careful consideration
in the implementation process.

Lastly, a good marketing strategy was perceived as important to
promote the availability of the self-exclusion website to potential end
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users. In previous studies, self-exclusion consumers have reported lack
of awareness and difficulty accessing information about self-exclusion
options (Pickering et al., 2019; Hing and Nuske, 2012; Hing et al.,
2014). One UK study found that fewer than 1-in-5 participants in a
sample comprised mostly of gamblers were aware of any one of several
nationally available multi-operator self-exclusion schemes (including a
self-exclusion website for online gambling operators; Ipsos MORI Public
Affairs, 2020). Most participants learned about these schemes through
traditional communication mediums including television/radio and
word-of-mouth (Ipsos MORI Public Affairs, 2020). Current findings
highlight the need to utilise the online format of self-exclusion websites
and apply digital marketing strategies (e.g., via social media), poten-
tially attracting a younger population prior to or at the initial onset of
their problem gambling (Black and Shaw, 2019).

Overall, it is difficult to compare our results to the limited experi-
ences of other jurisdictions that have implemented gambling self-
exclusion websites due to a general lack of public reporting on design
and implementation processes; and before now, there has been no
standard framework of stakeholder requirements to guide relevant de-
cisions. Existing self-exclusion website operators are encouraged to
retrospectively review their services in the context of current findings to
identify areas for improvement. With respect to eHhealth interventions
more broadly, the findings demonstrate overlap with several design
features that are proposed to mediate design effects on outcomes (e.g.,
tailoring, aesthetics, credibility, usability, information architecture;
Morrison et al., 2012). However, the requirements advanced in this
study extend beyond established frameworks by detailing how such
features and new ones (e.g., linking to additional help services) can be
integrated into self-exclusion website design, and by outlining practical
considerations for effective implementation.

The strength of qualitative research is in its capacity to facilitate
detailed, in-depth investigations of research questions, including the
flexibility to explore new and emerging topics (Queirds et al., 2017).
Although this multi-stakeholder, semi-structured interview design was
appropriate, it was simultaneously vulnerable to the limitations of
qualitative research. Particularly, self-selection bias may have arisen
due to a purposive sampling strategy and the use of a small non-
representative sample. Furthermore, it is possible unequal stakeholder
groups may have contributed to over- or under-representation of certain
stakeholder perspectives. All self-exclusion consumers involved in this
analysis had strong formal help-seeking histories for gambling problems,
thus were not representative of many gamblers who never seek assis-
tance. Despite difficulties in accessing this non-help seeking subgroup
for research, their perspectives are especially important in the context of
increasing engagement with available help services.

5. Conclusion and future directions

The current findings provide a qualitative data-driven guiding
framework to inform the development of self-directed web-based sys-
tems for gambling self-exclusion. Although this study was targeted to-
ward self-exclusion, several of the findings are relevant to eHealth
interventions on a broader level. In particular, the website attributes
(easy and simple, flexible, credible and trustworthy, and encouraging)
could be used as a basic model for developing self-directed online in-
terventions to maximise their likelihood of patient uptake. Re-
quirements that are specific to self-exclusion programs, such as
collecting and verifying personal information and program preferences,
must be considered in the unique context of each jurisdiction, including
its social norms, legal and geographical environment. Practical con-
straints will likely prevent the inclusion of all requirements in the
website design; thus, it is useful to prioritise these by feasibility (i.e.,
cost, time, difficulty) and importance (as perceived by stakeholders).
The next steps involve a systematic design and evaluation process,
including iterations between prototype development, and testing for
acceptability, usability, and effectiveness (Van Gemert-Pijnen et al.,
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2018; Van Velsen et al., 2013). Lastly, registration is only one aspect of
the self-exclusion process. Future research should investigate
technology-based strategies to enhance detection rates of non-compliant
self-excluded individuals.
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