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Abstract

Objective: To explore the knowledge, perceptions of and attitudes to digital health of Bulgarian hospital professionals in the
first study of digital health in this professional group.

Methods: A paper-based questionnaire was administered to doctors, trainee doctors, nurses, midwives, and laboratory assistants
working inmultiprofile or specialized hospitals. Topics included the following: state, objectives, benefits, and future of digital health;
data storage, access, security, and sharing;main software used; patient-held Personal Information System (PIS); and telemedicine. A
total of 1187 participants from14hospitals completed the survey in twophases: September 2013–April 2014 andMay 2015–April 2017.
Data were analyzed through descriptive statistics and multilevel logistic regression.

Results: Three-quarters of participants evaluated the state of development of digital health in Bulgaria as subpar (36.0% nega-
tive; 38.9% passable; 24.5% positive). 27.2% (323) endorsed patients having unconditional access to their data. In contrast,
89.5% (1062) of participants considered it appropriate to have full access to patient data recorded by colleagues. Doctors
were more likely to endorse patients having access to their data than healthcare specialists (OR= 1.79 at facility, OR= 1.77
at location).

Conclusion: The largely negative or lukewarm attitudes toward the state of development of digital health in Bulgaria are
likely to result from the high number of failed projects, unmet expectations, misunderstood benefits, and unforeseen chal-
lenges. This study provides a much-needed stimulus and baseline for researching the ways in which the digital health land-
scape in Bulgaria has matured—or not.
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Introduction
Bulgaria’s healthcare system faces globally shared problems
of increasing life expectancy1 and an aging population,2 an
increasing burden of noncommunicable diseases,3 high
levels of difficult-to-modify health-compromising beha-
viors,1,4 workforce challenges,5 and, most recently, the
onslaught of the COVID-19 pandemic.6 In 2019, the
country was 7th in the world in terms of population aging,
with 21.3% of its citizens 65 or older.1 Levels of pure
alcohol consumption and smoking rank it, respectively,
10th and 9th in the world.1 It has long had the highest mor-
tality in the European Union (EU) from diseases of the circu-
latory system: 1075.9 vs. 370.2 EU average deaths per
100,000 individuals in 2018.7 While the doctor-to-patient
ratio is highly favorable, of 4.21 doctors per 1000 indivi-
duals,8 ranking the country 7th in the world,9 53.0% of
doctors are aged 55 or above.5 As of February 2023, the
COVID-19 death rate in Bulgaria—of 5499 per 1,000,000
individuals—is the second highest in the world.6

In 2018, Bulgaria had the second lowest total expend-
iture on health per capita in the EU-28—$690, over five
times lower than the EU average of $3525. Within this,
the government health expenditure was $398, the lowest
amount EU-wide and ranking the country 87th in the
world.1 Bulgaria also had the highest percentage of
out-of-pocket payments for health in the EU, 40.5%.1

Nevertheless, the health expenditure per capita increased
from $94 to $690 between 2000 and 2018, outpacing the
increase of the Gross National Income per capita (from
$1660 to $8560).1 Bulgaria is one of the exceptions to the
rule of a positive relationship between Gross Domestic
Product growth and health status in postcommunist
countries, along with Hungary, Ukraine, and Russia.10

The Bulgarian healthcare system has been undergoing
transformations since the 1990s, following the fall of com-
munism. The reforms have been criticized as lacking a
comprehensive plan and vision, being implemented
slowly and hesitantly, neglecting the need for communica-
tion with citizens and healthcare professionals, and having
an unclear legal basis and underdeveloped control func-
tions.11–13 According to a Bloomberg report, Bulgaria
had the lowest healthcare efficiency score in 2015 out of
56 economies.14 It is incontestable that the Bulgarian
healthcare system continues to need profound and rapid
reform.

Digital health is defined as the range of tools based on
information and communication technologies (ICT) used
to assist and enhance the prevention, diagnosis, treatment,
monitoring, and management of health and lifestyle.15 It
has been advanced as a foundation for the deep and rapid
reform of the health sector Bulgaria needs.16,17 Empirical
research from EU countries with stronger health systems
has also demonstrated the capacity of digital health to accel-
erate healthcare transformation.18 However, the country’s

adoption of digital health solutions has remained subopti-
mal (Supplemental Material 1).

Healthcare professionals play a key role in the adoption
and implementation of digital health.19 Bulgarian GPs have
scored high (above 90%) on 3 out of 13 indicators of
eHealth—GP practices receiving professional IT support,
use of computers in practices, and electronic recording
and storage of individual administrative patient data,20 yet
the level of adoption of eHealth in hospitals remains under-
explored. To our knowledge, the present study—Bulgarian
eHealth Study (BEHEST)—is the first to explore the
knowledge, perceptions of and attitudes to eHealth of
Bulgarian hospital personnel. It aimed to answer the follow-
ing questions:

1. What are Bulgarian hospital professionals’ knowledge,
perceptions of and attitudes to: digital health in general
and in terms of its current state and expectations for the
future; objectives and intended benefits; data storage,
access, and sharing; security issues; and key software?

2. How do these vary by characteristics of respondents’
workplaces and by characteristics of respondents’
demographic and professional profiles?

Methods
This was a questionnaire-based study conducted in three types
of inpatient facilities and three types of location in two phases
between September 2013 and April 2017. In each of the study
settings, the data collected were cross-sectional.

Questionnaire design

A draft questionnaire was developed by DP based on three
semistructured interviews with two doctors, a nurse, and a
midwife and further discussions with a senior digital
health specialist. Questions and response options generated
through this collaborative work were organized in the fol-
lowing thematic domains:

(a) state of development and objectives of digital health
(q1 and q4);

(b) current and future storage of patient data (q2 and q3);
(c) benefits of digital health to patients (q5);
(d) patients’ and healthcare professionals’ access to data

(q6 and q7);
(e) expectations concerning the future of digital health

products (q8);
(f) evaluation of the main digital health software used by

respondents (q9 and seven sub-questions);
(g) patient-held Personal Information System (PIS) (q10–

q13);
(h) authentication and security (q14–q17);
(i) health information exchange (HIE) and telemedicine

(q18–q20).
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There were 27 questions in the above domains. Demographic
and professional profile data were collected on the follow-
ing: gender, professional group (doctor, trainee doctor,
nurse, midwife, and laboratory assistant), age group
(under 30, 31–45, 46–55, and over 55), length of service
(1–5, 6–10, 11–15, and over 15 years), and specialty
(doctors only).

Concerted effort was made to ensure the clarity and sim-
plicity of language. Technical IT terms were avoided so that
clinicians with limited interest in IT could still find the ques-
tionnaire understandable and relatable. For instance, “com-
puter program” was preferred to “clinical IT system,” as
“clinical system” was often taken to mean a system for
administering intravenous drugs and fluids. The intervie-
wees, further pilot participants (n= 20), and academic collea-
gues commented on several versions of the questionnaire
(Supplemental Material 2).

Choice of hospitals

Our sampling framework included all “multiprofile hospi-
tals for active treatment” (N= 181) and all “specialized hos-
pitals” (N= 87) in Bulgaria. Specialized hospitals in the
country are further subdivided into “specialized hospitals
for active treatment” (N= 80) and “complex oncology
centers” (N= 7). For brevity, we will hereinbelow use
“multiprofile hospitals”, “specialized hospitals”, and
“oncology centers.” In these institutions, healthcare profes-
sionals work with software products daily and are more
likely to exchange information electronically with other
units within their own organization or other settings. For
further information on healthcare facilities in Bulgaria,
see Supplemental Material 1.

To be eligible for inclusion in the study, an institution
had to:

(a) have a relatively mature IT infrastructure (including
hospital servers, data storage servers, and PCs in a
client–server network);

(b) be using clinical IT software actively or to have made
recent investment in such software;

(c) be exchanging health data internally, primarily by elec-
tronic means.

The sampling approach also aimed to ensure variability in
terms of location (importance and size of town/city),
responsible entity (e.g. Ministry, such as of Health or
Defense; municipality; a commercial entity; or a combin-
ation of these), and funding sources (public/private).

Healthcare professionals were eligible to participate if
they:

(a) worked with clinical software products;
(b) had length of service of at least 1 year;
(c) were on shift at the time of the questionnaire distribution.

Study ethics, permissions, and recruitment processes

In Bulgaria, surveys do not require approval by an independent
ethics committee or an institutional review board (see, for
instance, the official letter from theMinister of Health provided
in response to a researcher’s query regarding a Europe-wide
survey21). However, the study needed a range of approvals
and permissions by participating institutions, which were inter-
twined with the recruitment processes. These are represented
schematically in Figure 1 and described below.

Since there is no centralized information on the IT infra-
structure of Bulgarian hospitals, DP used the following
sources to search for information on eligibility criteria: the
website of eHealth Bulgaria Foundation (www.ehealth-bg.
org, no longer live); expert advice; information in the mass
media; and personal judgment based on the reputation,
size, and financial state of a hospital (since IT projects are
not reimbursed by the National Health Insurance Fund,
they are typically implemented by larger hospitals).

DP then deposited, in the administrative office of each
preselected institution, a study information pack to be
brought to the attention of its director. Once a decision was
made (variably by the director personally or at a medical
council), he proceeded with arranging the practicalities
around the questionnaire administration, typically with the
head nurse. At an initial meeting, he explained the goals of
the study and answered questions about it. The number of
questionnaires needed for the different units was estimated,
with the estimate reflecting all healthcare professionals in a
unit perceived by the head nurse to meet the eligibility cri-
teria. Subsequently, the head nurse introduced the study to
the chief nurses of the various departments and handed out
copies of the questionnaire. This mediated approach was
taken primarily because of visitor restrictions at the hospitals.

Healthcare professionals returned completed question-
naires to the office of their unit’s chief nurse. She then
passed them on to the hospital head nurse, from whom
DP collected the full set. The time between passing on ques-
tionnaire copies to the head nurse and having the completed
questionnaires returned to the lead researcher ranged from
2 days to over a month across participating hospitals.

Periods of data collection

The first phase of the study ran between September 2013
and April 2014. Data were collected in four large and
four small hospitals. As the primary investigator was
advised of new IT projects starting in five large and one
middle-sized hospital, a second phase of the study was
initiated. It ran between May 2015 and April 2017.

Data entry and preparation for analysis

Data were entered in SPSS version 25.0 (IBM Corp.,
Armonk, NY, USA). The resulting dataset was verified
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against the paper questionnaires at least twice. A small
number of errors were found and corrected. Questionnaires
that had numerous missing or repetitive responses or, in
some cases, appeared to have been filled in by the same
person twice were discarded (49 such questionnaires).

The following variables were created to support the
analysis:

• location—capital, city, and town;
• staff type—doctors (fully qualified and trainee doctors)

and healthcare specialists (nurses, midwives, and labora-
tory assistants). The aggregation of staff type was per-
formed as the number of trainee doctors, midwives,
and laboratory assistants in the sample was small.

Pilot testing the questionnaire with a 9-point Likert scale for
evaluation questions showеd that respondents defaulted dis-
proportionately often to extreme values or the midpoint. As
a result, we switched to using the marking scale of
Bulgarian schools (2–6), which respondents found much
more intuitive. The two lowest marks (2 for “poor” and 3
for “mediocre”) were combined into a “negative percep-
tion.” The two highest marks (5 for “very good” and 6
for “excellent”) were combined into a “positive percep-
tion". The middle point (4, formally referred to as “good”
in the Bulgarian marking system but having the connota-
tions of “passable”) remained unchanged.

Data on the target population were requested from the
National Statistical Institute and the National Center of
Public Health and Analysis (see Table 1).

Statistical methods

Statistical analyses were conducted using SPSS v25.0 and
SAS v9.4 (SAS Institute Inc., NC, USA). Descriptive statis-
tics were used to represent characteristics of respondents
and distributions of responses. For five key dependent vari-
ables, multilevel logistic regression analysis (PROC
GLIMMIX) was performed, exploring their relationship
to respondent characteristics while accounting for cluster-
ing at the level of healthcare facilities’ type and/or location
and study period.22,23 The five dependent variables concerned
the benefits of digital health for patients (q5), healthcare pro-
fessionals’ rights to access patient data (q7), patients’ rights to

access their own data (q6), attitudes to the main software
(q10), and feeling more informed and motivated by virtue
of using such software (sub-questions to q9). These were con-
sidered key beliefs and attitudes concerning digital health,
likely to have a powerful impact on its adoption. The use of
multilevel logistic regression was driven by a judgment that
the data are likely to have a hierarchical structure. The survey
was conducted among healthcare professionals from three
types of facility in three types of location and in two periods.
Ignoring potential clustering effects could lead to drawing
inaccurate inferences.24 A χ² test was used to explore the rela-
tionship between respondent characteristics and the three
cluster variables (healthcare facility, location, and period).
Multilevel logistic regression was then used to investigate the
relationship between respondent characteristics and dependent
variables in the context of the cluster variables.22,23

Methodological detail is provided in Supplemental Material 3.

Results

Sample

Healthcare professionals from 14 hospitals, located in 7 out
of 28 districts in Bulgaria, took part in the study. Eleven of
the hospitals were multiprofile ones, with one of them also a
military facility; two were specialized hospitals; and one
was an oncology center. Eight hospitals were public,
funded by the Ministry of Health and/or the relevant muni-
cipality; five were private; and one was funded by the
Ministry of Defense. Five were teaching hospitals. Data
from the Military Medical Academy are presented separ-
ately, reflecting facility-specific hypotheses as well as the
way national data are collected.

The number of healthcare professionals who returned
analyzable questionnaires was 1187, of which 578
(48.7%) were from the first phase and 609 (51.3%) from
the second phase. This was out of 1379 distributed and
1236 returned questionnaires. A response rate, however,
cannot be calculated, as head and chief nurses were not
asked to record how many potential participants they
approached, and in some cases they made further copies
of the questionnaire. Respondents were 73.0% women
and 27.0% men. 13.1% were up to 30 years old, 41.0%
between 31 and 45, 30.6% between 46 and 55, and

Figure 1. Stages of study in each hospital.
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Table 1. Comparison of the target and sample population by demographic characteristics, location of work, and length of service.

Doctors Healthcare specialists Trainee doctors

Sample
% (n )

Populationa

% (N )
Sample
% (n )

Population
% (N )

Sample
% (n )

Population
% (N )

Totalb 40.7 (483) 35.3 (16,778) 52.6 (624) 59.4 (28,274) 6.7 (80) 5.3 (2515)

Gender

Mеn 51.8 (250) 50.4 (8451) 3.8 (24) NA 57.5 (46) NA

Women 48.2 (233) 49.6 (8327) 96.2 (600) NA 42.5 (34) NA

Age

Young (≤30 in study) 8.7 (42) 18.2 (3056)
<35 years

9.6 (60) NA 66.3 (53) NA

Late young–early middle age (31–45 in study) 38.5 (186) 13.5 (2257)
35–44 years

43.9 (274) NA 33.7 (27) NA

Middle age (46–55 in study) 36.6 (177) 26.3 (4406)
45–54 years

29.8 (186) NA NA NA

Preretirement (>55 in study) 16.1 (78) 42.0 (7509)
≥55 years

16.7 (104) NA NA NA

Length of service

1–5 years 13.9 (67) NA 8.5 (53) NA 87.5 (70) NA

6–10 years 13.5 (65) NA 9.9 (62) NA 11.3 (9) NA

11–15 years 16.3 (79) NA 14.6 (91) NA 1.3 (1) NA

Over 15 years 56.3 (272) NA 67.0 (418) NA

Healthcare facility type

Multiprofile hospitals 64.8 (313) 84.5 (14,170) 65.9 (411) 81.3 (22,993) 70.0 (56) 67.5 (1697)

Specialized hospitals 9.7 (47) 10.2 (1706) 12.7 (79) 9.9 (2786) 15.0 (12) 5.2 (132)

Complex oncology center 6.0 (29) 1.8 (301) 5.9 (37) 2.7 (765) 1.3 (1) 0.9 (22)

Military Medical Academy 19.5 (94) 7.9 (1326) 15.5 (97) 6.5 (1849) 13.8 (11) NA

Healthcare facilities outside of target populationc 3.6 (601) 6.1 (1730)

Locationd

Capital (sampled) 60.2 (291) 26.4 (4084) 57.4 (358) 23.8 (6281) 60.0 (48) 30.7 (772)

Sampled cities 25.1 (121) 29.0 (4482) 25.0 (156) 26.6 (7038) 30.0 (24) 40.2 (1011)

Sampled towns 14.7 (71) 5.5 (853) 17.6 (110) 5.6 (1483) 10.0 (8) 3.1 (78)

(continued)
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15.3% over 55 years. 58.1% of respondents have worked as
healthcare professionals for over 15 years. Doctors consti-
tuted 40.7% (483) of the sample; healthcare specialists
were 52.6% (624); trainee doctors were 6.7% (80).

Almost two-thirds (65.7%) of participants worked in
multiprofile hospitals, 17.3% in specialized hospitals
(11.3% in hospitals for active treatment and 6.0% in an
oncology center), and 17.0% in the Military Medical
Academy. The majority (58.7%) worked in the capital,
25.4% in cities, and 15.9% in towns.

Key characteristics of the sample are presented in
Table 1, mapped against features of the target population.
The sample is close to representative of the target population
in terms of gender of doctors (p= .948); nonrepresentative in
terms of location; and undefinable in terms of representative-
ness for the remainder of the parameters as relevant national
data, or national data using the types of categories used in the
study, were not available.

Valence of perceptions: positivity/negativity around
digital health

Positive/negative perceptions were elicited about the
overall state of digital health in Bulgaria, the state of HIE,
and the main type of digital health software participants
were using. More participants evaluated the state of devel-
opment of digital health in Bulgaria as negative or passable
than as positive (36.0% negative; 38.9% passable; 24.5%
positive). More participants had positive, as opposed to
negative, perceptions of the main digital health software
they used and of HIE (respectively, 28.8% vs. 21.5% and
30.5% vs. 23.2%), although lukewarm responses still domi-
nated (respectively, 47.9% and 44.6%) (Figure 2).

Objectives, benefits, and future of digital health in
general

Easy access tomedical records and instant access to the results
of laboratory tests were perceived as the key objectives of

digital health, identified as such by, respectively, 67.8%
(805) and 54.8% (651) of participants. A minority (6.4%,
76) reported being unfamiliar with its objectives (see also
Table 2, T2.1). Taking the patients’ perspective, 45.1%
(535) of respondents believed that patients valued the time
gains around information processing, while 36.1% (428) con-
sidered diagnosis and therapy to be far more important to
patients than the processes underpinning them(Table 2,T2.2).

In terms of the future of digital health products, 45.7%
(543) of respondents believed that they would replace fully
current ways of handling health information, while 13.2%
(157) envisaged no significant future development
(Table 2, T2.3).

Perceptions of the patient-held PIS

Over three-quarters of respondents (77.7%, 922) indicated
willingness to use the patient-held PIS of the National
Health Insurance Fund, containing information about all
services provided to the patient by contracted providers.
37.3% (443) of respondents considered the information in
it sufficiently reliable, while 40.4% (479) found it incom-
plete but useful for reference purposes. A small proportion
of respondents had serious concerns about PIS: 5.4% (64)
perceived its information as unreliable and 8.3% (99) as
unusable. Interestingly, 58.2% (691) had not accessed
their own PIS (Table 4, T4.8, T4.9).

Storage, access, and security of health information

Participants believed that the information they entered
about patients was stored on hospital servers (64.1%,
761). They were also likely to express a preference for
this to be the case in the future (61.6%, 731). A relatively
small proportion of respondents believed that patient infor-
mation was stored on the computer they worked on (15.4%,
183). See T3.1 and T3.2.

While over 77% (922) of respondents were willing to
use the patient-held PIS in their practice, they were far

Table 1. Continued.

Doctors Healthcare specialists Trainee doctors

Sample
% (n )

Populationa

% (N )
Sample
% (n )

Population
% (N )

Sample
% (n )

Population
% (N )

Nonsampled locations 39.0 (6033) 44.0 (11,623) 26.0 (654)

aNational data for age distribution used other age groups: <35, 35–44, 45–54, 55–64, 65–74, and 75+.25
bSamples differ from the target population—p < .001.
cPercentages (number) of target population that were not included in the study—primarily mental health institutions, as at the time of the study they had no IT
infrastructure whatsoever.
dHealthcare staff at the Military Medical Academy are excluded from the distribution by location, as relevant data are not collected by the official statistical
institutions.
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less positive about patients having access to data. Only
27.2% (323) endorsed unconditional access, with 23.7%
(281) considering it unnecessary since patients were given
paper documents and 22.5% (267) believing it would over-
load the system and interfere with their work (T3.3). As for
accessing data that other healthcare professionals had
entered about a patient, 51.1% (606) indicated that it
would help them make a diagnosis; 28.4% (337) indicated
that it would save time and money for laboratory tests; and
10.0% (119) chose both answers (even if only one was
required). 6.5% (77) did not want such access (T3.4).

60.9% (723) of participants had the data security–com-
promising habit of using the same password across different
IT systems. Complexity of passwords showed a spread
across types, with passwords of moderate strength, consisting
of lowercase letters, digits, and symbols, being the most fre-
quent (31.0%, 368); see also Table 3 (T3.5–T3.7). 58.2%
(691) of respondents were worried about unauthorized
access (Table 4, T4.6).

Approximately two-thirds of participants (65.0%, 772)
reported that using a software product facilitated their
work. Just under half of them felt that they were more
informed and motivated because of it (45.5%, 540).
Almost half of participants (49.6%, 589) entered data
after a consultation. See also Table 4.

Findings on e-signature and telemedicine are reported in
Table A5, Supplemental Material 3.

Logistic regression findings

We found no impact of either type or location of healthcare
facility or study period on the five dependent variables of

interest (level 2 intercept was not statistically significant,
Tables A1 to A7, Supplemental Material 3). After adjusting
for confounding, only one of the independent variables—
professional group—was found to be associated with one
dependent variable. Doctors, independent of the settings,
were more likely to approve of patients’ access to their
data as opposed to healthcare specialists (OR= 1.79, 95%
confidence interval (CI), 1.35–2.35 for type and OR=
1.77, 95% CI 1.35–2.33 for location), Tables A2 and A4,
Supplemental Material 3.

Discussion

Summary of key findings

Three-quarters of participants evaluated the state of devel-
opment of digital health in Bulgaria as either negative or
passable. The objectives of digital health which respondents
were most familiar with were ease- and immediacy-focused
objectives related to their daily work (“easy access to
medical records” and “instant access to the results of labora-
tory tests”) as opposed to broader and long-term healthcare
system objectives (such as “improve disease prevention and
treatment” and “improve control and management of health-
care”). Over three-quarters of respondents were willing to
use the patient-held PIS. To our knowledge, the latter is
the only large-scale digital health project in Bulgaria to
have been successfully implemented. It has also been eval-
uated as a suitable foundation for the future development of
an Electronic Health Record (EHR).26 Almost two-thirds of
respondents experienced the digital health software they
used as facilitating their work. Overall, while participants

Figure 2. Positive/negative perceptions of aspects of digital health (%; No)
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were lukewarm to skeptical about the development of
digital health in Bulgaria, most likely due to the numer-
ous failed projects and unmet expectations (as described
in Supplemental Material 1), misunderstood benefits,
and unforeseen challenges, they also showed enthusiasm
for specific products and appreciated their value and
potential.

Patients’ unconditional access to data about them was
supported by a little over a quarter of respondents. In
contrast, almost 90% of respondents thought it was
appropriate to have full access to patient data recorded
by other healthcare professionals. While there is a need
for further focused research on such attitudes, one of the
likely explanations is that Bulgaria is a country with a
totalitarian past, and it still bears the marks of a system
where the personal space of individuals could be readily
encroached upon by the state and authority figures. It is
important to note that this apparent lack of respect for
patients’ data privacy was also against the backdrop of
practices of password creation and use that often compro-
mised data security and relatively high levels of concern
about unauthorized access. More charitably, the General
Data Protection Regulation (GDPR) had not come into
force at the time the study was conducted, and the response
options to the data access questions themselves did not
incorporate clear recognition of patients’ data rights.

Multilevel logistic regression suggested that doctors
were more likely to approve of patients’ access to their
data than nurses, midwives, and laboratory assistants.
Again, there is a need for further research on the reliability
of such findings and likely explanations for it. Potentially,
doctors may feel they have greater authority to approve or
disapprove of such rights by virtue of having greater author-
ity overall. Alternatively, they may experience their notes as
more relevant to patients than other healthcare professionals
do.

Comparison with the literature

During the early stages of data collection for this study,
Europe showed significant variability in the adoption of
digital health in hospitals, with Nordic countries on the
high-performing end and Eastern European countries (the
region of Bulgaria) and Greece being less advanced
users.27 It remains to be seen if the impetus toward digital
health arising from COVID-19 will mean Bulgaria, and
other Eastern European countries, will catch up with more
advanced member states, including in terms of knowledge,
attitudes, and practices associated with digital health among
hospital personnel.

Patients’ access and healthcare professionals’ access to
patient data were identified as two out of six digital health
indicators of patient-centered care in a 2017 survey of inter-
national informatics experts.28 The survey also found that
patients had full access to their hospital data in Finland
and South Korea; partial access in Austria, Sweden, and
the USA; and no access in Denmark and Hong Kong.
Other healthcare professionals had access to patients’ hos-
pital data in Finland, Hong Kong, and Sweden; partial
access in Austria and the USA; and no access in
Denmark and South Korea.28 A Swedish study found
healthcare professionals with personal experience of a

Table 2. Objectives, benefits, and the future of digital health.

Themes, questions, and response options

Total

% (n)

T2.1. Perceptions of objectives of digital health (q4)

Easy access to medical records 67.8 (805)

Instant access to results of laboratory tests 54.8 (651)

Improve quality of and access to healthcare services 46.3 (549)

Data sharing between patients and providers 44.1 (523)

Improve disease prevention and treatment 43.1 (512)

Access to up-to-date medical information 40.2 (477)

Improve control and management of healthcare 37.2 (441)

New opportunities for patient control and
management of services

21.1 (251)

Not familiar with objectives 6.4 (76)

T2.2. Benefits of digital health to patients (q5)

Time for managing patient information reduced 45.1 (535)

Patients interested in diagnosis and therapy, not in
how achieved

36.1 (428)

Digital health products confuse patients 11.3 (134)

Inspire confidence and security in patients 7.6 (90)

T2.3. Expectations concerning the future of digital health products
(q8)

Will replace fully current ways of managing patient
information

45.7 (543)

Will develop further and integrate fully into
workflow

38.9 (462)

No significant development 13.2 (157)

Other 2.1 (25)

Note: The percentages may not sum up to 100% due to rounding effects.
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new digital health service to be more supportive of patients’
online access to their health records than those without
experience.29 As far as the patients’ perspective is con-
cerned, a pan-European survey showed patients’ support
for storing health information for the purposes of improving
treatment quality and preventing epidemics, resistance to it
being viewed by immediate family members and home care
nurses, and strong resistance to it being accessed by insur-
ance and pharmaceutical companies and academic
researchers.30

Here we found, albeit with disclaimers about the formu-
lation of the response options, that almost 90% of respon-
dents felt they should have access to other healthcare
professionals’ data about patients, while only 27% sup-
ported unconditional access of patients to data about their
own health. It is important to acknowledge that our data
are from a period that precedes both the studies summarized
above and the introduction of the GDPR. Nonetheless, the
findings are concerning, as this is a baseline that may be
hard to change, especially in a country where doctors
hold significant authority, where patients tend to be

Table 3. Information storage and rights of access and security.

Themes, questions, and response options

Total

% (n)

T3.1. Knowledge/beliefs about current information storage (q2)

Hospital server 64.1 (761)

Computer I work on 15.4 (183)

Don’t know 14.8 (176)

Server of the company developer 5.6 (67)

T3.2. Preferences for information storage (q3)

Hospital server 61.6 (731)

The computer I work on 23.7 (281)

Server of company that maintains the hospital
information system

9.9 (117)

Doesn’t matter 4.9 (58)

T3.3. Patients’ access to their health data (q6)

Unconditional access 27.2 (323)

Already giving them results on paper 23.7 (281)

Will overload system and interfere with my work 22.5 (267)

If they have electronic signature 19.7 (234)

Don’t know 6.9 (82)

T3.4. Healthcare professionals’ access to patient health data (q7)

1. Yes, helps make a diagnosis quickly 51.1 (606)

2. Yes, saves time and money for tests 28.4 (337)

*Both 1 and 2 10.0 (119)

No, I have confidence in hospital colleagues 3.5 (41)

No, I don’t trust colleagues whom I don’t know
personally

3.0 (36)

Don’t know 4.0 (48)

T3.5. Passwords for different it products at work (q14)

Same password 60.9 (723)

Different passwords 34.8 (413)

(continued)

Table 3. Continued.

Themes, questions, and response options

Total

% (n)

No password 4.3 (51)

T3.6. Complexity of passwords (q15)

Lowercase letters, digits, and symbols 31.0 (368)

Lowercase and uppercase letters, digits, and
symbols

26.2 (311)

Lowercase letters 26.1 (310)

Lowercase and uppercase letters 12.4 (147)

Missing 4.3 (51)

T3.7. Length of passwords (q16)

≤8 characters 57.3 (680)

9–11 characters 32.4 (385)

≥12 characters 6.0 (71)

Missing 4.3 (51)

Note: The percentages may not sum up to 100% due to rounding effects.
*While q7 required only one response, 119 respondents ticked the above two
responses. An exception was made and an additional category created.
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Table 4. Perception of the main digital health software used (q9)
and PIS (q10–q12).

Subquestions and phases

% (n)

Total

T4.1. Does the digital health software you use facilitate your work?

Yes 65.0 (772)

Unsure 18.2 (216)

No 15.3 (182)

Missing 1.4 (17)

T4.2. Do patient consultations take longer?

Yes 33.3 (395)

Unsure 31.0 (368)

No 33.8 (401)

Missing 1.9 (23)

T4.3. Do you feel more informed and motivated?

Yes 45.5 (540)

Unsure 26.4 (313)

No 26.1 (310)

Missing 2.0 (24)

T4.4. Do you enter data after consultation?

Yes 49.6 (589)

Unsure 14.7 (174)

No 33.8 (401)

Missing 1.9 (23)

T4.5. Should some documents only be completed electronically?

Yes 50.0 (593)

Unsure 22.6 (268)

No 25.6 (304)

Missing 1.9 (22)

(continued)

Table 4. Continued.

Subquestions and phases

% (n)

Total

T4.6. Are you worried about unauthorized access?

Yes 58.2 (691)

Unsure 15.9 (189)

No 24.1 (286)

Missing 1.8 (21)

T4.7. Would you like the program to allow printing of the whole
disease history?

Yes 78.5 (932)

Unsure 13.6 (161)

No 6.4 (76)

Missing 1.5 (18)

Т4.8. Do you, personally, access your patient-held PIS?

No, I don’t 58.2 (691)

I’m not familiar but would use it 28.4 (337)

Yes, through the 10-character Universal Access
Code (UAC)

10.0 (119)

Yes, through electronic signature 3.4 (40)

T4.9. Would you use the information in a patient-held PIS in your
practice?

Yes, the information is incomplete but is suitable for
reference purpose

40.4 (479)

Yes, the information is reliable 37.3 (443)

Other 8.6 (102)

No, the information is incomplete and unsuitable for
reference purposes

8.3 (99)

No, the information is unreliable 5.4 (64)

T4.10. Do you, personally as a patient, consider that the
patient-held PIS will lead to improved healthcare in the future?

Yes, the doctor will enter information about all
medical services provided

41.1 (488)

(continued)
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treated paternalistically, and where the debate around the
ownership of patient data is not part of the normal social
discourse. In their 2022 Data Protection Overview,
Micheva and Koleva31 identified no sanctions or enforce-
ment decisions for breaches in data regulations in the
healthcare sector. Relative to our findings, this is more
likely to reflect lack of individual and societal attention
than lack of breaches.

Strengths and limitations

To our knowledge, BEHEST is the only study on digital
health in Bulgaria that explores the perspectives of hospital
professionals. Its specification of digital health domains,
questionnaire, and approach to recruitment can be used as
a basis for future studies, with adaptations to accommodate
the lessons learned. The study had a large sample size,
including respondents from all three types of healthcare
facilities in the country and from three types of location
—the capital, cities, and towns. We applied multilevel
logistic regression to account for the likely hierarchical
nature of the data and thus avoided spuriously significant
results.32

The questionnaire had several limitations, primarily in
terms of individual response options’ clustering phenomena
that need not co-occur; response sets not exhausting the
range of logical possibilities; and, at times, ambiguous phras-
ing. While it had received extensive feedback and was
piloted with 20 participants, it was not validated. A further
limitation was that data were collected through intermediar-
ies—head and chief nurses. As a result, we could not calcu-
late a reliable response rate. More importantly, we cannot be
certain if instructions around the completely voluntary nature
of the study were followed. Hierarchical distances in
Bulgarian hospitals can be significant, and (tacit) pressure
can be exerted even for activities that should be entirely at
the discretion of a staff member. Further research is needed
using different recruitment approaches (e.g. through profes-
sional unions or discussion forums) and data collection
methods where the relationship between a researcher and a
participant is more direct (e.g. in-depth interviews).

Implications for policy, practice, and research

In view of the scarcity of research on digital health
in Bulgaria and the datedness of our findings, the
primary recommendation arising from this study is for
more research. Mapping live and in-progress projects
and transparency about and learning the lessons of dis-
continued ones are also key steps in advancing digital
health in the country. As Bulgaria has a small and
underresourced health research and evaluation commu-
nity, participation in international projects will be
highly advantageous.

The Ministry of Health and the National Health
Insurance Fund must introduce uniform standards for
digital health products. Government support is needed for
utilizing available EU funding. Healthcare professionals
need further training in digital skills as well as awareness
raising about the goals and benefits of digital health.
Issues of ownership and access to and sharing of patient
data require a broad social discussion, in addition to appro-
priate legislation. Good legislation has been demonstrated
to increase levels of adoption of digital health. In the
USA, the 2009 Health Information Technology for
Economic and Clinical Health Act (HITECH) has contrib-
uted to a rise from 7.6% of the use of at least a basic
digital health system in 200833 to 80% in 2016.34

Hospital-specific data governance rules also need urgent
attention, as well as pragmatic facilitators of secure access
to data. For instance, while smart cards are used by
default to give healthcare professionals access to their
workplace, they are not used to enable authentication
when accessing data systems. In the current day and age,
the pros and cons of using biometrically enabled access to
patient data also need consideration.

Beyond the country-specific implications, this study
offers a striking illustration that regional legislation with
implications for digital health (in this case GDPR) is
implemented in the context of widely divergent preexist-
ing practices and cultures across a region, as well as
ones that can be quite distant from the spirit of the new
legislation. This highlights the importance of researching
country-level baselines and monitoring the implementa-
tion and impact of such legislation closely. The study
also showed that general (overall negative or lukewarm)
attitudes to digital health and product-specific ones can
be sufficiently divergent—a reassuring observation for
developers and project implementers in view of the con-
stant need for innovation and improvement and the pipe-
line of new products.

Conclusions
Shortly before GDPR came into force and 4–7 years prior to
the start of the COVID-19 pandemic, Bulgarian hospital
professionals’ attitudes to the state of development of

Table 4. Continued.

Subquestions and phases

% (n)

Total

It’s hard to say 31.8 (377)

Yes, the patient will “control” the doctor 11.6 (138)

No, the information is only for reference purposes 8.7 (103)

No, it will be an extra burden for the doctor 6.8 (81)
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digital health in the country were largely negative or luke-
warm. Awareness of patients’ rights in determining access
to their records was minimal. Globally and in Bulgaria,
GDPR has changed overall attitudes and practices with
regard to data protection. Similarly, both globally and in
the country, the pandemic has pushed forward a culture
change in digital health. Bulgaria’s healthcare system is
struggling and is in urgent need of further and more effect-
ive reform. The increased and meaningful adoption of high-
quality digital health tools will enable a shift toward more
patient-centered care and will support the improvement of
the currently poor population health indicators. It remains
to be seen if the next stage of development of digital
health in Bulgaria will resemble more closely the slow
and disappointing reforms of its health system since the
1990s or the rapid, remarkably successful transformation
of its IT infrastructure in the last decade.
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