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Abstract

When keystroke dynamics are used for authentication, users tend to get different levels of
security due to differences in the quality of their templates. This paper addresses this issue
by proposing a metric to quantify the quality of keystroke dynamic templates. That is, in
behavioral biometric verification, the user’s templates are generally constructed using multi-
ple enrolled samples to capture intra-user variation. This variation is then used to normalize
the distance between a set of enrolled samples and a test sample. Then a normalized dis-
tance is compared against a predefined threshold value to derive a verification decision. As
a result, the coverage area for accepted samples in the original space of vector representa-
tion is discrete. Therefore, users with the higher intra-user variation suffer higher false
acceptance rates (FAR). This paper proposes a metric that can be used to reflect the verifi-
cation performance of individual keystroke dynamic templates in terms of FAR. Specifically,
the metric is derived from statistical information of user-specific feature variations, and it has
a non-decreasing property when a new feature is added to a template. The experiments are
performed based on two public keystroke dynamic datasets comprising of two main types of
keystroke dynamics: constrained-text and free-text, namely the CMU keystroke dynamics
dataset and the Web-Based Benchmark for keystroke dynamics dataset. Experimental
results based on multiple classifiers demonstrate that the proposed metric can be a good
indicator of the template’s false acceptance rate. Thus, it can be used to enhance the secu-
rity of the user authentication system based on keystroke dynamics.

1 Introduction

Text passwords have long been used as an authentication factor in computer systems. As a
password can be guessed or observed, the system cannot ensure that the one who types the cor-
rect password is indeed the authorized user or simply an attacker who might have obtained the
password by means of guessing [1], shoulder surfing [2], or by the other side-channel informa-
tion [3-5], etc. One solution to enhance the security of password-based authentication mecha-
nisms is to use two-factor authentication systems (2FA). Here the first factor is the password
itself which is based on knowledge (what you know) factor, the second factor can be either a
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possession factor (what you have) or a biometric factor (what you are). It has been argued that
a possession factor (or token) could cause security issues as it can be lost or stolen. In addition,
its usability is limited as tokens need to be carried around. Therefore, the use of keystroke
dynamic as a second authentication factor has been proposed to improve security without
posting any extra burden on the users as it can be extracted while the password is being entered
[6-9].

As a result, there has been a lot of work attempting to improve the verification performance
of keystroke dynamic classifiers. However, keystroke dynamics recognition or verification per-
formance is highly user-dependent since it is a behavioral biometric [10]. Therefore, another
research direction to improve verification performance of a keystroke dynamic classifier is to
predict the quality of the keystroke dynamic template in order to detect and to disqualify or
remove those low quality templates from the system, as their existence has been reported in a
number of previous behavioral biometric work [11, 12].

Regarding this, [13] have proposed a method to classify the quality of keystroke dynamic
templates based on their verification performance. However, this metric is not designed to
indicate the causes of verification inaccuracy. That is, verification errors can be classified into
two types: false acceptance and false rejection. The first one is when genuine samples are falsely
rejected by the system (the ratio between the number of falsely rejected genuine samples and
the total number of genuine samples is called false rejection rate or FRR). The second one
occurs when imposter samples are falsely accepted by the system (the ratio between the num-
ber of falsely accepted imposter samples and the total number of imposter samples is called
false acceptance rate or FAR). These two types of errors cause different issues to the user. That
is, the templates with high rates of FRR would cause a usability issue as the user would be
rejected more often, while the templates with high rates of FAR would make the user particu-
larly vulnerable to impersonation. As such, strategies to deal with templates with high FAR
and FRR are different [14, 15]. Therefore, it is important to identify whether the problem of
each low-quality template stems from a high FRR or a high FAR (or both).

This work specifically focuses on the quality index that could infer FAR of the template.
That is, a method to assess the quality of keystroke dynamic templates in terms of FAR is pro-
posed. Experiments are performed on two public datasets: the CMU keystroke dynamics data-
set and the Web-Based Benchmark, comprising of two types of keystroke dynamic templates:
free-text and constrain-text to demonstrate the effectiveness of the proposed method.

The rest of the paper is organized as follows. Section 3, provides background on keystroke
dynamic verification algorithms used in this paper. Then, in Section 4, the proposed metric for
assessing keystroke dynamic template distinctiveness is described. Next, details of the two
datasets, experimental procedure, and the evaluation results, are presented in Section 5. Lastly,
conclusions and possibilities for future work are discussed in Section 6.

2 Related work

As the number of approaches for user authentication has been proposed as an alternative to
password, Bonneau et al. [16] has proposed a framework to compare and contrast those
authentication schemes based on three main factors: usability, deployability, and security. In
addition, the study revealed that, while traditional biometric-based authentication schemes
(fingerprint, iris, voice) have some advantages over password based authentication in terms of
usability (memorability, scalable-for-user, and physically-effortless) and security (physical
observation and throttled-guessing), its deployability is the main setback for the schemes as it
is not server and browser compatible. As such, the current use is limited to on-device authenti-
cation such as unlocking the phone or authorizing device access to use services. Consequently,
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the password still plays an important role for general-purpose user authentication mecha-
nisms. On the other hand, many proposals to resolve these issues of the original password
authentication scheme have been proposed. For example, password managers that require the
users to log in with their master password can be used to resolve usability in terms of memora-
bility, scalable-for-user, physically-effortless, physical observation and but fail to resolve secu-
rity in terms of physical observation and throttled-guessing. In this case, behavioral biometric
gleaned from keystroke information can be used to provide resilience to physical observation
and throttled-Guessing.

In addition, Qiu et al. [17] has proposed a secure three-factor authentication protocol
where all three types of authentication factors are provided by a user. Moreover, Jiang et al.
[18] has proposed another secure three-factor remote authentication protocol to preserve the
privacy of biometric information. These proposals allow behavioral biometric gleaned from
keystroke information to be used in remote setting thereby enhancing deployability of pass-
word-based two factor authentication (password string and typing pattern). As such, the
mechanism can also be used for user-IoT devices authentication where data and services on
these devices are becoming more sensitive and the need for secure authentication mechanism
is increasing [19, 20].

3 Keystroke dynamic algorithm

Generally, a biometric verification system comprises of two stages: the enrollment stage where
a set of biometric samples used to derive a template to later verify a user is collected, and the
verification stage where a user claims an identity by providing an input biometric at the time
of authentication. The system would then accept or reject the claim according to the classifier
output. Details on the feature extraction methods and the classifiers used in the keystroke
dynamic authentication system are described below.

3.1 Keystroke timing features

N-gram latency features derived from keystroke timing sequences are widely used as a feature
set in keystroke dynamic recognition applications. This feature set can be applied to keystroke
captured from both keyboards and touch displays (soft-keyboards) [21, 22].

Specifically, the set of n-gram features deployed in this paper was the one used in [8]. The
set comprises of three types of features: an interval time (time between key-down), flight time
(time between key-up and next key-down), and hold time (time between key-down and key-
up) for all keys in the phrase. That is, let Key = {T¢, T*, T4, T¥, ..., T% T"} be a keystroke
dynamic sample where 7 is the number of typing characters, T¢ and T* are the timestamp of
the i keystrokes, respectively. The three types of features can be formulated as follows.

Interval time:

1() =T¢, - T¢ (1)
Flight time:

F(i) = Ti, = T¢ (2)
Hold time:

H(i)=T¢ — T (3)
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3.2 Classifier

Once features are computed for each sample, the user template is derived from feature sets of
all enrolled samples. The system then accepts the identity claimed by the user if a distance
score between the enrolled samples and the input sample is less than a pre-defined threshold.
The three distance functions employed in this paper are Manhattan, Euclidean, and Mahalano-
bis distance. Note that, as the experiment performed in this work was comprised of two data-
sets with fixed and varied keystroke lengths, all the keystroke feature vectors are normalized by
their respective lengths before computing the distance. Details of each distance function and
its template construction are as follows.

3.2.1 Manhattan distance. The template for this classifier consists of the mean and stan-
dard deviation of each feature derived from enrolled samples. That is, let F = f; be a feature set
representing a keystroke dynamic sample. Then, the template could be defined as
T = (w;,0,), where i, is the mean of feature f; of the enrolled samples and g, is the standard
deviation of feature f; of the enrolled samples. Then the distance between template and a key-
stroke dynamic sample can be computed as:

(x; — :uf,.)

DMunh(T’ F) = Z H w; X 0— || (4)
fi

where w; = + and N is the total number of features derived from a sample F (N = |F|).

3.2.2 Euclidean distance. The template for this classifier is the same as the previous one
T = (u;, 0, ) where the distance between the template and a keystroke dynamic sample can be

derived as:

DEucl(T7 F) = Zwi X (w>_ (5)
o

i

3.2.3 Mahalanobis distance. The template for this classifier is constructed by simply
concatenating feature vectors of all enrolled keystroke dynamic samples. Then the distance
between the template and a keystroke dynamic sample can be derived as:

Dyyana (T, %) = (X = 1) SH(X — i) (6)

where S is the covariance matrix of the user template (or concatenation of enrolled samples
features), X is the feature vector of a test sample, and y is the mean feature vector derived
from the template. Unlike the previous two, Mahalanobis distance takes into consideration the
correlation between features which is more suitable when features are not independent.

3.3 Verification performance evaluation

Once the distance between the template and the input sample is computed, the system decides
whether to accept or reject the sample. If the score is lower than the pre-defined threshold, the
sample is accepted, and it is rejected otherwise. Generally, FAR (False Acceptance Rate), FAR
(False Rejection Rate), and EER (Equal Error Rate) are three metrics used to evaluate the per-
formance of the verification system. Specifically, given a pre-defined threshold, FAR is the rate
at which the system incorrectly accepts imposter samples (samples from imposter users) and
FRR is the rate at which the system incorrectly rejects genuine samples (samples from genuine
and honest users). EER is the rate at which FAR and FRR are equal (at the corresponding
threshold). Note that for the dataset that the number of genuine and forgery samples for each
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Fig 1. A false acceptance rate of a keystroke template of each user at EER threshold according to Manhattan
classifier described in [8].

https://doi.org/10.1371/journal.pone.0261291.g001

user is not equal, these rates is computed per user and the average FAR, FRR, and EER are
reported.

4 Distinctiveness of keystroke dynamic template

As can be observed from Fig 1, the verification performance of keystroke dynamic templates
in terms of the FAR show a great variation. That is, a small number of templates contribute to
a large portion of the error rate in terms of FAR. In this section, a method to derive the quality
of keystroke dynamic templates in terms of FAR will be described.

Typically, the distance between templates and a test sample is normalized by template fea-
ture variations [8]. As a result, feature space decreases as feature variation increases. Conse-
quently, the template with higher feature variation would result in the higher false acceptance
rate. Therefore, the inverse of feature statistical dispersion is one measure that can be used to
quantify this characteristic. That is, feature distinctiveness derived f; from each feature x; is for-
mulated as:

f== )

where each feature variance ¢? is defined as:
o? = E[(x, — n)’] (8)

In general, keystroke dynamic templates are represented by a set of features. Thus, statistical
dispersion for template distinctiveness could be formulated from a multivariate distribution.
Two approaches to measure statistical dispersion of multivariate distribution or total variabil-
ity are total dispersion and generalized variance [23]. These two statistical dispersion measure-
ment approaches are defined as follows.

The total dispersion or total variation is defined as the sum of all feature variances as fol-
lows:

Total variations = Za? 9)

i=1
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The generalized variance is defined as the determinant of the covariance metric or the prod-
uct of all the eigenvalues A; of a feature covariance matrix as follows:

Generalized variance = Hki (10)

i=1

Nevertheless, neither of the inverse forms of these two dispersion measures satisfy a mono-
tonic property of template distinctiveness which is one important property for the proposed
quality measurement to be applied on the variable-length keystroke dynamic template. That is,
when another feature is added, the discrimination power of the template should not decrease.
However, the inverse of total variation increases whereas, the generalized variance may
decrease or increase depending on the variance of an adding feature and the correlation
between an adding feature and the features currently in the set.

One way to formulate the non-decreasing function of a template distinctiveness score is to
compute the inverse of feature variation individually as a feature distinctiveness. Then, the
sum of these feature distinctiveness is taken as a template distinctiveness score. That is, the dis-
tinctiveness D for each template can be derived from the sum of the inverse of feature variance
o7 as follows:

D=y 5= (1)

Using the proposed metric, the template with lower intra-user variation between enrolled
samples (lower 0) would have higher distinctiveness as the coverage area for accepted samples
in the original space of vector representation would be smaller. In addition, the keystroke tem-
plate with an additional typing character would always have a higher distinctiveness. This is an
important property as the distinctiveness should never decrease when additional sequences are
appended to the keystroke. The effectiveness of the proposed distinctiveness score in indicat-
ing FAR will be evaluated in the following section.

5 Experimental result

In this section, the experimental procedures used and the results obtained are presented.
Details are described below.

5.1 Dataset

In this paper, we used two public keystroke datasets to validate the performance of the pro-
posed template quality score. One was the CMU Keystroke Dynamics—Benchmark Data Set
(available at https://www.cs.cmu.edu/~keystroke/), and the other was the Web-Based Bench-
mark for Keystroke Dynamics (available at https://www.researchgate.net/publication/
259497002_Web_based_keystroke dynamics_dataset). Details of these two datasets are the
following.

o The CMU keystroke dynamics dataset comprised of samples from 51 subjects. Each subject
provided 400 samples from 8 sessions (50 samples per session). All samples were collected
from the same typing phrase “.tie5Roanl”. Note that the EER in [8] were computed per user
basis and the reported performance were the average one. In addition, the imposter samples
were from the first five samples of all other users instead of all 400 samples.

o The Web-Based Benchmark for keystroke dynamics dataset [24] comprised of samples from
118 subjects. Each subject provided both free-text and fixed-text keystroke samples. That is,
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o free-text keystroke was where users created their own username and password phrases,
and

constraint or fixed-text keystroke was where username and password phrases were pro-
vided (the username was ‘laboratoire greyc’ and the password was ‘S2SAME’).

All users provided samples through browsers using their own devices. In constraint or
fixed-text keystroke data, the number of sessions provided by each user ranged from 1 to
47 with an average of 9.7542. In free-text keystroke data, the number of sessions provided
by each user ranged from 0 to 47 with an average of 9.2034. In each session, users provided
different numbers of samples. Note that not all the samples from all users were used in the
experiment. First, the samples that were not typed correctly were removed. Then the sam-
ples from users that did not provide enough valid sessions were removed. Also, in order to
alleviate the performance bias issue due to an imbalance number of samples from each
user, the performance reported in this section was computed from the average perfor-
mance of all the users (the performance numbe was computed for each user individually
before computing the average).

5.2 Protocol

For each user, genuine samples were divided into two parts: the first N samples were used as
training samples to derive a user-specific template as well as the respective distinctiveness
score and the rest were used as genuine test samples to evaluate the FRR of the system for that
particular user. Then the FAR and FRR of the system were computed from the average FARs
and FRRs from all the users. This was to prevent the user with a larger pool of (genuine and
imposter) samples from having greater impact on system performance.

For the CMU dataset, training samples comprised of samples from the first four sessions
(200 samples per user). Note that, in the CMU dataset, all users provided 400 genuine samples
equally whereas in the Web-based Benchmark dataset the number of samples provided varies
from user to user. Therefore, we limited the use of this dataset only for the user with at least four
valid sessions (a valid session was a session with at least five valid samples or the samples that
their keystroke were identical to the registered one) Then, all samples from that four valid ses-
sions were used as training samples, and the rest were used as test samples. With these datasets
and constraints, the performance results for three distance functions described in the previous
section were at 16.00-17.16% EER for the CMU Keystroke Dynamics dataset and 13.28-25.16%
average EER and for the Web-Based Benchmark Keystroke Dynamics dataset, respectively.

5.3 Result

In this subsection, the effectiveness of distinctiveness scores of keystroke dynamic templates
are illustrated. First, the scores for all user templates were computed. Then, the templates were
divided into three groups according to their distinctiveness scores. Specifically, the templates
were divided into three groups according to the scores as follows,

» ’'GOOD’ group comprised of the templates with the highest 25th percentiles.
« ‘BAD’ group comprised of the templates with the lowest 25th percentiles.
« MID’ group comprised of the rest templates.

Note that, computational overhead for deriving distinctiveness score is O(n) where n is the
number of features used to compute the metric (or the number of input characters). It took
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Fig 2. Imposter score distributions of three template groups according to their distinctiveness derived from the
Manhattan distance classifier.

https://doi.org/10.1371/journal.pone.0261291.g002

0.127 milliseconds on average to compute the distinctiveness from a set of keystroke samples
for each template with 10 characters (or 0.0127 milliseconds per character) using Matlab
R2019b running on Windows 10 with AMD Ryzen 7 3800x.

For the CMU dataset, imposter score distributions for the three groups of templates are
plotted in Fig 2. A one-tailed two-sample t-test with unequal variance shows that, the mean of
imposter scores of high distinctiveness templates is statistically higher than that of low distinc-
tiveness ones, p = (<0.001).

The characteristic difference in terms of FAR—decision threshold trade-off, the Spearman
rank coefficient, and verification performance between each template group are demonstrated
in the following.

5.3.1 False acceptance rate. In order to verify the effectiveness of the proposed distinc-
tiveness scores across different types of classifier, the curves between FAR and verification
threshold derived from three classifiers: Manhattan, Euclidean, and Mahalanobis distance are
plotted when possible. Using these imposter scores to derive false acceptance rate for these two
groups of templates across the range of verification threshold, the result in Fig 3-7 demon-
strates that the FAR of high distinctiveness templates is always lower than that of low distinc-
tiveness ones. That is, at a fixed given threshold value, the templates with low distinctiveness is
more likely to accept imposter samples than the ones with high distinctiveness. The similar
separation between FAR of the three groups of templates trends are observed.

Note that, for constraint keystroke in the Web-Based Benchmark for keystroke dynamics
dataset, the number of training sample from the username field were not enough for con-
structing the Mahalanobis distance classifier. Similarly, for free-text keystroke, some users did
not have enough training samples for constructing the Mahalanobis distance classifier. There-
fore, only the experiments for the Manhattan and Euclidean distance were conducted in those
settings.

5.3.2 Spearman rank correlation. The coefficients of the Spearman rank correlation
between the proposed distinctiveness score and the FAR of the manhattan classifier system at
the EER threshold derived from the CMU dataset is presented in Table 1 along with the perfor-
mance result from classifiers employed in this study. The coefficient of -0.63 (p < 0.001) indi-
cated the strong (negative) relationship between the rank of distinctiveness score and the
verification performance of the templates in terms of FAR. That is, the higher the distinc-
tiveness score implies the lower rank of FAR. Lastly, the stronger correlation found at the
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Euclidean and Mahalanobis distance classifiers confirmed that the proposed score can be
indicative of FAR of keystroke dynamic templates on several classifiers. Similarly, the coeftfi-
cient of the Spearman rank correlation between the proposed distinctiveness score and the
FAR of the Manhattan classifier system at the EER threshold derived from the Web-Based
Benchmark dataset is presented in Table 2.

5.3.3 Verification performance. As demonstrated in Figs 3-7, the templates with higher
distinctiveness result in lower FAR but similar FRR when compared to the template with
lower distinctiveness. This inferred that the ROC curve of templates with higher distinc-
tiveness would be better than the one with lower distinctiveness. The FAR and FRR of these
three groups of templates from the CMU dataset are presented at Table 3.

Similarly, the results from the Web-Based Benchmark dataset are presented at Table 4.
Note that, the 10% FRR and 5% FRR threshold is derived at the average FRR of all users. That
is the threshold is defined where the average FRR is at 10% FRR and 5%, respectively. The
results clearly show that the FAR performance of the GOOD user group is much lower than
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https://doi.org/10.1371/journal.pone.0261291.9007
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Table 1. The Spearman rank correlation (p) between the proposed distinctiveness score and the FAR along with
the EER(%) of the system for the CMU dataset.

Classifier p p-value EER
Manhattan -0.63 5.71e-07 16.00
Euclidean -0.72 3.22e-09 16.73
Mahalanobis -0.81 0 17.16

https://doi.org/10.1371/journal.pone.0261291.t001

Table 2. The Spearman rank correlation (p) between the proposed distinctiveness score and the FAR along with the EER(%) of the system for the Web-based key-
stroke dataset.

Field Classifier P p-value EER

Constrain text
Username ‘laboratoire greyc’ Manhattan -0.77 0 13.28
Euclidean -0.83 0 16.86
Password ’'S2SAME’ Manhattan -0.62 1.65e-06 24.40
Euclidean -0.70 2.42e-08 2493
Mahalanobis -0.66 2.53e-07 25.16

Free-text

Username Manhattan -0.68 1.84e-08 18.19
Euclidean -0.70 6.21e-09 17.94
Password Manhattan -0.67 1.15e-04 16.99
Euclidean -0.67 1.44e-04 18.91

https://doi.org/10.1371/journal.pone.0261291.t002

the MID and BAD group in all three thresholds although this verification performance is still
impractical for many applications.

Lastly, keystrokes of free-text username and password from the Web-Based Benchmark
dataset could be combined in order to improve the verification rate. To do so, the valid pairs
of correct free-text usernames and passwords must be the ones that both usernames and pass-
words are correctly captured (its keystroke must be identical to the registered one). Then, only

Table 3. FAR and FRR of each template group from the CMU dataset at various threshold settings.

Classifier Group Thresholding
EER 5% FRR 10% FRR
FAR FRR FAR FRR FAR FRR
Manbhattan All 16.01% 15.99% 35.72% 5.00% 23.55% 10.00%
GOOD 3.88% 12.44% 13.72% 4.53% 6.98% 7.94%
MID 19.42% 19.00% 41.86% 5.97% 28.05% 12.24%
BAD 24.74% 16.53% 51.57% 4.50% 35.61% 9.82%
Euclidean All 16.73% 16.74% 46.85% 5.00% 28.77% 10.00%
GOOD 3.80% 15.12% 20.80% 5.21% 9.03% 9.53%
MID 18.52% 19.32% 51.23% 5.35% 31.64% 11.12%
BAD 27.88% 15.76% 68.52% 4.44% 45.64% 9.35%
Mahalanobis All 17.16% 17.16% 47.65% 5.00% 29.77% 10.00%
GOOD 3.52% 15.24% 20.58% 5.59% 8.69% 9.50%
MID 16.41% 20.12% 49.48% 5.26% 29.39% 11.18%
BAD 31.56% 16.12% 72.90% 4.15% 51.21% 9.32%

https://doi.org/10.1371/journal.pone.0261291.t003

PLOS ONE | https://doi.org/10.1371/journal.pone.0261291 January 21, 2022 11/17


https://doi.org/10.1371/journal.pone.0261291.t001
https://doi.org/10.1371/journal.pone.0261291.t002
https://doi.org/10.1371/journal.pone.0261291.t003
https://doi.org/10.1371/journal.pone.0261291

PLOS ONE

Distinguishability of keystroke dynamic template

Table 4. FAR and FRR of each template group from the Web-Based Benchmark dataset at various threshold settings.

Classifier Group EER 5% FRR 10% FRR
FAR FRR FAR ‘ FRR FAR FRR
Constraint text-Username (’laboratoire greyc’)
Manhattan All 13.11% 13.34% 45.03% 5.00% 20.97% 10.04%
Good 2.34% 21.70% 13.65% 7.53% 4.13% 15.94%
Mid 12.31% 11.31% 46.75% 4.34% 20.14% 8.70%
Bad 25.42% 8.04% 73.05% 3.50% 39.41% 6.13%
Euclidean All 16.63% 16.87% 72.20% 5.02% 40.20% 10.07%
Good 2.78% 23.19% 40.48% 6.50% 10.85% 13.52%
Mid 14.17% 15.71% 77.94% 4.95% 39.34% 9.69%
Bad 35.27% 12.12% 92.79% 3.49% 71.21% 6.94%
Constraint text-Password (S2SAME’)
Manhattan All 24.21% 24.01% 67.98% 5.00% 50.42% 9.82%
Good 12.36% 35.50% 46.54% 8.16% 31.17% 17.85%
Mid 22.28% 21.45% 68.53% 4.61% 49.15% 7.88%
Bad 40.08% 15.21% 88.28% 1.80% 72.30% 4.03%
Euclidean All 24.80% 24.49% 72.57% 4.97% 55.03% 9.82%
Good 11.69% 36.47% 49.96% 7.31% 32.87% 16.73%
Mid 22.57% 21.85% 74.60% 4.50% 53.91% 8.04%
Bad 42.56% 15.24% 90.94% 3.04% 79.51% 5.09%
Mahalanobis All 24.93% 24.99% 68.37% 4.97% 52.20% 9.95%
Good 12.11% 35.20% 49.99% 6.04% 32.81% 12.92%
Mid 23.11% 22.41% 70.01% 4.88% 52.48% 9.67%
Bad 41.53% 17.92% 83.35% 3.79% 71.00% 6.73%
Free-text -Username
Manhattan All 17.86% 18.04% 43.27% 4.98% 26.88% 9.89%
Good 5.61% 23.92% 16.13% 5.16% 7.91% 11.92%
Mid 15.14% 16.77% 42.39% 4.53% 24.68% 8.86%
Bad 35.96% 14.21% 72.31% 5.89% 50.57% 10.00%
Euclidean All 17.58% 17.80% 49.34% 4.96% 28.67% 9.90%
Good 4.07% 23.77% 19.15% 4.84% 7.31% 12.10%
Mid 14.77% 16.46% 49.68% 4.77% 26.19% 9.19%
Bad 37.16% 14.03% 78.81% 5.56% 55.38% 9.02%
Free-text —Password)

Manhattan All 16.32% 17.87% 51.32% 5.45% 27.66% 10.24%
Good 4.32% 18.51% 27.15% 4.13% 11.91% 9.12%
Mid 14.34% 18.02% 51.81% 6.20% 27.26% 11.43%
Bad 39.46% 16.11% 83.59% 4.73% 51.03% 7.43%
Euclidean All 18.25% 19.81% 59.09% 5.15% 37.98% 10.18%
Good 4.69% 21.34% 39.32% 3.97% 18.46% 8.03%
Mid 17.19% 19.55% 59.44% 5.46% 36.12% 11.07%
Bad 40.59% 18.18% 85.67% 5.98% 71.28% 10.43%

https://doi.org/10.1371/journal.pone.0261291.t004

the users who had at least four valid sessions—password sessions with at least five samples per
session—were included in this experiment. With this, the total number of users reduced from
118 to 23 with 2,386 genuine pairs out of the total 9,544 genuine pairs and 2,169 imposter

pairs.
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Fig 8. Verification performance of free-text username and password combination for each group in terms of FAR
and FRR. Experiments were performed on the Web-based Benchmark dataset based on: (a) Manhattan distance and
(b) Euclidean distance.

https://doi.org/10.1371/journal.pone.0261291.9008

The verification performance of these username and password combinations is reported in
Fig 8. It demonstrates the strong recognition performance for the GOOD users achieving
3.28% FAR at 10% FRR threshold and it is 21 folds lower than those BAD users. Note that, ver-
ification performance results in terms of EER for all users are in line with the ones reported in
[24].

These results highlight the potential of the proposed distinctiveness metric to be used for
constructing a template selection mechanism to enhance the verification performance of the
system. That is, keystroke dynamic can be used as an optional secondary authentication factor
—it can be ignored or used at choice (of the system) for each user depending on his or her
template distinctiveness. Then the system can achieve a strong verification performance at
about 5-7% average HTER for GOOD templates compared to 17% HTER for all templates.
That is, once template quality can be quantified, it enhances the possibilities for behavioral bio-
metric to be used for validating the identity of the user when adequate template quality is met.
As a result, higher security could be provided to those users.

5.3.4 Performance comparison to existing approaches. In this subsection, the efficacy of
the proposed quality metric for keystroke dynamic templates when compared to existing key-
stroke dynamic approaches is demonstrated. In addition, the security of keystroke dynamic in
comparison to other authentication factors is evaluated.

The performance result of the algorithm used in this paper is reported in Table 5 along with
that of existing work. Note that, we have followed the protocol described in [8] to evaluate the
overall performance of the algorithm used in this work when compared to existing approaches.
That is, the threshold is set individually for each subject and the imposter samples for each sub-
ject were from the first five samples of all other subjects. While the reported performance
using this protocol can be viewed as the upper bound performance of each algorithm, one
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Table 5. Verification performance comparison of existing keystroke dynamic approaches.

Ref.

[25]

[26]

[27]

[8]
This work

Dataset
SUNY
CMU
CMU
CMU
CMU

Number of users Keystroke length Algorithm EER (%)

75 10 CNN plus RNN 9.75

51 10 Dependence Clustering 7.70

51 10 Nearest Neighborg 8.40

51 10 Manbhattan (scaled with average absolute deviation) 9.60

51 10 Manhattan (scaled with standard deviation) 9.16

« Good users 4.50

» Mid users 10.27

« bad users 12.70

https://doi.org/10.1371/journal.pone.0261291.t005

Table 6. Entropy measures of different authentication factors.

This work

Authentication factor Dataset description Entropy (bits)
4-digits PIN Dodonew, CSDN, Rockyou, Yahoo (total 3.4 M) 8.41
6-digits PIN Dodonew, CSDN, Rockyou, Yahoo (total 6.4 M) 13.21

Password 14 datasets (total 113.3 M) 20-23
Iris ICE (High quality set—374 iris, 10 samples each) 8.9-10
8.9-10 bits
Finger Vein VERA (220 fingers, 2 samples each) 42—13.2
UTFVP (360 fingers, 4 images each) 18.9-19.5
Keystroke CMU (51 typists, 400 samples each) 348
» Good user 4.62 bits

https://doi.org/10.1371/journal.pone.0261291.t006

challenging issue to be solved when the system is to be used in practical applications is how to
set a threshold for each subject to achieve that level of performance. Nevertheless, this result
demonstrates that the verification algorithm used in this work is comparable to other existing
work when the same dataset and validation protocol is used. In addition, it confirms that the
proposed metric can be used to measure quality of the keystroke dynamic template regardless
of whether local or global thresholding approaches are used.

Lastly, entropy is another important metric to assess the security level of the system. In
Table 6, the entropy measures of different authentication factors are reported. With this infor-
mation, password-based two-factor authentication is estimated at 23.48-26.48 bits. Note that,
the biometric entropy reported in this table is the relative entropy computed from KL diver-
gence between genuine and imposter score distributions [28]. While the entropy of the key-
stroke dynamic is lower than that of the iris and fingerprint, it offers additional security at no
user and hardware cost. That is, users are not required to perform additional tasks and user
devices are required to equip with additional hardware.

6 Conclusion and future work

In this paper, we proposed a method to derive a quality score of keystroke dynamic templates
in terms of distinctiveness. The effectiveness of this proposed score is demonstrated by divid-
ing the keystroke dynamic templates into three equal-size groups according to their distinc-
tiveness scores: the low quality, the middle quality, and the high quality ones. Using the scores
computed from the sum of inverse feature variance, the difference between the trade-off curve
between the threshold value and corresponding FAR of these two groups of users is also clearly
observed. That is, at a range of an operational threshold, the FAR of the templates with higher
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distinctiveness is lower than that of the lower distinctiveness ones. The same observation that
holds for all three classifiers implies that the proposed distinctiveness score can be used to indi-
cate FAR of the templates across various types of classifiers.

One area of future work is to develop a mechanism to cope with low distinctiveness tem-
plates in order to enhance verification performance and reliability of keystroke dynamic verifi-
cation system. For example, the quality of low distinctiveness templates may be improved
intelligently if inconsistent samples are detected and removed. In addition, this paper has dem-
onstrated the efficacy of a derived distinctiveness score when it is used in conjunction with
three simple classifiers (Manhattan, Euclidean, and Mahalanobis distance). It is important to
investigate the use of the proposed scores when it is applied to more effective or diverse classi-
fiers, e.g., function-based approaches, or feature-based approaches with different sets of fea-
tures [32], in order to enhance a verification performance of the GOOD users. Also, while the
metric is designed to capture the distinctiveness of keystroke dynamic template (both con-
straint-text and free-text), it can also be applied to other feature-based biometric templates.
This could be another fertile research area. Finally, one step towards the practicality of using
keystroke dynamic (and other behavioral biometric) as an optional factor for validating the
user’s identity is to benchmark this quality index using more diverse datasets in terms of the
environment of data collection, input device, as well as languages used.

Author Contributions
Conceptualization: Napa Sae-Bae.
Data curation: Napa Sae-Bae.

Funding acquisition: Napa Sae-Bae.
Investigation: Napa Sae-Bae.
Methodology: Napa Sae-Bae.

Software: Napa Sae-Bae.

Supervision: Nasir Memon.
Validation: Nasir Memon.

Writing - original draft: Napa Sae-Bae.

Writing - review & editing: Nasir Memon.

References

1. Alsaleh M, Mannan M, van Oorschot PC. Revisiting Defenses against Large-Scale Online Password
Guessing Attacks. IEEE Transactions on Dependable and Secure Computing. 2012; 9(1):128-141.
https://doi.org/10.1109/TDSC.2011.24

2. Schaub F, Deyhle R, Weber M. Password entry usability and shoulder surfing susceptibility on different
smartphone platforms. In: Proceedings of the 11th international conference on mobile and ubiquitous
multimedia. ACM; 2012. p. 13.

3. Song DX, Wagner D, Tian X. Timing Analysis of Keystrokes and Timing Attacks on SSH. In: USENIX
Security Symposium. vol. 2001; 2001.

4. OwusuE, HanJ, Das S, Perrig A, Zhang J. ACCessory: password inference using accelerometers on
smartphones. In: Proceedings of the Twelfth Workshop on Mobile Computing Systems & Applications.
ACM; 2012. p. 9.

5. Schaub F, Deyhle R, Weber M. Password Entry Usability and Shoulder Surfing Susceptibility on Differ-
ent Smartphone Platforms. In: Proceedings of the 11th International Conference on Mobile and Ubiqui-
tous Multimedia. MUM’12. New York, NY, USA: Association for Computing Machinery; 2012. Available
from: https://doi.org/10.1145/2406367.2406384.

PLOS ONE | https://doi.org/10.1371/journal.pone.0261291 January 21, 2022 15/17


https://doi.org/10.1109/TDSC.2011.24
https://doi.org/10.1145/2406367.2406384
https://doi.org/10.1371/journal.pone.0261291

PLOS ONE

Distinguishability of keystroke dynamic template

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22,

23.

24,

25.

26.

27.

Monrose F, Rubin AD. Keystroke dynamics as a biometric for authentication. Future Generation com-
puter systems. 2000; 16(4):351-359. https://doi.org/10.1016/S0167-739X(99)00059-X

Monrose F, Reiter MK, Wetzel S. Password hardening based on keystroke dynamics. International
Journal of Information Security. 2002; 1(2):69-83. https://doi.org/10.1007/s102070100006

Killourhy KS, Maxion RA. Comparing anomaly-detection algorithms for keystroke dynamics. In:
Dependable Systems & Networks, 2009. DSN’09. IEEE/IFIP International Conference on. IEEE; 2009.
p. 125-134.

Mhenni A, Cherrier E, Rosenberger C, Amara NEB. Double serial adaptation mechanism for keystroke
dynamics authentication based on a single password. Computers & Security. 2019; 83:151-166.
https://doi.org/10.1016/j.cose.2019.02.002

Hocquet S, Ramel JY, Cardot H. User classification for keystroke dynamics authentication. In: Interna-
tional Conference on Biometrics. Springer; 2007. p. 531-539.

Eberz S, Rasmussen KB, Lenders V, Martinovic |. Evaluating behavioral biometrics for continuous
authentication: Challenges and metrics. In: Proceedings of the 2017 ACM on Asia Conference on Com-
puter and Communications Security. ACM; 2017. p. 386—-399.

Peng G, Zhou G, Nguyen DT, Qi X, Yang Q, Wang S. Continuous authentication with touch behavioral
biometrics and voice on wearable glasses. IEEE Transactions on Human-Machine Systems. 2016; 47
(3):404—416. https://doi.org/10.1109/THMS.2016.2623562

Morales A, Fierrez J, Ortega-Garcia J. Towards predicting good users for biometric recognition
based on keystroke dynamics. In: European Conference on Computer Vision. Springer; 2014.
p. 711-724.

Poh N, Kittler J. A unified framework for biometric expert fusion incorporating quality measures. IEEE
transactions on pattern analysis and machine intelligence. 2012; 34(1):3—18. https://doi.org/10.1109/
TPAMI.2011.102 PMID: 21576737

Sae-Bae N, Memon N. Quality of online signature templates. In: Identity, Security and Behavior Analy-
sis (ISBA), 2015 IEEE International Conference on. IEEE; 2015. p. 1-8.

Bonneau J, Herley C, Van Oorschot PC, Stajano F. The quest to replace passwords: A framework for
comparative evaluation of web authentication schemes. In: 2012 IEEE Symposium on Security and Pri-
vacy. |IEEE; 2012. p. 553-567.

Qiu S, Wang D, Xu G, Kumari S. Practical and Provably Secure Three-Factor Authentication Protocol
Based on Extended Chaotic-Maps for Mobile Lightweight Devices. IEEE Transactions on Dependable
and Secure Computing. 2020; p. 1-1. https://doi.org/10.1109/TDSC.2020.3022797

Jiang Q, Zhang N, Ni J, Ma J, Ma X, Choo KKR. Unified biometric privacy preserving three-factor
authentication and key agreement for cloud-assisted autonomous vehicles. IEEE Transactions on
Vehicular Technology. 2020; 69(9):9390-9401. https://doi.org/10.1109/TVT.2020.2971254

Gupta BB, Quamara M. An overview of Internet of Things (loT): Architectural aspects, challenges, and
protocols. Concurrency and Computation: Practice and Experience. 2020; 32(21):e4946. https://doi.
org/10.1002/cpe.4946

Dhillon PK, Kalra S. A lightweight biometrics based remote user authentication scheme for loT services.
Journal of Information Security and Applications. 2017; 34:255-270. https://doi.org/10.1016/j.jisa.2017.
01.003

Mondal S, Bours P. Person identification by keystroke dynamics using pairwise user coupling. IEEE
Transactions on Information Forensics and Security. 2017; 12(6):1319-1329. https://doi.org/10.1109/
TIFS.2017.2658539

Kotakowska A. Usefulness of keystroke dynamics features in user authentication and emotion recogni-
tion. In: Human-Computer Systems Interaction. Springer; 2018. p. 42-52.

Mustonen S. A measure for total variability in multivariate normal distribution. Computational Statistics
& Data Analysis. 1997; 23(3):321-334. https://doi.org/10.1016/S0167-9473(96)00042-4

Giot R, EI-Abed M, Rosenberger C. Web-based benchmark for keystroke dynamics biometric systems:
A statistical analysis. In: 2012 Eighth International Conference on Intelligent Information Hiding and Mul-
timedia Signal Processing. IEEE; 2012. p. 11-15.

Xiaofeng L, Shengfei Z, Shengwei Y. Continuous authentication by free-text keystroke based on CNN
plus RNN. Procedia computer science. 2019; 147:314-318. https://doi.org/10.1016/j.procs.2019.01.
270

Bhana B, Flowerday S. Passphrase and keystroke dynamics authentication: Usable security. Comput-
ers & Security. 2020; 96:101925(1-13). https://doi.org/10.1016/j.cose.2020.101925

Zhong Y, Deng Y, Jain AK. Keystroke dynamics for user authentication. In: 2012 IEEE computer society
conference on computer vision and pattern recognition workshops. IEEE; 2012. p. 117—-123.

PLOS ONE | https://doi.org/10.1371/journal.pone.0261291 January 21, 2022 16/17


https://doi.org/10.1016/S0167-739X(99)00059-X
https://doi.org/10.1007/s102070100006
https://doi.org/10.1016/j.cose.2019.02.002
https://doi.org/10.1109/THMS.2016.2623562
https://doi.org/10.1109/TPAMI.2011.102
https://doi.org/10.1109/TPAMI.2011.102
http://www.ncbi.nlm.nih.gov/pubmed/21576737
https://doi.org/10.1109/TDSC.2020.3022797
https://doi.org/10.1109/TVT.2020.2971254
https://doi.org/10.1002/cpe.4946
https://doi.org/10.1002/cpe.4946
https://doi.org/10.1016/j.jisa.2017.01.003
https://doi.org/10.1016/j.jisa.2017.01.003
https://doi.org/10.1109/TIFS.2017.2658539
https://doi.org/10.1109/TIFS.2017.2658539
https://doi.org/10.1016/S0167-9473(96)00042-4
https://doi.org/10.1016/j.procs.2019.01.270
https://doi.org/10.1016/j.procs.2019.01.270
https://doi.org/10.1016/j.cose.2020.101925
https://doi.org/10.1371/journal.pone.0261291

PLOS ONE

Distinguishability of keystroke dynamic template

28.

29.

30.

31.

32.

Sutcu Y, Tabassi E, Sencar HT, Memon N. What is biometric information and how to measure it? In:
2013 IEEE international conference on technologies for homeland security (HST). IEEE; 2013.
p. 67-72.

Wang D, Gu Q, Huang X, Wang P. Understanding human-chosen pins: characteristics, distribution and
security. In: Proceedings of the 2017 ACM on Asia Conference on Computer and Communications
Security; 2017. p. 372-385.

Wang D, Cheng H, Wang P, Huang X, Jian G. Zipf’s law in passwords. IEEE Transactions on Informa-
tion Forensics and Security. 2017; 12(11):2776—2791. https://doi.org/10.1109/TIFS.2017.2721359

Krivokuca V, Gomez-Barrero M, Marcel S, Rathgeb C, Busch C. Towards Measuring the Amount of Dis-
criminatory Information in Finger Vein Biometric Characteristics Using a Relative Entropy Estimator.
Handbook of Vascular Biometrics. 2020; p. 507. https://doi.org/10.1007/978-3-030-27731-4_17

Teh PS, Teoh ABJ, Yue S. A survey of keystroke dynamics biometrics. The Scientific World Journal.
2013; 2013. https://doi.org/10.1155/2013/408280 PMID: 24298216

PLOS ONE | https://doi.org/10.1371/journal.pone.0261291 January 21, 2022 17/17


https://doi.org/10.1109/TIFS.2017.2721359
https://doi.org/10.1007/978-3-030-27731-4_17
https://doi.org/10.1155/2013/408280
http://www.ncbi.nlm.nih.gov/pubmed/24298216
https://doi.org/10.1371/journal.pone.0261291

