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ARTICLE INFO ABSTRACT

Keywords: The Internet of Medical Things (IoMT) has transformed healthcare by connecting medical devices,
loT . sensors, and patients, significantly improving patient care. However, the sensitive data exchanged
Encryptwn through IoMT is vulnerable to security attacks, raising serious privacy concerns. Traditional key
He;::}lgare sharing mechanisms are susceptible to compromise, posing risks to data integrity. This paper

proposes a Timestamp-based Secret Key Generation (T-SKG) scheme for resource-constrained
devices, generating a secret key at the patient’s device and regenerating it at the doctor’s de-
vice, thus eliminating direct key sharing and minimizing key compromise risks. Simulation results
using MATLAB and Java demonstrate the T-SKG scheme’s resilience against guessing, birthday,
and brute force attacks. Specifically, there is only a 9 % chance of key compromise in a guessing
attack if the attacker knows the key sequence pattern, while the scheme remains secure against
brute force and birthday attacks within a specified timeframe. The T-SKG scheme is integrated
into a healthcare framework to securely transmit health vitals collected using the MySignals
sensor kit. For confidentiality, the Data Encryption Standard (DES) with various Cipher Block
modes (ECB, CBC, CTR) is employed.

IoMT

1. Introduction

The rapid advancement of technology has been profoundly transforming various industries, and the healthcare sector is no
exception. Among the groundbreaking innovations emerging in recent years, the Internet of Medical Things (IoMT) has emerged as a
revolutionary concept that holds immense potential to revolutionize healthcare delivery and patient outcomes [1]. IoMT represents
the integration of medical devices, applications, and systems with Internet of Things (IoT) technology, creating a network of inter-
connected devices and data in the healthcare ecosystem [2]. IoMT enables medical devices, wearables, sensors, and other
healthcare-related equipment to collect and exchange valuable data in real-time. This interconnectedness allows healthcare pro-
fessionals to monitor patients remotely, gain insights into their health conditions, and make informed decisions for personalized

* Corresponding author.
E-mail addresses: sohailsaif7 @gmail.com (S. Saif), 28priyadas@gmail.com (P. Das), mailtobiswas.suparna@gmail.com (S. Biswas), sgkhan@
imamu.edu.sa (S. Khan), m.anul@mu.edu.sa (M.A. Haq), kovtun_v_v@vntu.edu.ua (V. Kovtun).

https://doi.org/10.1016/j.heliyon.2024.e36269

Received 7 February 2024; Received in revised form 7 August 2024; Accepted 13 August 2024

Available online 14 August 2024

2405-8440/© 2024 Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license
(http://creativecommons.org/licenses/by-nc-nd/4.0/).


mailto:sohailsaif7@gmail.com
mailto:28priyadas@gmail.com
mailto:mailtobiswas.suparna@gmail.com
mailto:sgkhan@imamu.edu.sa
mailto:sgkhan@imamu.edu.sa
mailto:m.anul@mu.edu.sa
mailto:kovtun_v_v@vntu.edu.ua
www.sciencedirect.com/science/journal/24058440
https://www.cell.com/heliyon
https://doi.org/10.1016/j.heliyon.2024.e36269
https://doi.org/10.1016/j.heliyon.2024.e36269
https://doi.org/10.1016/j.heliyon.2024.e36269
http://creativecommons.org/licenses/by-nc-nd/4.0/

S. Saif et al. Heliyon 10 (2024) e36269

treatments [3].
Fig. 1 shows the traditional architecture of IoMT, which includes sensor devices, a coordinator device, and a cloud medical server.

These sensors are wirelessly connected (short range) to a Local Processing Unit (LPU) which can be a laptop, smartphone, etc. After
processing in LPU, the data goes to the Cloud-Based Medical (CBM) server. The medical team and doctors can remotely access this data
and diagnose patient conditions. Additionally, patients can actively participate in managing their own health by accessing real-time
data and receiving timely feedback and support.

The vast applications of IoMT span across various healthcare domains, including remote patient monitoring, chronic disease
management, telemedicine, hospital asset management, medication adherence, and healthcare supply chain optimization [4-6]. By
facilitating seamless data transmission, IoMT has the potential to improve medical accuracy, enhance patient engagement, reduce
healthcare costs, and ultimately, save lives.

Nevertheless, the incorporation of technology into the delicate realm of healthcare necessitates careful consideration of challenges
such as data privacy, security, interoperability, and regulatory compliance [7-9]. Striking the right balance between harnessing the
power of IoMT and safeguarding patient privacy and security is crucial to ensuring its successful implementation [10-12]. Healthcare
data contains highly sensitive and personal information, including patient records, medical histories, and diagnostic data.

The interconnected nature of [oMT devices makes the entire ecosystem vulnerable to cyber threats, which could lead to devastating
consequences, including unauthorized access to patient data, tampering with medical devices, Denial-of-Service (DoS) Attacks, Man-
in-the-Middle (MITM) Attacks due to the lack of standardized security protocols and guidelines across the IoMT ecosystem [13-15]. All
of the applications of IoMT use sensors and actuators to collect various data and perform several tasks, including health data collection.

Since patient health information is transmitted through this Body Sensor Network and stored in medical servers, these data are
vulnerable to security threats. In a real-time scenario, patients’ information should be available all the time on the server so that in case
of any critical condition, the medical team can take action as soon as possible [16,17]. As data are always available, attackers may
target the communication medium or sometimes the electronic object to steal the information of patients.

Security attacks in the healthcare system could be targeted at any of three levels: At the sensing layer-sensor devices could be
compromised, communication layer-network channels, processing, or storage layer-cloud medical server can be compromised. This
work focuses on securing health information in transit, i.e., at the communication layer as well as in cloud-based storage, by applying
cryptographic approaches. This urgency for robust security measures drives the development of innovative secret key generation
techniques [18-20].

2. Research objective

The primary objective of this research is to enhance the security of health data transmission in [oMT frameworks by proposing and
evaluating a novel key generation scheme.

3. Contributions

e Identification of various security threats in IoMT-based data transmission framework, motivating the proposal of a secure data

transmission framework incorporating a novel key generation scheme.
e Utilization of cipher block modes such as Electronic Code Book (ECB), Cipher block chaining (CBC), and Counter (CTR) with DES

for performance comparison and analysis.
o Simulation of three security attacks on secret keys such as Guessing attack, birthday, and Brute Force attack using Matlab and Java

to assess the resilience of our key generation scheme.
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Fig. 1. Architecture of IoMT-based healthcare system.
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e Utilization of IoMT-based framework for the collection of health vitals such as SPO2, Body Temperature, and ECG from the human
body.

e Consideration of evaluation parameters such as transmission time and packet delivery rate, with detailed simulation results
discussed.

The remaining sections of the paper are structured as follows: Section 2 presents recent related research. Our proposed method-
ologies are outlined in Section 3. Section 4 introduces the attack model, while Sections 5 and 6 detail the implementation process and
experimental results. Ultimately, Section 7 draws the paper to a conclusion.

4. Related works

Security has become one of the biggest problems in any IoMT-based healthcare system since patient health records is so sensitive.
Key management is one technique for maintaining this system’s security intact.The fundamental goal of key management is to create,
distribute, and to preserve keys until they are destroyed. IoT devices cannot use conventional key distribution systems due to resource
constraints. This section reports recent research works on lightweight key management techniques and secure communication
framework for IoMT. SKYGlow is a secret key generation technique for resource constrained IoT device [21]. This scheme utilizes
Discrete Cosine Transform (DCT) on communication channel observations of sent messages to maximize correlation between the
generated secret key bits. Soni et al. [22] presented a symmetric secret key generation for IoT networks based on the wireless channel
parameter such received signal strength (RSS). With the help of correlated colored noise components author proposed a low
complexity filtering approach that can enhanced the performance of the RSS signal-based key generation approach. Chen et al. [23]
proposed an efficient secret key generation approach for the one-time pad encryption algorithm, which was based on AES. The
proposed scheme generated secret keys for secure communication between IoT devices and Edge server devices. Simulations were
conducted to verify the feasibility and correctness of the proposed scheme. Tang et al. [24] proposed a Group key generation technique
for multiple IoT devices. The proposed scheme reduced the reliance on channel probing techniques, making the scheme more efficient
and cost-effective.Usman et al. [25] presented another energy-efficient key distribution procedure at the physical layer. The proposed
scheme combined multiple characteristics of the communication channel, resulting in a significant improvement in key generation
rate.Coelho et al. [26] introduced LORENA, a low-memory symmetric-key generation technique for Internet of Health Things (IoHT).
LORENA utilized ECG signals to generate a 128-bit shared secret key between IoHT sensor nodes.Das and Namusudra [27] presented a
hybrid encryption technique for securing IoT-enabled healthcare data. The technique combined well-known encryption algorithms
such as ECC, AES, and Serpent. These algorithms were fused together to encrypt IoT health data, with the required public-private key
pairs generated during the registration phase.Kumar et al. [28] described the Rooted Elliptic Curve Cryptography with Vigenere cipher
(RECC-VCQ) security scheme. This proposed scheme enhanced IoMT security through the implementation of an exponential K-ano-
nymity algorithm. RECC-VC facilitated the secure transmission of human health data from IoMT network to cloud servers.Sultana et al.
[29] introduced a homomorphic encryption approach that relies on transformed ASCII values assigned to individual characters in
plaintext. In their proposed system, the generated secret key utilized a tetrahedral-based and a Pentatope-based configuration. Igbal
et al. [30] introduced a secure and efficient key management approach for Wireless Body Sensor Networks (WBSNs). The proposed
scheme employed CP-ABE for health data encryption and consortium blockchain for authentication and key management. Fixed-size
session keys were generated through attribute-based rules and AND/OR logic. Kumar et al. [31] presented a Constrained Application
Protocol (CoAP)-based secure data transmission framework for an IoT-based smart building. Datagram Transport Layer Security
(DTLS) was used for message encryption, while SHA-256 was employed for key generation and sharing. The proposed framework was
simulated using the COOJA simulator for 90 min. Experimental results demonstrate that energy consumption is lowered by approx-
imately 30.86 %. Several other authors suggested the use of blockchain framework for health data security [32,33].Steganography is
another technique which can be used to secure medical images [34].A comparative summary of key generation techniques considered
by the authors in recent years has been shown in Table 1.

Upon reviewing numerous research papers and surveys, certain areas for improvement became apparent. In much of the related

Table 1
Recent key generation techniques for IoT.
Author, Year Scheme Application Key Size Key Attacks Considered
Area Randomness
Tseng et al. [35], Certificate less public-key cryptographic system  IoT 1024 bits Yes No
2024
Puetal. [36], Public-key authenticated encryption usinf IoT 512 bits Yes Keyword guessing attacks
2023 Diffie-Hellman key distribution
Usmanetal. [37],  Mapping Table based key distribution IoT 140 bits Yes No
2022
Guo et al. [38], Lightweight key generation using improved IoT 100-500 Yes No
2021 cascade protocol bits
Jacovic et al. Carrier frequency offset and carrier IoT 100 bits Yes Brute force attack
[391, 2020 frequency offset based key generation approach
Proposed Timestamp based sharing less key generation IoT 64 bits Yes Brute force Attack, Guessing

Attack, Birthday Attack
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literature, secret keys were transmitted from sender to receiver in plaintext, leaving them vulnerable to channel attacks. Some authors
resorted to encryption or hash functions to secure these keys [40-42], resulting in increased computational overhead.In some of the
works, the basic security requirements such as privacy, integrity, freshness, authentication, anonymity, secure localization as
demanded in real applications are not maintained [43-45]. Also, it is observed that researchers have considered the security pa-
rameters in their proposal, but only few authors considered the security issue in secret key sharing. If secret key is not shared in a secure
way and if the adversary gets the key, then they can easily decrypt the data. Therefore, the whole security scheme will be jeopardized.
Using the secret key the adversary can decrypt the data and see or alter it. As a consequence, security requirement of secret key is also a
big concern. To overcome and reduce the security attacks, exploration is needed so that secret key need not be shared with receiver for
decryption. This motivated us to design a Simple Novel Key Generation Scheme (SKG) where without sharing secret key encryption
and decryption is possible, only secret information required to regenerate secret key at receiver end is shared.

5. Proposed methodologies

In IoT enabled healthcare applications sensors and other devices are energy constraint and computational ability is also less [46].
Thus, to design a framework with less complexity and faster data transmission speed ensuring confidentiality is a challenging task. To
overcome this challenge, a novel secret key generation scheme and a secure data transmission framework is proposed.

5.1. Secret key generation (SKG) scheme

In typical symmetric key cryptography, encryption key must be shared with the receiver to decrypt data, which is a big challenge
and vulnerable to various security threats. But in our scheme key sharing is not required, which reduces the number of security attacks.
Date and time from the devices used in patient and doctor end is the input to form a 64-bit secret key. Data and time elements such as
mm - minute, HH - hour, DD-date, MM-month, YYYY- Year have been used. System date and time are fetched at first in
mmHHDDMMYYYY format. The respective value of this format is then converted to its binary form. But the values are less than 64 bits,
so to overcome this, first 32 bits from the binary value is selected and the values are then inversed. Now 2x32 values are there including
original and inversed values. Both the values are then concatenated to form a 64-bit binary value. This binary could have been used as a
secret key, but it is found that binary numbers can be easily found by Brute Force. So, the 64-bit binary value is converted to Hexa-
decimal value, which is more complex to be found by Brute force method. This 64 bit or 16 character Hex has been used as secret key in
our proposed secure data transmission framework. For better representation and understanding key generation process with example
are shown in Fig. 2 (a) and 2 (b). This scheme is less complex as well as secure from security attacks which make it suitable for

Fetch system Craneaiil e Convert to Select 32 bit
elements

time and date mmHEDDMMYYYY Binary from left

64 bit secret Comert fo Merge original 32 bit

key He":g?e‘mal with inversed 32 bit

Inverse 32 bit

(a)

101000000011011011101 0101000000086008

101000000011011

1110101010000000

010111111100100

pletoLoLIIN

d

1010 0000 0011 0110 1110 1010 1000 0000 0101 1111 1100 1001 0001 0101 0111 1111

(b) A036EA805FC9157F

Fig. 2. (a) Block diagram of key generation scheme. Fig. 2 (b) Example of a key generation.
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application in resource constraint PDA devices. Attack model and resilience analysis has been discussed in later sections.
To measure the strength of key, complexity in number of bits is calculated which is often called Entropy [47]. Eq. (1) is the formula
to calculate.

Entropy = log,N" 1

Here N is the cardinality and L is the length of the key. Cardinality refers to the contents of key element, Hex uses combination 0-9
(Ten) and A-F (Six) characters. So, the value of cardinality is 16 and 64 bit refers to 16 Hex characters, so the Length is 16. The entropy
calculation using equation (1) reveals that the Hex key has an entropy of 64 bits, whereas the decimal key has an entropy of 16 bits.
Consequently, the Hex key is stronger and more suitable.

5.2. Secure data transmission framework

Confidentiality of health data is one of critical security requirement in IoMT. This requirement can be satisfied using traditional
cryptographic algorithms. Symmetric cryptographic algorithms are considered to be faster than asymmetric, because it is less complex
in nature This paper presents a secure framework for transmitting health vitals from a sensor device to a doctor device using Cloud
technology. The framework employs DES encryption, combined with a custom key generation scheme, to protect sensitive health data.
DES is a popular symmetric cryptographic algorithm widely chosen by various researchers in IoMT [48-50]. Proposed Secure data
transmission framework uses two handheld devices with limited resources and Wi-Fi internet connectivity, one for the patient and
another for the doctor.System time and date of both the device need to be synchronized and key generation scheme has to be agreed.
The body vitals are measured by the wearable sensor device and aggregation is done by the patient device.Then secret key is generated
using our key generation scheme, using that key health vitals are encrypted and forwarded to the Cloud database using internet. At the
doctor end, the encrypted data is retrieved from the cloud database and the same key generation scheme is used to corresponding the
same key.Using the key, the health data is decrypted and doctor can see the information in a meaningful format. This framework
secures the health data in transit as well as in storage. Entire process has been shown in Algorithm 1 and the proposed secure
framework has been reflected in Fig. 3.

Algorithm 1: Secure data transmission using key generation scheme

BEGIN:

Procedure: key generation, encryption and transmission of health data (patient’s device)
fori=1tondo

v[i] = collect body vitals from dataset

b

(continued on next page)

Cloud Server

Clock Synchronization] Clock Synchronization

| Patient |

Doctor and Patient
Device Regisiration

Doctor

Sends identify: Pat_Devicey Sends identity: Dac_Devieey |
Bind Doc_Device, Pat_Devicey,

Colfects body virals: Viij
Collection of body vitals) | Generates key: SKHEX16{1]
¥ neration and i .
key g:n cryption Encrypts body vitals: encfif
Sercls encrypted body vitals: enclif

Secure communication

Sencls request for body virals: encflf

Sends encrypred body vitals: encll]
Generates key: SKHEX16i] Key re-generation and

Body vitals decryption
Decrypis body vitals: decflf

Fig. 3. Proposed Secure health data transmission framework for IoMT.
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(continued)

Algorithm 1: Secure data transmission using key generation scheme

5 DTIM [i] = [mm|[HH|[DD||MM]|YYYY]
6: BIN[i] = converted in binary

7: BIN32[i] = select 32 bit from left

8: BIN32[i] = inverse

9: bin64[i] = [BIN32[i]|| BIN32Ti]]

10: SKHEX16[i] = convert to hexadecimal
11: end for

12 enc([i] = encrypt v[i] using SKHEX16 [i]
13 Save enc[i] in cloud database

14 Procedure: key re-generation and decryption (doctor’s device)
15 forj =1 to ndo

16 Repeat step 5 to 10

17 end for

18 dec[j] = decrypt v[j] using SKHEX16 [j]
19 END

6. Attack model

Widely induced attacks on secret key, such as Brute Force attack [51,52], Guessing attack [53,54], Birthday attack [55,56] are
considered in this work.A brute force attack is a cryptanalytic attack which attempts to decrypt an encrypted data. An attacker can use
a lot of possible secret keys to decrypt. A systematic way is followed to try all possible secret keys in the decryption process until the
correct one is found. Attacker also attempts to get the key, which is derived from a password or secret value using Key Derivation
Function, this is known as exhaustive key search.

The relation between key length and time is critical when it comes to the security of cryptographic algorithms [57]. The key space,
which is determined by the length of the encryption key, directly affects the time required to perform a brute force attack on the
encrypted data. Brute force attacks involve trying every possible combination of characters until the correct key is found, and the larger
the key space, the more combinations that need to be tried, making the attack more time-consuming and computationally expensive. n
symmetric encryption, the same key is used for both encryption and decryption. The key length directly determines the size of the key
space. If the key length is denoted as "n" (in bits), the key space will have 2" possible combinations. As a result, the time complexity of a
brute force attack on symmetric encryption is proportional to 2"

In Guessing attack, a pattern of the key is known to attacker and using that patter attacker generates the set of keys. This set of keys
is later used as dictionary in Brute Force Attack.This kind of attack is also known as Mask attack where attacker knows or assumes that
the secret key pattern can be: 1. Length of secret key is 16, 2. Secret key contains alphabets and digits, 3. It contains 0-9 digits and A-F
alphabets, 4. All are in Upper case. These information helps the attacker to reduce the number of possible combinations and hence
cracking can be easy and faster.

The birthday attack leverages the birthday paradox, which states that in a set of n randomly chosen people, the probability that at
least two people share the same birthday increases significantly when n is less than 23.In cryptographic terms, for a hash function with
n possible outputs, finding two distinct inputs that hash to the same output (a collision) requires roughly 22 attempts, rather than 2",
The actual entropy of the key depends on the variability and range of the input components. Based on these three attacks cryptanalysis
has been conducted and results have been discussed in later section.

6.1. Informal analysis

6.1.1. Theorem 1: secure from guessing attack

Assume that the attacker tries to guess the secret key SKHEX16. It is impossible to guess the SKHEX16 because the initial pattern of
the key is [mm||HH||DD||MM||YYYY]. In this pattern key is changed in every minute because the mm element of the key sequence is
changed in every minute while rest of elements of key sequence is unchanged for a time frame. To make it more complex DTIM has
been converted to binary number and select left 32 bit from the BIN where BIN32 C BIN. Final key SKHEX16 is formed by converting
[BIN32|| BIN32'] to hexadecimal. So, a small change in the sequence differs the final key elements. Hence the attacker cannot guess the
secret key. Therefore, the protocol is free from guessing attack.

6.1.2. Theorem 2: secure from brute force attack

Imagine a scenario where an attacker manages to intercept a message and decides to attempt to uncover the secret key by using a
brute force approach. However, the security of the situation lies in the fact that the secret key, referred to as SKHEX16, is a 16-bit
hexadecimal number. This translates to an incredibly large number of possible combinations — precisely 16 raised to the power of
16, which equals 18,446,744,073,709,551,616 (1.8 quintillion) unique secret keys.Given the astronomical number of potential secret
keys, the process of trying each combination through brute force becomes unfeasible in practical terms. It would take an extensive
amount of time, possibly spanning many years, to exhaustively search for the correct SKHEX16. Consequently, the protocol stands
secure against brute force attacks due to the sheer implausibility of discovering the right key within a reasonable timeframe.
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6.1.3. Theorem 3: secure from birthday attack

When discussing the security of a 64-bit key, it’s essential to understand the amount of randomness, or "entropy," present in the key.
The more entropy, the harder it is for someone to guess or crack the key. Our scheme uses several components from the date and time to
build the key, and each of these components adds some entropy. Let’s break down the entropy contribution of our proposed scheme for
each component: mm (minute): 0-59 (6 bits), HH (hour): 0-23 (5 bits), DD (day): 1-31 (5 bits), MM (month): 1-12 (4 bits), YYYY
(year): Assuming a reasonable range of 100 years (7 bits), Milliseconds (SSS): 0-999 (10 bits). Total bits of entropy =6 +5+5+4+7
+ 10 = 37 bits, the birthday attack would require 237/2 = 218 ~ 370728 attempts to find a collision. The validity period of 60 s means
the key is valid only for a short window, reducing the risk of successful brute force or birthday attacks within that period.

6.2. Formal analysis

For guessing attack, all possible key sequence has been simulated using Matlab to check the best sequence for which the final key is
very much different. For each sequence, 60 keys (range of mm is 00-59) has been generated and the average similarity has been
calculated using eq (2). Table 2 shows the simulation results.

Total number of smilar characters
key length x 7,C

Upon reviewing the provided table, a noticeable disparity in similarity emerges, indicating that sequence 1 exhibits a lower degree
of similarity compared to the other sequences. Consequently, in the context of generating key sequences, if an attacker endeavors to
produce successive keys based on a captured one, the probability of success is a mere 9.2 %. As a result, sequence 1 has been
determined as the optimal choice for implementation within our key generation methodology.

The average similarity between keys generated by different sequences ranges from 9.2 % to 26.88 %. Lower similarity percentages
indicate more distinct keys, which reduces the likelihood of collisions. To find a collision, an attacker would need to try approximately
370,728 different combinations. Given the 60-s validity window for each key, the practical feasibility of a birthday attack is very low.

Brute force tool called BruteX has been used to simulate brute force attack on the secret keys. A predefined time limit of 60 min was
established for conducting the brute force experiment, as shown in Table 3. When dealing with a 28-bit key consisting of the elements
YYYY, MM, and DD, we successfully cracked it in a mere 4 s. Moving to a 32-bit key containing YYYY, MM, and DD, the decryption was
achieved in approximately 80 s. Similarly, 48-bit key utilizing analogous date components was deciphered within 58 min. However,
it’s noteworthy that a 64-bit key formed from mm, HH, DD, MM, and YYYY proved to be resistant to our efforts and couldn’t be cracked
within the set time threshold.In our scheme a key is valid for 60 s only. Thus, it is clear that our proposed key generation scheme is
resilient to Brute Force Attack.

x 100 (2)

Avarage similarity =

7. Implementation and experimental setup

Proposed secure data transmission framework has been implemented using PHP and MySQL, user interface has been designed using
HTML and CSS.Wearable sensors such as SPO2, Body Temperature and ECGhas been employed for the collection body vitals.Body
temperature sensors is positioned on the left arm, a Spo2 sensor is positioned on the right index finger, and ECG probes are positioned
over the chest and abdomenshown in Fig. 4 and sensor values has been shown in Fig. 5. Mysignals [58] HW Shield and Arduino has
been used as the microcontroller device which is connected to the internet using ESP8266 wireless module.The PHP-based doctor and
patient portal allows both parties to log in using their login information to examine the health vitals. AWS cloud-based MySQL database
has been utilized for storage of encrypted health data as shown in Table 4. Proposed key generation scheme is implemented in both
patient and doctor device. A microcontroller is considered as a patient device, while a laptop serves as a doctor device in this scenario.
Patient device is responsible for secret key generation, encryption using DES and transmission to the cloud storage. Doctor devices can
retrieve the encrypted health record and decrypt it. Initially, an interval of 1 ms is set to collect sensor data and transmit it securely to
the doctor.

7.1. Ethics declarations
This study was reviewed and approved by the Institutional Research Board of Maulana Abul Kalam Azad University of Technology.

Members are Dr. Suparna Biswas, Dr. Ramesh Saha, and Dr. Koushik Karmakar.
All participants provided informed consent to participate in the study.

Table 2
Guessing attack simulation result for various sequence.
Sequence Elements Value Key Avg. Similarity
Seq-1 mmHHDDMMYYYY 151011102020 8CA3DA35735C25CA 9.2 %
Seq-2 mmDDHHMMYYYY 151110102020 8CBB74B073448B4F 12.66 %
Seq-3 HHmmDDMMYYYY 101511102020 BD1223F242EBBCOD 13.58 %
Seq-4 HHDDmmMMYYYY 101115102020 BC57701A43A88FES 26.88 %
Seq-5 DDmmHHMMYYYY 111510102020 CFB42900304BD6EE 15.79 %
Seq-6 DDHHmmMMYYYY 111015102020 CEC820323137DFCD 26.88 %
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Table 3

Brute force attack simulation result for various sequence.
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Key Size(bit) Elements Threshold time Time to discover
28 YYYYMMDD 60min 4s

32 YYYYMMDD 60min 45s

48 YYYYMMDD 60min 58 min

64 mmHHDDMMYYYY 60min Not found
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Fig. 5. Health data samples collected using body sensors.

Screenshot of user interface for patient and doctor devices during data transmission has been shown in Fig. 6(a) and (b).

8. Results and analysis

For performance analysis three experiments have been conducted for three block cipher modes of DES such as ECB,CBC and CTR.
Each experiment includes secure health data transmission for 60 min, thus a total 180 min of data transmission takes place from patient
device to doctor device. In first phase DES has been configured in ECB mode and the time required for various operations as per al-
gorithm 1 has been recorded. Similar approach has been followed for DES with CBC and CTR mode respectively. Fig. 7 (a) (b) and (c)
show time required by 10 transmissions for DES-ECB, DES-CBC and DES-CTR modes respectively.

Data Read is the time required to read the sensor data from dataset, it takes an average time of 0.2-0.4 ms. Key generation is the
time required to generate secret key by our proposed scheme which takes an average of time 2.20-2.80 ms.Encryption represents the
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Table 4

AWS experimental setup.
Description Value
Instance Amazon EC2 (t2.micro)
vCPU 1 (3.3 GHz Intel Xeon Scalable processor)
Physical Location Mumbai, India
Mem (GiB) 1.0
Storage 30 GB
PHP Version 7.4.2
Apache Version 2.2
MySQL Version 8.0.33

(a) 11:30 PM ZOBMBIEs (b))

€ @
3 @ 13.234.75.85/wban-des/Pa : O sy

. © sy ko o
Wireless Body Area Network
Wireless Body Area Network

Doctor Area Return Home |8 VTS
Patlent Area Logout

Hello, Sohail Saif

A

4a974306082488c127008c28 Record Details
Oxygen Lavel Patient Basic Info Pulse Rate::
1890193505061 6c58#14a529204c9095
D n il 72 [minute
Encryption and Sending Body Temperature: Full Name: Sohail Saif
CElE 4484301084869023401033965 249902 Gender: Male
Oygen Level:
. Age:2§ !
Data Read Time: 0.31 ms 96%
Key s
DES
Datn Storge Thny; 1 Data Dectyption Completed Body Temperature:

Total Time: 11.94 ms 1014F
Data Data Fetch Time: 0.88 ms
Key Generation Time: 2.33 ms
DES Decryption Time: 5.6 ms

Fig. 6. User interface of patient and doctor device during data transmission.

time required to encrypt the health data such as Pulse Rate, Oxygen saturation level and Body temperature. Experimental results show
that it takes an average of 5.20-6.03, 6.19-7.24 and 6.56-7.26 ms for ECB, CBC and CTR mode respectively. Data Save represents the
time incurred to store the encrypted health data in AWS server.Similarly, Data Retrieve is the time component involved in retrieval of
encrypted data from cloud database to doctors’ device. Both of these operations take an average time of 1.50-2.12 ms and 0.85-1.01
ms.Key re-generation depicts the time experienced for secret key generation at doctor’s device using the same scheme, it takes an
average of 2.29-2.94 ms. Decryption is the time required to decrypt the encrypted health data into meaning full plain text. Average
decryption time required by ECB, CBC and CTR modes are 4.20-5.06 ms, 5.09-6.23 ms and 5.17-6.03 ms respectively. There is a
significant increase of time for CBC and CTR mode compared to ECB due to the complex nature. Total time is the sum of the time
required by all above mentioned operations to complete 1 transmission, it has been observed that for ECB,CBC and CTR modes average
total transmission time lies between 17.73 and 19.34 ms, 19.38-21 ms and 20.05-21.39 ms respectively. Table 5 shows the comparison
with a similar approach proposed by Hamid et al. [59], It can be seen from the table that our approach is 87 % faster than the compared
one.

Since our key generation scheme is based on system time and date, the most changing element is mm, it is changed in every minute
thus the key is changed. This change can lead to generation of wrong key at doctors’ device for the same transmission. For example, a
key is generated on patient’s device at 28 min past 3'O clock, where the system date time was 03:28:59:995, but when it reaches at
doctor’s device the time becomes 03:29:00:017, so doctor’s device will generate a different key based on this information which will
lead to failure of decryption process. There could be a maximum 1 failure in a minute using our key generation scheme due to change in
clock. The total number of encryptions per minute, as well as decryptions, are recorded to indicate the number of failures. The dif-
ference between these two values represents the number of failures.Fig. 8(a) and (b) and (c) shows the total number of transmissions
for three modes.

Out of 60 min, at 1st minute 3240 transmissions has been encrypted and transmitted but 3239 transmissions have been successfully
decrypted, hence 1 transmission has been discarded due to invalid decryption key. Similarly at the 7th minute total number of
encrypted, transmitted and decrypted transmission is 3236, hence no failure is present. It can be observed that an average of
3236-3243 numbers of transmissions has been successfully encrypted and decrypted during transmission in DES-ECB mode. For DES-
CBC mode the numbers of successful encrypted and decrypted transmission lies between 2967 and 2975, which is less than ECB mode,
since total time required for each transmission is more than ECB mode. Similarly, in DES-CTR mode it can be discovered that
2858-2863 transmissions has been completed each minute which is less than other two modes due since time required for a each
transmission is more than other two modes.In Fig. 9 percentage of packet delivery ratio per minute for all three modes have been
shown.To calculate the packet delivery ratio equation (3) has been used.
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Fig. 7. Time required during secure data transmission in a. DES-ECB mode b.DES-CBC mode ¢.DES-CTR mode.

Table 5
Comparison with related work in terms of key generation and encryption/decryption time.
Authors Approach Key Generation Time Encryption/Decryption Time Total Time
Hamid et al. [59] ECC (106 bits) 57 ms 11 ms 68 ms
ECC (132 bits) 98 ms 17 ms 115 ms
ECC (160 bits) 108 ms 16 ms 124 ms
ECC (210 bits) 121 ms 15 ms 136 ms
RSA (512 bits) 383 ms 77 ms 460 ms
RSA (768 bits) 898 ms 160 ms 1058 ms
RSA (1024 bits) 2609 ms 338 ms 2947 ms
RSA (2048 bits) 18399 ms 1867 ms 20266 ms
Proposed DES-ECB (64 bits) 2.8 ms 6.03 ms 8.83 ms
DES-CBC (64 bits) 2.8 ms 7.24 ms 10.04 ms
DES-CTR (64 bits) 2.8 ms 7.26 ms 10.06 ms
Packet delivery ratio — succesfully received and decrypted packets 100 3)

total number of packets encrypted and transmitted

Above figure shows that on 7th,25th, 42nd, 59th minute DES-ECB mode has achieved 100 % of packet delivery ratio, for the rest of
the minutes the percentage lies between 99.95 and 99.97 %. For DES-CBC mode percentage of packet delivery ratio for 60 min lies
between 99.93% and 99.94 % and for DES-CTR mode 8th, 19th and 23rd minutes has obtained 100 % of packet delivery ratio, for the
rest of the minutes the percentage lies between 99.92 and 99.93 %. Table 6 Shows the total number of packets encrypted, successful
decryption and failed decryption during 60 min of transmission.

Fig. 10 states the comparison with similar works conducted in last few years. From the above results it can be seen that DES-ECB
mode obtains the highest rate of packet delivery and it reduces the chance of failed decryption. Also as discussed earlier this mode takes
17.73-19.34 ms for one, which is within the permissible limit in healthcare [60-62]. This makes it suitable to be applied in healthcare

10
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Fig. 8. Encryption and Decryption during data transmission a. DES-ECB mode b.DES-CBC mode ¢.DES-CTR mode.

applications to ensure confidentiality of health data.
9. Conclusion and future research directions

This paper proposes a novel key generation scheme and a secure data transmission framework specifically designed for [oT-based
health monitoring applications. Our approach generates secret keys at the receiver’s end, eliminating the need for key sharing. System
date and time are used for key generation independently on patients’ and doctors’ devices. Security attacks including Guessing or Mask
attacks, Brute Force attacks, and Birthday attacks were simulated to assess resilience. Proposed scheme showed 91 % and 100 % safety
against Guessing or Mask attacks and Brute Force attacks, respectively, and demonstrated robustness against Birthday attacks.

A secure data transmission framework was developed by applying this scheme to DES. The performance of three cipher block
modes (ECB, CBC, and CTR) was analyzed. Health data collected via body sensors was transmitted using this framework. Results
showed transmission times ranging from 17.73 to 21.39 ms and packet transmission rates of 3236 to 2858 packets per minute for DES-
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Table 6
Packets transmitted from patients’ to doctors’ device in 60 min.
Mode Total Encrypted Packet Successful Decrypted Packet Un Successful Decryption
DES-ECB 194364 194308 56
DES-CBC 178288 178228 60
DES-CTR 171662 171605 57

eSS
IATARRAMAARRRAM

Sharavanan et al. [61

98.2%

Authors

Vaniprabha et al. [63] 97.0%
Proposed (DES-ECB) 99.97%
o 2‘0 4‘0 6’0 80 100

Packet Delivery Ratio (%)
Fig. 10. Comparison with related works in terms Packet delivery ratio.
ECB, DES-CBC, and DES-CTR modes, respectively.

Despite these advancements, limitations exist. Our focus on common security attacks may overlook emerging threats, and reliance
on the DES algorithm warrants exploration of alternative cryptographic methods. Additionally, accommodating the growing volume
and diversity of health data poses scalability challenges. Future research could explore advanced threat models, algorithmic en-
hancements, and real-world deployment studies to address these limitations.
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