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A B S T R A C T

Background: Zoonotic diseases originating in animals pose a significant threat to global public health. Recent
outbreaks, such as coronavirus disease 2019 (COVID-19), have caused widespread illness, death, and socioeco-
nomic disruptions worldwide. To cope with these diseases effectively, it is crucial to strengthen surveillance
capabilities and establish rapid response systems.
Aim: The aim of this review to examine the modern technologies and solutions that have the potential to enhance
zoonotic disease surveillance and outbreak responses and provide valuable insights into how cutting-edge in-
novations could be leveraged to prevent, detect, and control emerging zoonotic disease outbreaks. Herein, we
discuss advanced tools including big data analytics, artificial intelligence, the Internet of Things, geographic
information systems, remote sensing, molecular diagnostics, point-of-care testing, telemedicine, digital contact
tracing, and early warning systems.
Results: These technologies enable real-time monitoring, the prediction of outbreak risks, early anomaly detection,
rapid diagnosis, and targeted interventions during outbreaks. When integrated through collaborative partner-
ships, these strategies can significantly improve the speed and effectiveness of zoonotic disease control. However,
several challenges persist, particularly in resource-limited settings, such as infrastructure limitations, costs, data
integration and training requirements, and ethical implementation.
Conclusion: With strategic planning and coordinated efforts, modern technologies and solutions offer immense
potential to bolster surveillance and outbreak responses, and serve as a critical resource against emerging zoonotic
disease threats worldwide.
1. Introduction

Emerging zoonotic diseases pose significant threats to human health
and wellbeing globally [1]. Zoonotic diseases are infectious diseases
transmitted from animals to humans, and approximately 75% of new
infectious diseases identified in the past decade have originated in ani-
mals [2]. Emerging zoonotic diseases, such as coronavirus disease 2019
(COVID-19), severe acute respiratory syndrome (SARS), Middle East
respiratory syndrome (MERS) and Ebola virus disease, can cause severe
illness with high fatality rates [3]. Furthermore, they cause economic
losses by disrupting trade, travel, and supply chains [4–6]. With
increasing populations and human–animal interactions and climate
change, the risk of zoonotic disease outbreaks is on the rise [7,8]. Global
environmental changes have led to ecological problems such as climate
change, resource changes, and ecosystem disruptions, which all signifi-
cantly impact human and animal health [9,10]. For example, global
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warming has increased the prevalence of disease-carrying vectors, such
as mosquitoes and rodents, thereby increasing the risk of disease trans-
mission [11,12]. Additionally, deforestation and ecosystem degradation
have caused habitat loss for numerous wildlife species, forcing them in
contact with humans and livestock, thus facilitating the spread of dis-
eases to both humans and livestock [13,14]. Furthermore, as the risk of
zoonotic diseases continues to increase, early detection has become
increasingly crucial. Detecting and controlling outbreaks at an early stage
can control the spread of the disease and decrease the harm caused [15].
For example, during the COVID-19 pandemic, early detection aided
health authorities in identifying infected individuals, thereby slowing the
spread of the disease [16,17]. Similarly, for diseases transmitted between
animals and humans, early detection and timely implementation of
control measures can prevent large-scale transmission within populations
[18–20]. Therefore, it is crucial to establish robust surveillance and
response systems that enable early detection and rapid response to
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emerging zoonotic disease outbreaks before they escalate into epidemics
or pandemics [5].

Modern technologies and solutions have great potential to enhance
our capacity to monitor and create response systems for emerging zoo-
notic diseases [21]. These technological advancements show potential as
feasible approaches for enhancing emerging zoonotic disease control;
however, further research and evidence synthesis are required to estab-
lish their effectiveness and practical implementation. Advanced ana-
lytics, artificial intelligence (AI), the Internet of Things (IoT), remote
sensing, and molecular tools can strengthen surveillance capabilities by
enabling real-time monitoring, predicting outbreak risks, and detecting
anomalies at an early stage [22–24]. Moreover, solutions such as
point-of-care diagnostics, telemedicine, and digital contact tracing can
significantly improve the speed and effectiveness of the outbreak
response [25,26]. Although these technologies have significant potential,
implementation challenges related to aspects such as data integration,
interoperability, cybersecurity, ethics, and policies must be addressed
[27].

In this review, we examined various modern technologies and solu-
tions that can enhance surveillance and response systems for emerging
zoonotic diseases. The applications, benefits, and potential challenges are
summarized (Fig. 1). The aim was to provide valuable insights into how
Fig. 1. The overview of modern technologies
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cutting-edge innovations could be leveraged to prevent, detect, and
control emerging zoonotic disease outbreaks.

2. Modern technologies to enhance zoonotic disease surveillance

In this era of rapid technological advancement, tools available for
disease surveillance are evolving. This section discusses the use of
modern technologies that have the potential to enhance the surveillance
of emerging zoonotic diseases. We explore the roles of big data analytics,
AI and machine learning (ML), IoT, spatial analysis and geographic in-
formation systems (GIS), remote sensing, satellite imagery, and molec-
ular technologies (Fig. 2). Each of these technologies is discussed in terms
of their functionality, potential benefits, practical applications, and
challenges that must be addressed for effective implementation.

2.1. Big data analytics

In May 2011, big data was declared the next frontier for productivity
and innovation. Big data has various definitions [28]. Strawn described
big data as the “fourth paradigm of science”, while Hagstrom suggested
that big data played the role of a new paradigm in knowledge assets [29,
30]. Big data is a new-era technology that aims to extract value more
to enhance zoonotic disease surveillance.



Fig. 2. A summary of the advantages and disadvantages of several technologies.
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economically by capturing, discovering, and analyzing large volumes of
diverse data [31]. Big data analytics is a comprehensive approach that
involves analyzing the quantity, variety, velocity, veracity, and value of
different types of data [32]. This approach can be used to act, provide
insights, measure performance, and establish competitive advantages.
Big data possesses characteristics such as a large quantity, high velocity,
and diverse variety, requiring specific technologies and analytical
methods to transform its value [33].

A study conducted in 2021 quantified the volume of big data. It
included network traffic data, data generated by various institutions, and
image data provided by media companies [34]. For example, the Large
Hadron Collider of the European Organization for Nuclear Research
generated approximately 40,000 exabytes (EB) of raw data [35]. Amazon
web services' simple storage service contains more than a quadrillion data
points [36]. In the context of zoonotic diseases, a platform for collecting
large-scale data typically records patient-related information, such as daily
outpatient data from local healthcare institutions, electronic medical re-
cords, immunization records, chronic and infectious disease reporting
data, and mortality monitoring data related to public health [37–39]. In a
study on Dengue fever, data were screened from the Integrated Health Big
Data Platform (IHBDP), where 11,900 potential cases were identified
among 983,000 children with medical records from healthcare in-
stitutions [39]. In zoonotic disease surveillance, big data analytics can
help detect outbreaks earlier by identifying patterns in the vast amounts of
health data [40,41]. Multiple data streams, including medical records,
prescriptions, searches, and social media, can be continuously analyzed to
identify anomalies indicative of clusters or outbreaks [42,43]. Sophisti-
cated algorithms can incorporate geographic data into pinpointed loca-
tions in real-time [44]. Historical data enables comparisons to identify
emerging outliers. Forecasting models can predict the progression of an
outbreak based on past patterns [45].

Another study analyzed the effectiveness of an integrated big data
platform in China for infectious disease control by comparing its ability
to identify cases of Dengue fever and tuberculosis, as well as the number
3

of unvaccinated migrant children using traditional methods [46]. They
found that the big data approach detected cases more efficiently. The
Yinzhou Center for Disease Prevention and Control in China imple-
mentedthe IHBDP. This platform has been successful in detecting
additional cases compared to manual diagnosis in specific disease sce-
narios. For example, among 3,972 suspected cases of Dengue fever, the
IHBDP identified six cases, two more than those identified through
manual diagnosis. The IHBDP detected 288 suspected cases of tuber-
culosis among 43,521 university students based on information ob-
tained during their medical examinations. Subsequently, three of these
patients were confirmed as tuberculosis carriers through follow-up CT
or T-SPOT.TB tests. Furthermore, in immunization screening, the
IHBDP identified 240 immunization-deficient mobile children, whereas
traditional door-to-door screening methods identified only 20 cases
[46]. Furthermore, big data analytics has allowed health authorities in
Taiwan, China to proactively warn medical centers about surging
Dengue fever cases, demonstrating their potential for outbreak pre-
diction [47]. However, the challenges related to data quality, sharing,
security, and privacy must be addressed [48]. Overall, big data ana-
lytics shows immense promise in strengthening real-time, predictive
disease surveillance if implemented carefully [41].

2.2. Artificial intelligence and machine learning

AI and ML are computational techniques that analyze data, identify
patterns, and make predictions. By processing surveillance data, AI/ML
algorithms can enhance human analysis by automating the detection of
zoonotic disease outbreaks [49,50]. The term “machine learning” was
coined by Samuel in 1959 [51]. ML is the practice of using algorithms to
analyze data, learn from them, and make predictions or judgments
regarding the future state of any new dataset. Therefore, instead of
manually coding software routines with a specific set of instructions
predetermined by programmers to accomplish a particular task, ma-
chines are taught how to perform the task using large amounts of data



L. Zhang et al. Science in One Health 3 (2024) 100061
and algorithms. Common ML algorithms include supervised (using
labeled data for training) and unsupervised learning [51]. ML enables
systems to make better decisions and predictions using new data, and
continuously improves and enhances system performance by identifying
complex patterns in the data. With the development of AI, ML techniques
have continuously improved and are now applied in various fields such as
discovering and predicting new materials, molecular properties, quan-
tum chemistry research, and drug design [52–55]. Specific applications
include natural language processing to extract insights from unstructured
text-based reports, and deep neural networks to integrate and analyze
genetic, epidemiological, and climatic data [56,57]. Supervised ML al-
gorithms can be trained on labeled outbreak datasets to identify similar
signals [58,59]. Furthermore, AI models can forecast outbreak trajec-
tories based on transmission dynamics [60].

The key benefits of AI/ML are their ability to rapidly process massive
datasets that cannot be analyzed manually, and the capacity to detect
subtle signals that may indicate early-stage outbreaks [50,61]. Currently,
multiple studies have reported the use of AI to monitor and predict the
spread of COVID-19 [62–65]. For example, BlueDot's AI algorithm pro-
vided an early warning of the COVID-19 outbreak by scanning news re-
ports [66]. EPIWATCH is another AI-based system that generated
automatic early warnings for COVID-19 using open-source data [66]. The
public dashboard offers free analytics, including searchable and catego-
rizable outbreak report tables, analytical capabilities, and GIS mapping.
EPIWATCH provides AI-based event filtering, priority sorting, manage-
ment, and reporting throughmanual review. These functionalities ensure
that users are not overwhelmedby unrealistic volumes of data andprovide
more reliable and trustworthy predictions of disease outbreaks [66]. The
systemuses AI technology combinedwith contemporary natural language
processing and named entity recognition algorithms to automatically scan
articles for data points, evaluating whether the articles contain relevant
outbreak information with 88.2% accuracy. Additionally, studies have
utilized artificial neural networks to predict the incidence of Salmonella
infection [67]. Pillai et al. employed a set-based approach, combining
random forest, XGBoost, and three other deep learning techniques to
analyze the physicochemical indicators of chicken farm soil, feces, and
feed [68]. These indicators include the sodium and potassium contents in
the soil and, the carbon/nitrogen ratio in the feed. By predicting the
prevalence of Salmonella, the team provided management recommenda-
tions to reduce Salmonella outbreaks, such as increasing the sodium con-
tent in the soil to 10mg/L,maintainingmanganese levels between40–100
mg/L, and ensuring a feed carbon/nitrogen ratio of �15 [68].
Fig. 3. Schematic diagram of the basic workin
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Similarly, various AI models have been developed to monitor and
predict the occurrence of Dengue fever, a zoonotic disease that has
long plagued humans [69–71]. For example, a model created by Raja
et al. used Bayesian network ML techniques and trained the model
with predictive variables such as temperature, rainfall, onset date,
notification date, and vector indices like Aedes albopictus, Aedes aegypti
, and their larva [69]. The model achieved a prediction accuracy of
79%–84% in estimating the mosquito population and the results could
be used to infer the likelihood of Dengue fever outbreaks in selected
areas surrounding the Klang Valley in Malaysia. However, challenges
related to the model interpretability, bias, and data privacy remain
[72].

2.3. The internet of things and sensors

The concept of IoT was established in the 1990s, but it did not fully
develop until after 2000 [73]. The IoT refers to a large-scale infrastruc-
ture where various physical objects ('things') are connected by sensors,
software, and networks, enabling physical objects to generate, exchange
and consume data, thus achieving intelligent recognition, positioning,
tracking, monitoring, and management [74]. The IoT connects things in
the physical world to the internet, enabling intelligent perception,
interaction, and communication between 'things, people, and people
with things'. This provides a deep integration of the physical and digital
worlds. As shown in Fig. 3, IoT systems for disease surveillance consist of
various components including biosensors, environmental sensors, agri-
cultural sensors, wearable devices, and backend analytical platforms.
These components enable the continuous real-time monitoring of pa-
rameters related to wildlife, livestock, and human health. In disease
surveillance, deploying IoT-based sensors in key locations allows
continuous real-time monitoring of environmental parameters, animal
health, and human activity [75–77]. Specific applications include the use
of wildlife biosensors to detect ecological disruptions that lead to zoo-
notic spillovers, agricultural IoT devices to monitor livestock health, and
wearable sensors to track human vitals and symptoms [78–80]. Early
anomaly detection enables targeted investigation and preventive mea-
sures [81].

The key benefits of the IoT are real-time data for rapid detection, ease
of integrating multiple data streams, scalability across regions, and
reduced costs compared to manual data collection [82,83]. IoT tech-
nology has also been applied to deal with the Ebola virus. Research has
been conducted to combine IoT technology with other smart devices to
g principle of the Internet of Things (IoT).
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sense and identify suspected cases of the Ebola virus [84]. Sareen et al.
proposed a healthcare service based on IoT and cloud computing [85].
They utilized wearable sensor technology to obtain real-time data from
Ebola patients, thereby enabling the detection and monitoring of Ebola
infections. Furthermore, by employing radio frequency identification
devices and temporal network analysis, the automatically sensed and
analyzed proximity interactions between users, enabling them to monitor
the epidemic situation. The team evaluated the model's performance and
accuracy using synthetic data from two million users on the Amazon EC2
cloud, achieving a classification accuracy of 94% and a resource utili-
zation rate of 92% [85]. Real-time data generated from suspected cases
can be reported anytime and anywhere, facilitating rapid response and
intervention [84]. Furthermore, a method to control and remotely
monitor echinococcosis, based on IoT, is being designed and imple-
mented [86]. Khan et al. proposed an influenza pandemic prediction
modeling system based on a multi-stage deep interpretable inference
feedforward neural network [87]. During the validation phase, the sys-
tem model will be updated via the cloud as long as inputs are submitted
through IoT devices, providing predictions for influenza pandemic alerts
[87].

Additionally, wearable sensors and IoT can be used for accurate
COVID-19 prediction and symptom analysis [88,89]. In the context of the
COVID-19 pandemic, Aqeel-ur-Rehman et al. proposed an intelligent
solution for statistical analysis and prediction of virus transmission [90].
The approach involved collecting the temperature data of individuals
using devices such as infrared sensors at the entrances of public places.
IoT systems are responsible for transmitting data, such as temperature,
ID, age, gender, location, and phone numbers, to specific locations and
organizations [90]. Finally, AI-based analytical software was used to
perform statistical analysis and predict the extent and manner in which
the virus would spread. A wireless, patch-like sensor has been developed
to continuously monitor the vital signs of patients, including heart rate,
blood oxygen levels, body temperature, and respiratory rate, and depth.
The sensor transmits data wirelessly and in real-time using Bluetooth
technology. ML algorithms are used to detect subtle changes in an in-
dividual's physiological features. Compared to traditional intermittent
monitoring (typically conducted every 8 h), continuous remote moni-
toring of various vital signs in patients with Ebola, along with person-
alized data analysis, can provide early warnings of significant changes in
a patient's condition, without compromising the safety of healthcare
workers [90]. However, challenges regarding data security, privacy,
transmission, and quality remain.

2.4. Geographic information systems

GIS is an emerging interdisciplinary field that emerged in the late
1960s with the development of computer technology [91]. It integrates
various disciplines such as geography, statistics, computer science, and
surveying and mapping, and primarily focuses on theoretical methods and
technological means for the collection, storage, management, analysis,
and display of geographic spatial information [92,93]. It uses information
technology to digitally describe and quantitatively analyze various
geographic elements and phenomena, revealing the spatiotemporal re-
lationships between geographic elements and supporting decision-making
and scientific research. In the context of disease monitoring applications,
the predecessor of GIS is the visualization of maps showing the relation-
ship between location and health, with the earliest example dating back to
1694, which was a map depicting the control of the plague in Italy [94].
Over the next 225 years, maps have been a significant communication tool
for understanding and tracking infectious diseases such as yellow fever,
cholera, and the 1918 influenza pandemic [95]. After GIS emerged, a
significant portion of studies focused on disease mapping [96,97]. A re-
view of GIS-related literature published in 2014 found that 28.7% of
studies were related to infectious disease mapping [98].

GIS has been widely used to elucidate zoonotic transmission. Re-
searchers have used GIS to map the prevalence zones and special areas of
5

Toxoplasma gondii infection in the Khyber Pakhtunkhwa Province and to
determine the spatial distribution of cutaneous leishmaniasis in an
endemic area of Central Iran [99,100]. Leishmaniasis is a vector-borne
disease influenced by various environmental factors. Maracy et al. used
GIS analysis to examine the spatial distribution characteristics of cuta-
neous leishmaniasis in Isfahan, Iran, from 2014 to 2018 [100]. They
utilized data from the provincial health center's database and archives,
which recorded information on leishmaniasis patients from 44 counties
in Isfahan. Hotspot analysis was conducted using the Getis-Ord-Gi soft-
ware and the highest incidence rates were observed in the age group of
18–64 years, with males accounting for 61.6% of the cases. The disease
exhibited seasonal distribution, with the highest occurrence in autumn
(58.6%). The north-central and southeastern regions of Isfahan Province
were identified as high-risk hotspots [100]. Using this information in
epidemiological research can assist public health decision-makers in
enhancing disease control and prevention strategies.

In addition, a GIS-based adaptive neuro-fuzzy inference system was
employed to explore the spatial distribution patterns of human brucel-
losis (HB) in Mazandaran Province, Iran [101]. In 2012 and 2013, most
of the hotspots were in the western region of the province, whereas in
2018, they were predominantly concentrated in the eastern region.
Various factors, including demographic data, disease incidence rates,
ecology, climate, topography, and vegetation, influence the incidence of
HB. A linear regression model revealed that these parameters influencing
HB incidence were independent of each other and could only account for
25.3% of the total variation in the HB incidence logarithm. Pearson's
correlation analysis showed the strongest positive correlation between
vegetation and the logarithm of population size and the number of HB
cases. These findings may be attributed to the presence of suitable
grazing areas in vegetated regions, which attract large populations of
grazing animals, thereby increasing the number of HB cases. The results
of the study could be used by health authorities to predict the trans-
mission of HB and implement prevention programs. Furthermore, they
could investigate factors influencing disease prevalence, identify
high-risk areas, and allocate resources accordingly [101].

Another study proposed a novel Web GIS architecture for disease
mapping that focused on the diagnosis and prevention of echinococcosis
[102]. However, the effect of climate change on the risk of zoonotic dis-
eases is not yet fully understood. Lima et al. deployed a newly developed
model within a GIS to accurately identify future high-risk areas of Japa-
nese encephalitis in Victoria [103]. This model considers several param-
eters, including rainfall, temperature, elevation, and distance to water
bodies and pig farms, to assess the suitability of the vector mosquito, Culex
annulirostris, for Japanese encephalitis transmission. Future climate pre-
dictions incorporated into the model were generated using the global
climate model ACCESS-CM2 and were driven by worst-case (SSP126) and
best-case (SSP585) scenarios. Risk maps for each month were created for
the current and projected climates for 2040 and 2060.

2.5. Remote sensing and satellite imagery

Remote sensing technology originated in the mid- to late-19th cen-
tury when ground photography was used for surveying. In the 1960s, the
first Earth resources satellite allowed space-based remote sensing [104].
Remote sensing technology refers to the technique of collecting target
information using various sensors without direct contact with the target.
It primarily detects electromagnetic radiation in different regions of the
electromagnetic spectrum using sensors placed on aircraft and satellite
platforms to acquire information about the object being measured [105].
With the development of various remote sensing technologies such as
optical, infrared, and microwave technologies, the spatial, spectral,
temporal, and radiometric resolutions of remote sensing have continu-
ously improved [105]. Remote sensing has been widely used in fields
such as resource investigation, environmental monitoring, weather
forecasting, ocean monitoring, and land management [106,107]. It is
also being developed as a continuous observation system for the Earth,
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providing support for Earth science research and global change moni-
toring. Remote sensing and satellite imagery are crucial tools for moni-
toring and controlling zoonotic diseases. These technologies provide a
comprehensive, real-time view of the environment, enabling researchers
and public health officials to track the movement and distribution of
disease vectors [108,109].

Remote sensing involves the use of devices or sensors to detect and
measure objects or areas from a distance and offers valuable insights
into the habitats and breeding grounds of disease-carrying organisms.
For example, leveraging remote sensing data to identify environmental
risk factors for mosquito-borne diseases in different geographical set-
tings helps understand how land cover and the geographic environment
affect the spread of vector-borne diseases [110]. Cunha et al. developed
a model based on remote sensing and deep learning to help control
Egyptian mosquitoes and Dengue fever in Campinas [111]. They used
unmanned aerial vehicles and deep learning algorithms to capture
images for the purpose of detecting water containers installed on
rooftops and swimming pools, respectively, as potential breeding sites
for Aedes aegypti. Additionally, a chi-square distribution model was
employed to estimate the ratio of water containers/pools per square
kilometer in each study area. This information is significant for vector
control planning, as it helps identify areas with a high prevalence of Ae.
aegypti, which is crucial for determining regions susceptible to
vector-borne diseases [111]. Moreover, it contributes to the develop-
ment of more appropriate response strategies for outbreaks of diseases
such as Zika, Dengue fever, and Chikungunya.

Satellite imagery provides a bird's eye view of the Earth's surface,
which can be used to map the spread of diseases and identify hotspots of
disease outbreaks. For example, deep neural networks (DNN) have been
used to predict the spread of the West Nile virus (WNV) by analyzing
satellite imagery [112]. The West Nile fever is one of the most common
mosquito-borne zoonotic diseases worldwide. Bonicelli et al. employed
satellite imagery and DNN to predict the circulation of WNV. Their
assessment focused on the Italian peninsula, which is characterized by
high climatic variability and diversity. Specifically, they used graph
neural networks to aggregate features from neighboring locations and
extended these modules to consider multiple relationships, such as
temperature and soil humidity differences between two locations,
geographic distance and seasonality [112]. This study demonstrates the
impact of multi-band satellite imagery on the circulation of the WNV,
providing further insights into the relevance of circulation and season-
ality models.

2.6. Molecular technologies

Molecular technologies have revolutionized the field of zoonotic
disease surveillance and response. These advanced techniques allow for
the rapid and accurate detection, identification, and characterization of
pathogens, enabling timely and targeted interventions.

The polymerase chain reaction (PCR) is a key molecular technology
used in zoonotic disease surveillance. It amplifies specific DNA or RNA
sequences, allowing the detection of pathogens in various samples, such
as blood, saliva, or environmental samples [113]. Modise et al. developed
and validated a novel multiplex real-time quantitative PCRmethod based
on high-resolution melting curve analysis [114]. This method allowed
the simultaneous detection and differentiation of four abortive zoonotic
agents in cattle, sheep, and goats [114]. They examined 216 DNA sam-
ples, and detected 45, 57, 12, and 19 cases of Brucella, Burkholderia,
Leptospira, and Listeriamonocytogenes, respectively, as well as 41 cases of
mixed infection with Brucella and Burkholderia.. There were 42 negative
results. All findings were confirmed using established testing methods,
and the confirmation was 100% consistent [114]. It is a rapid,
cost-effective, and reliable diagnostic tool for detecting abortive patho-
gens that cause zoonotic diseases in ruminants. Two Taq-Man-based
multiplex PCR detection methodswere developed and validated to
detect and differentiate all four canine hookworm species in naturally
6

infected dog feces [115]. This technique not only enables the early
detection of zoonotic diseases but also provides valuable information
about the genetic characteristics of pathogens, aiding in their surveil-
lance and monitoring of potential drug resistance.

Next-generation sequencing (NGS) is a molecular technology that has
transformed zoonotic disease surveillance. NGS allows for the rapid
sequencing of entire genomes, providing a comprehensive understanding
of the genetic makeup of pathogens [116]. Blastocystis spp. are common
intestinal protozoan parasites found in the feces of humans and animals
worldwide. Limited reports are available on the subtypes and prevalence
of avian Blastocystis infections. Maloney et al. revealed the extensive
genetic diversity of Blastocystis subtypes in chickens using NGS, implying
that chickens may serve as a source of human infection [117]. Analysis of
molecular characteristics of the small subunit rRNA gene confirmed the
existence of a new ST29 subtype in chickens. Additionally, all positive
samples contained one or both potential zoonotic subtypes, ST6 and ST7,
suggesting that chickens could be a source of human infection and
environmental contamination.

Compared with traditional epidemiological studies that use multi-
locus sequence typing, NGS offers a higher resolution. Meinel et al.
revealed a novel pathway for the zoonotic transmission of Corynebacte-
rium ulcerans using NGS analysis [118]. Using NGS and comparative
genomics analysis of nine isolates obtained from human patients and
their livestock, they identified an isolate from the corresponding live-
stock that had with a prophage that was absent from the human isolates.
This prophage harbors a putative novel virulence factor that is highly
homologous to the Salmonella RhuM virulence factor, which has not been
previously identified in Corynebacterium species. Additionally, a patho-
genic island carrying the diphtheria toxin gene was identified in
C. ulcerans. These findings suggest that the virulence of C. ulcerans can
change rapidly through the acquisition of new virulence genes. This
technique helps identify new strains or variants of zoonotic pathogens,
track their transmission routes, and assess their potential to cause out-
breaks or drug resistance.

In addition to PCR and NGS, other molecular technologies, such as
loop-mediated isothermal amplification (LAMP) and enzyme-linked
immunosorbent assay (ELISA) have also contributed to improving zoo-
notic disease surveillance. LAMP is a molecular biology method used for
rapid and sensitive amplification of nucleic acid sequences [119].
Compared to traditional PCR methods, LAMP operates under isothermal
conditions without the need for complex temperature cycling steps,
resulting in faster reaction speed and higher specificity. LAMP has the
potential to rapidly diagnose Leptospirosis disease [120]. Hamer et al.
conducted LAMP testing on serum, clot, kidney, spleen, liver, and lung
samples from golden Syrian hamsters [120]. All infected samples showed
positive results, whereas amplification was observed only in the kidney,
spleen, liver, and lung samples using PCR lipL32. Furthermore, they
optimized the LAMP technique using different colorimetric indicators
such as BFo and calcium green dye. Compared with LAMP combined with
hydroxy naphthol blue or endpoint PCR lipL32 (10 ng DNA per reaction),
the detection limit of LAMP combined with calcein green (1 ng DNA per
reaction) increased 10-fold. Thisindicates that LAMP is an effective
method for detecting Leptospira DNA in clinical samples.

The application of ELISA for zoonotic diseases involves the detection
and quantification of specific antibodies or antigens in humans and an-
imals for diagnostic, surveillance, and epidemiological purposes [121].
An indirect ELISA (iELISAINTA) developed by Novoa et al. can detect
antibodies against Brucella in milk [122]. Brucellosis is an
abortion-causing zoonotic disease prevalent in low- and middle-income
countries, highlighting the importance of developing and validating
sensitive, specific, and cost-effective diagnostic methods for Brucella. In
cattle, it is primarily caused by Brucella abortus. They purified the lipo-
polysaccharide antigen from B. abortus in cows and generated mono-
clonal antibodies against bovine IgG to establish the iELISAINTA.
Furthermore, they compared the iELISAINTA results with those of Ca-
nadian iELISACFIA, serum buffered plate antigen (BPA), and
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complement fixation test (CFT) using 4385 bulk milk samples and 968
individual milk samples to evaluate the performance of the method in the
field. The kappa value for bulk milk samples between iELISAINTA and
iELISACFIA was 0.86, whereas for individual milk samples, the kappa
values for iELISAINTA with iELISACFIA, BPA, and CFT were 0.79, 0.85,
and 0.82, respectively [122]. These results indicate that iELISAINTA
performs well, and reduces stress on cows and sampling personnel.

Molecular technologies, such as PCR, NGS, LAMP, and ELISA, play
vital roles in enhancing zoonotic disease surveillance. These technologies
enable early detection, accurate identification, and characterization of
pathogens, providing valuable insights for targeted interventions and
control measures. However, implementation of these technologies
require specialized laboratory infrastructure, trained personnel, and
quality control measures. Overcoming these challenges and ensuring the
accessibility and affordability of molecular technologies in resource-
limited settings are crucial for their widespread adoption and effective
use in zoonotic disease surveillance and response.

3. Solutions to improve response to zoonotic disease outbreaks

Robust response systems are crucial during zoonotic disease out-
breaks. This section discusses various solutions that have been proposed
or implemented to improve outbreak response. These include early
warning systems, communication, information sharing platforms, point-
of-care diagnostics (POC), telemedicine for remote care, and digital
contact tracing (Fig. 4).
7

3.1. Early warning systems

Early warning systems play a crucial role in the prevention and
control of zoonotic diseases. These systems are designed to detect po-
tential outbreaks or changes in disease patterns at an early stage, and
provide valuable time for public health officials to implement effective
response measures [123].

The early detection and warning of poultry diseases significantly
improve animal welfare and reduce losses. Current early warning tech-
nologies offer the capability to continuously and automatically monitor
the health status of chickens in a non-invasive manner [124]. Banakar et
al. utilized data mining methods and the Dempster-Shafer evidence
theory to develop an intelligent poultry disease warning device [125].
The device uses a fast fourier transform and discrete wavelet transform to
process the sound signals of chickens in both the frequency and
time-frequency domains. It can differentiate between Newcastle disease,
infectious bronchitis virus, and avian influenza, and monitor chickens
infected with the viruses within two days, achieving an accuracy rate of
91.15% and serve as an early warning system [125].

With increasing globalization, the probability of the spread of
emerging infectious diseases (EIDs) has greatly increased, posing new
challenges to existing surveillance and early warning systems in coun-
tries worldwide. Hui-min et al. developed a comprehensive monitoring
and early warning system that demonstrated practicality and promising
application prospects [126]. This system provides valuable guidance for
the prevention and control of COVID-19 and future EIDs [126]. Their EID
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surveillance and early warning system, based on the concept of
comprehensive health, was built on the scientific foundation of detection
technology and early warning models to establish a monitoring and early
warning network. It relies on external support and guarantees from the
education, policy, and research sectors to form a sustainable and dynamic
monitoring and early warning system. Simultaneously, a comprehensive
surveillance and early warning system for EID requires substantial in-
vestments in manpower, resources, and finances; however, there is a lack
of communication between laboratories in different fields and countries.
Interdisciplinary and cross-sectoral exchanges and cooperation are
increasing, allowing improved application and implementation of
comprehensive health concepts [126]. However, translating warnings
into effective action requires further optimization of early warning sys-
tems and tighter integration with outbreak response networks.

3.2. Communication and information sharing platforms

Effective communication and information sharing platforms play a
crucial role in the surveillance and response to zoonotic diseases. These
platforms enable various stakeholders, including public health officials,
healthcare providers, researchers, and the public, to exchange timely and
accurate information about disease outbreaks [25].

The COVID-19 pandemic has highlighted the effectiveness of infor-
mation exchange and sharing. During this crisis, the U.S. Centers for Dis-
ease Control and Prevention (CDC) communicated directly with the public
on COVID-19 related issues through Facebook, and effectively conveyed
scientific information by addressing community concerns, promoting self-
protection, encouraging action, and addressing emerging frames of un-
derstanding and fear [127]. This study provided a valuable reference for
how public entities can engage with the public during an epidemic.

Similarly, network platforms established in Southeast Asia have
prioritized diseases such as brucellosis, coxiellosis, and foot-and-
mouth disease (FMD), thereby strengthening the country's ability to
monitor zoonotic diseases [128]. Monitoring animal diseases in
resource-limited countries poses challenges, and cost-effectiveness and
sustainability remain significant limiting factors. Siengsanan-Lamont
and Blacksell examined the development and implementation of a
slaughterhouse-based national surveillance network in Laos and cen-
tral Cambodia, consisting of an information exchange platform and a
sample collection and submission system [128]. These networks pro-
vide information on the seroprevalence of specific “One Health” and
high-consequence veterinary pathogens, including Q fever, brucellosis,
and FMD. However, in animals sampled in both countries, over 40%
exhibited FMD antibodies from natural infections rather than from
vaccine administration, indicating a significant underreporting of
outbreak events. Despite the support from multiple international or-
ganizations and partnerships over the years for animal disease sur-
veillance activities in the Lao People's Democratic Republic and
Cambodia, such networks require further improvement [128]. How-
ever, to fully realize the benefits of shared surveillance, deeper com-
munity engagement is essential to build trust and capacity.

3.3. Point-of-care diagnostics

Point-of-care (POC) diagnostics play a critical role in the rapid
detection and management of zoonotic diseases [129]. These medical
tests are performed at or near the point of patient care, such as in a
doctor's office, bedside, or field, rather than in a centralized laboratory
[130].

POC testing offers several key advantages, including immediate re-
sults, ease of operation, and portability. For example, the POC circulating
cathodic antigen (POC-CCA) test can be utilized for diagnosing Japanese
schistosomiasis [131]. The potential contribution of livestock schistoso-
miasis to the transmission of human diseases has affected the design of
effective disease management and elimination programmes. As empha-
sized in the recently released “WHO Roadmap on Neglected Tropical
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Diseases 2021–2030” and revised schistosomiasis guidelines, there is a
need for sensitive and specific tools for the diagnosis of animal schisto-
somiasis [131]. Calvo-Urbano et al. used POC-CCA to detect intestinal
schistosomiasis in humans from Senegal [132]. The sensitivity of
POC-CCA varies depending on the ruminant population and the parasite
species and location. Overall, cattle showed higher sensitivity than sheep
and goats, whereas the specificity of POC-CCA did not differ among the
different populations of small ruminants.

POC diagnostics have also found widespread applications for COVID-
19 testing, with nasopharyngeal and oropharyngeal swabs being themost
commonly used collection methods [133]. The use of nasopharyngeal
and oropharyngeal swabs is recommended for diagnostic testing of
COVID-19; however, it increases the risk of transmission to healthcare
workers [133]. Additionally, specimen collection can cause discomfort
and bleeding in patients with low platelet counts [134]. In such cases, the
availability of saliva samples has gained increasing attention. Sorelle
developed a POC isothermal amplification platform called Abbott ID
NOW (Abbott Diagnostics) for the detection of COVID-19 in saliva sam-
ples, providing results for SARS-CoV-2 in approximately 5 min. This
platform is used in pharmacies, hospitals, and outpatient facilities across
all 50 states in USA. They also conducted studies on the preservation of
samples at room temperature for up to five days, and the results remained
positive [133]. Notably, compared to the viral transport media naso-
pharyngeal swabs used in RT-PCR testing, the positive percent agreement
for POC saliva testing was 82% (32/39), and the negative percent
agreement was 100% (44/44). This suggests that testing should be
conducted within two weeks of symptom onset to reduce the probability
of false negatives.

However, challenges concerning test accuracy, quality control, and
result connectivity remain [135]. Despite these issues, POC diagnostics
remain essential tools for zoonotic disease surveillance and response.
They enable prompt on-site pathogen detection, facilitate timely treat-
ment and inform disease control strategies. Ongoing advancements in
POC technology, along with efforts to improve its accessibility and
usage, hold promise for enhancing the management of zoonotic
diseases.

3.4. Telemedicine for remote care

Telemedicine has emerged as an instrumental tool for managing
zoonotic diseases, particularly in regions with limited access to health-
care services. This study provides significant evidence for surveillance
and response strategies in the context of zoonotic diseases. For instance,
telemedicine can be utilized to remotely monitor and diagnose patients
in areas experiencing outbreaks, eliminating the need for individuals to
travel to healthcare facilities [136,137]. This has been particularly
beneficial during the COVID-19 pandemic and was highly beneficial for
patients, especially those with cancer [138]. Evidence from China sug-
gests that COVID-19 poses a significant risk to patients with cancer,
particularly those undergoing chemotherapy, who have a higher risk of
severe illness or death from COVID-19. Digital platforms such as Onco-
padi already exist and provide remote medical services, consultations,
symptom control, and advice for patients with cancer and their care-
givers [139]. By facilitating remote healthcare delivery, telemedicine not
only helps contain the spread of diseases but also enhances patient
outcomes.

Telemedicine plays a pivotal role in developing preventive measures.
It is used in the management of close monkey pox contacts, enabling
effective prevention and monitoring [140]. For example, the successful
treatment of live subretinal cysticercosis using smartphone-
assisted telemedicine highlights its potential [141].

Telemedicine offers a flexible and efficient approach for strength-
ening zoonotic disease surveillance and response. It enables the direct
delivery of essential health services to individuals, facilitates the early
detection and management of disease outbreaks, and fosters the inte-
gration of human and animal health services. Despite these challenges,
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the potential impact of telemedicine on disease management and public
health underscores its value for combating zoonotic diseases.

3.5. Digital contact tracing

Digital contact tracing has become an essential tool in the battle
against zoonotic diseases because of its ability to track disease trans-
mission quickly and accurately. This technique uses digital technologies,
such as mobile applications and data analytics, to identify interactions
between individuals and the potential transmission chains of infectious
diseases [142,143].

Traditional contact tracing methods involve manual techniques to
identify individuals who have had close contact with infected in-
dividuals. However, manual contact tracing has two significant limita-
tions. First, a substantial number of trained personnel were required to
conduct interviews. Second, it fails to identify individuals who may
have had close contact with an infected person but are unknown to
them; for example, while using public transportation or dining at res-
taurants [144]. To overcome these limitations, Luo et al. conducted a
study using epidemiological data from 278 officially reported COVID-19
cases in Chengdu and Tianjin between January 21 and February 22,
2020. They constructed a visual transmission network based on the
relationships among cases. Among the cases examined, 45 had missing
information, and 24 had vague exposure details. Due to the absence of
contact history data, approximately one-third of cases could not be
traced, highlighting the need to enhance case tracing methods [145]. In
the context of zoonotic diseases, digital contact tracing can expedite
surveillance and response efforts. It allows health authorities to
promptly identify and notify individuals who have had close contact
with an infected person, thereby preventing further spread of the dis-
ease [146]. In 2020, the Singapore government introduced a nationwide
Bluetooth contact tracing application called TraceTogether. It used the
OpenTrace code to implement the BlueTrace protocol, aiming to achieve
privacy-preserving community-driven contact tracing across borders
[147]. BlueTrace devices exchange information via Bluetooth to record
encounters. A unique personal identifier is securely stored by the health
authorities, and the encounter history of each user is stored only on
their own device. Health authorities have access to this information only
when a user is confirmed to have encountered an infected individual.

In addition, Rodríguez evaluated the epidemiological impact of the
Spanish digital contact-tracing application Radar Covid [148]. They
conducted a four-week population-controlled trial in La Gomera, Ca-
nary Islands, Spain, and estimated that at least 33% of the population
used this technology. The application detected approximately 6.3 close
contacts per initial simulated infection, which was nearly twice the
median number of contacts detected manually by professional contact
tracers, with a significant proportion of these contacts being with
strangers. Notably, the infection in this controlled experiment was
simulated, which has certain limitations. Overall, these results provide
empirical evidence for the potential usefulness of digital contact
tracing during outbreaks in real populations [148]. However, concerns
regarding user adoption, transparency, equity, and data privacy
remain.

Digital contact tracing offers a robust and efficient approach to
enhance the surveillance and response to zoonotic diseases. Despite the
challenges, finding a right balance between public health interests and
individual privacy rights can significantly contribute to the management
of zoonotic diseases and mitigate their impact on communities.

4. Implementation challenges and recommendations

Implementation of modern technologies and solutions to enhance
surveillance and response systems for emerging zoonotic diseases pre-
sents several challenges. These challenges range from logistical and
technical difficulties to financial constraints and regulatory hurdles. For
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example, deploying technologies such as big data analytics, AI, and IoT in
remote or underserved areas can be challenging owing to limited infra-
structure and connectivity [22–24]. Similarly, the utilization of advanced
technologies like automation may require significant financial invest-
ment and specialized training for healthcare staff, posing challenges in
resource-limited settings [149,150].

Moreover, the integration of human and animal health services,
which is crucial for managing zoonotic diseases, can lead to challenges
related to coordination, data sharing, and policy alignment across
different sectors. Additionally, issues concerning data security, privacy,
and ethical considerations can pose significant challenges to the use of
digital technologies for disease surveillance and response [151].

Several recommendations are proposed to address this issue. First,
enhancing the infrastructure and connectivity in remote and underserved
areas will facilitate the deployment of digital technologies [152]. Second,
providing training and capacity building for healthcare staff will ensure
the effective use of advanced technologies [153]. Third, fostering
cross-sector collaboration and coordination enhances integration of
human and animal health services. Fourth, establishing robust data
governance frameworks can address security and privacy concerns.
Finally, leveraging public-private partnerships can help mobilize re-
sources and expertise for implementing implementation these technolo-
gies and solutions [154].

Overall, although the implementation of modern technologies and
solutions for zoonotic disease surveillance and response faces challenges,
strategic planning, resource allocation, and cross-sector collaboration
can pave the way for effective and sustainable implementation. With
appropriate strategies and resources, these technologies and solutions
can significantly enhance our ability to detect, respond to, and control
emerging zoonotic diseases.

5. Conclusions

The integration of modern technologies and solutions into surveil-
lance and response systems for emerging zoonotic diseases has significant
potential for improving disease control and prevention. By harnessing the
power of data, enhancing communication and collaboration, and
adopting innovative approaches, we can enhance our ability to detect,
respond to, and mitigate the impact of zoonotic disease outbreaks.
Continued research, investment, and collaboration are crucial for real-
izing the full potential of these technologies and solutions in safeguard
public health.
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