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ABSTRACT: Toxicology is undergoing a digital revolution, with mobile apps,
sensors, artificial intelligence (AI), and machine learning enabling better record-
keeping, data analysis, and risk assessment. Additionally, computational toxicology and
digital risk assessment have led to more accurate predictions of chemical hazards,
reducing the burden of laboratory studies. Blockchain technology is emerging as a
promising approach to increase transparency, particularly in the management and
processing of genomic data related with food safety. Robotics, smart agriculture, and
smart food and feedstock offer new opportunities for collecting, analyzing, and
evaluating data, while wearable devices can predict toxicity and monitor health-related
issues. The review article focuses on the potential of digital technologies to improve
risk assessment and public health in the field of toxicology. By examining key topics
such as blockchain technology, smoking toxicology, wearable sensors, and food
security, this article provides an overview of how digitalization is influencing
toxicology. As well as highlighting future directions for research, this article demonstrates how emerging technologies can enhance
risk assessment communication and efficiency. The integration of digital technologies has revolutionized toxicology and has great
potential for improving risk assessment and promoting public health.

■ INTRODUCTION
Digitalization or Digital technology refers to the use of electronic
devices and software to process, store, and transmit
information.1 These technologies include computers, smart-
phones, the Internet, and other electronic devices that use digital
data and signals to perform various functions. Digital technology
is an important enabler of digitalization and is widely used in
various industries and sectors, including business, healthcare,
education, and entertainment.2

Digital technology has had a significant impact on healthcare
in recent years. Some examples of where digitalization is in
practice include telemedicine, which involves the use of video or
phone calls to consult with a healthcare provider remotely.3 It
can be particularly useful for people in rural or underserved areas
who may not have easy access to a healthcare facility. Medical
imaging benefits from digital technologies such as CT scans and
MRI tools that can produce detailed images of the inside of the
body, which can help healthcare providers diagnose and treat
various conditions.4 Furthermore, examples like robotics can be
used in healthcare settings to assist with tasks such as dispensing
medication or performing surgery. Therefore, the use of digital
technology in healthcare and risk assessment has the potential to
improve patient care and outcomes as well as increase efficiency
and reduce costs.5

■ TIMELINE OF DIGITAL ADVANCEMENT OR
DIGITALIZATION

Digital advancements have not only changed the way we live but
also opened up new possibilities for people to explore and
connect. Digital technology has a long and complex history, with
many important developments and milestones as shown in
Figure 1. In the history of digital technology, the foundation was
laid when in 1937, John Atanasoff and Clifford Berry develop the
Atanasoff-Berry Computer (ABC), a prototype electronic
computer that used binary digits (bits) to represent data.6 In
1950, Alan Turing proposes the Turing test, a measure of a
machine’s ability to exhibit intelligent behavior equivalent to, or
indistinguishable from, that of a human which was a step ahead.
Since then, there was no stop in digitalization progress including
the release of the first smartphone, the IBM Simon (1964),
Amazon was founded in 1995, becoming one of the first online
retailers, Google launched in 1998, which became a dominant
search engine over the period of time. Furthermore, Artificial
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intelligence becomes a hot topic, with the release of advanced AI
systems such as Google’s AlphaGo (1998). The COVID-19
pandemic led to an acceleration in the adoption of digital
technologies including remote work and online learning (see
timeline below in Figure 1).7

■ MAKING FOOD SAFETY DECISIONS USING
DIGITAL TECHNOLOGIES

Digital technologies can play a significant role in supporting food
safety decision-making by providing access to information and
resources that can help identify and mitigate potential food
safety risks. Some examples of digital technologies that can be
used for food safety decision support include the use of food
safety management systems.8 These are computer-based
systems that can help organizations track and manage food
safety processes, such as hazard analysis and critical control
points (HACCP), and document and monitor food safety
practices. Furthermore, food traceability systems are used to
track food products from farm to fork, helping to identify the
source of any potential food safety issues by using technology
such as barcodes and radio frequency identification (RFID)
tags.9

Food safety plan builder is a food safety database by the Food
and Drug Administration (FDA)’s Food Safety Modernization
Act (FSMA), which can provide access to information and
resources to help organizations develop and implement food
safety plans. Additionally, food safety apps can provide
information on food safety best practices, safe food handling
and storage, and food recalls.10

Digital technologies can play a significant role in supporting
food safety decision-making. These technologies assists in
monitoring, track, and trace food products throughout the
supply chain, as well as to detect and predict food safety risks.11

For example, the utilization of sensors to monitor temperature,
humidity, and other environmental factors that can impact food
safety. These sensors can be installed in storage and trans-
portation facilities, as well as in food processing plants, to
provide real-time data on the conditions under which food is
being handled. This data can identify potential food safety risks,

Figure 1. Timeline of digitalization showing invention of transistors in
1947, commercialization of mobile phones in 1979, founding
worldwide web in 1989, the advent of 3rd generation mobiles with
digital texting and sign feature in 2001, Facebook and Apple iPhone
launch in 2006 and 2007, respectively, India launches the cheapest
smartphone in 2016, and spread of digitalization in 2020 due to
pandemic led virtual collaborative era. The latest revolution ChatGPT
plays a crucial role in digitalization by providing human-like language
capabilities to machines, enabling them to understand and
communicate with users in natural language, thus facilitating the
automation of various tasks and interactions.

Figure 2. Digitalization of food and feed classification for tracing purposes where integration of next-generation sequencing (NGS), machine learning,
and data mining can provide traceability to consumers from farm to table. The food products have a tag describing their origin, contents, manufacturing
details, etc. which could enhance transparency and tracing by consumer in food safety.
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such as the risk of bacterial growth due to high humidity levels,
and to take corrective action to mitigate these risks.

Conclusively, the use of digital technologies can help to
improve the accuracy and efficiency of food safety decision-
making and can help in reducing the risk of foodborne illness.

Other digital technologies for food safety decision support
include blockchain technology ed to trace the origin and
movement of food products throughout the supply chain,
helping to identify potential food safety risks and to track the
effectiveness of food safety controls.12 Moving further, AI and
machine learning (ML) technologies help to analyze large
amounts of data, such as data from sensor networks or from food
safety inspections, to identify patterns and trends that may
indicate food safety risks. Additionally, mobile apps provide food
safety information about food recalls or foodborne illnesses and
to allow consumers to report food safety issues.

■ DIGITAL FOODHUB: DIGITALIZATION OF
MICROBIAL RISK ASSESSMENT AND QUALITY
PARAMETERS FOR AUTHENTICATING FOOD

Digitalization of microbial food safety risk assessment and
quality parameters can help to improve the accuracy and
efficiency of food authenticity certification.13 One way this can
be achieved is through the use of FoodHub, which is a digital
platform that connects food producers, food safety experts, and
regulators to facilitate the exchange of information about food
safety and quality. It assist to collect and analyze data about food
products including data about microbial food safety risks and
quality parameters such as pH, moisture content, and nutrient
levels.14,15 This data can be used to assess the authenticity and
safety of food products, and to identify potential food safety risks
or quality issues. It can also be used to track the movement of
food products throughout the supply chain, using technologies
such as blockchain and RFID (radio frequency identification) to
provide a secure and traceable record of food product
movements.14 Furthermore, it ensures that food products are
accurately labeled and that they meet relevant food safety and
quality standards.

To sum it up, the digitalization of microbial food safety risk
assessment and quality parameters through the use of platforms
like FoodHub can help to improve the accuracy and efficiency of
food authenticity certification, ultimately ensuring the safety and
quality of the food supply (Figure 2).

■ TRACEABILITY OF FOODS AND FEEDS THROUGH
DIGITAL TECHNOLOGY ENSURES TRANSPARENCY
AND SAFETY OF FOOD SUPPLY CHAIN

Digitalization of food and feed classification for tracing
purposes, or FoodClass, is a digital platform that uses advanced
analytical tools and techniques to classify food and feed products
for tracing purposes. It is designed to provide food safety
professionals with accurate and reliable data about the
characteristics of food and feed products, including information
about their composition, origin, quality, and processing history.

It is designed to help food safety professionals identify and
classify food and feed products. This information can be used to
trace the movement of food and feed products throughout the
supply chain, helping to identify potential food safety risks and
to track the effectiveness of food safety controls.16 It recruits a
combination of advanced analytical techniques, such as next-
generation sequencing, machine learning, and data mining, to
analyze fruits, vegetables, and feed samples and identify their

characteristics.17 It can also be integrated with other digital
systems and technologies, such as blockchain, to provide a
complete and transparent record of the movement and
characteristics of food and feed products.18 Furthermore, a
combination of advanced analytical techniques, such as machine
learning, data mining, and chemical analysis, to analyze food and
feed samples and classify them into specific categories is used.19

This can help to improve the transparency in food and feed
tracing efforts as well as to identify potential food safety risks or
quality issues.

One of the main benefits of FoodClass is its ability to provide
rapid and accurate results, which can help to reduce the time and
cost associated with traditional food and feed classification
methods. It can also help to identify potential food safety risks
and quality issues earlier in the supply chain, allowing for more
timely corrective action to be taken. Therefore, FoodClass is an
innovative digital platform that has the potential to improve the
efficiency and effectiveness of food safety efforts, helping to
protect consumers and ensure the safety of the food supply.

■ DIGITAL PLATFORM FOR GLOBAL FOOD
INTEGRITY AND TRACEABILITY PROMOTES SAFER
FOOD IN MEDITERRANEAN SUPPLY CHAINS

The Digital Platform for Food Integrity and Traceability of
relevant Mediterranean Supply Chains, or MEDIFIT, uses
advanced analytical tools and techniques to support food
traceability and integrity in Mediterranean supply chains.20 It is
designed to provide food safety professionals with real-time data
and analysis to help them trace the movement of food products
throughout the supply chain and identify potential food safety
risks or quality issues. It uses a combination of advanced
analytical techniques, such as blockchain technology, machine
learning, and data mining, to analyze food samples and trace
their origin and movement through the supply chain. For
example, newly developed unsupervised/semisupervised ma-
chine learning models can predict bioactivities of hazardous
chemicals in human biological targets, which is a cost-effective
and time-saving alternative to in vivo and in vitro biological
experiments.21 The use of advanced data analysis approaches,
using ML and AI, can revolutionize data analysis and modeling
in the field of food technology, similar to their potential in the
field of environmental science and engineering.22

The merit of MEDIFIT is its ability to provide rapid and
precise traceability information, which can help to improve the
proficiency and effectiveness of food safety efforts. It can also
help to identify potential food safety risks and quality issues
earlier in the supply chain, allowing for more timely corrective
action to be taken. To conclude, MEDIFIT is an innovative
digital platform that has the potential to revolutionize the way
food traceability and integrity are managed in Mediterranean
supply chains, helping to improve the safety and quality of the
food supply.

■ DIGITAL TOOLS TO ENHANCE SAFETY IN THE
FOOD SUPPLY CHAIN

There are a number of digital to improve Food preservation in
the supply chain. These tools help to monitor, track, and trace
food products as well as to detect and predict food safety risks.
Some examples of digital tools for more protection in the food
chain include sensors to monitor temperature, humidity, and
other environmental factors that can impact hygiene, blockchain
technology supports to trace the origin and movement of food
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products throughout the supply chain, helping to identify
potential food sanitation risks and to track the effectiveness of
food security controls.23 Even artificial intelligence and machine
learning technologies helps to analyze large amounts of data,
such as data from sensor networks or from food security
inspections, to identify patterns and trends that may indicate
food safety risks.24 Additionally, mobile apps help to provide
secure information to consumers, such as information about
food recalls or foodborne illness outbreaks, and to allow
consumers to report food safety issues.25

Therefore, the use of digital tools can help to improve the
productivity and effectiveness of food safety efforts, ultimately
helping to protect consumers and ensure the safety of the food
supply.

■ INTEGRATION OF DIGITAL TECHNOLOGY INTO
SMOKING RELATED HEALTH HAZARD
ASSESSMENT

Digital technologies can play a significant role in supporting
toxicology research related to smoking. These technologies can
be used to monitor the effects of smoking on human health as
well as to identify the specific toxicants present in tobacco smoke
and their potential health impacts. One example of digital
technology used for smoking toxicology is the use of sensors to
monitor the levels of various toxicants in the air, such as tobacco
smoke.26,27 These sensors can be installed in homes, workplaces,
and other public spaces to provide real-time data on the levels of
toxicants present in the air.28,29 This data can identify potential
health risks associated with smoking and to take corrective
action to mitigate these related inhalation risks.27

Other digital technologies that are used for smoking
toxicology include mobile apps which help to provide
information about the health risks associated with smoking
and to help individuals track their smoking habits. Artificial
intelligence and machine learning technologies can be used to
analyze large amounts of data, such as data from toxicology

studies of published work or from sensor networks, to identify
patterns and trends that may indicate health risks associated with
smoking (Figure 3). Electronic cigarettes are the devices used in
digital technology to deliver nicotine and other substances to the
user without the need for combustion, potentially reducing the
toxicants present in the smoke. There are a number of digital
technologies that are to support smoking toxicology research
and analysis. These technologies can be used to collect, analyze,
and interpret data on the toxicological effects of smoking,
including the potential risks to human health using mobile apps
and self-intervention as shown in Figure 3.

Another example of digital technology used in smoking
toxicology is electronic cigarettes (e-cigarettes). E-cigarettes are
battery-powered devices that deliver nicotine, flavorings, and
other chemicals in the form of an aerosol, which is inhaled by the
user.30 They are often marketed as a safer alternative to
traditional cigarettes, but there is ongoing debate and research
into their potential toxicological effects. These devices are called
electronic nicotine delivery systems (ENDS) and they deliver
nicotine through an inhalable vapor, similar to e-cigarettes. They
include products such as vape pens, e-hookahs, and e-cigars.31

For this reason, mobile apps can be used to track and monitor
smoking behavior as well as to provide information and support
to individuals attempting to quit smoking, whereas wearable
devices can also be used to monitor smoking behavior and
exposure to smoke as well as to track other behaviors and factors
that may impact smoking-related health risks.32 Overall, the use
of digital technologies for smoking toxicology can help to
improve our understanding of the health risks associated with
smoking and to identify effective strategies for reducing these
risks.

■ REVOLUTIONIZING CHEMICAL TOXICOLOGY: THE
POWER OF DIGITAL TECHNOLOGY

There are a number of digital technologies to support chemical
toxicology research and analysis. These technologies are used to

Figure 3. Digitalization toward smoking toxicology. Electronic cigarettes (e-cigarettes) and e-liquids produce carcinogenic aerosols by heating a
certain liquid that contains nicotine, are used as an alternative to regular cigarettes, which can be self-monitored via adds-on devices with mobile apps,
which can provide deeper insight into ill-effect via communicating computational databases (1). The heated nicotine products cause Vaping-associated
pulmonary injury (VAPI) or vaping product use-associated lung injury (EVALI) and may destroy beneficial microflora causing opportunistic infection
(2). Digital toxicology further enables laboratory diagnosis and radiological interventions in clinics upon confirmation of toxicological symptoms (3).
Created with BioRender.com.
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collect, analyze, and interpret data on the toxicological effects of
chemicals, including the potential risks to human health. One
such example of a digital technology used in chemical toxicology
is in vitro testing, which refers to the use of cell cultures or other
lab-based models to study the toxicological effects of
chemicals.33 In vitro testing is used to screen large numbers of
chemicals for potential toxic effects, and can be more efficient
and cost-effective than traditional animal testing methods.34

Furthermore, computational toxicology can be used to identify
potential toxicants and to assess the potential risks to human
health and can be described as the use of computer-based
modeling and simulation techniques to predict the toxicological
effects of chemicals.35 Mobile apps can also be used to track and

monitor exposure to chemicals, as well as to provide information
and support to individuals who may be at risk of chemical
toxicity. Electronic databases and repositories aid to store,
organize, and access data on the toxicological effects of
chemicals, including data from toxicology studies, risk assess-
ments, and regulatory decisions. Wearable tracking devices can
also be used to monitor exposure to chemicals as well as to track
other behaviors and factors that may impact chemical-related
health risks.36

Therefore, the use of digital technologies in chemical
toxicology can help to improve our understanding of the
toxicological effects of chemicals and the potential risks to
human health.

Figure 4. Digitalization in toxicology using hand-held devices, mobile apps, and wearable devices. Wearable devices monitor and track fitness, blood
pressure, and blood sugar levels. Wearable biosensors are wearable devices that allow patients to collect data on their movement, heart rate, respiratory
rate, and temperature and can reduce and prevent chances of cardiac and respiratory arrest, while hand-held devices can keep records of patients and
their prescriptions, demonstrate help to patients by a personal digital assistant (PDA), keep track of patients’ health, and eliminate delay or error on
patients’ end. Certain mobile apps can also help in tracking fitness, setting reminders for medications, offering self-diagnosis solutions, checking in on
the mental health of the patients, and much more. These digital tools collect, analyze, and evaluate the data acquired to monitor toxicological effects.

Table 1. Mobile Apps for Medicine and Toxicology, Which Can Be Freely Downloaded from the App Store (App Store for iOS,
Google Play Store for Android)

Apps Main Features URL OS

MedCalc Aids to calculate Body mass index (BMI), glucose, creatinine clearance http://apps.mdcalc.com/ iOS, Android,
Webbrowser

UpToDate Clinical decision support tool for physicians for vidence-based medical information, drug
information, and treatment guidelines

https://guides.upstate.edu/ iOS, Android,
Webbrowser

Drugs.com Drug information, interaction checker, pill identifier; Personalized information, FDA alerts,
drug news, and condition information

https://www.drugs.com/apps/ iOS, Android

Clinical Tox Drug and chemical information, antidotes, and treatment suggestions with omprehensive
toxicology information

https://www.clintox.org/ iOS, Android

Poison
Control

Emergency poison exposure information and treatment guidance https://www.poison.org/ iOS, Android,
Webbrowser

TOXBASE Clinical cases and management suggestions on poisonous compounds https://www.toxbase.org/
TOXBASE-app-for-iOS-and-
Android/

iOS, Android

First Aid Step-by-step guidance on handling emergency situations with first aid information and
guidance

https://www.redcross.org/ iOS, Android,
Webbrowser

WebMD Drug information, interaction checker, pill identifier, Disease and condition information,
healthy living and wellness articles and tools, physician directory

https://www.webmd.com/ iOS, Android

Epocrates Medical calculators, drug−drug interaction, health insurance formulary information, disease
and condition information

https://www.epocrates.com/ iOS, Android,
Webbrowser

Medscape CME courses and resources, disease and condition information; Drug information, interaction
checker, pill identifier

https://www.medscape.org/ iOS, Android
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■ EXPLORING THE USE OF MOBILE APPLICATIONS
IN ADVANCEMENTS OF TOXICOLOGY RESEARCH

There are a number of hand-held devices and mobile apps that
support toxicology research. These apps can be used to collect,
analyze, and interpret data on the toxicological effects of
chemicals, including the potential risks to human health (Figure
4). One example of a mobile app used in toxicology research is
an app that tracks and monitors exposure to chemicals. These
apps aid in collecting data on the types and levels of chemicals an
individual is exposed to, as well as to provide information on the
potential health risks associated with these chemicals.37

This data is used to better understand the toxicological effects
of substances and to identify potential health risks.38 The mobile
apps that provide information and resources on toxicology can
also provide access to toxicology data, i.e., data on the
toxicological effects of chemicals, as well as information on the
safe use and handling of chemicals.39 Furthermore, apps that
support in vitro testing can be used to collect and analyze data
from in vitro toxicology studies, which prepares cell cultures or
other biological systems to test the potentially toxic effects of
chemicals.40 Risk assessment apps aid in evaluating the risks to
human health from chemical exposure, covering both acute and
chronic hazards.41

Therefore, mobile apps can be useful tools for toxicology
research, helping to improve our understanding of the
toxicological effects of chemicals and the potential risks to
human health. A list of freely available mobile apps is given in
Table 1.

■ DESIGN AND IMPLEMENTATION OF DIGITAL
INTERFACE FOR COMPUTATIONAL TOXICOLOGY

Computational toxicology is the use of computer models and
simulations to predict the toxicological effects of chemicals.
These models can be used to screen chemicals for potential toxic
effects and to prioritize chemicals for further testing. A digital
interface for computational toxicology is a software tool that

allows users to access and interact with computational
toxicology models and simulations.42 These interfaces are
used as data input on the chemical of interest, such as its
structure and properties, and to run simulations to predict its
toxicological effects.43 It can be web-based, allowing users to
access the models and simulations from any device with an
Internet connection, or it can be installed locally on a computer
or server. Some features that may be included in a digital
interface for computational toxicology include:44

• A user-friendly interface (GUI) that allows users to easily
input data and run simulations.

• A database of chemical structures and properties that
assists as input for the models.

• Visualization tools that allow users to view and interpret
the results of the simulations.45

• Integration with other toxicology databases and resources
such as electronic databases of toxicology data and
regulatory lists of chemicals.46

Therefore, digital interfaces for computational toxicology can
provide a convenient and efficient way for users to access and
utilize computational toxicology models and simulations.

■ ELECTRONIC ‘OMICS’ DATABASES AND
REPOSITORIES FOR DIGITAL TOXICOLOGY

Electronic databases and repositories are digital tools that store,
organize, and access data on the toxicological effects of
chemicals. These databases and repositories can be used to
support toxicology research and risk assessment, as well as to
provide information and resources to the public on the
toxicology of chemicals.47 Some examples of electronic
databases and repositories that may be used in digital toxicology
include toxicity data repositories which are databases containing
data on the toxicological effects of chemicals, including data
from toxicology studies, risk assessments, and regulatory
decisions. These repositories may be organized by chemicals,

Figure 5. Digital toxicology in handling patient ‘OMICS’ data and storage to monitor the health and detect toxinś response. Digital OMICS to provide
actionable knowledge across molecular medicine, diagnostics, and epidemiology. Hypothesis-driven data generation knowledge engineering from
personalized medicine will enable digitalization interfacing Environmental and industrial toxicology; clinical and regulatory toxicology; Forensic
molecular toxicology (Created with BioRender.com).
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by an end point (e.g., cancer, reproductive toxicity), or by other
criteria.48

Chemical structure databases contain information on the
chemical structures and properties of chemicals, including
information on their physical and chemical characteristics, as
well as their toxicological effects.49 Again, mobile apps help to
provide information and resources on toxicology to the public
including information on the safe use and handling of chemicals.
The other examples of electronic databases and repositories that
may be used in digital toxicology could be chemical hazard and
toxicity OMICS databases containing information on the
toxicological effects of chemicals. OMICS databases are a
collection of databases that store information related to various
omics fields such as genomics, transcriptomic, proteomics, and
metabolomics in relation with actionable knowledge gathered
from effect of chemical on individuals (Figure 5). Such
repositories may further include data on the potential acute
and chronic health effects of chemicals, as well as data on the safe
use and handling of chemicals, environmental exposure
databases containing information on the levels of chemicals
present in the environment, including data on the levels of
chemicals in the air, water, soil, and food.50 Even toxicology
literature databases contain information on toxicology research
and studies, including abstracts and full-text articles on
toxicology topics.

■ INVESTIGATING THE POTENTIAL OF WEARABLE
DEVICES IN DIGITAL TOXICOLOGY:
ADVANCEMENTS IN REAL-TIME BIOMONITORING
AND PERSONALIZED EXPOSURE ASSESSMENT

Wearable devices are electronic devices that can be worn on the
body and used to monitor and track various health and
environmental factors.51 These devices can be used to support
digital toxicology by collecting data on chemical exposure and
other toxicology-related factors.52 Wearable air monitoring
devices can continuously measure airborne chemicals including
pollutants and VOCs.53,54 Even wearable chemical exposure
monitoring devices can be worn to measure the levels of
chemicals present in the environment as well as the levels of

chemicals present in the body.36 Wearable toxicology devices
measure physiological responses to chemical exposure including
heart rate, respiratory rate, and body temperature.

There is no doubt that potential exists for digital technologies
to transform risk assessment in toxicology by enhancing
communication and efficiency. However, it is essential to
consider the ethical implications associated with the use of these
technologies, particularly regarding wearable devices and the
collection of personal data.55 Wearable sensors are increasingly
being used to collect data on an individual’s exposure to various
environmental toxins. This technology has the potential to
improve the accuracy and timeliness of risk assessment by
providing real-time data on an individual’s exposure. However,
the use of wearable sensors raises concerns about privacy and
consent.56 Individuals must be fully informed about the
collection, use, and storage of their personal data and be given
the option to opt-out. Additionally, the use of digital
technologies in toxicology also raises concerns about data
security. The sensitive nature of toxicological data means that it
is crucial to ensure that the data is protected against
unauthorized access or use. Appropriate safeguards must be
put in place to protect the confidentiality and privacy of
individuals’ personal data.57 While the potential benefits of using
digital technologies in toxicology are significant, it is crucial to
consider the ethical implications associated with their use. The
collection and use of personal data must be done in a transparent
and ethical manner, with appropriate safeguards in place to
protect individuals’ privacy and confidentiality. Future research
in this area should prioritize the development of ethical
guidelines and best practices for the use of digital technologies
in toxicology.

■ BLOCKCHAIN IN DIGITAL TOXICOLOGY AND
MEDICINE: IMPROVING DATA SECURITY,
TRACEABILITY, AND TRANSPARENCY

The use of blockchain technology has the potential to
significantly enhance the safety, security, and transparency of
digital medical practices, revolutionizing the field of healthcare
for the better. As shown in Figure 6, Blockchain is a distributed

Figure 6. Blockchain technology in toxicology can aid in decentralized data keeping and evaluate data that and potential risks to consumers with
exposure risks through available chemical databases. MSDS (Material Safety Datasheet) contains information about potential hazard-causing agents
and how to work with them. Blockchain also involves traceability in the distribution network and the use of product barcodes in manufacturing.
Collection, analysis, and evaluation of the data in lab testing and pharmacies are possible due to blockchain (Created with BioRender.com).
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database that allows for tamper-proof record-keeping of data
collected from physicians for personalized medicine based on
toxicity assessment.58 This makes it well-suited for use in the
healthcare industry, where the security and privacy of patient
data are of the utmost importance. Its potential applications in
digital medicine are electronic health records (EHRs) used to
securely store and manage electronic health records, allowing for
easier and more secure access to patient data to clinicians and
toxicologist.59 Moreover, blockchain could be used to track and
verify the results of clinical trials, ensuring that the data is
accurate and cannot be tampered.60 It could also be used in
supply chain management to monitor the origin and movement
of medical supplies and drugs, helping to ensure the safety and
effectiveness of these products and to store and manage data
related to personalized medicine, such as genetic information
and treatment histories, allowing for more tailored and effective
treatment.61 Therefore, the use of blockchain in digital medicine
has the potential to improve the security and efficiency of
healthcare systems, as well as to better protect patient privacy.

Blockchain application in digital technologies have potential
to revolutionize the field of toxicology by improving unbiased
communication and efficiency in risk assessment.62 By using
digital tools, toxicologists can streamline the process of
collecting and analyzing data, collaborate more effectively with
colleagues and stakeholders, and provide more accurate and
timely assessments of the risks posed by chemicals and other
substances. One example of the practical application of
blockchain technologies in toxicology is the use of predictive
modeling to assess the toxicity of chemicals.63 Predictive models
can be developed using large data sets and machine learning
algorithms to predict the toxicity of chemicals based on their
chemical structure and other properties. This approach can
significantly reduce the time and cost associated with traditional
toxicity testing methods, while also providing more accurate
predictions. Another example of the practical benefits of digital
technologies in toxicology is the use of online databases to share
and access information. Online databases can be used to store
and share data on chemical properties, toxicity studies, and other
relevant information in dynamic supply chain.64 This approach
can improve communication and collaboration between
toxicologists and other stakeholders, such as regulators and
industry, and facilitate the development of more effective risk
assessments. In addition, blockchain technologies can also
improve the efficiency of risk assessments by automating certain
tasks and reducing the need for manual data entry and analysis.
For example, automated data processing tools can be used to
extract relevant information from large data sets, reducing the
time and effort required for data analysis.65

■ BLOCKCHAIN IN GENOMIC MEDICINE AND
GENOMIC TOXICOLOGY

Genomics is the study of the structure, function, and evolution
of an organism’s genome, or its complete set of genetic material.
The genomic sector deals with products and services in
genomics, such as DNA sequencing, genetic testing, and
personalized medicine.66,67 Blockchain technology has the
potential to transform the genomic market by providing a
secure and decentralized platform for storing and managing
genomic data.68

Blockchain has potential applications in the genomic market,
such as secure storage and management of genetic test data for
improved accuracy and personalized genetic testing services;
and storage and management of personalized medicine data in

genomic medicine as shown in Figure 7. Such efforts with
genomic data or medical device data, will enable more

personalized and effective treatment for patients.70 Further-
more, blockchain supports to securely store and manage data
from genomics research, enabling researchers to more easily
share data and collaborate on projects. Overall, the use of
blockchain in the genomic market has the potential to improve
the accuracy, security, and efficiency of genomics-based
products and services, ultimately leading to better patient
outcomes.

■ BLOCKCHAIN TECHNOLOGY IN A GUI FORMAT TO
CONSUMER

Blockchain allows for the creation of secure and decentralized
networks using a distributed ledger to store data in a way that is
transparent, immutable, and secure, making it well-suited for a
variety of applications in the digital world, for example, for safe
and encrypted data sharing between patients and clinicians.71 It
enables the creation of decentralized and secure digital
information which is useful for hospital transactions and store
value.72 Blockchain can also be used to track the movement of
goods through the supply chain, helping to ensure the
authenticity and quality of products.73 For identity manage-
ment, blockchain serves to securely store and manage digital
identities, enabling individuals and organizations to prove their

Figure 7. Blockchain in genomic toxicology. Digital gene interactions
by Synthetic Gene array and storage of quantitative genetic interaction
scores in a blockchain data repository. The query genes are extracted
from toxin-led mutants to determine genetic interaction with the ones
from the original genome. The images of an array are taken by a digital
camera and these image stacks are quantified and a raw database is
created.69 The correction in this raw data with respect to different
effects leads to genetic interaction scores which are stored in blockchain
data repositories of genomic toxicology (Created with BioRender.
com).
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identity online.74 For smart contracts, blockchain can be used to
facilitate the creation of smart contracts, which are self-executing
contracts with the terms of the agreement between buyer and
seller being directly written into lines of code.75

■ UTILIZING DIGITAL TECHNOLOGY FOR RISK
ASSESSMENT AND HAZARD PREDICTION IN
ENVIRONMENTAL AND OCCUPATIONAL HEALTH

Digital technology can support risk assessment and hazard
prediction by providing tools and resources for collecting,
analyzing, and interpreting data on the potential risks to human
health and the environment. Some examples of digital
technologies for risk assessment and hazard prediction include
computational toxicology, involving the use of computer models
and simulations to predict the toxicological effects of chemicals
and to evaluate the potential risks to human health from
exposure to these chemicals.76 Even machine learning
algorithms can be used to analyze large amounts of data, such
as chemical structure, exposure levels, and toxicological effects,
to identify patterns and trends that may indicate potential
hazards or risks.77 Electronic databases and repositories are used
to store, organize, and access data on the toxicological effects of
chemicals, as well as data on exposure levels and risk factors, to
support risk assessment and hazard prediction efforts.78

Conclusively, the use of digital technologies in risk assessment
and hazard prediction can help to improve our understanding of
the potential risks to human health and the environment to
identify, and prioritize hazards for further evaluation or risk
management (Figure 8).

■ CHALLENGES AND LIMITATIONS ASSOCIATED
WITH IMPLEMENTING DIGITAL TECHNOLOGIES IN
TOXICOLOGY

One of the significant challenges of digital transformation in
toxicology is data privacy and security.79 As the amount of data
generated by toxicological studies increases, it becomes crucial
to ensure that sensitive information is protected from

unauthorized access or breaches. Moreover, data protection
regulations such as the General Data Protection Regulation
(GDPR) and the Health Insurance Portability and Account-
ability Act (HIPAA) mandate that organizations handling
sensitive data must adhere to strict data privacy and security
standards.79 In this regard, it is vital to develop robust
cybersecurity measures that can mitigate risks associated with
data breaches and ensure that confidential data is secure.
Another challenge that arises from digital transformation is
algorithmic bias. Algorithmic bias is the systematic error that
occurs in machine learning algorithms due to biased data or
flawed design. Biased algorithms can lead to unfair or
discriminatory outcomes, especially in toxicology where risk
assessments are made based on the results of machine learning
models.80 Hence, it is crucial to recognize and address
algorithmic bias in toxicology to ensure fair and unbiased risk
assessments. In addition to these challenges, the implementation
of digital technologies in toxicology also requires adequate
infrastructure. The infrastructure needed to support digital
transformation in toxicology includes hardware, software, and
data management systems. Inadequate infrastructure can hinder
the adoption and implementation of digital technologies,
thereby affecting the efficiency and accuracy of toxicological
risk assessments.

Toxicologists, regulators, and industry stakeholders play
critical roles in the implementation and integration of digital
technologies in toxicology.81 Each stakeholder brings a unique
perspective and expertise that is necessary for the successful
adoption of digital technologies. Toxicologists provide valuable
scientific knowledge and expertise in the development and
validation of digital tools, while regulators ensure that digital
technologies meet regulatory standards and requirements.
Industry stakeholders can provide financial and technical
support for the development and implementation of digital
technologies.3 Financial constraints can limit the implementa-
tion of digital technologies in toxicology. These technologies
require significant investments in hardware, software, and

Figure 8. An envisioned future digital platform that would be designed to monitor and track the presence of nanomaterials in consumer products, and
to take regulatory measures to ensure that these products are safe for human use. This type of platform would likely require the integration of several
different submodules, including ones for pollutant generation and screening, data production and sharing, and communication with regulatory
agencies and law enforcement. It would also likely involve the use of advanced computational technologies to analyze and interpret the data collected
and to identify potential risks or hazards associated with the use of certain products. Reproduced with permission from ref 3. Copyright 2018, Wiley.
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personnel training. Therefore, it is essential to develop cost-
effective solutions that balance the costs and benefits of digital
technologies.

Collaboration among these stakeholders is essential for the
successful implementation and integration of digital technolo-
gies in toxicology. For example, regulators can work with
toxicologists to develop guidelines and standards for the
development and validation of digital tools, while industry
stakeholders can provide financial and technical support for the
development and implementation of digital technologies.82

Collaborative efforts can also help identify and address potential
challenges and limitations associated with the implementation of
digital technologies, such as data privacy and security,
algorithmic bias, and the need for adequate infrastructure.
Moreover, collaboration can facilitate communication and
knowledge sharing among stakeholders, leading to improved
decision-making and more effective risk assessments. Collabo-
ration can also enhance transparency and accountability in the
development and implementation of digital technologies,
ensuring that the interests of all stakeholders are taken into
account.83

The implementation of digital technologies in toxicology
requires essential collaboration among interdisciplinary re-
searchers and stakeholders since there are technical barriers
such as the complexity of integrating different systems and
platforms. Digital technologies rely on a range of hardware and
software solutions, and compatibility issues can arise when
integrating these technologies with existing systems. Further-
more, the lack of standardization in data formats and quality
assurance processes can also pose challenges to integrating
digital technologies. The development and adoption of digital
tools require the involvement of various stakeholders, including
researchers, regulators, industry players, and the public.
Collaboration can ensure that digital technologies are
developed, implemented, and utilized in a manner that is
transparent, ethical, and socially responsible. End-users, such as
toxicologists, must be involved in the development and testing of
digital tools to ensure that they are practical, user-friendly, and
meet their needs. Moreover, there are concrete examples and
case studies are crucial in illustrating the practical applications
and benefits of collaborating toxicologists, engineers, and
epidemiologists supporting digital technologies in toxicology.
For instance, a recent report from our group aimed to explore
the transmission of Severe acute respiratory syndrome
coronavirus 2 (SARS-CoV-2) through speech droplets emitted
by infected individuals.29 The study utilized a vibrating mesh
nebulizer as a human patient simulator to mimic the release of
speech aerosol droplets containing CorNPs. The study found
that speech generates nanoaerosols with droplets of <5 μm in
diameter that can travel distances longer than 1 m after release,
and these aerosol droplets are a major element in the current
COVID-19 pandemic. The study also explored the role of
residual water in aerosol droplet stability and the drying
dynamics of aerosol droplets. Additionally, a candle experiment
was designed to determine whether air pollution might influence
the transmission and air stability of respiratory virus-like
nanoparticles. The study concludes that there is a need for
systematic studies that take into account speech-generated
aerosol/droplet experimental validation and their aerodynam-
ics/particle kinetics analysis in the context of COVID-19
transmission. The findings of the study could inform the
development of effective measures to mitigate the transmission
of SARS-CoV-2 through speech droplets and nanoaerosols.

■ FUTURE OUTLOOK: ROBOTICS, SUPER ARTIFICIAL
INTELLIGENCE, SMART FOOD/FEEDSTOCK, AND
BEYOND

Robotics is an increasingly important field in science research, as
robots are being used in a variety of applications including
exploration, sample collection, and experimentation.84 One area
where robotics is likely to have a significant impact in the future
is enabling the 3D printed organ to enter the mass market, a
major boost for healthcare. Recent developments in sensors that
can measure gases and volatile compounds, as well as particulate
matter, have made it possible to scan consumer products like
textiles, toys, and food for nanomaterials.85 These sensors, which
use AI and machine learning, can be complemented with
advanced nanobiosensors to track toxicology nanomaterials
from production to disposal.86 By using a unique universal
material ID and potentially a blockchain-based ledger system, it
will be possible to easily access information about the safety and
handling requirements of each enhanced material through a
simple scan with a hand-held device. If the data collected from
the scan is complex, it can be wirelessly sent to regulatory experts
for interpretation and feedback. This technology could enable
“cradle-to-grave” monitoring of nano and other advanced
material-enabled products.81

Super artificial intelligence (SAI) could access a patient’s
medical history and other relevant data to predict potential
health issues and provide recommendations for practitioners in
vital sign tracking, and monitoring.87 Health sensors to establish
major organ networks in the body will assist the SAI algorithm to
predict the toxicological effect of consumed products ranging
from therapeutics, and fast food to inhaled volatile organic
chemicals.88 This will help clinicians and healthcare workers to
make smart decisions in context with the toxicological effect of
chemicals and new materials used in emerging technologies such
as 3D printing and Inhalable electronics liquids/cigarettes.54

Another emerging application of SAI food and agriculture is in
the area of crop monitoring and prediction.89 AI systems could
analyze data from sensors and other sources to monitor the
growth and health of crops, predict yield and quality, and
identify potential issues that may need to be addressed.90

AI could also be used to optimize irrigation and fertilization
practices, helping to reduce pesticides/biocide and improve the
efficiency of these processes.91 In the livestock industry, AI could
be used to monitor animal health and predict potential issues, as
well as optimize feeding and breeding practices adding better
meat/milk production as a major need to fight the food crisis in
the future.92 With growing digitalization, many areas will be
realized which are not yet thought of by the human mind but
could become a reality when we will begin practicing those
cutting-edge digital technologies.
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