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Abstract

Pharmaceutical supply chains are complex structures that include various participants. Furthermore, block-
chains are viewed as a promising solution to increase effectiveness and overcome some of the main challenges
in these supply chains—especially lack of trust. The European Union (EU) set strict rules in the domain
of pharmaceutical supply chains in order to protect patient safety and public health. In addition, block-
chains bring legal requirements. Among these requirements, personal data protection is of utmost importance.
This is because, as has been argued for years, blockchains and the EU data protection regime are in conflict by
their natures. However, it is also claimed that when rightly designed and combined with other technological
solutions, blockchains potentially offer great opportunities to enhance data protection. Nevertheless, potential
for blockchains in the pharmaceutical supply chain is not yet been realized as most use cases are in the proof
of concept or pilot stage.

This article examines the debates surrounding blockchains and data protection. The goal is to draw
constructive conclusions on whether blockchain solutions can be designed in data protection-enhancing
ways and whether this might help realize the potential for blockchain in pharmaceutical supply chains—par-
ticularly by creating trust. For this purpose, the example of an ongoing EU-funded innovative research proj-
ect called PharmaLedger as a case study to concretize its theoretical examinations is examined. This project
is chosen because it gathers a wide variety of stakeholders representing different interests and aims to create
a digital trust ecosystem in health care by providing a widely trusted platform that supports the design and
adoption of blockchain-enabled healthcare solutions while accelerating the delivery of innovation that ben-
efits the entire ecosystem from manufacturers to patients.
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lockchain is a class of technology used for vari-
B ous purposes. However, the increasing number of

use cases indicates that blockchain still has much
to offer. On the other hand, the considerable number of
projects at the proof of concept or pilot stage suggests
that launching a successful blockchain use case is not al-
ways straightforward.!

It should be made clear at the start that although they
are used interchangeably by many writers, blockchain is
one type of distributed ledger technology. Blockchain
offers a sequential, verifiable, and incremental way to
record data.” Basically, this particular type of technol-
ogy acts as a decentralized append-only database that is
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maintained by a consensus algorithm and kept across a
peer-to-peer network of numerous nodes (computers).?
While all nodes are located outside of or connected
with one central node in centralized software systems,
the nodes in decentralized systems do not require a cen-
tral element of coordination or control while forming a
network of connected nodes. In addition to immutabil-
ity, prominent features of a blockchain network include
transparency, auditability, and robustness.?

While traditional database technologies suffer from
drawbacks such as the lack of information on prove-
nance, transparency, and traceability among many oth-
ers, blockchains, contrarily, benefit from traceability
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and transparency, as well as decentralization and more
advanced application of business logic—as carried out
by smart contracts. All this increases efficiency and accu-
racy of data-related processes. These advantages offered
by blockchains encourage trust in health care in various
use cases.* Among these, pharmaceutical supply chains
require particular attention due to their critical role in the
protection of patient safety and public health.

The healthcare sector, and especially pharmaceutical
supply chains, is highly regulated in the EU. Thus, the
success, or sometimes even launch, of any blockchain use
case in this area strongly depends on its compliance with
the applicable legal frameworks, particularly on data pro-
tection and privacy.

To concretize this analysis, this article takes the example of
the ongoing Pharmaledger project, which aims to provide a
widely trusted platform that supports the design and adop-
tion of blockchain-enabled healthcare solutions in different
domains, including the pharmaceuticals supply chain, while
accelerating delivery of innovation that benefits the entire
ecosystem from manufacturers to patients.’ By doing so, the
author explores whether the claims that blockchain-enabled
supply chain management practices could solve the main
challenges in pharmaceutical supply chains,' particularly the
lack of trust,* while also ensuring data protection compli-
ance by the appropriate design of the technology.

This paper will first briefly explain the potential of
the blockchain in the pharmaceutical supply chains and,
then, give an overview of the legal framework applica-
ble to these supply chains in the EU. Considering the
long-lasting debates around the conflicts between the EU
data protection regime and blockchains, this issue will be
examined in detail in the context of pharmaceutical sup-
ply chains in a separate section. Finally, as a case study,
the Pharmaledger project will be assessed in order to see
whether this project, funded under the EU’s Horizon 2020
research and innovation programme,’ manages to provide
some solutions for compliance with the strict rules under
the EU data protection regime.

Blockchain in Pharmaceutical Supply Chains

As one of the most complex supply chains in the world,
the pharmaceutical supply chain is vulnerable to opacity.®
Transparency in supply chains is challenging due to, but
not limited to, the global nature of the industry, the size
and scope of the companies, the number of different play-
ers involved, manual data processing, and the use of data-
bases that are not interconnected, as well as complex data
flow among players.’

In pharmaceutical supply chains, drugs change hands
among multiple players, such as manufacturers, distrib-
utors, repackagers, wholesalers, and subcontractors
before reaching the patient. This results in vulnerabilities
to theft, introduction of fake medicines into legal chains,
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and non-compliance. In addition, these chains rely heavily
on different forms of transportation and communication
channels (e.g., airlines, airports, freight forwarders, truck-
ing agencies, and third-party logistics), and this creates
“dark matter gaps” in supply chain transparency.®

As noted in a recent report by the EUBlockchain
Observatory and Forum, blockchain can have a significant
impact on pharmaceutical supply chains where traceabil-
ity and transparency are key elements. In these complex
ecosystems, which include numerous parties, information
sharing is asymmetrical, and the parties involved receive
updates with a time lag. Moreover, due to the silos, dupli-
cation of tasks and information is common. Blockchain,
at this point, can increase efficiency of the procedures.*

The European Commission, in its Pharmaceutical Strat-
egy for Europe, published in 2020, supports implementation
of strategic actions.” Although it does not explicitly discuss
blockchain as a solution, blockchain technology has the po-
tential to assist several actions and concerns, such as silos
and transparency. Indeed, it is possible to see more self-ev-
ident use cases in the pharmaceutical sector. For instance,
blockchain could be used for the purposes of finished goods
traceability and anti-counterfeiting.* The World Health
Organization, in a study dated 2017, estimates that 10% of
medical products are falsified,'” and this is seen as a growing
threat by the sector. Considering this and the demand that
occurs as a result, for use cases in the contexts of anti-coun-
terfeiting,* as well as finished goods traceability to identify
shortages—as the COVID-19 pandemic showed—block-
chains could support safe and efficient processes.!!

In addition, the same report by the EU Blockchain
Observatory and Forum highlights that blockchain can
address inefficiencies related to supply chain and inventory
management within health care. This class of technology can
be used as a ledger to record the provenances of pharmaceu-
tical products, and thus, vaccines and other life-saving drugs
can be monitored and tracked throughout their journey.
This will result in reducing the misplacement or mislabeling
of medicines and the risk of counterfeiting. A transparent
blockchain-based supply chain can also serve to improve
clarity on logistics time and location and create trust that
the information has not been tampered with. In case of an
outbreak such as COVID-19, this can offer an important
opportunity for responsible entities to rearrange resources
or produce contingency plans to avoid delays.* The potential
benefits of blockchains in the management of pharmaceuti-
cal supply chains are listed in the literature as follows:

» decreasing or effacing frauds and errors,

» decreasing the number of delays due to paperwork,
* decreasing courier costs,

* more rapid determination of relevant issues,

* improved inventory management,

» creating greater trust for consumers and partners.
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It must be added that this potential is not yet fulfilled
and requires further resources, research, and matura-
tion of real-life use cases, which are mostly at proof
of concept or pilot stages, and new technological
solutions.!

Pharmaledger, an innovative research project funded
by the EU, is designed to create a digital trust ecosystem
in health care. More specifically in the context of sup-
ply chains, it aims to improve patient safety and prod-
uct traceability by laying the groundwork for the use of
blockchain technology and serialization throughout the
medicine supply chain. By gathering numerous actors
with different interests, this project also has an objective
of developing a scalable, sustainable, technology agnos-
tic, blockchain-enabled platform that can be adopted by
the whole healthcare ecosystem for various use cases. This
begs the question of whether it could provide the neces-
sary solutions to fulfill the above-mentioned potential of
blockchains in pharmaceutical supply chains, but also
more generally in health care.’ Although there may be
many different blockchain applications in the context of
pharmaceutical supply chains, the PharmaLedger Proj-
ect, with its several use cases in the pharmaceutical supply
chains domain, could serve as a useful example for analy-
sis based on concrete cases.

Overview of the Legal Framework in the EU
Pharmaceutical supply chains are subject to strict regula-
tions in the EU. As a result, there is heavy oversight in order
to protect the public from harmful drug effects. A com-
prehensive strategy covering all levels of the pharmaceu-
tical value chain, from research and development through
authorization, distribution, and patients’ access to medicines
is crucial to ensure a high level of public health protection,
starting prior to bringing new pharmaceuticals to market.'?

The key applicable regulatory instruments, inter
alia, are:

* Directive 2001/83 on the Community code for medici-
nal products for human use,"

* Directive 2003/94 on the principles and guidelines of
good manufacturing practice,'

* Directive 2011/62 on falsified medicines (Falsified
Medicines Directive),'

* Council of Europe Convention on the counterfeiting
of medical products (the MEDICRIME Convention),

* Regulation 2016/161 on safety features on the packag-
ing of medicinal products,'’

* Regulation 2020/1056 on electronic freight transport
information,'® and

* Regulation 726/2004 on authorization procedures and
establishing European Medicines Agency." Available
at URL: https://health.ec.europa.eu/system/files/2016-
11/reg_2004_726_en_0.pdf
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These regulations require taking various aspects into
account, including, but not limited to, market authoriza-
tion requirements, safety measures, and reporting falsify-
ing medicines in pharmaceutical supply chains regardless
of deploying blockchain-enabled solutions.

Furthermore, sustainable management of supply
chains, environmental considerations, human rights issues
related to supply chains, and due diligence in sustainable
supply chains should all be addressed in pharmaceutical
supply chains. One reason for this is the fact that par-
ticipants’ visibility in most traditional supply chain net-
works is limited to their direct relationships one level up
and down, but transparency and integrity of those supply
chains must be assured by adopting a common approach
to sustainable supply chain management, which provides
further insight into the whole journey of a pharmaceuti-
cal product. Ensuring regulatory compliance will not be
sufficient for such a strategy to be successful. Long-term
sustainability and respect for human rights will also be
needed.”

In addition to these strict regulations applicable to
pharmaceutical supply chains, privacy and data protec-
tion require particular attention because, according to
many, blockchain and the principles and obligations of
the EU General Data Protection Regulation (GDPR)?
are viewed as contradictory with each other.?* For this rea-
son, this issue will be explained separately in the following
section of this article.

Privacy and Data Protection

Despite being used interchangeably from time to time in
different jurisdictions, privacy and data protection are
two separate but interrelated concepts. The Charter of
Fundamental Rights of the European Union (CFREU)
has, indeed, regulated these two rights in two separate
articles—Aurticles 7 and 8. While the former article defines
the right to privacy as “the right for respect for his or her
private and family life, home and communications.” The
latter refers to “the right to the protection of personal
data concerning him or her.” Article 8, in addition to
defining a separate right, lays down the core principles for
the effective implementation of this right in paragraphs
2 and 3. It states that the processing of personal data must
be fair, for specific purposes, and based on either the in-
dividual’s consent or a legal basis. Individuals must have
the right to access and correct their personal data; and
compliance with these principles must be monitored by an
independent authority.> The two rights are closely related
because they both aim to uphold similar values, such as
individual autonomy and human dignity. For this reason,
they provide individuals with a personal sphere to freely
develop their personalities and opinions. Nevertheless,
their formulations and scopes differ under the CFREU.
While the right to privacy entails a general prohibition
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on interference with one’s private life unless some public
interest criteria are met to justify such interference in cer-
tain circumstances, the right to personal data protection is
considered an active right bringing a system of checks and
balances in order to protect individuals whenever they are
subject to data processing. This makes the right to per-
sonal data protection broader than the right to privacy
because a demonstration of an infringement of privacy is
not necessary for the personal data protection principles
to apply.®*

With recent technological and organizational devel-
opments processing more and more personal data, data
protection has become a prominent concern worldwide,
and this has resulted in numerous legislation worldwide.
In this paradigm shift, the EU is seen to have a partic-
ular role since, with its strict rules, it is considered the
standard-setter on how new technologies should be
developed and used to process personal data.'> The GDPR,
adopted in May 2016 and entered into force on 25 May
2018 by replacing the Data Protection Directive (Direc-
tive 95/46/EC),* is the main instrument in the EU’s data
protection law. Different from the Directive, the GDPR
does not need to be transposed into the national laws of
each EU Member State, but its rules are directly applica-
ble in every EU Member State. Furthermore, considering
the GDPR being widely seen as a high-watermark of data
protection laws worldwide (and becoming a template for
more and more countries’ own legislation), developing a
GDPR-compliant blockchain solution will support
achieving data protection and privacy compliance not
only at the European level but also globally as well.?

Legal issues to tackle while deploying blockchain not only
are related to healthcare applications but also have greater
significance for these applications due to the health sector’s
critical nature, and data protection is one of the most press-
ing legal concerns. A considerable amount of the data circu-
lating within health care is sensitive, which requires greater
protection. Thus, the principles of medical confidentiality,
in addition to privacy and data protection, are of high im-
portance. Certain risks associated with patient visibility and
monitoring may be brought by blockchain-based applica-
tions, as well as the creation of aggregated profiles of pa-
tients if multiple sources data are combined. Stigmatization
and discrimination may be seriously suffered by patients in
case of data breaches. For these reasons, privacy and data
protection should be seen as the main legal and ethical issues
to be addressed while designing, deploying, and maintaining
a blockchain-based healthcare solution.*

It is alleged by many that blockchains (particularly pub-
lic, permissionless blockchains) are incompatible with the
GDPR by their very nature since the GDPR was designed
for centralized methods of data collection, processing, and
storage while blockchains decentralize these methods.?
Years after the GDPR came into force, its compatibility
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with the public permissionless blockchains is still highly
disputable, but addressing the same issue in the cases of
private, permissioned blockchains is more straightforward.

Since the core of this article is how to use blockchain
technology in a GDPR-compliant way for the purposes
of pharmaceutical supply chains, the focus is on private,
permissioned blockchains. This is because supply chains
require known parties in order for the participants to as-
certain the source and quality of their inventory.”

As the disputes around data protection and block-
chains are not only related to supply chain use cases,
explanations will be given with a broader approach in this
section, and, when needed, elaboration will be provided in
the context of supply chains. In other words, these expla-
nations can mostly be applied to different types of block-
chain use cases as well.

A Closer Look at the Blockchain-GDPR Relationship

Taking the above-mentioned tensions into account, any
blockchain use case that might process personal data
should only take place after in-depth considerations and
assessments regarding data protection. This is, indeed,
true for pharmaceutical supply chains as privacy and data
protection aspects with regard to health care are seen as
one of the greatest challenges to realizing the potential of
blockchains in this domain.!

A study conducted for the members and staff of the
European Parliament explains that there are numerous
tensions between the GDPR and blockchains due to two
main reasons as listed below:

1. The GDPR is founded on the assumption that in
each data processing activity, there is always at least
one natural or legal person (“data controller”) who
is responsible for compliance with the GDPR and
who can be requested to fulfill the rights of the data
subjects in case such a request comes from their side.
However, in blockchains and particularly in public,
permissionless blockchains, there is not a central actor
in control, as this is sought to be achieved by those
blockchains. As a consequence, it is difficult to allocate
the responsibility and accountability.

2. While the GDPR was being written, it was also assumed
that in case of necessity to comply with Articles 16
(“Right to Rectification”) and 17 (“Right to Erasure”) of
the GDPR, data could be modified or deleted. However,
blockchains purposefully make such modifications
extremely difficult, with the objective of ensuring data
integrity and providing greater trust in the network.
Uncertainties in the EU data protection regime, such as
how the “erasure” concept needs to be understood, make
it even more difficult to comply with the law.>

Before diving into the domains where these factors

cause further difficulties, it is worth stating that despite
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the tensions, blockchains also propose opportunities
to achieve certain objectives of the GDPR. First of all,
besides decentralized handling of personal data, block-
chains promise data sovereignty, which is a concept
focusing on giving data subjects control over their data
and the opportunity for them to share their personal data
only with the parties they trust. As indicated in its Re-
cital 7, the GDPR has set data sovereignty as one of its
objectives by giving natural persons “control over their
data.” Article 20 GDPR on the right to data portability
enshrines this objective of data sovereignty by allowing
data subjects the ability to receive their personal data
from the data controller and to give it to another data
controller. This right is seen as a concept stipulated in
the GDPR with the purpose of giving more control to
data subjects over their personal data.> As noted by the
Article 29 Working Party, which is replaced by the Euro-
pean Data Protection Board (EDPB), the “primary aim
of the data portability is enhancing individuals’ control
over their personal data and making sure that they play
an active part in the data ecosystem.”?

Another important point noted in the literature is the
lack of exact definitions of data portability and data sover-
eignty in the GDPR or elsewhere. This is highly important
because there are currently no solutions giving individuals
full control over their personal data. Some solutions pro-
vide more control compared to others.’> According to many,
blockchains can be designed in a way that only the user is
able to access the public and private keys and freely decide
when to share their personal data with external parties.”
With blockchains, selective data sharing is possible through
applications, which ensure privacy and decrease the risk of
identity theft.> Hence, new forms of identity management
could be facilitated by blockchain by enabling individ-
uals to control not just their identifiers but also the data
associated with them.* Although there are still questions
about certain points, such as whether parties with access
to once revealed data will be able to copy and extract that
data and store it permanently,’ many new technological
proposals for blockchains are under development in order
to empower individuals to own and control their personal
data.’! Such developments in technology may offer means
to achieve certain objectives of the GDPR.?

It is crucial to stress that blockchains do not, in them-
selves, provide guarantees to protect personal data, and
they must be developed and deployed in combination
with additional mechanisms in order to achieve data sov-
ereignty objectives. Despite its strong promises for data
sovereignty, blockchains may also reveal all the data
stored on them unless the necessary safeguards are put
in place. Since blockchains are still an emergent class of
technology, they should be designed and developed in a
fashion to fulfill technical and legal requirements and also
according to policy considerations and what is desirable
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for the public good. In other words, despite the conceptual
tensions with the GDPR, blockchains might realize some
of the objectives of the GDPR through rightly developed
technological means, which might be different from the
mechanisms envisaged by the GDPR.? For instance, the
append-only feature, which is also referred to as immuta-
bility, of blockchains offers the trust that data stored on
the ledger have not been tampered with or manipulated.
Blockchains can also enable better accountability by
allowing visibility and traceability over who accesses data,
thanks to time-stamped logs on the ledger. Furthermore,
since the datasets are replicated across several computers,
there is no single point of failure, and this guarantees data
integrity and security.?

After setting the high-level scene, it is worth exploring
the domains where blockchains are seen in conflict with
the GDPR, and how these can be addressed. However,
for the sake of brevity, these explanations will be succinct.

Types of Personal Data Processed on Blockchains

While the GDPR, as per Article 2, applies to the pro-
cessing activities of personal data, Recital 26 states that
anonymous data are not subject to the GDPR. This
requires assessing what is personal data, and whether
personal data processed on blockchains are classified as
anonymous. Article 4 GDPR defines “personal data” as
any information relating to an identified or, either directly
or indirectly, identifiable natural person. On the other
hand, Article 29 Working Party notes that anonymization
occurs only in the cases of “processing personal data in
order to irreversibly prevent identification.”3?

There are two types of data stored on blockchains
that can be classified as personal data in the sense of the
GDPR: transactional data and public keys. When trans-
actional data are stored on a blockchain in plain text, it
is obvious that it will be subject to the GDPR. However,
even if data are encrypted, it will still be possible to ac-
cess that data with the right keys, and, thus, those data
will not be irreversibly anonymized.> Under the EU data
protection law, encryption is regarded as a pseudonymiza-
tion technique because an individual can still be indirectly
identified.* In case transactional data are subject to hash-
ing algorithms, those data will still be qualified as personal
data for GDPR purposes® as Article 29 Working Party
considers hashing as a pseudonymization method, given
that the data subject and the dataset are still linkable.*

Nevertheless, it is also possible to store transactional
data off-chain and only link those data to the blockchain
with a hash pointer. Thus, personal data will be stored
in a modifiable and encrypted database instead of the
blockchain itself. By doing so, the concerns caused by
the special features of blockchains from a data protec-
tion perspective will be avoided with regard to data stored
off-chain.?
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On the other hand, each participant of a blockchain
network also has a unique personal identifier shared on
the blockchain, which consists series of random-look-
ing alphanumeric characters called the public key. This
is a key to the participant’s account, and when combined
with the private key, which is known only by the partici-
pant, data encrypted with these keys will be decrypted.
Participants randomly create this pair of public—private
keys in their digital wallets, which is an application on a
smartphone, computer, or another similar device. When
a public key is associated with a natural person, public
keys constitute personal data. Although these public
keys are long strings of random-looking alphanumeric
characters, they are not anonymous data under the EU
data protection regime.'? This is because the Article 29
Working Party classifies encryption with a secret key
as a pseudonymization technique because “the holder
of the [private] key [which is only known to the data
subject in order to relate off-chain data with the public
key] can trivially re-identify each data subject through
decryption of the dataset.”?> This absolute approach
of the Article 29 Working Party means that encrypted
public keys on the chains should be treated as pseudon-
ymous data because it is possible to reveal the identity
behind those public keys by using additional informa-
tion, which is the corresponding private key. When a
public key is linked to a natural person, it will be pos-
sible to identify all previous transactions carried out
by that person.'? Different from transactional data, it
is not possible to move public keys off-chain since they
constitute part of the metadata transactions and are re-
quired for their validation, and, thus, they are essential
for the functioning of the blockchain technology. As
a result, it is more difficult to find GDPR-compliant
solutions for public keys, compared to transactional
data, which can be stored off-chain.?

Responsible Parties to Ensure Compliance

Since blockchain technology is based on the idea of
decentralization, it is difficult, particularly in public, per-
missionless blockchains, to allocate the responsibility and
accountability that are crucial for data subjects to find
parties to address in order to enforce their rights under the
GDPR. However, in supply chains, parties need to know
other involved parties in order to ascertain the source and
quality of their inventory. This will be only possible by
using private, permissioned blockchains.

As recognized by the EU Blockchain Observatory and
Forum, public permissionless blockchains represent the
greatest challenge in terms of GDPR compliance, while it
is easier for private permissioned blockchains to comply
with the GDPR.** The strongly highlighted challenge of
determining the controller significantly diverges from the
initial public blockchains. With the technology and related
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business models being developed, this challenge appears
to be less relevant for the many new multi-layered eco-
systems that deploy new types of permissioned and con-
sortium blockchains. Arguably, permissioned blockchains
have been developed exactly in response to the shortcom-
ings of public, permissionless blockchains.** When block-
chain applications are built for proof and value transfer
on top of a blockchain platform, there will almost cer-
tainly be a set of governance rules that represent the terms
agreed upon by the ecosystem’s participants to regulate
their relationship.*> These blockchains are permissioned
in the sense that, depending on the governance model, one
or several entities determine which parties are going to
have permission to write.?

In a private, permissioned blockchain, the participants
should determine their rights and obligations and docu-
ment those in a governance model. A robust governance
model should address the issue of responsibility alloca-
tion with regard to personal data protection as well as
other regulatory issues, the competencies of the partici-
pants, and the procedures to ensure that data subjects can
enforce their rights. Indeed, the French Data Protection
Authority (CNIL) highlights the importance of taking a
common decision about the data controllers’ responsibil-
ities in cases where a group of entities decides to carry
out processing operations on a blockchain for a common
purpose. The CNIL recommends either creating a legal
person to be the data controller or designating the par-
ticipant who makes decisions for the group as the data
controller, and further notes that if neither of these is the
case, all participants are likely to be considered as joint
controllers.*

Thus, it is of utmost importance not only to estab-
lish a robust governance model to allocate the respon-
sibility of data controllership but also to limit network
access by allowing only trusted members to have the
ability to add data onto the chain. By doing so, in ad-
dition to identifying the parties to be accountable by
the authorities and data subjects, the number of threat
actors and their affordance or capacity to enact privacy
violations will be reduced.* The adopted governance
model for any permissioned blockchain network should
require all participants to agree to abide by the GD-
PR-compliant terms as a condition of being granted
permission. The governance model should carefully
consider the international data transfers and identify
the most suitable mechanism and safeguards for the
potential transfers of personal data to controllers and
processors based outside the EU and not covered by an
adequacy decision of the European Commission.'> As
per the Schrems II Decision of the Court of Justice of
the EU,% the European Data Protection Board’s rec-
ommendations on measures that supplement transfer
tools,’ and Clause 14 of the new standard contractual
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clauses (SCCs) approved by the EC in June 2021—
which will have completely replaced the three sets of
SCCs adopted under the previous Data Protection Di-
rective 95/46 by 27 December 2022%—an appropriate
approach would be to oblige the members of the gov-
ernance model to carry out a transfer impact assess-
ment, through which data exporter and importer assess
the impact on data protection of an international data
transfer,” prior to each data transfer to a third country
not covered by an adequacy decision.

Although this analysis is based on data protection, it
is important to note that for blockchain use cases in the
context of pharmaceutical supply chains, the governance
model is critical beyond data protection and privacy.> One
of the most important functions of product traceability
is to provide the opportunity to identify the parties who
are responsible for adverse impacts on consumers’ safety,
human rights, and sustainability. Identifying responsi-
ble actors is key to conducting a thorough examination
of business relationships and assigning responsibility to
them for adverse impacts. The governance model imple-
mented by the authorized stakeholders is the basis of
the transparency of the whole ecosystem. Thus, explicit
guidelines for network administration should be provided
by the governance model. It would be necessary to have
legally enforceable contracts in order to document the
relationship between the participants and network opera-
tors. Key issues that could be addressed by the governance
models are as follows:

+ participants’ rights as well as obligations,

+ procedures to make decisions and implement them,

+ details and limits of the centralized control to be
maintained,

* procedures to grant access permissions to the
blockchain,

+ parties that will validate transactions,

» responsibilities regarding the maintenance of the
blockchain, commitments to participate in the plat-
form’s operation at the service level, and remedies for
possible network downtime,

* measures to safeguard the maintenance of the network
security,

* due diligence and participant monitoring mechanisms,

* rules and procedures to maintain data confidentiality
among the participants.*!

Regarding data controllership, as blockchains can
grant data subjects more control over their data,
another important question arises on whether they can
be seen as data controllers where they hash their own
data to a blockchain.’ However, whether this argumen-
tation will be accepted by the authorities is unclear for
the time being.?
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Data Protection Principles

European data protection regime is based on a number of
key data protection principles, which are either explicitly
stipulated in the relevant legislation, such as the GDPR
and the Council of Europe Convention 108, or estab-
lished through the case-law of the European Court of
Human Rights and the Court of Justice of the European
Union."? The data protection principles stipulated by
Article 5 GDPR are as follows:

* lawfulness, fairness, and transparency;
e purpose limitation;

e data minimization;

e accuracy;

* storage limitation;

* integrity and confidentiality;

e accountability.

It is important to note that among these principles, two
seem particularly problematic: purpose limitation, which
requires personal data to be processed only for an ini-
tially specified purpose, and data minimization, which
requires processing only a minimum amount of data and
for as long as it is necessary to achieve the purposes of the
processing.”

With regard to the purpose limitation principle, the
discussions are around whether it is compatible to fur-
ther process personal data added to blocks following the
execution of a transaction for which personal data were
added to the chain in the first place.?> As per the objective
of enabling trust and reliability in a blockchain network,
consensus algorithms establish a procedure in which each
new block is added to the chain by involving some data
from the previous block in order to maintain the ledger
integrity. This makes those algorithms a crucial compo-
nent of blockchain networks. Thus, it is argued that pro-
cessing the hashed data continuously with the purpose of
validation can be seen in compliance with the principle of
purpose limitation. Nevertheless, it is also noted that such
an argumentation will not be valid if the data are stored in
plain text in public blockchains since disclosing personal
data publicly will allow its further use by unknown third
parties for whichever purposes.?

Turning to data minimization, Article 5(1)(b) GDPR
stipulates that personal data must be “collected for spec-
ified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those
purposes.” This principle is in conflict with the nature
of blockchains, which are append-only databases and
expand continuously. This is because once data are added
to the chain, it will permanently be a part of the chain
and when each block is added to the chain, more data will
have been accumulated in the chain. Furthermore, con-
trary to the data minimization principle, each full node
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stores a copy of the entire blockchain, and when new data
are added to the chain, in principle, it is not possible to
amend or delete it. However, by storing transactional data
off-chain, it will be possible to minimize and amend those
data without touching the chain itself in compliance with
the data minimization principle. Nevertheless, it is more
problematic to comply with this principle with regard to
the pseudonymous public keys since it is not possible to
remove those retroactively from the chain.’ Noteworthy is
that the French Data Protection Authority CNIL consid-
ers that these public keys are essential to the blockchain’s
proper functioning, and it is not possible to further mini-
mize them. Thus, their retention period, which is the life-
time of the blockchain, is in line with the GDPR .*¢

Data Subject Rights

The effective exercise of data subject rights is essential to
ensure the protection of personal data, and this is why
data controllers are required to facilitate the exercise of
these rights. The following is the list of rights granted to
data subjects by the GDPR:

* Right to information (Articles 13 and 14 GDPR)

* Right to access (Article 15 GDPR)

* Right to rectification (Article 16 GDPR)

* Right to erasure (Article 17 GDPR)

* Right to restriction of processing (Article 18 GDPR)

* Right to data portability (Article 20 GDPR)

+ Right to object (Article 21 GDPR)

+ Right not to be subject to automated individual deci-
sion-making (Article 22 GDPR)

Two of these rights require attention since they raise par-
ticular challenges in the context of blockchains: the right
to rectification and the right to erasure.

As stipulated by Article 16 GDPR, data subjects have
the right to rectification, and this includes the right to
obtain rectification from the data controller of inaccurate
personal data without undue delay and to have incom-
plete personal data completed. This right is a reflection
of the principle of accuracy under Article 5(1)(d) GDPR.
According to this principle, controllers are obliged to take
every reasonable step to ensure that personal data are ac-
curate and, where necessary, kept up to date.

The (near-)immutability feature is built into the block-
chain protocols with the purpose of creating trust in
the network, and this feature, in principle, prevents any
altering of data. However, this brings hurdles to fulfilling
rectification requests that may come from data subjects.’
While it can be possible to effectively exercise this right
in permissioned blockchains by way of re-hashing subse-
quent blocks, it is not straightforward to find a solution in
the case of permissionless blockchains.*? As an alternative
solution to direct modification of data on an append-only
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network, adding new information showing that the previ-
ously added data are incorrect is also suggested. In such a
case, the most recent version will rectify the previous data
and show the current status of that particular data. How-
ever, it is unclear, from a legal perspective, whether this is
sufficient to comply with Article 16 of GDPR since the
previously added, out-of-date, or inaccurate data will still
be on the chain. It is also worth noting that the lack of
the exact definition of “accuracy” in the GDPR does not
help to solve this issue.> A more straightforward solution
is to keep transactional data off-chain, and, by doing so,
it will be possible to fulfill the request of rectification from
data subjects in compliance with the GDPR since those
data stored off-chain can be amended without touching
the chain itself. However, this does not facilitate GDPR
compliance in relation to public keys.?

On the other hand, Article 17 GDPR grants data sub-
jects the right to erasure (also referred to as the “right to
be forgotten™), which allows obtaining the data controller
“the erasure of personal data concerning him or her with-
out undue delay.” It is important to note that this is not an
absolute right as certain exceptions have been included in
Article 17(2) GDPR. The tensions between this right and
blockchains have been highlighted by many since block-
chains’ persistent and distributed architecture may ren-
der a straightforward deletion of data upon a request by
data subjects impossible.>* While erasing data in a single
computer is always technically possible, erasure from one
node in a blockchain network does not result in erasure in
all nodes. Furthermore, such erasure, in most cases, would
invalidate the node and pose a risk to the integrity of the
blockchain network, which is crucial to creating trust.? It
is once again essential to make a distinction between trans-
actional data and public keys. While storing transactional
data off-chain will significantly facilitate compliance with
the requirements under Article 17, it is not straightfor-
ward to comply with erasure requests in the case of public
keys, and this requires further explanations.?

As noted previously, the right to erasure is not an abso-
lute right. Article 17(2) GDPR, indeed, says that in cases
where data subjects request the erasure of their data, the
data controller must take “account of available technol-
ogy and the cost of implementation” and take “reasonable
steps, including technical measures, to inform controllers
which are processing the personal data that the data sub-
ject has requested the erasure by such controllers of any
links to, or copy or replication of those personal data.”
Considering this provision and blockchains’ technical
limitations to erasure as well as the lack of the exact defi-
nition of “erasure” in the GDPR, the question of whether
a solution other than the outright erasure of data can
be used in compliance with the GDPR becomes highly
important. Some data protection authorities in Europe
have indicated that “erasure” does not have to be the
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outright destruction of personal data.? The UK Informa-
tion Commissioner’s Office tolerates, to a certain extent,
putting data “beyond use” if it is not possible to delete the
data for technical reasons.* The German act for adapt-
ing the data protection rules in Germany, adopted in ac-
cordance with the GDPR and German law, also puts a
derogation to Article 17 GDPR and mandates that data
controllers are not obliged to erase personal data where
erasure is impossible or requires a disproportionate effort
because of the specific mode of storage.*’ Instead, re-
striction of processing might be sufficient if data subjects
have minimal interest in erasure.”? The French Authority
CNIL, in the context of blockchains, suggests that delet-
ing the keyed-hash function’s secret key together with the
data stored off-chain could be sufficient to fulfill erasure
requests as this process renders data on the chain value-
less, and it would be highly difficult, if not impossible,
to retrieve information.’® To ensure legal certainty with
regard to the implementation of the GDPR, there is a
need for guidance at the European level with regard to the
meaning of “erasure”, and how it can be fulfilled under
the GDPR.?

Data Protection by Design and Default

The GDPR has set strict principles of personal data
protection and obligations on responsible parties and
rights for data subjects. However, there should also be a
technical infrastructure to support all these and ensure
compliance with the GDPR. With such an infrastruc-
ture, blockchain may offer great advantages. Taking
into account the long-lasting debates around the com-
patibility of blockchain with the GDPR, it is worth
stressing that blockchain is a class of technology, and
there is not only one way to design it. With its specific
features, blockchain may help achieve some objectives
of the GDPR.

GDPR compliance of a blockchain use case, to a signif-
icant extent, can be ensured by implementing privacy-pre-
serving features in the design of the blockchain protocol,
and this is what Article 25 of the GDPR, by stipulating
the principles of data protection by design (which is also
called “privacy by design”) and by default, requires. As
noted by the French Data Protection Authority CNIL,
data controllers, according to this principle, are required
to select the format and methods without impact on data
subjects’ rights and freedoms to the greatest extent possi-
ble.** Although data protection by design and data pro-
tection by default principles are sometimes referred to as
one, a distinction between the two is made by Article 25
GDPR as follows:

» Data protection by design requires the implementa-
tion of appropriate technical and organizational mea-

sures, such as pseudonymization, that are designed
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to implement data protection principles, such as data
minimization principle, and to integrate the necessary
safeguards into the processing to fulfill the GDPR
requirements and protect the right of the data subjects.

* On the other hand, data protection by default requires
the implementation of appropriate technical and orga-
nizational measures in order to ensure that, by default,
only necessary personal data for each specific process-
ing purpose are processed, and that, by default, per-
sonal data are not made accessible to others without
the individual’s intervention to an indefinite number of
natural persons.

Especially when combined with off-chain solutions,
blockchains can be designed and deployed in a more
data protection-enhancing way. In order to comply with
the GDPR, blockchain can be used on a layer above da-
tabases, and this can allow monitoring transactions on
the data exchange and access information while all per-
sonal data are stored off the blockchain. Thus, the data
stored off-chain will be anchored to the blockchain with
a cryptographic reference, and the blockchain will merely
be used to keep a record of the processing operations
that take place off-chain.* The CNIL, in its study to ex-
amine how blockchains can be used in the most privacy-
preserving way, recommends solutions, in which personal
data are processed outside of the blockchain, and only
one of the following cryptographic identifiers is stored
on the blockchain:

e acommitment of the data;
* ahash generated by a keyed hash function on the data;
* aciphertext of the data.’

As explained previously, even when the personal data
are stored off-chain and only anchored to it with one of
these cryptographic identifiers, these identifiers will still
be classified as personal data. However, it is argued that
keeping these public keys on-chain is the key to block-
chains’ proper functioning and they cannot be further
minimized, and, thus, it is seen in compliance with the
GDPR to store them as long as the blockchain exists.?

The CNIL further notes that the choice of a proper
cryptological method to store the data off-chain not only
supports risk minimization but also allows data subjects
to move closer to an effective exercise of their data pro-
tection rights. Erasing the data stored off-chain and the
elements enabling their verification will cut off the link
with the proof recorded on-chain, and it will be extremely
difficult, if not impossible, to retrieve the personal data.
In addition, blockchain developers should also take data
subjects’ rights into account while programming smart
contracts and allow data subjects to restrict processing
and request human intervention.*
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It is crucial to note that data protection by design and
default approach should be adopted both during the
design process of a technological solution and during the
processing itself. These include not only technical mea-
sures but also organizational and procedural ones. In
other words, in addition to the design and operation of
technologies, organizational policies and business strat-
egies should be addressed with the purpose of comply-
ing with the data protection principles and ensuring the
effective implementation of data subject rights. Thus,
these measures may take the form of advanced techno-
logical solutions — as explained above, training for staff
members, or any other appropriate measures.'?

As there is not any one-size-fits-all methodology, con-
trollers are required to assess the most suitable measures
under the particular circumstances in order to ensure
effective implementation of the data protection princi-
ples and data subject’s rights. Putting robust and scalable
measures in place is crucial since, in case of an increased
risk of non-compliance, it should be possible to scale up
the measure in order to achieve effective implementation
of the principles and rights.* Noteworthy is that data
protection impact assessments (DPIAs), regulated under
Article 35 GDPR, can be very helpful to assess the risks
under certain circumstances and determine the appropri-
ate measures.

Pharmaledger Project
As an example mentioned previously, Pharmaledger
establishes a blockchain-enabled platform for various
healthcare use cases, with the purpose of creating a dig-
ital trust ecosystem in health care.® From a perspective
of pharmaceutical supply chains, it has a more specific
objective of improving patient safety and product trace-
ability by laying the groundwork for the use of blockchain
technology and serialization throughout the medicine
supply chain. The downstream traceability of completed
goods would aid in the collection of important product
data, enhancing the option of direct product verification
by end-users and patients—something that is currently
lacking throughout the whole process. The ability to
quickly identify suspected or expired items gives a new
degree of transparency that is critical for patient aware-
ness and safety. These additional features will be vali-
dated by Pharmaledger through four use cases: eLeaflet,
Clinical Supply Chain, Finished Goods Traceability, and
Anti-Counterfeiting.” Since there may be many different
blockchain applications in the context of pharmaceutical
supply chains, the Pharmaledger Project will be taken as
an example to concretize the explanations made so far.
This approach seems appropriate considering that
blockchain is a class of technology still under devel-
opment, and concrete examples and design can pro-
vide more detailed and real-world-based explanations.

10
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Furthermore, as highlighted in research managed by the
EU Parliament’s Scientific Foresight Unit, although reg-
ulatory guidance as well as codes of conduct and certi-
fication mechanisms could increase the legal certainty
regarding how the GDPR could apply to blockchains,
this will not always be sufficient to ensure compliance of
specific blockchain use cases with the GDPR where there
are technical restraints to compliance. It could be possible
to find solutions by conducting interdisciplinary research,
devising technical and governance remedies, and experi-
menting with blockchain protocols that could be compli-
ant by design.” As an EU-funded project, Pharmaledger
aims to provide solutions that could be scalable for other
use cases, which may be developed by the healthcare sec-
tor in the future, in a way compliant with numerous legal
instruments including the GDPR. Thus, examining these
solutions offered by the PharmaLedger project could also
help to assess to what extent the EU-supported research
activities and innovative outcomes are able to fulfill the
strategy intended by the EU regulations, which is, in this
case, the GDPR.

Overview of the PharmaLedger Architecture

Pharmaledger is designed to be built on a multi-layered
hierarchical blockchain solution that is technology
agnostic and, so, allows using independent blockchains
for different key functions of the platform, such as decen-
tralized identity management, as well as the use cases. The
primary objectives of using blockchains are to anchor
off-chain data and code and, thus, to be able to replace the
blockchain infrastructure without a need to modify appli-
cation code, and to have greater code and data protection,
security, and confidentiality. In this structure, anchoring
data only takes place in a hierarchical manner.> A high-
level, simplified version of the Pharmaledger architec-
ture is illustrated in Figure 1.

Besides the hierarchical blockchain structure, the
other core component of PharmalLedger is the concept
of OpenDSU (Open Data Sharing Unit). DSUs are
stored off-chain as encrypted data blocks and anchored
with a hash in a distributed ledger, which is anchored
on a parent blockchain. The data on that blockchain are
also anchored on the root blockchain with the purpose
of inheriting its properties. It is possible to store DSUs
anywhere by avoiding the storage provider having control
over their content. Private keys, which are used for sign-
ing DSU contents and for client-side encryption, allow
access to the DSUs. A unique type of cryptographic
identifier called KeySSI (Key Self Sovereign Identity)
is employed by DSUs, and they function as both keys
to decrypt DSUs and self-sovereign identifiers (SSIs) for
the elements contained in the DSUs. User-specific data
are stored at a DSU component called a “digital wallet,”
which runs as an application on a smartphone, computer,
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Fig 1. The layered high-level architecture of the PharmaLedger

or another similar device. It stores keys and certain items
such as health information and credentials and controls
access to these items, besides communicating with other
digital wallets. Therefore, the development of a digital
wallet controlled by the user is crucial to achieving the
objectives of Pharmaledger.? The OpenDSU also elim-
inates the need for building a specific off-chain storage
solution for each different use case/application. As an
open standard, this solution can be adopted by different
blockchain-based environments.’

The highest layer of the Pharmaledger infrastruc-
ture, and the closest one to the end-users, is the applica-
tion layer to which business applications and end-user
applications (both mobile and web) belong. While the
business applications have an objective of enabling
the creation and publication of data on the particular
Pharmaledger use case ledger, the end-user applica-
tions are meant to allow the end-user to access the DSU
storage.?

Use Cases in the Pharmaceutical Supply Chain Domain

The Pharmaledger Project has identified eight use
cases in three domains, namely, clinical trials, health
data, and pharmaceutical supply chains. However, in
line with the focus of this paper, only four of them,
which are in the context of pharmaceutical supply
chains, will be examined. These are eLeaflet (also
called, electronic product information, “ePI”), Clin-
ical Supply Chain, Finished Goods Traceability, and
Anti-Counterfeiting use cases. These can be briefly ex-
plained as follows:

Citation: Blockchain in Healthcare Today 2022, 5: 232 - http://dx.doi.org/10.30953/bhtyx5.232

Applications (yse cases

Legacy Systems, Systems of Records etc.
Edge Devices (Mobile Apps, I0T, WebApps)

LCEIELIEY APYs, Adapters efc.

« Bridges between Application and Blockchain platform
= Abstraction layer for Applications

Data Sharing Units

« Encapsulates Data and Business Logic (code)
+ Build-in Data Privacy and Confidentiality
« Enables secure sharing

Hashlinks, Versions

+ Link the DSU in Blockchain
« Guarantees integrity, traceability, provenance, immutability

=]lele! (s E1IsMM Hierarchical Blockchains

« Use case specific Blockchain technologies

Use Cases

Pharmaledger Platform

= All Blockchains are anchored in the Root
Blockchain

In the ePI use case, the manufacturer creates the pack-
age leaflet (also known as Product Information, which
contains information that accompanies the medicinal
product) in a digital form. Health authorities review
and approve the ePI. The manufacturer, then, makes
updates to the ePI in this digital form and disseminates
it to the end-user, which can be a patient, healthcare
practitioner, or healthcare provider.

The Anti-Counterfeiting use case adds additional func-
tionalities and user experience to the ePI use case, in
order to create a multi-factor product authentication
capability. The initial focus and prioritization of the
two use cases are to provide patients with a publicly
available smartphone application to easily and anony-
mously access the electronic leaflet of a chosen medic-
inal product and check its validity. Patients will not be
required to register to use the application. Yet, the
application will offer an option to enable certain func-
tionalities, such as geolocation. This functionality will
help prioritize anti-falsified medicine efforts for the
public good.

The Finished Goods Traceability use case aims to
ensure product visibility and status by documenting
specific product movements. A degree of certainty
about the product’s provenance will be offered by the
traceability of finished products. This use case will cap-
ture all key movements of a product throughout the
supply chain, by creating the information flow of ship-
ping finished goods from a manufacturing site via
wholesalers and distributors to pharmacies and hospi-
tals. Access to the application will be granted at the
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organization level, where individual users (employees)
register, and certain information including name, orga-
nization, organization type, and access rights (such as
administrator, editor, and viewer) will be shown.

* The Clinical Supply Chain use case outlines the process
of tracking products from initiation of a shipment
request to end-use, which can be patient consumption,
product return, or product destruction. Although it is
out of scope for the Minimum Viable Product (MVP),
creating a solution that allows for direct-to-patient
track and trace functionality may be considered in the
future. This use case begins with the initiation of a
shipment request and ends with the reconciliation of
an investigational product by the clinical site. Therefore,
the standalone mobile application will be targeted at
sponsors, distributors, couriers, and sites. Access to the
application will be granted upon logging in with the
respective credentials of the users.”

The possible ways to use blockchain for supply chains are
of course not limited to the examples given above. How-
ever, the explanations in this section can be a good basis
for analogy and, so, useful for other use cases developed
by different actors in pharmaceutical supply chains, with
regard to compliance with data protection and privacy
principles.

Types of Personal Data to be Processed

In the PharmaLedger’s Finished Goods Traceability and
Clinical Supply Chain use cases, there is likely a very lim-
ited amount of personal data required to be processed in
order to trace the products. While the data about public
or private entities are not classified as personal data, the
employees’ data will be classified as personal data. Those
data may include the names and contact details of the
employees involved in the shipments and other related
processes. None of these represents particularly sensitive
data.

On the other hand, Pharmaledger’s ePI use case,
where end users can access the product information easily
in digital form, and the collection of personal data are
not required to achieve the purposes and, thus, should be
avoided to comply with the data minimization principle.
This is crucial since, for example, creating medical pro-
files of patients based on the pharmaceutical products of
which they accessed the information would involve highly
sensitive data and represent serious risks to the rights
and freedoms of the end users. The same applies to the
Anti-Counterfeiting use case that is being developed by
PharmaLedger for the purpose of fighting against falsi-
fied medicines.

Another important issue in the Anti-Counterfeiting
use case is related to the use of geolocation. Geolocation
may result in the identification of an individual, or it may

12
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also be combined with other data such as IP address and
may serve to identify an individual. For this reason, it is
important to take all necessary measures to avoid any per-
manent personal identifiers (e.g., names, email addresses,
social security numbers, any other personal identifiers, or
device identifiers) to be combined with geolocation in-
formation and data of scanned medicinal products. Oth-
erwise, there may again be serious risks of profiling and
inferring health information by unauthorized stakehold-
ers. It is also recommended to give end-users an option
to opt-in for sharing geolocation data. Even in the cases
where end-users opt-in for it, stakeholders, which are au-
thorized to collect geolocation information, should avoid
using fine-grained location information if the purpose can
be achieved by sharing broader location information.’

Governance of the Pharmaledger Project

The Pharmaledger project is governed by a consortium
of 12 pharmaceutical companies and 18 public and pri-
vate entities, including technical, legal, regulatory, aca-
demia, research organizations, and patient representative
organizations.® The research is divided into various work
packages working in close coordination, and each work
package and each use case are governed by one public and
one private partner. Furthermore, major decisions are
taken by majority vote in the general assembly where all
partners are represented and have an equal say. Thus, the
whole consortium is driving the project together. How-
ever, it is important to note that the current setting of
the Pharmaledger project is not designed for operating
a production platform.> The research project will come
to an end in December 2022 and in order to ensure the
sustainability of the platform that has been developed,
and there is a clear need to put a governance model in
place for the period after the end of the project. Thus, it
would be possible to fulfill the mission of the project —
which is to benefit all the stakeholders of the healthcare
ecosystem, operate and manage the platform, ensure
financial and legal oversight, and make a party account-
able for decisions, strategies, and else. For these reasons,
the PharmaLedger Association has been established as a
not-for-profit Swiss association in early 2022, and it will
take over the platform. It is important to highlight that
the use cases that reach the production level maturity will
be governed by the Pharmaledger Association since the
current research project setting does not have the mecha-
nisms in place to ensure quality management and regula-
tory compliance.

The Pharmaledger Association has been established
as minimum viable governance in order to enable the de-
velopment of Quality Management and Data Protection
Management Systems for the highly regulated industry,
enable a productive launch of the first Pharmaledger
use case, ePI, in the last quarter of 2022, and establish
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a baseline that enables a more in-depth definition of the
future governance model. Thus, the consolidated gover-
nance plan, with the details on financials, exploitation,
governance, and other fundamentals, is under devel-
opment. The basis could be making the Pharmaledger
Association built on membership fees and having a gov-
ernance board for decision-making.* Nevertheless, there
should be further elaborations on how to ensure this as-
sociation will act in a manner as decentralized as possible.

While creating a single entity with decision-making
power over the network seems to be the most straight-
forward solution to comply with the GDPR, it could be
said, from a broader perspective, that this goes against
the idea behind blockchains, shifting the power from cen-
tralized points of control to decentralized peer networks.
When there is one party in control, the trust in the pro-
cesses could be endangered. Thus, it is crucial to put the
right balance between the efforts to achieve compliance
and functionalities to increase effectiveness, by also not
endangering trust in the network, in blockchain networks
creating a single entity responsible for network operation.*
Although the idea is to limit the role of Pharmaledger
Association to act as the coordinator and the policymaker
but not as the network operator, this consideration of cre-
ating the right balance needs to be addressed in the fur-
ther elaborations of the post-project governance model.

It should also be noted that Pharmaledger, as a
multi-layered blockchain platform including an applica-
tion layer, brings the capability of determining purposes
at the application layer, and blockchains will be used
as the underlying infrastructure to which these applica-
tions will be anchored. Thus, the entities that determine
the purposes at the application layer will qualify as data
controllers for their own processing operations. This is
also in line with the suggestions of the above-mentioned
research managed by the EU Parliament’s Scientific
Foresight Unit.?? In other words, the data controller for
specific applications to be developed and deployed on the
platform might be different from the data controllers for
the platform. Each data controller will have a liability lim-
ited with its responsibilities and limits of its processing
activities.” It would be useful to make this clear in the gov-
ernance model of the multi-layered blockchain platforms
like PharmaLedger.

Measures to Comply with the GDPR

As explained previously, there are important factors that
are at the roots of the long-lasting debates around the
compatibility of the blockchain technologies with the
GDPR, but it is also widely argued that with the right
design and combination with different technological solu-
tions, blockchains have a great potential to realize the
underlying objectives of the GDPR, most prominently
giving back individuals control over their personal data.
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This is only possible by implementing the data protection
by design and default principles, which requires putting
organizational and technical measures in place from the
very beginning of the design process of any new technol-
ogy which may process personal data. Taking this into
account, the PharmalLedger project put these principles
at its core and adopted a seven-step process, based on the
guidelines developed by the Norwegian Data Protection
Authority.*® As data protection is not a one-off practice
but a continuous process, each activity in this approach
represents a step leading to the next one in the circle, as
illustrated in Figure 2."> The involved organizations need
to determine which steps should be emphasized and
where and when increased effort would be necessary. For
the sake of brevity, these steps will not be explained fur-
ther here, but instead, what technical and organizational
measures have been, or can be, taken will be explained.
The first and foremost requirement of data protection
by design and default is to meet data protection princi-
ples to the greatest extent possible. Thus, any processing
of personal data on the Pharmaledger platform is re-
quired to be lawful, fair, transparent, and carried out for
specified, explicit, and legitimate purposes by minimizing
the data processed.'> At this point, the OpenDSU con-
cept deserves particular attention. The OpenDSU, as an
innovative solution, offers data subjects, with smartphone
applications “digital wallets,” the possibility to manage
the personal data stored off-chain and the abilities of
other parties to access and process it. With the control
over access rights to be granted to the other parties, data
subjects can be in better control over their personal data as

Fig. 2. Data protection by design and by default process in
the Pharmaledger project
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they decide whether certain information from their digital
wallet is shared with requesting parties. By constituting an
abstraction layer in the Pharmaledger infrastructure, the
OpenDSU offers reusability, interoperability between use
cases, and data portability. The blockchain is accessible
through digital wallets, which are applications handling
the keys. Personal data are not stored on the blockchain
but outside the blockchain. This off-chain data storage
solution brings an opportunity for more straightforward
compliance with the data minimization principle as well
as the data subject rights to erasure and rectification.?

The Pharmaledger project also adopts self-sovereign
identities (SSI), which aim at giving data subjects full con-
trol over their digital identities and all identity-related at-
tributes. By having established an Identity Management
Task Force (IMTF), the PharmaLedger project takes this
technology at its focus and creates digital wallets to store
credentials and confidential data and to manage access
to the off-chain OpenDSUs. Users will have full freedom
over what verifiable claims, which are stored in digital
wallets, to share with whichever party users interact with.
Blockchain is the technology that allows this identity
model to be established. This concept can offer significant
data protection and privacy benefits, including:

* Using zero-knowledge proof protocols that do not
provide any additional information

* Limiting attributes to the absolute minimum necessity

* Possibility to exchange verifiable claims off-chain via
encrypted channels?

These concepts of OpenDSU and SSI uphold the GDPR
principles of data security and data minimization. The lat-
ter is particularly at the heart of the most heated debates
on the compatibility between blockchains and the GDPR.
These solutions show that blockchain, when appropriately
designed and combined with the right technological solu-
tions, could be handy in implementing the GDPR prin-
ciples and achieving some of its underlying objectives,
namely, giving data subjects more control over their data.

Besides the technical design, organizational measures
should also be well addressed, particularly in determining
the details of the post-project governance structure. Un-
less the GDPR principles are embedded in the governance
model, such as by contractual requirements that need to
be agreed on by the future members of the Pharmaledger
as a condition of being granted permissions in the permis-
sioned blockchains to be deployed, the technical design will
only have a limited impact on ensuring the effective imple-
mentation of data protection principles and data subject
rights. Many other organizational measures may surely be
put in place for this purpose, and this is why an in-depth
study taking place in the Pharmaledger project at the time
of writing this article is the appropriate approach.
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In the Pharmaledger platform, where use cases are not
only about pharmaceutical supply chains but also clini-
cal trials and health data, it is necessary to go beyond the
above-explained requirements focusing on supply chains
and take appropriate measures to protect different sorts
of personal data, including highly sensitive health data
of patients. If any pharmaceutical supply chain use case
is combined with the other use cases, aggregated profiles
of patients may be created without these data subjects’
knowledge, and this may result in significant breaches of
the GDPR. To avoid these kinds of situations, data pro-
tection by design, as well as data protection by default,
procedures have a role of utmost importance. It is also key,
prior to putting these use cases into the market, to conduct
DPIAs in order to identify any high risk to the rights and
freedoms of data subjects and to mitigate those risks.

The success of the PharmaLedger platform will mostly
depend on its wide adoption by numerous actors in the
healthcare sector, maturity-achieved launches of the use
cases under development as well as the future use cases to
be developed, effective quality and data protection man-
agement systems, and the final governance structure that
will act as the coordinator of and the decision-maker over
the platform. While coming to the end of the research
project, the efforts put in place by all 29 partners seem to
have produced favorable results to design a data protec-
tion-enhancing platform that has promises to bring the
blockchain’s potential into the real world, particularly in
pharmaceuticals supply chains.

Conclusions
While pharmaceutical supply chains are complex structures
including many different stakeholders, it is also a highly
regulated area in the EU. Besides ensuring compliance
with the legal and regulatory instruments, creating trust
is also key to ensuring effectiveness in these supply chains
and protecting public health. This is where blockchains
bring a number of promises. However, their potential still
has not completely been realized, and especially in the EU,
this is closely linked to discussions around how to design
and deploy blockchains in compliance with the strict data
protection rules under the GDPR as there are long-lasting
debates around their, allegedly, conflicting natures.
However, if a blockchain network is developed by
adopting strong data protection by design and by default
approach under the GDPR, specific features of block-
chain may help achieve some objectives of the GDPR,
such as data sovereignty, trust in the accuracy of data,
better accountability, and data integrity and security,
among others. When combined with other technologi-
cal solutions as in the case of self-sovereign identities,
blockchains can provide greater autonomy and control to
individuals on their personal data and opportunities to
enforce their data subject rights with ease.
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There is a need for regulatory guidance on how to imple-
ment the GDPR in blockchain use cases, but, as in line with
the data protection by design approach, new technological
solutions can be designed to achieve certain objectives of
the GDPR, though not with the mechanisms envisaged
by the regulation itself. For this reason, this paper has ex-
amined whether Pharmaledger, an EU-funded innovative
research project, has the right mechanisms to be seen as a
blueprint for pharmaceutical supply chains using block-
chains. It is true that this project has an important potential,
but much will depend on the details to be determined, such
as the governance structure of the platform. Nevertheless, it
is a good example to show that there is a clear technological
shift toward more GDPR-compliant blockchain designs.
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