
Received October 4, 2020, accepted October 30, 2020, date of publication November 18, 2020, date of current version December 7, 2020.

Digital Object Identifier 10.1109/ACCESS.2020.3038858

Health 4.0: On the Way to Realizing the
Healthcare of the Future
JAMEELA AL-JAROODI 1, (Member, IEEE), NADER MOHAMED 2, (Member, IEEE),
AND EMAN ABUKHOUSA 3
1Department of Engineering, Robert Morris University, Moon, PA 15108, USA
2Department of Computer Science, Information Systems, and Engineering, California University of Pennsylvania, California, PA 15419, USA
3New Media Technology, Modul University Dubai, Dubai, United Arab Emirates

Corresponding author: Nader Mohamed (mohamed@calu.edu)

ABSTRACT Health 4.0 establishes a new promising vision for the healthcare industry. It creatively integrates
and employ innovative technologies such as the Internet of Health Things (IoHT), medical Cyber-Physical
Systems (medical CPS), health cloud, health fog, big data analytics, machine learning, blockchain, and
smart algorithms. The goal is to deliver improved, value-added and cost-effective healthcare services to
patients and enhance the effectiveness and efficiency or the healthcare industry. Health 4.0 (adapted from
the Industry 4.0 principles) changes the healthcare business model to enhance the interactions across the
healthcare clients (the patients), stakeholders, infrastructure, and value chain. This effectively will improve
the quality, flexibility, productivity, cost-effectiveness, and reliability of healthcare services in addition to
increasing patients’ satisfaction. However, building and utilizing healthcare applications that follow the
Health 4.0 concept is a non-trivial and complex endeavor. In addition, advanced potential applications based
on Health 4.0 capabilities are not yet being investigated. In this paper we define the main objectives of
Health 4.0 and discuss advanced potential Health 4.0 applications. To have a clear understanding of these
applications, we categorize them in 4 groups based on the primary beneficiary of these applications. Thus we
have patient targeted applications, applications supporting healthcare professionals, resource management
applications and high-level healthcare systems management applications. In addition, as we studied the
different applications, we realized that these is a certain collection of services that these most of them
need regardless of their goals or business context. Services supporting data collection and transfer, security
and privacy, reliable operations are some examples. As a result we propose creating a service-oriented
middleware framework to offers the common services to the applications developers and facilitate the
integration of different services to build applications under the Health 4.0 umbrella.

INDEX TERMS Health 4.0, Industry 4.0, healthcare systems, service-oriented middleware, service integra-
tion, health cloud, health fog, Internet of Health Things, medical cyber-physical systems, COVID-19.

I. INTRODUCTION
The healthcare industry is facing several challenges including
increasingly high costs of healthcare services, professionals,
and equipment; shortages in skilled healthcare profession-
als [1]; rising demand for high-quality healthcare ser-
vices [2], [3]; size and complexity of the healthcare value
chain; the need for collaboration among healthcare providers
and supporting industries and organizations [4]; and intense
competition among healthcare providers [5]. These chal-
lenges are pushing healthcare providers towards considering
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the inclusion and use of new healthcare models based on
innovative and cutting-edge information and communication
technology (ICT) utilization. One sector already working
on taking advantage of ICT advances is the industry sec-
tor using technologies like the internet of things (IoT),
cyber-physical systems (CPS), and analytics to initiate the
Industry 4.0 era [6]. The 4.0 is based on the histori-
cal progression of the industrial revolutions. Industry 1.0
(manual machining), Industry 2.0 (powered machining),
Industry 3.0 (computerized machining) followed by the cur-
rent start of Industry 4.0 taking us to the era of autonomous
and smart industrial operations. Industry 4.0 aims to
enhance operations, reduce costs and improve quality through
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optimization, industrial automation, and the use of intelligent
services.

Another important sector to benefit from inheriting the
Industry 4.0 principals is healthcare. Adapting Industry 4.0
principles for the healthcare industry created what is
now known as Healthcare Industry 4.0, Healthcare 4.0,
or Health 4.0 [7]–[11], in this paper we will use Health 4.0
to reference it. The 4.0 in Health 4.0 was inherited from its
origin, Industry 4.0, and does not signify the existence of
Health 3.0, 2.0 and 1.0 as the healthcare systems progressed
differently from industrial systems. Health 4.0 can be defined
as the implementation of integrated healthcare platforms with
progressive virtualized, distributed and real-time healthcare
services for patients, professionals and formal and informal
care givers. It focuses on supporting, enabling and opti-
mizing collaboration, coherence, and convergence to move
healthcare services from being based on ‘‘empirical data’’ to
‘‘precision medicine’’ (i.e. personalized healthcare services)
as one direction for enhancement. This aligns with the global
shift from a hospital-based professional-oriented model to a
distributed, patient-centered model [12]. Another direction
involves enabling integration, sharing, and optimizing use
of healthcare services resources, professionals and systems
management for enhanced operations and reduced costs.
Health 4.0 can be further extended to enhance all aspects in
the healthcare system and its entire value chain. Worldwide
spending on healthcare is anticipated to reach $18.28 trillion
in 2040 [13], hence the need to utilize technologies and con-
cepts presented by Industry 4.0 [14] to enhance effectiveness
and efficiency in all directions.

The benefits of adopting Health 4.0 in the healthcare indus-
try are numerous. These include improving the flexibility,
scalability, reliability, agility, cost-effectiveness and quality
of healthcare services and operations [8]. These features will
enhance the healthcare system in many ways like integrat-
ing all these features to help improve national and global
responses to pandemics like COVID-19 [15]. However, build-
ing and delivering healthcare applications that follow the
concepts of Health 4.0 is very complex. Issues involved, like
increased design complexity, verity of architectural choices,
capabilities to support services and including security and
privacy mechanisms are some examples. One approach to
address these issues is to use an advanced service-oriented
middleware (SOM) framework capable of integrating and
utilizing advanced technologies such as cloud computing,
edge/fog computing, IoT, IIoT (Industrial IoT), CPS and Big
Data to relax some of the challenges of developing Health
4.0 applications. In addition, this framework can enhance cur-
rent services and enable the introduction of new value-added
Health 4.0 applications.

The main contributions of this paper are: (1) provide a
better understanding of Health 4.0 objectives; (2) discuss
and categorize different potential healthcare applications;
and (3) introduce the main concepts that rationalize the
SOM framework suitability to address these issues. Our
work focuses on the design and features of the SOM

platform and leaves implementation of healthcare services
aspects as the follow-up for this work. There have been
some efforts discussing the Health 4.0 vision, definition,
market analysis and some of its capabilities and applica-
tions [7], [10], [11], [16]–[18]. However, we were not able
to find comprehensive analysis of the main objectives of
Health 4.0 and the different types of available and potential
applications, or anywork proposing holistic approaches using
middleware to realize the real capabilities of Health 4.0.
Therefore, in this paper, we first identify the main objectives
of Health 4.0 and cover them under two main overarching
objectives: improved efficiency and effectiveness and pro-
viding high-quality healthcare services. At the same time we
implicitly include the ultimate financial objective of reduc-
ing costs. This can be inferred from the different possible
enhancements, automation and streamlining of services using
Health 4.0 technologies supported by a capable middleware
framework. Thenwe provide an analysis of current and poten-
tial healthcare applications that can use Health 4.0 concepts.
We categorized these in four groups: (1) applications for the
patients; (2) applications supporting healthcare profession-
als’ work, (3) applications for resource management; and
(4) high level and general healthcare system management
applications. Applications in each category may overlap with
other categories mainly due to the nature of healthcare ser-
vices as they involve all resources and people in the system.
In addition, most of these applications need specific features
and functionalities that are common to all or a large subgroup
of them. That led us to introduce middleware, in particular
SOM, frameworks to help provide these common features for
Health 4.0 applications.

The rest of the paper is organized as follows. Section II
provides background information and discusses related work
about Health 4.0 and about middleware as an enabling tech-
nology for healthcare systems. The main objectives of Health
4.0 are discussed in Section III and Section IV lists and
discusses the categories of current and potential Health 4.0
applications. Section V introduces the concept of using SOM
middleware to enable Health 4.0 and investigates the main
requirements for such middleware to support implementing
and operating Health 4.0 applications. Section VI concludes
the paper and offers some remarks on future needs.

II. BACKGROUND
The concepts of Health 4.0 and its general goals have been
introduced in many different ways that in some cases could
create a lot of misunderstanding of it. Here we will provide
some background information about Health 4.0 to establish
a base overview of the concept for the rest of the paper.
We also provide a brief background about middleware as an
enabling technology for healthcare applications. In both parts
we include some examples of related work in the field.

A. HEALTH 4.0 AND ITS MAIN TECHNOLOGIES
The evolution of the Healthcare utilization of ICT started with
the Internet when information websites about public health
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FIGURE 1. A smart health network utilizes ICT like medical CPS, IoT,
health cloud, health fog, health data analytics, and communication.

and disease management were first introduced. This was fol-
lowed by the emergence of electronic health records (EHR)
and cloud-based and mobile-based interactive applications.
The development of networked EHR systems, wearables
and IoT integrated with data analytics came next. Today,
we witness the emergence of Health 4.0 that brings together
all these technologies coupled with real-time data collec-
tion; increased use of artificial intelligence (AI) and sophis-
ticated analytical solutions facilitated by interactive virtual
interfaces. The main principle of Health 4.0 is that by con-
necting patients, personal medical devices, hospitals, clinics,
pharmaceutical and medical suppliers, and other healthcare-
related components; healthcare providers are creating a smart
health network along the entire healthcare value chain. This
smart health network, as illustrated in Figure 1, changes
healthcare service providing models and enables better and
more effective interactions across the entire healthcare value
chain.

The following is a brief overview of several ICT advance-
ments that enable Health 4.0.

1. Internet of Things (IoT). IoT connects medical devices
in a network [19]. Examples include sensors to mea-
sure heart rate, body temperature, sleep behavior, and
blood pressure; actuators like infusion pumps, alarms,
and ventilators; and medical systems such as dialysis
equipment, x-ray machines, and other diagnostic and
treatment devices. This IoT is referred to as the internet
of health things (IoHT).

2. Internet of Services (IoS). When functionalities of med-
ical and healthcare devices, systems, and organizations
are provided as software services with well-defined inter-
faces over the Internet [20], they are referred to as IoS.
The services on IoS (IoHS in healthcare) become the
building blocks for new healthcare systems and to enable
automation and collaboration.

3. Medical Cyber-Physical Systems (medical CPS).
Medical CPS are used to facilitate useful interactions
between the cyber world (e.g. software and control
signals) and the physical world (e.g. equipment and

patients) by providing continuous health monitoring
and treatment services [21]. Medical CPS use embed-
ded feedback controls to monitor and react to specific
conditions correctly. One example of medical CPS is
Implantable Medical Devices (IMDs) [22] like deep
brain simulators used to treat epilepsy, cardiac pacemak-
ers used to regulate heart rate, and bio-instruments used
to deal with bio-signals [23].

4. Health Cloud. The cloud large scale infrastructure pro-
vides scalable and on-demand computation, data stor-
age, and advanced software resources and services for
healthcare applications [24]. Examples include storing
EHRs, analyzing medical images, and monitoring a spe-
cific public health risk/trend. These applications require
intensive computation and huge storage capabilities that
the cloud can easily offer.

5. Health Fog. Fog (or edge) nodes are usually used to
smooth and enhance communication and integration
between medical devices/systems and health clouds.
Health fog can provide on-demand mini services for
low latency interactive support, location awareness and
mobility support [25].

6. Health Big Data Analytics. Huge amount of data accu-
mulate in healthcare systems over time. These become
the input for decision making and future planning appli-
cations. Big data analytics offer advanced mechanisms
to discover health trends, correlations, and insights from
this data. This helps enhance healthcare services, sys-
tems, and treatment procedures; reduce healthcare costs;
enhance healthcare services quality; and provide infor-
mation to facilitate public health decisions and provide
personalized treatments for individuals [26].

7. Mobile Communication Networks (5G). 5G network-
ing technology is promising to provide advanced fea-
tures such as fast and low latency communication,
smart management, and data capabilities. Using 5G will
enhance the overall operations of healthcare systems,
thus enabling the creation of many new and benefi-
cial healthcare applications [27] and support for mobile
health (M-health) applications [28].

8. Blockchain. Healthcare services always entail collecting,
storing and using sensitive data and classified informa-
tion. They also require trustable operations and poli-
cies and adequate information for auditing and ensuring
compliance. In addition, as healthcare systems extend
to span several organizations or entities across the value
chain, reliable and secure methods for creating contracts
and agreements is necessary. Blockchain is one of the
important and effective technologies to provide these
services. With blockchain, secure and non-modifiable
records can be stored and used for verification and secu-
rity. The non-repudiation and transparency further ensure
trustable contracts and clear agreements on collaboration
rules and procedures. In addition it can provide mecha-
nisms to achieve fairness in sharing data and protect the
privacy of patients [29], [30].
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Health 4.0 is based on six design principles [8], [10],
[12], [31]: (1) Interoperability, the ability to connect different
medical devices and systems; (2) Virtualization, the ability
to create virtual/digital copies of different health devices,
systems, and processes; (3) Decentralization, the ability of
health systems to control themselves with suitable decisions;
(4) Real-time Capability, the ability to actively gather and
analyze health data to take the right action; (5) Service Ori-
ented, the ability to create software services to interact with
medical devices and systems; and (6) Modularity: the ability
improve individual modules to meet new requirements and to
reuse available modules to build new health/medical systems.

Recently, there is increasing interest in investigatingHealth
4.0 concepts, potential applications, and enabling techniques.
The work in [7], [9]–[11], [16]–[18] discussed the main
concept, fundamentals, principles opportunities and chal-
lenges of Health 4.0. Aceto et al. [32] reviewed utilizing
IoT, big data, and cloud computing technologies for health
4.0. Mohamed and Al-Jaroodi [8] investigated the impact of
Health 4.0 on healthcare system engineering. Several propos-
als for new applications leveraging Health 4.0 capabilities
were also proposed. Thuemmler et al. [12] validated the
suitability of Health 4.0 design principles for the diagnostics
and therapy of asthma. Dubgorn et al. [33] discussed the
advantages of following Health 4.0 concepts in engineering
and implementing telemedicine systems. Sannino et al. [34]
proposed a method that employs Health 4.0 capabilities to
reduce the relative errors for estimating blood pressure values
in a continuous, real-time, and noninvasive manner. Grigori-
adis et al. [35], [36] investigated using Health 4.0 for precise
mapping of multiple sclerosis symptoms over time to person-
alize care. In addition, Feussner et al. [37] proposed to use
digitalization for surgeries, using Health 4.0 features (named
Surgery 4.0), to improve outcomes and reduce costs.

Other efforts were dedicated for investigating different
enabling techniques for Health 4.0. Kumari et al. [38]
proposed a three-layer patient-driven health architecture
for real-time data collection, processing, and transmis-
sion. Gupta et al. [39] proposed a tactile-internet-based
telesurgery system for health 4.0. Mavrogiorgou et al. [40]
proposed a unified method to guarantee end-to-end data
and data sources quality for health 4.0. Yang et al. [41]
investigated using robotic systems for homecare. Some
researchers focused on security and privacy and/or using
blockchain. Hathaliya and Tanwar [42] reviewed security
and privacy issues in Health 4.0. Hathaliya et al. [43] and
Tanwar et al. [44] proposed using blockchain to secure EHRs
in Health 4.0. Hathaliya et al. [45] investigated utilizing
blockchain for securing patients’ privacy and data for remote
monitoring Health 4.0 applications. Gupta et al. [46] pro-
posed a blockchain supported telesurgery framework for
health 4.0. Bhattacharya et al. [47] developed a blockchain-
based deep-learning service for health 4.0 applications.
Qiu et al. [48] proposed a secure data sharing approach for
medical CPS in Health 4.0. Finally, Chute and French [31]
introduced a related concept of Care 4.0 focusing on trusted,

integrated networks of organizations, people, and technolo-
gies to develop digital health and care services.

These efforts and several others are exploring the differ-
ent capabilities and benefits of Health 4.0. Some address a
very specific application and offer a solution. Others dis-
cuss specific features and propose mechanisms to design and
implement them. As far as we got in our investigation, there
are no holistic approaches for a framework with capabilities
and services that facilitate the implementation and integration
of many of the proposed solutions. We attempt to tackle
this aspect in this paper by investigating how to make that
possible.

B. MIDDLEWARE AS ENABLING TECHNOLOGY FOR
HEALTHCARE APPLICATIONS
A middleware is a software layer (or layers) that provides
a set of services to enable the development, integration,
and execution of distributed applications on distributed envi-
ronments. It provides abstractions to enable the utiliza-
tion and management of underling distributed and heteroge-
neous system components. Various middleware frameworks
were developed and used for many distributed applications.
One of these frameworks is Service-Oriented Middleware
(SOM) [49] which enables interactions among distributed
services and implementing distributed applications using the
service-oriented architecture (SOA) [50]. SOM helps create
more accessible and usable services to enable communication
on heterogeneous systems with different operating systems
and network protocols. Several specialized middleware plat-
forms are designed with additional domain-specific features
to facilitate the development, integration, and execution of
distributed applications for the targeted domain. These spe-
cialized middleware frameworks provide value-added ser-
vices designed specifically to relax common challenges fac-
ing applications in the targeted domain. Through our review
of current solutions, we were not able to find works that
attempt to provide a holistic solution to enable Health 4.0.
Most of the work focus on creating or adapting middleware
solutions tailored for a specific application in Healthcare.

There were also some efforts to utilize middleware
approaches to support efficient solutions for specific chal-
lenges or certain applications in Health 4.0. Some examples
include solutions to provide energy-efficiency for remote
health monitoring [51]; enable e-health wireless sensor net-
work (WSN) based systems [52]; enable ubiquitous individ-
ual health monitoring [53]; support mobile social networks
in m-health [54]; enable utilizing smartphones and body sen-
sor networks for health applications [55]; manage medical
applications built on the HL7 standards [56]; guarantee syn-
chronization of EHRs in dynamic and unreliable mobile sit-
uations [57]; enable health sensors interoperability [58]; and
support IoT based healthcare [59], [60]. An interesting study
of middleware approaches specifically for IoHT is presented
in [61].

Moreover, some studies investigating and proposing uti-
lizing SOA for healthcare are available. Some examples
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include using SOA to support home healthcare applica-
tions [62]; enable development of mobile personal health
monitoring applications [63]; facilitate the integration of
large-scale enterprise healthcare information systems [64];
support patient-centric care navigation system [65]; and
enable online service composition for eHealth and medical
systems within an integrated clinical situation [66]. In addi-
tion, some propose offering different health and healthcare
resources as services using platforms like the health cloud.
Examples are EHRs [67] and analysis of cell images [68].
Furthermore, SOA-based middleware platforms were devel-
oped for specific purposes like VIRTUS for e-health solu-
tions [69]; ambient assisted living services at home [70]; Gal
to support ambient assisted living by integrating sensors of a
body area network (BAN)with environmental sensors to offer
context to identified events [71]; and SANDS which offers
clinical decision support service [72].

These efforts and several others show the importance of
middleware as an enabling technology for healthcare systems.
In our work we try to identify and describe how to arrive
at a more comprehensive middleware framework for Health
4.0. This middleware we envision is an accessible, flexible,
adaptive and expandable platform of services that can be used
and integrated with specialized healthcare applications within
the Health 4.0 context. It provides generic services that enable
the development of a wide range of Healthcare applications
at different scales. It helps integrate and utilize health clouds,
health fogs, medical CPS, IoT and blockchain in addition
to having the capability to include newly emerging technol-
ogy. This middleware will also enable the incorporation of
advanced services such as data analytics, intelligent decision
making, machine learning, and virtualization tools.

III. HEALTH 4.0 OBJECTIVES
The inclusion of Health 4.0 capabilities in healthcare will
help achieve two main objectives: (1) high-quality healthcare
services, and (2) improved efficiency and effectiveness, while
keeping tabs on costs and resources utilization. In this section
we dig deeper to expand these two objectives and discuss
different Health 4.0 capabilities to achieve them. The research
reviewed and presented in the previous section was the basis
to formulating these objectives and organizing them. Health
4.0 offers various capabilities like fine grain data collec-
tion and management; enhanced sharing and collaboration
opportunities across different healthcare services, resources,
patients’ data, and healthcare professionals; increased accu-
racy in data analysis and needs forecasting; increased adop-
tion of automation; and improved overall efficiency of the
healthcare system. All of these capabilities, if utilized effec-
tively, will help achieve both objectives.

1. Providing quality healthcare services for patients
requires improving overall system effectiveness and per-
formance, optimizing the utilization of resources, and
using the system and tools to enhance the experiences
of both the healthcare professionals and the patients.

Examples of possible areas of change to achieve this
objective include:
a. Improving patients’ services such as appointment

scheduling, treatment protocols, health monitoring,
and interactions with the healthcare professionals.
This will create a better overall patient experience
and improve satisfaction levels.

b. Improving healthcare staff, professionals and
resources allocation and scheduling through more
detailed analysis of current and historic operations
and needs. This will allow better allocation of
resources and personnel leading to improved person-
nel satisfaction and enhanced patients’ experiences.

c. Incorporating automated equipment and smart mon-
itoring and decision-making services to enhance the
efficiency and accuracy of services for the patients.
As a result, it will be possible to decrease the reliance
on humans for mundane or repetitive tasks, speed up
many of the services offered, and reduce the possibil-
ities of errors negatively affecting the patients.

d. Using detailed and comprehensive patient health
records and keeping track of other factors (non-
medical) that may be affecting their health will help
the healthcare professionals createmore personalized
treatments and healthcare plans for each patient.

e. Analyzing current and historical data gathered about
equipment and resources to set proactive mainte-
nance schedules, perform preventive maintenance,
and have better predictions of future needs. Thus,
reducing service interruptions or delays and being
ready to adjust quickly with changes in patients’
needs.

f. Enabling remote access to patients’ records, health-
care professionals and diagnostic tools. This will
allow healthcare professionals to provide patients’
care in one place and reduce the delays or extra
trips to different facilities for the needed services.
In addition, this will enable more effective alloca-
tion and sharing of expensive or highly specialized
resources, thus further improving patients’ access to
these resources.

2. Health 4.0 also aims to increase the effectiveness and
efficiency of utilizing resources and operations for
healthcare services. Examples to help achieve this objec-
tive include:
a. Enabling proactive maintenance using the constant

monitoring and measurements to reduce costs of
maintenance, improve equipment operational effi-
ciency and reduce the number of failures leading to
unscheduled repairs.

b. Providing the opportunity to analyze a patient’s com-
plete health record over a long period of time to
improve diagnostics and reduce the need for exces-
sive tests and lab work and to also optimize medica-
tion use and frequency of visits.
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c. Creating the ability to collectively gather infectious
disease information across a large base of patients.
This will help identify infection patterns, hot spots,
and allow for better planning for resources needed to
tackle the problem. This will help funnel the needed
resources to the most affected areas as early as possi-
ble. In addition, it could help identify better ways to
reduce infection rates and control the spread, which
will reduce the pressure on the healthcare resources.

d. Providing a basis for analytics using collected data
about patients that will allow for better understand-
ing of common illnesses. This will help improve
diagnostics, provide more insight about to correla-
tions between certain illnesses and patients’ medical
history, lifestyle and environment. As a result treat-
ments, allocation of resources, estimates of neces-
sary medications, will be optimized better operations
and treatment protocols for these illnesses can be
realized.

e. Facilitating the use of equipment supported by med-
ical CPS and smart decision-making software will
help automate various processes and reduce staffing
needs. As a result, more efficient operations with
lower error probabilities can be achieved and overall
operational costs will be reduced.

f. Streamlining and automating different tasks per-
sonnel must perform for more efficient use of
their services and better management of repetitive
procedures.

g. Incorporating smart algorithms to create a knowl-
edgebase for all sectors of the healthcare industry like
insurers, pharmacies, hospitals, public health clinics
and suppliers. This can be used by all of entities to
investigate workflow, spending trends, redundancies,
and operating procedures to design better and more
efficient operations and protocols.

h. Creating optimized and more accurate operational
procedures and policies based on collected data and
identified problem areas and fine tuning workflow
and value chain processes. As a result, resources
and information will be always available to support
interactive operations in the healthcare system.

i. Adding simulation environments using collected data
about the healthcare system (e.g. digital twins or
virtual environments). Simulations will help explore
different possible approaches or procedures and
assess or compare the feasibility and benefits of
actions or procedures being considered before actu-
ally investing in them. Simulations can also help find
current problems in the healthcare system.

j. Creating long term and strategic plans for resources
utilization, acquisition, and distribution in addition to
collaboration and support plans across all healthcare
related industries. This includes facilities, equipment,
materials and human resources to achieve timely and
effective healthcare services for the whole system.

k. Enabling collaborative use and sharing of costly
medical equipment and facilities across multiple
healthcare providers to reduce operational costs and
increase utilization of these resources. This will also
reduce the need to move personnel and/or resources
between facilities.

IV. HEALTH 4.0 APPLICATIONS
There are different healthcare applications that have effec-
tively used advanced ICT to achieve specific goals. In addi-
tion, there are various attempts to adopt Health 4.0 principles
to further improve some of these applications. Designing and
deploying applications within the larger context of Health 4.0
requires having a clear view of the capabilities and resources
it offers. In addition to possessing the technical and strate-
gic requirements to successfully develop and deploy them.
The applications of Health 4.0 take advantage of all con-
nected technologies, people, tools, equipment, and software
to provide robust and high-quality healthcare services and
optimized resources utilization. The following are possible
Health 4.0 application areas that can support and optimize
healthcare services. These are categorized in four groups
of applications covering services for patients, for healthcare
professionals, for resource management and for healthcare
systems management. Currently available healthcare appli-
cations (some discussed in Section II) are examples that may
support or fall under one or more of the identified categories.
However, the discussion of the categories that follow offers an
overview of the types and potential applications within each
one.

A. APPLICATIONS FOR PATIENTS
Improving patent’s healthcare services quality and experience
is essential for successful healthcare systems (after all they
are the primary clients of these systems). Health 4.0 applica-
tions serving patients vary based on the goals of the applica-
tions; however, they are also related to and complement each
other.

1. PatientManagement. Several applications are currently
available for patients to find suitable care providers,
schedule appointments, check in and fill medical forms,
apply insurance benefits, order medications, and find
self-care and wellness information. In Health 4.0, these
applications and several others with similar function-
alities can be integrated under one system umbrella.
Patients will access the system, define their needs and
the system will automatically walk them through all
the necessary steps and seamlessly move the relevant
data from their medical records among the different
entities involved like doctors, nurses, laboratories, and
pharmacies. This can also be taken further by inte-
grating other systems and components that can help
support these functionalities. For example, giving the
system access to a patient’s smart devices to track health
and activity changes, find suitable schedules on their
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calendar, remind patients of appointments or medica-
tions, push different updates and notifications to the
patient’s devices, and notify the healthcare provider of
anomalies or issues recurring with a patient.

2. Public Healthcare. Taking care of people and trying to
minimize risks of developing illnesses, spreading infec-
tious diseases, and the possibilities of developing chronic
diseases is a complex task that involves people, facili-
ties, equipment, material and information. Applications
concerning preventive care, wellness programs, public
health monitoring, and health campaigns can be part of
Health 4.0.
a. Risk-Stratified Care. Patient care spans three

stages: (1) primary prevention – healthy people at
risk of developing chronic diseases; (2) secondary
prevention – Patients having chronic disease, but
keeping it under control; and (3) tertiary prevention
– patients in advanced stages of chronic diseases
or with significant complications. Health 4.0 appli-
cations can provide solutions to collect real-time
information to track risk fluctuations and provide a
complete historical view of developments based on
the data collected. Doctors can devise different plans
for patients based on their risk level, lifestyle, nutri-
tion and medications. These applications can also
be further enhanced to provide estimates of how a
chronic disease will progress for each patient, for a
community or for an entire nation.

b. Health Exposure Risk. Various context-aware ser-
vices can be implemented in Health 4.0 to monitor
a person’s mobility and activities, measure environ-
mental exposure risks based on the person’s context,
collect the person’s bio measures continuously, then
use all of this is to identify the correlations between
all factors and the person’s health. For example,
changes in air quality can impact asthma patients and
being able to know where exposure risks are high,
the patient is guided to avoid them or if necessary
given updates on their treatment to counter the effects
quickly. Combining Health 4.0 data collection and
analysis with available medical systems and patients
personal monitoring devices will facilitate this type
of operations, which can further improve the care
patients get.

c. Health Behavior. Similar to monitoring people’s
context, Health 4.0 infrastructure and applications
using a verity of smart devices and sensors can
continuously monitor everyday activities and behav-
iors. This offers the potentials to identify trends
and use them to offer better advice for people to
follow for a healthy and active lifestyle; improve
people’s involvement in making decisions; pro-
vide ways to maintain accountability and better
adherence to healthcare requirements; and keep
track of general health conditions across different
areas.

3. In-Patient Care. When a patient is admitted to a health-
care facility, several applications are possible to support
the required processes. Currently most hospitals have
digitized health records, programmablemedicalmonitor-
ing and treatment devices and various other applications
helping in the process. A Health 4.0 view is being able
to integrate all the services relevant to in-patient care so
everyone and everything needed is directly and optimally
accessible. For example, the application can admit the
patient and immediately pull all available records on
the patient, maybe even connect with other healthcare
facilities to bring additional data. Then it will assign
the necessary resources like a room or bed, doctors, and
nursing and service staff. Another part of the application
could connect with the dining services to specify dietary
restrictions, thus allowing them to customizemeals based
on the patient’s condition and needs. Monitoring devices,
event alerts, and medication schedules can also be man-
aged through such applications. Applications can also
allow for scheduling other possible tasks like alerts to
collect lab samples, schedule and initiate surgery prepa-
rations, update visitation restrictions, etc. Finally, these
applications can help in discharge processes by auto-
matically sending prescriptions to the pharmacy, print-
ing home care instructions, alerting care givers with
updated instructions and requirements, and connecting
to the patient’s smart devices to continue monitoring and
advising after discharge.

4. Home Care. In addition to traditional patients who need
temporary home care (after surgery or injury), there is
an increasing number of older adults that require home
care due to age related issues. According toWHO (World
Health Organization), chronic non-communicable dis-
eases mostly affecting older people impose a great bur-
den on healthcare systems. Creating capabilities to help
these people prolong their independence, mobility and
self-care capability at home is increasingly in demand.
Integrating different types of services in Health 4.0 to
support this goal is possible. An application can be
built to monitor the patient at home, keep track of and
reminds the patient of medication times, alert healthcare
providers in case of emergencies, and connect the patient
with the necessary healthcare providers and services. Bio
measurement devices can also be integrated to create a
clear and continuous view of the patient’s condition. This
allows for more flexibility for the healthcare providers
and can optimize the use of resources based on the dif-
ferent patients’ conditions. Health 4.0 applications can
also connect to community care givers to keep track of
patients within their area and ensure they are able to
respond when needed. This could delay the need for
dedicated in home care givers since medical needs are
usually covered in short times. The collection of all this
data and making it available to the healthcare providers
cools also reduce the need for follow-up and visits and
reduce the frequency of routine visits.
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5. Personalized Healthcare. This would be the ultimate
achievement of Health 4.0 applications. Applications in
all four previous categories are the basis for reaching
the ultimate goal of healthcare – providing customized
and personalized prevention and treatment plans for each
patient. Integrating data collected in all areas and apply-
ing advance analysis and visualization techniques allow
healthcare professionals to have more accurate assess-
ments and provide very specific solutions for each case.
For example, two patients suffering from heart disease
but each one has other different medical conditions and
live different lifestyles and maybe have different genetic
inclinations for some diseases. Each one may require the
same treatment for the heart disease, but most likely will
need an overall different treatment plan to accommodate
for the differences. In addition, this collective knowledge
may result in better insights of what medications or
treatments will work best for each patient, reduce pos-
sible negative impact of different treatments, and allow
for dynamic adjustments in treatment based on overall
changes.

B. APPLICATIONS FOR HEALTHCARE PROFESSIONALS
People involved in the healthcare systems (other than the
patients) and providing their services can benefit tremen-
dously from Health 4.0 applications. These applications can
help improve their working conditions, automate repetitive
tasks, and include advanced and intelligent services to further
enhance their work. Given that Health 4.0 applications gather,
store and analyze tremendous amounts of data, it will be
collecting the data about the personnel and how they perform
their tasks as well. This data can leverage applications that
streamline and optimize personnel management in different
ways.
1. Management. It is well known that managing healthcare

personnel is a complicated task. Accounting for different
types of doctors, varying levels of nursing staff, 24/7
work schedules, a vast collection of different equipment
and resources and many other factors present a huge
challenge for effective management. Applications lever-
age the collected data to help administrators evaluate
operational procedures, personnel scheduling, resources
allocation and patients’ treatments needs, to name a
few examples, can be created and supported as part of
Health 4.0. Analytics and decision-making techniques
can be provided. In addition it is possible to build tools
to review current operations and assess their effective-
ness; forecast future needs; and explore possible future
changes. Healthcare professionals can also be supported
through analytics models for different diseases, patterns
and trends of health issues, and support creating per-
sonalized treatment plans for their patients. Health 4.0
applications supporting the patients will also benefit their
doctors and nurses as they will handle many of the triv-
ial and mundane tasks and allow them to focus on the
treatments.

2. Scheduling. Excluding regular staff like clerks, custo-
dians, and possibly administration, scheduling the pro-
fessional healthcare personnel like doctors, surgeons,
nurses, and therapists involve many factors that make it
extremely difficult to reach an optimal schedule. In addi-
tion to the traditional factors like start and end time,
location and vacations, it is also necessary to account
for specialization, experience level, shifts, changes in
demand, and required resources availability (e.g. hos-
pital capacity, operating rooms, or the MRI scanners).
Health 4.0 applications can be designed to pull data
about the personnel, resources, demand levels and even
historical data and use advanced scheduling algorithms
to create optimized schedules, create contingency plans,
and account for possible emergencies. This approachwill
help give the professionals better schedules, more pre-
dictable requirements, and improved work environment.

3. Reducing ‘‘burnout’’. Healthcare professionals are
always under pressure to perform their jobs well and
save lives. In addition, the high demand for and short
supply of skilled healthcare professionals adds to the
problem by forcing available professionals to take on
more responsibilities. Furthermore, having to do many
routine, repetitive and mechanical activities as part of
their jobs further aggravates the problem. For example,
many healthcare clinics require entering collected data
during a patients visit digitally. As a result, you find
nurses and doctors spendingmore time entering data than
attending to the patients. All of this could easily lead to
burnout, which negatively impacts the healthcare pro-
fessionals performance and reduce their effectiveness.
Health 4.0 applications to support healthcare profession-
als in terms of better scheduling, more access to needed
resources, enhanced work processes and automated pro-
cedures will significantly reduce the load. Following up
on the example, having doctors use dictation while they
attend to a patient will minimize their time on the com-
puter. Natural language processors, smart medical inter-
pretation algorithms and intelligent capabilities can help
create accurate digital versions of the dictated data and if
necessary, someone, could review the final results at the
end of the day for additional confirmation. In addition,
personalized wellness features can be added as part of the
Health 4.0 applications to guide them to better practices,
enhanced efficiency and better management of personal
and professional issues.

4. Access to Resources. Healthcare personnel need a lot of
resources to do their jobs. Most critical is the doctors
and nurses who require consultation rooms, diagnostic
devices, operating rooms, among many other resources.
Assigning and granting access to some of these resources
may require certain clearances or there may be a limited
number of certain resources that will require scheduling.
Consumables like protective gear, sanitizers, disposable
diagnostic tools, etc. also need to be organized to ensure
all personnel can get them when needed. Health 4.0
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applications integrated with inventory control systems
and resource utilization data can provide a better view
of available resources and their use, optimize scheduling
of shared resources, ensure continuous availability of
supplies and consumables, and keep track of use, waste,
and shortages to adjust procedures as needed. This can
also help predict maintenance and replacement needs and
reduce down times for large equipment. Keeping and
analyzing all this data over time will also help identify
critical over utilized resources, resources that are rarely
used or abnormal patterns of use, which will help fur-
ther optimize the processes and increase access to these
resources.

5. Collaboration. Several areas in healthcare systems
require collaboration among personnel in the same facil-
ity, across facilities in the same system or with other
systems and entities. Doctors need to consult with one
another about some cases, they may need to consult with
experts outside the facility as well. Administrators will
need to exchange information or work together as they
manage the different aspect in the system. They will also
need to collaborate with other systems like producers and
suppliers of medical equipment, transportation compa-
nies, pharmaceutical companies, insurance companies,
suppliers of consumables, and possibly other healthcare
facilities or systems. Adopting Health 4.0 will facilitate
connectivity across all system components and can be
designed to allow for links to other healthcare systems
also using Health 4.0. Communication in and across
systemswill facilitate exchange of data, virtual meetings,
online collaboration and many other group tasks.

6. Remote Access. Many healthcare facilities are relatively
small and do not own many of the advanced or expensive
equipment. In addition, there are certain expertise and
equipment that are unique to specific facilities. Having
an easy and secure way to access and use such equipment
will be a tremendous help to the requester and reap more
benefits from this equipment. For example, one facility
may have advanced and expensive tools for analyzing
MRI results. Other facilities should be able to request
using them to analyze their results. A business mode can
also be developed to define use terms, costs, policies
andmanagement procedures. Health 4.0 connectivity can
facilitate such remote access and tracking and costing
tools. Including advanced methods like block chain can
also help by providing ways to create usage agreements
remotely, secure the data, and track all transactions.

C. APPLICATIONS FOR RESOURCE MANAGEMENT
Healthcare systems are usually huge and include hundreds
(possibly thousands) of resources. These include physical
infrastructures and their associated service units like HVAC,
water, power, and fire alarm systems, in addition to furniture
and other fixtures. We also have all medical components
needed such as medical devices, laboratory and diagnostic
equipment, surgical tools, sanitizing material, medications,

treatment tools, protection instruments and material, and
food. Moreover, all people working in the system and using
the facilities and equipment to serve the patients are also
resources. We can draw parallels between the applications
of Health 4.0 related to the human resources (discussed in
section IV-B), to physical resources here.
1. Availability. Resources need to be always available

when needed. Unfortunately there are many possibilities
that can render some resources unavailable. For example,
during emergencies like pandemics or natural disaster,
hospital beds, life support equipment, medications, and
even personnel will fall short. We have all witnessed this
as the COVID-19 spread around the world causing short-
ages in hospital beds, ventilators and personal protection
gear. In normal operating conditions, resources may also
become unavailable due to failures, maintenance, real-
location, and misuse. Health 4.0 applications can help
monitor, assess and redistribute resources based on needs
and minimize unavailability periods.

2. Allocation. Resources, especially large and shared ones,
need to be allocated to the respective personnel for
the procedures they use them for. Operating rooms,
MRI scanners, X-Ray machines, and ICU equipment
are shared throughout the system. There is a need for
optimized allocation schedules that will increase utiliza-
tion, reduce waiting time, and at the same time match
the personnel scheduling and working needs. Health 4.0
applications can use usage data, personnel schedules, and
patients’ records to create optimized allocation schedules
for the resources.

3. Connectivity. This is the most important enabler for
Health 4.0 applications. Many of the applications we
discussed require all components to be connected in
some form (e.g. wired, wireless, Bluetooth, NFC, etc.).
Equipping resources with connectivity capabilities will
facilitate better use and detailed knowledge of these
resources and their capabilities, status and usage history.
This connectivity will allow Health 4.0 applications to
collect and exchange data across components, transfer
data to analysis modules, move records between facilities
or across facilities, and allow measurement and moni-
toring devices to record their results automatically and
continuously.

4. Equipment Fault Management. In this context
management refers to capabilities of assessing the
utilization, conditions, and availability of healthcare
equipment. The operational conditions of healthcare
equipment are important to monitor to be able to address
problems, anticipate failures and enhance maintenance
and replacement processes. Constant monitoring and
analysis of recorded data can help find possible failure
risks, optimize maintenance procedures and schedules.
In addition, close monitoring can help find faults quickly
and adapt operations to minimize the effects of these
failures. Moreover, this will help make the repairs or
replacements earlier. Health 4.0 applications for this
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purpose are possible since we already collect all the
necessary data in the system.

5. Automation. Automating equipment, processes and the
utilization of equipment will provide great benefits for
the whole healthcare system as it will reduce the need
for humans, provide traceable records of operations and
transactions, and reduce the possibility of human errors.
However, it is also a very difficult goal to achieve. Con-
sidering all the applications we already discussed, Health
4.0 services created of any of them will become a con-
tributor to automation opportunities. A simple example,
when one goes to see a doctor, a nurse comes in first to
take the temperature, pulse, blood pressure and manually
enter the data into the system. Here we can see that the
blood pressure measurement instruments have been fully
automated saving the nurse some time and reducing the
skill level they need to have. Now, if these instruments
(most of which has already been digitized) were capable
of sharing the data with the main system and updating
the appropriate records automatically, that will save a lot
of time and expenses on the long run. This can be made
possible with integration through Health 4.0 applications
and devices. Consider another example, the embedded
blood sugar measurement tool. It is already connected to
the user’s smart phone and can provide readings any time
anywhere and all readings are collected and stored.When
adopting Health 4.0, this app can be connected to the
user’s medical record and designed to provide periodic
updates to the healthcare providers and alert them in case
drastic changes occurred. Another area where automa-
tion can make a huge difference is in inventory control.
Health 4.0 applications can provide many advanced and
intelligent techniques to monitor and assess usage and
inventory levels in addition to analyzing historical data
and usage trends among many other factors to build
automatic inventory management decisions.

D. APPLICATIONS FOR HEALTHCARE SYSTEMS
MANAGEMENT
In this context we consider the different application areas
supporting high level management, planning, control, deci-
sion making, and optimization. These are applications used
to enhance the entire value chain in the healthcare system.
Providing methods to streamline processes, automate some
stages such as inventory control and insurance processes.
In addition, applications to optimize transportation opera-
tions, warehousing and purchasing strategies can be applied.
There is also the monitoring of resources utilization to adjust
for errors, excess use, inappropriate distribution and many
other aspects. Furthermore, Health 4.0 applications can be
used to monitor the health of the infrastructures and equip-
ment to discover problem areas early, optimize maintenance
schedules, identify replacement needs, and create a better
view of when and where updates or changes are needed.
Oncemore, leveraging any or all of the applications discussed
earlier is the key for successful adoption of effective Health

4.0 applications here. Many of the following points discuss
the general view across the whole healthcare systems value
chain; however, they also include many of the applications
discussed earlier.
1. Management. This represents an overarching

perspective across the value chain to create optimized
procedures, resource utilization schedules, personnel
management, etc. Health 4.0 enables connectivity and
interactions across multiple systems in different areas.
Therefore, it makes it possible to negotiate contracts with
suppliers, process insurance claims with insurance com-
panies, enhance transportation and delivery schedules,
and ensure all resources are available, in good condition
and satisfy needs.

2. Decision making. Health 4.0 applications can be
extended to provide advanced analysis techniques, fore-
casting methods, and intelligent reporting and visualiza-
tions tools that collectively can help administrators make
more informed decisions for the system. This type of
knowledge can be used to also help identify future needs
and plan for growth, changes in technology, and disaster
management and recovery.

3. Optimization. Similar to decision making, the data col-
lected and the monitoring and tracking of all operations
through Health 4.0 applications at all levels will pro-
vide ample data to analyze and evaluate current pro-
cesses, find inefficiencies, and create leaner and highly
optimized procedures and operational models. This may
include relocation of resources, modified workforce
numbers at different locations and possibly identifying
more optimized distribution of services across different
service locations.

4. Automation. Similar to automating healthcare equip-
ment and procedures within a facility, there are also a
lot of benefits of automating value chain activities for
the whole system. One example is automating reorders
and delivery of consumables; automating processes for
food supplies, meal preparation, and meal distribution
to hospitals; and creating automatic schedules to ensure
medications and medical supplies are always appro-
priately stocked. Moreover, automation can also help
improve overall workflow across the different enti-
ties including suppliers, warehousing, transportation and
insurers.

5. Fault management. Another expanded area from fault
management discussed for the resources above. In this
case, we consider failures and problems at any area of the
value chain such as delayed delivery, changes in supplier
prices or sales conditions, compliance issues, and short-
ages in row material or supplies. Health 4.0 allows for
more intimate integration of different supporting appli-
cations across the value chain. This creates a suitable
environment to deploy fault detection, mitigation and
correction techniques to enhance the overall effective-
ness and efficiency of the whole healthcare system value
chain.
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6. Disease and Disaster Response. There are many pos-
sibilities of events that can overwhelm the healthcare
system and its value chain. Amajor natural disaster like a
hurricane, earthquake or volcanic eruption will generate
a large number of injuries that require healthcare. There
are also deliberate actions that could lead to similar
results like mass shootings and bombing in addition to
possible accidental incidents at highly populated events
like concerts and sports events. There are also infectious
diseases that could start a pandemic and lead to hun-
dreds or thousands of cases in a very short period of
time. Healthcare facilities are usually designed to handle
more than expected average capacity to accommodate
unexpected increases in healthcare needs. However, high
and fast increases in cases beyond the local healthcare
facilities capabilities will be a huge problem. Health 4.0
can help in various ways. In a case where the increase
in healthcare needs is localized (within a city, or even
several adjacent cities, Health 4.0 applications can fall
back on the available operational data, value chain status
and divert resources to the affected areas from the nearest
facilities. Some applications can also analyze and recre-
ate schedules for personnel, allocation procedures for
resources and initiate contacts with the different entities
in the value chain to bring in the necessary resources.
However, when the problem is widespread or possibly
global like this current COVID-19 pandemic, simply
rerouting resources may not be a good enough solu-
tion. More intelligent approaches are needed to estimate
needs, find new sources, and possibly create connections
with other industries to help. Here we can see more value
of having a Health 4.0 infrastructure to provide the nec-
essary data and the needed connections and collaboration
to achieve best results.

E. APPLICATIONS AND ENABLING TECHNOLOGIES
MAPPING
Different technologies play important roles in different
Health 4.0 applications. For example, health fogs are used
for applications that need to provide local processing, stor-
age, and smooth communication with external systems. Data
analytics is important for applications that involve decision
making and long-term planning, while Blockchain supports
secure access, privacy, secure ledgers and fair collaborations
among different entities in healthcare. One important obser-
vation however is that IoS and health cloud technology are
needed in almost all applications. The cloud in this context
refers to the main healthcare system platform that could be
available on public, hybrid, community, or private clouds.
Thus it implicitly includes internal organization-owned sys-
tems and data centers. Therefore, it is absolutely necessary
to ensure proper integration of the services in the system.
In addition, IoS enables the registration, discovery, and inte-
gration of services representing any of the health system
components such as IoT devices, Medical CPS services,

fog-based services, and of course, cloud-based services in the
main system.

Table 1 provides a summary that illustrates the rela-
tionships between key enabling technologies discussed in
Section II and Health 4.0 applications listed and discussed in
parts A. thruD. of this section. Generally, one could argue that
all applications require practically all or almost all technolo-
gies listed. However, the nature of each application dictates
some specific needs that must be satisfied and some that can
be considered optional or peripheral. Therefore, in this table,
we focused on identifying the key technologies essential for
the corresponding type of applications. For example, health
fog is usually necessary to provide localized small-scale stor-
age or services to some IoT or CPS components that may
need additional capabilities. For example, when considering
something like scheduling resources, or personnel, the main
systems on the cloud are capable of handling those tasks
without fog support. However, dealing with multiple patient
monitoring devices that need to collect and compare readings
continuously, we possibly require support from local services
executing on fog nodes to provide fast real-time analysis and
responses. Another example is the need for IoT components.
These can be present and used in most applications. However,
they are only included for applications where they are con-
sidered the main enabling technology. For example, patient
care applications will always need IoT since most monitoring
and alert devices are IoT-based; yet applications like resource
scheduling, appointment scheduling and professionals col-
laboration will mostly rely on other technologies like the
cloud, data analytics, and/or Blockchain.

F. ISSUES AND OPPORTUNITIES
Adopting Health 4.0 to achieve the two main objectives,
efficiency and quality of healthcare, can help improve various
areas in healthcare and create more value-added functionali-
ties current systems cannot offer. There are different aspects
in current healthcare systems that need to be tackled and
improved for better adoption of Health 4.0. These may be
considered challenges to the application of Health 4.0 and
at the same time some provide good features and have the
potential for more enhancements by adopting Health 4.0.
Some examples of these issues include:
1. Addressing the issues of fragmented and incompatible

medical records and patients’ health data across mul-
tiple divisions within a single healthcare provider and
across multiple providers.

2. Providing ways to overcome the lack of standardized
data representation models and interfaces across differ-
ent applications in healthcare systems.

3. Adding better ways for continuous and fine grain data
collection in most areas of healthcare that can then
be used for advanced analytics and decision making
in addition to enabling more sophisticated value-added
smart features.

4. Including effective models to ensure data privacy
and protection for everyone and everything involved
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TABLE 1. A summary of the relationships between key enabling technologies and Health 4.0 applications.

including patients, staff, professionals, healthcare orga-
nizations and all entities in the healthcare systems value
chain.

5. Providing secure and effective methods for manag-
ing the sharing and exchange of medical records,
health data, and organization information across mul-
tiple healthcare providers and related organizations that
also address access policies and privacy issues.

6. Introducing effective and efficient automation tools and
monitoring services for healthcare records, procedures,
and operations.

7. Facilitating the integration of heterogeneous healthcare
systems resources such as data, medical devices, smart
devices, monitors, and control units with effective intel-
ligent software services.

8. Helping healthcare systemsmanagers design and evalu-
ate leaner processes with higher reliance on technology
to achieve optimized operations and lower costs.

9. Providing ways to analyze the use of resources and
detailed operational expenditure to find more optimiza-
tionmethods that help improve resources utilization and
sharing.

10. Adding features and facilities to include intelligent
techniques/algorithms for smart operations, enhanced
forecasting and better visualization tools.

11. Creating ways to allow for change and adoption
of new technologies as they emerge and facilitating
seamless integration of new devices, equipment and
services.

12. Providing effective secure collaborative techniques to
facilitate different healthcare service providers and
related industries to work together to streamline work-
flow, enhance the supply chain, find faults, identify
trends, and predict future needs in the healthcare
systems.

13. Supporting the optimization and automation efforts for
the healthcare systems value chain and enhancing the
integration and management capabilities across the dif-
ferent entities.

G. SERVICE MODELS AND HEALTH 4.0 APPLICATIONS
Examining the main objectives of Health 4.0 in light of
these possible gains, we can see some common needs
in terms of data collection and management, system and
service integration and collaboration. In addition, there
are various common features and functionalities that most
if not all applications need. These include robust net-
work connectivity and services; data collection, management
and analysis services; Access to heterogeneous resources
both local and remote; security and privacy support; and
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facilities for data and resources sharing and collaboration
needs.

Ideally, Health 4.0 applications will perform best if built
from the ground up. This will ensure compatibility, interoper-
ability, and standardized data representation and application
interfaces. However, this will be expensive, complex and inef-
ficient given that many areas in healthcare have been digitized
and some also automated. Many individual applications are
in place in different facilities and healthcare systems that are
effective and suitable to be part of the Health 4.0 infrastruc-
ture and resources. Therefore, rebuilding a complete health-
care system in the Health 4.0 domain does not have to be
done from scratch. Instead there is an immediate need to
create a framework that can use available infrastructures and
services, expand the features, optimized other features, and
introduce new features as part of a complete integrated Health
4.0 application.

SOA is a suitable framework that can introduce service-
oriented capabilities and middleware support. As apparent
from the previous discussions, many Health 4.0 functional-
ities are or can be represented as services. These services
offer specific functionalities and can be combined to effec-
tively provide more under the SOA. However, the common
functionalities across applications can be identified and sep-
arated in a middleware layer. This layer will offer different
base features like security, connectivity, interoperability, and
integration for the application-specific services to connect
to and use as part of a Health 4.0 application. In addition,
the use of middleware services can simplify the introduction
of new services, extend the capabilities of the infrastructure,
facilitate further integrations acrossmultiple Health 4.0 appli-
cations and systems, and provide a base to support integration
of healthcare systems with other supporting systems like
manufacturing, transportation, suppliers, research facilities,
to name a few. In the next section we introduce a service-
oriented middleware framework to provide the necessary ser-
vices for Health 4.0 applications.

Table 2 offers a summary that links the Health 4.0 appli-
cations with the objectives (Effectiveness and Quality) dis-
cussed in Section III and shows which ones each application
listed satisfy. Here one can argue that all applications satisfy
practically all objectives. However, in the table we high-
light the objectives that are directly and significantly relevant
to each application. In addition, we included references to
some of the issues to address when designing Health 4.0
applications and middleware support services. Generally all
challenges apply to any application targeted for healthcare.
However, some have higher significance for some applica-
tions than others. For example, applications collecting and
storing patients’ data in the system must pay very close
attention to privacy issues, but applications managingmainte-
nance schedules does not have the same urgency for privacy.
In addition, the table provides a glimpse into the general areas
in healthcare systems where adopting Health 4.0 could lower
the costs.

V. ENABLING HEALTH 4.0 USING MIDDLEWARE
Realizing Health 4.0 relies on various technologies and
enabling services. The infrastructure is highly distributed,
heterogeneous, and in many cases not interoperable. In addi-
tion, resources in this infrastructure may be as exten-
sive and powerful as cloud nodes running complex and
high-performance services and as very small and limited as
a thermometer, and everything in between. Examples include
health clouds, health fogs, medical CPS, IoT, robotics, sen-
sors and many other devices and systems. Implementing
Health 4.0 applications directly on the top of such hetero-
geneous distributed infrastructure is extremely difficult and
will need huge efforts and time; thus, it will be an extremely
costly process (if it is actually doable). The SOA offers a
systematic model to help overcome some of the difficulties
by realizing elements of the infrastructure and software com-
ponents as services. At that level, we still need to deal with
various common aspects needed for practically all Health 4.0
applications, hence the introduction of middleware (SOM in
particular) into the mix. In this section, we will discuss our
concept for SOM framework for Health 4.0 and the main
requirements and support features (services) needed in this
SOM framework to enable Health 4.0 applications.

A. SOM FRAMEWORK
Offering an advanced middleware framework for Health 4.0
will enable the development, integration and execution of
different Health 4.0 applications. In addition, it will make
it simpler to integrate multiple healthcare applications with
each other and with external related systems. This will reduce
the complexity, effort needed, and cost of developing such
applications. In addition, it will reduce the effort needed to
test new applications as these applications will be built on
top of functions that are already developed and tested with
high quality standards. Furthermore, using middleware will
also enable the integration of old/legacy healthcare systems
with new ones, thus increasing the reuse of working software
and components. This will enable healthcare information
available in different healthcare applications to be used and
exchanged smoothly among these integrated applications.
Adding reliability features in the middleware will also help
in enhancing the reliability and integrity of the execution
of many distributed Health 4.0 applications. Other advanced
functions such as security and management can be added and
used to improve the operations of the Health 4.0 applications
built on top of the middleware framework.

A middleware framework for Health 4.0 must enable the
Health 4.0 design principles including interoperability, virtu-
alization, decentralization, real-time capability, service orien-
tation, and modularity (discussed in Section II). In addition,
it must support utilizing the Health 4.0 enabling technologies
such as IoT, IoS, medical CPS, health cloud, health fog, and
blockchain (also discussed in Section II). Therefore, SOM
(service-oriented middleware) is the most suitable type to
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TABLE 2. Connecting the dots with health 4.0.

use to design a SOM framework for Health 4.0 applica-
tions. Using the SOM framework is considered a practical
approach to help relax some of the difficulties in developing
distributed systems [73] in general. SOM, then, inherently
support the design principles of Health 4.0 applications.
However, generic SOM platforms are not well suited, as is,
to support the specific needs of Health 4.0 applications.

The SOM framework for Health 4.0 can be presented with
multiple layers as shown in Figure 2. It operates on top
of the different technologies and infrastructure components
in a healthcare system. These technologies provide services
and functions for different purposes. These services can be
integrated and utilized by the SOM framework directly if they
are defined using web service standards or using adopters or
wrappers that convert each function to a web service. It can

utilize available services belonging to different technologies
while adding other services to support the Health 4.0 appli-
cations. These added servicers are organized in three layers
in the proposed SOM framework for Health 4.0 applications.
The bottom layer consists the core services that integrate all
available Health 4.0 technologies and provide other services
with the required functionalities to be registered, discovered,
and used. Themiddle layer is the SOMValue-Added Services
layer, which consists of some advanced services to sup-
port different Health 4.0 applications such as security, fault-
tolerance, and context-aware services. The top layer provides
specialized and advanced services to support specific Health
4.0 applications. These services are usually needed by multi-
ple Health 4.0 applications, but not general enough to include
as services for all applications. One example is analytical
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FIGURE 2. SOM integrates different healthcare services and supports Health 4.0 applications.

services needed by diagnostics, supply chain, or disease
tracking applications. Each of these analytics services will
be tailored to the application to effectively and accurately
perform the required analysis.

This layered and SOM approach allows for flexibility and
dynamic adoption of new technologies and smooth transitions
from one technology to another. It could easily start with only
core services to enable base line Health 4.0 applications and
expand as needed to incorporate other types of services as
they appear. Finally, Health 4.0 applications are expected to
evolve and increase with the advances of all the enabling tech-
nologies; the emergence of intelligent and optimized software
services; and the need for new service models and healthcare
facilities. The multiple layers in the SOM will provide these
applications with the flexibility to introduce new services for
their needs.

B. SOM FRAMEWORK SUPPORT SERVICES
Here we discuss and analyze some of the services needed
in the SOM framework for Health 4.0 applications. These
services will provide the required functionalities to support
the different needs of these applications.

1. Brokering. In this framework, all Health 4.0 compo-
nents, systems, and software will be realized as services
that collectively can implement full applications. These
services need to be registered, advertised, and discov-
ered to actually be useful. Brokering services in the
SOM framework will provide these functions so that a
service can register itself in a service repository [49].
The brokers also ensure that services are visible and
available for use by any Health 4.0 application. In addi-
tion, the brokers will provide requesting services with
the tools to discover available services in the repository
and select the ones needed. Healthcare systems may be

owned by a single entity (e.g. a single hospital system)
or by multiple health entities (e.g. various hospitals,
health clinics, homecare facilities, insurance compa-
nies, pharmaceutical companies, etc.). In this case each
Healthcare system using the SOM framework will have
its own broker, where the owner can define access and
usage rules for its services. The broker will be responsi-
ble for enforcing these rules when integration and col-
laboration of services is needed across different entities
to enable Health 4.0 applications across these systems.
In a large multi-entity healthcare systems, there is a
need to use a scalable structure for brokering services.
This can be realized by creating a set of brokers orga-
nized in a hierarchical structure where lower level bro-
kers are local brokers for an application or entity and
brokers in the upper levels combine information about
services available from the services managed by the
local brokers below.

2. Service Invocation. The SOM frameworkmust provide
services to enable services’ interactions through ser-
vice invocation mechanisms. An application utilizing
services will need to invoke some available services
to achieve its goals. These services may be hosted
locally within one machine or distributed among multi-
ple hosts in the distributed environment. The invocation
services are responsible for creating the correct invo-
cation methods and integrating the requested services
with the requesting application during run time. These
mechanisms facilitate the integration of several services
in various locations in the environment into complete
Health 4.0 applications. Service invocation provides
one approach for services to interact, it provides one-
to-one interactions through request/response commu-
nication. In addition, it is considered a synchronous
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interaction that requires both the requested service and
the requesting application to be in synch during the
execution of the service.

3. Decoupled Communication. There are several meth-
ods to achieve services interactions in a decoupled and
asynchronous manner. Examples include notifications,
emails, service queues, andworkflow triggers, which all
are based on the occurrence of an event that will trigger
the communication. Event Notification is one of the
most popular approaches that help avoid the shortfalls
of synchronous service communication. This is very
useful since many healthcare related activities need to
be executed only when a specific condition is met (an
event). These events represent operational or health
conditions affecting the system, its users, or the patients.
For example, an emergency procedure to activate a
ventilator can be triggered by a drastic drop-in breathing
rate of a patient or maybe it could be the activation
of specific security actions when a user tries to access
services beyond their clearances. These events do not
have a specific time or pattern of occurrence. There-
fore, it is important to be able to decouple the func-
tionality, where we have services to watch for events
happening and send notifications to the needed services
to handle them. This requires communication mecha-
nisms that provide efficient asynchronous one-to-one,
one-to-many andmany-to-many interactions. The SOM
framework should provide event notification services
using some form of publish/subscribe mechanism [74].
This can be supported through available infrastructure
resources such as fog computing and 5G networks to
provide services to support event notifications within
the Health 4.0 system.

4. Interoperability and FunctionWrapping. Integration
allows for effective utilization of available services in
a system. However, when integrating different compo-
nents and services it is common that many of these
are incompatible or cannot communicate correctly as
is. This is mainly due to the fact that not all devices,
systems, and existing healthcare applications have stan-
dard and interoperable service interfaces. Therefore,
the SOM framework should support features to help.
Wrapper services that hide the original interfaces of a
service and convert it to the interface used in another
service is one example. Adapter services can modify or
adjust certain interfaces to match other services without
having to actually change the coding or design of these
services. The SOM framework should include services
of this type to allow for better integration and utilization
of existing components and services.

5. Real-Time Communication and Processing. In
healthcare, it may be possible to wait to get the results
of some lab test or to get a response from an insurance
company regarding a claim. However, there are many
activities and services that require constant monitoring,
stream-based data analysis, and immediate activation of

other services in response. If a patient’s heart monitor
registers abnormal patterns or drastic change in heart
rate, an immediate action is needed to resolve the issue
before the patient dies. Similarly, systems monitor-
ing environmental factors, homecare procedures and
emergency response teams must all operate in real-
time. There is no room for delays in these situations.
The SOM framework needs to be capable of handling
high volumes of data, analysis and event responses in
real time. Services for real-time features can be imple-
mented andmade available in the SOM. It is also impor-
tant to strategically utilize all available resources in the
system like cloud computing with high performance
capabilities, fast response processing on fog nodes,
and fast and effective communication infrastructures
like 5G.

6. Virtualizations. The SOM framework should also
include services to enable the visualization and virtu-
alization of different healthcare processes implemented
and operated using the SOM services. Creating a virtual
copy or image of a system or part of a system relies
on the availability of detailed and accurate data rep-
resenting the system, its processes, infrastructure and
operating environment. In addition, using services to
provide dashboards and visualized models help identify
trends, problems, and areas of improvements. The SOM
framework services reside between the infrastructure
and enabling technologies and the Health 4.0 applica-
tions. Therefore, it should be able to monitor, record
and organize all data and operations in the system to
facilitate the creation of the data visualizations and
virtual simulations. Virtualization services are impor-
tant for several purposes such as analyzing operations,
simulating different scenarios, investigating problems,
and comparing different methods of implementing new
services [75], [76].

7. Fault-Management. Heath 4.0 applications utilizing
different technologies, components and capabilities,
will experience failures in any of its parts. It is impor-
tant to be able to manage failures in terms of early
discovery, mitigation actions, counter measures, and
recovery plans. This feature is covered at many lev-
els in a system; however, application specific compo-
nents and operations are usually not covered in the
same ways. For example, the health cloud is designed
to provide highly available services using transparent
fault-management mechanisms that ensure the conti-
nuity and reliability of its services [77]. Several types
of medical equipment have built-in fault management
measures as well [78]. Other technologies such as fog
computing, individual and small devices, and applica-
tion specific services still lack such features, yet some
are working on addressing this issue such as the work
to introduce fault-tolerance for fog computing [79].
Therefore, it is necessary that the SOM framework
include services to manage failures and support overall
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Health 4.0 applications fault tolerance beyond what is
available.

8. Scalability. Healthcare systems grow with the increase
of population and average lifespan resulting in more
elderly people in need of care. In addition, special
circumstances could drastically increase demand on
healthcare services. These are usually related to inci-
dents leading to mass injuries or illnesses. Health 4.0
applications need to be capable of adjusting to match
these changes in demand quickly, efficiently and with-
out sacrificing performance or quality. The SOM frame-
work can be equipped with services that will seamlessly
facilitate this growth through different scaling capabil-
ities. As the middleman, the middleware is aware of
available resources and capabilities; therefore, resource
management and optimization services can be imple-
mented. In addition, the middleware should be capable
of pulling additional resources to distribute the load to
match the demand (i.e. horizontal scaling). IT should
also support services to keep track of the status of
applications and their execution stages and data so that
they can migrate some or all to other larger resources
(i.e. vertical scaling). Currently some technologies used
in Health 4.0 applications such as health cloud are
designed to be scalable, other technologies like health
fog lack this feature. However, health fog nodes can
be arranged in a more scalable fashion such as in a
hierarchical structure [80] for better scalability. The
SOM framework could include features to enable uti-
lizing such structure to provide a base for scalable
services [81].

9. Security. Technologies and components integrated in
Health 4.0 applications have varying levels of secu-
rity. Some are resource-constrained like sensor devices
and small control devices and cannot incorporate secu-
rity mechanisms. Integrating these components that are
also developed by different manufacturers with differ-
ent operating standards in a Health 4.0 applications
could create many security concerns [82]. To further
complicate the issue, many devices and systems used
are complex and generally protected when operating
individually or as part of a well contained distributed
system such as a Health 4.0 system serving a sin-
gle healthcare facility. Once integrated further, these
devices and systems become exposed to additional
security threats from the networks and other compo-
nents. One possible solution for this problem is to
include security services as part of the SOM framework
and make them available for these applications. These
services can add security for unprotected components
and secure connectivity and integration of system com-
ponents. These could be advanced security services
including encryption, authentication, access control,
and firewall services. An investigation of security issues
and an initial middleware-based solution are presented
in [83].

10. Privacy. Health 4.0 applications rely heavily on col-
lecting data and creating knowledge. Usually it is
expected that the application specific services will
provide their own privacy protection features. How-
ever, there is a possibility to further support these
by providing additional services as part of the SOM
framework. For example, when certain sensing devices
collect private data that do not particularly pertain to
the application’s needs, the middleware can provide
features to anonymize this data. Another example is ser-
vices to obscure specific sensitive information during
the data collection and transfer process. One relevant
middleware-based approach for maintaining privacy of
patients using IoHT devices when remotely sending
their health data to cloud healthcare services is pre-
sented in [84], [85]. This approach uses personal gate-
ways executing on fog nodes at the patients’ side. This
approach can be implemented and provided as a service
in the SOM framework.

11. Mobility. Although the general conception is that
healthcare devices and services are stationary or inter-
mittently movable, there are many areas where mobile
components are used. For example, a connected emer-
gency medical transport (EMT) vehicle will move at
significant speeds, but still needs to remain connected
and active. Patients may be given portable monitoring
devices as part of a medical CPS or need to connect
their own smart devices as part of the system, thus
requiring mobility support as well. Moreover, health-
care professionals are always on the move and defiantly
need to stay connected and able to access the appropri-
ate services when and where needed. Mobility support
services need to be included in the SOM framework to
create an inclusive environment for all mobile devices.

12. Context-Awareness. The context in which a health
4.0 system and its components operate can be used to
personalize services and provide context-specific ver-
sions of these services. Some reliable and automated
healthcare services require knowledge of the context of
their operations such as location, ambient conditions,
current physical activity, and battery levels of medical
devices for their effective operations [86]. This context
can be utilized to extract more accurate information
about the health condition of patients or the status of
specific medical devices [87], [88]. This information
can be used to provide better treatment for patients and
manage and configure the medical devices. For exam-
ple, if a physician is working with a patient, services
pertaining to the patient’s needs and diagnostic services
should be readily available for them.However, when the
physician is in the operating room performing surgery,
diagnostic services become less important, while ser-
vices assisting in performing the procedure become
more prominent. In addition, when a mobile component
moves to a location with less reliable networks, the
SOM framework could initiate services to stabilize the
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communication and buffer content. Furthermore, if a
user or patient connects to the application from an unse-
cured network, these services could provide additional
encryption and security services. The SOM framework
must be flexible, reliable and capable of discovering and
adapting to changing context quickly. There are some
efforts to include support for context awareness in mid-
dleware to support specific healthcare scenarios such as
personal smart health and elderly homecare [89]–[91].

13. Collaboration. This is considered an advanced capa-
bility for Health 4.0 applications; however, it is increas-
ingly growing in terms of needs and usage [92], [93].
Medical devices may need to connect and work with
other devices to complete a task [94]. Healthcare pro-
fessionals can make use of services that could help
them discuss and exchange case information with
colleagues or remote experts. Healthcare administra-
tion also require various levels of collaboration for
managing resources, collaborating with other health-
care systems or value chain systems, and orchestrating
healthcare processes in case of disasters or pandemics.
The SOM framework can offer services supporting
collaboration such as increasing the reliability of data
exchange and integrity, providing tracking, securing
transactions using new technologies like Blockchain,
and offering services to support sophisticated online
collaborations facilities.

C. SOM SERVICES IN AN EXAMPLE APPLICATION
To show the possibilities of how an SOM enabled Health 4.0
application will work, consider one implemented to monitor
and personalize treatment for patients with chronic illnesses
like diabetes or heart disease. We have a patient, physicians,
nurses, nutritionists, medical labs, pharmacists, and insurance
processing staff. In a comprehensive Health 4.0 system all of
them need to exchange and use some data about the patient to
offer complete and personalized services. Each one will have
some localized or special services that will need support or
data from services the others have. We need a platform that
can support this connectivity and collaboration seamlessly
among all participants. This platform will allow the patient to
monitor and share daily health metrics collected by personal
smart devices ormonitors. The devices will collect the data on
a regular basis and store them in some type of smart device
the patient owns. The patient can also use the smart device
to record nutrition information, medication times, activity
levels, and possibly external environmental elements like
humidity and pollution level. Health 4.0 services on the smart
device will monitor this data and track changes; encrypt and
send the data to the patient’s EHR; and issue alerts to the
patient and/or the relevant healthcare units when necessary.

The services will run in the background continuously
recording data and generating periodical reports and trends.
If a problem or abnormal situation occurs these services will
start designated procedures to respond. For example, if the
heart rate gets elevated beyond a threshold for longer than a

specified amount of time with no apparent reason a service
triggers an alert to the patient to attend to the issue. If the
condition persists, another service will send notifications to
the nursing staff in the healthcare facility to follow up. Other
services can intervene as needed to remedy the situation.
Services to remind the patient to do daily tasks like eating,
drinking water, moving, taking medications or performing
a test can be integrated in this system. Services may also
automatically initiate required procedures like setting up
appointments to see the physician or do lab tests and services
to secure a ride to the healthcare facility.

In an emergency, the patient’s services will start invoking
more services to address the problem. It could start by an alert
to the healthcare facility staff and a simultaneous transfer of
the patient’s latest record from the patient’s device and the
EHR from the main healthcare system to them. After evalu-
ating the situation, the staff could trigger other services like
dispatching an EMT to the patient, alerting designated emer-
gency contacts, requesting specialized physicians, preparing
for tests or other procedures, etc. If the patient is transported
to a different healthcare facility (possibly a closer one), the
system can request EHR transfer from the original facility.
If the patient is admitted, then additional services will be
triggered like assigning the room/bed, setting up medication
and treatment schedules for the nurses on duty, providing
nutrition requirements to the food services, and creatingmon-
itoring and treatment protocols.

Considering this example, we can see how a fully con-
nected infrastructure of services will make this possible.
In addition, many current applications offer some of the
described tasks like appointment systems, EHRs, some types
of monitoring and alert capabilities, among others. How-
ever, these applications are independent from each other
and connecting them requires deliberate and explicit changes
and a lot of redevelopment. The proposed SOM framework
can offer its services to enable the integration of available
services, streamline connectivity, and allow for the addi-
tion of new services. Examples of these enabling services
include:
1. Brokering services that allow services on the patients’

smart device and in the healthcare system to find and
utilize the services they need such as the patient’s heart
rate monitoring service activating the alert and data
transfer services at the healthcare facility.

2. Invocation services are needed to start the execution of
the needed services either locally such as the service
reading temperature can start the execution of tempera-
ture trend analysis service on the patient’s smart device,
or remotely activating an alert service if the temperature
read is too high.

3. Decoupled Communication among services facilitate
connected yet independent operations of different ser-
vices for example a patient’s service activating a remote
alert service does not have to get stuck waiting for
a response, instead it could go back to do its other
functions until a notification comes back for the request.
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4. Interoperability services that allow components to work
together even if their original designs are not com-
patible. This helps different applications designed and
developed by different entities (possibly at different
times with different technologies) to understand each
other and use the functions each provides.

5. Real-time support services for access and utiliza-
tion of services requiring fast responses. An example
would be services that must alert the healthcare staff
when a patient’s vital signs become abnormal or life
threatening.

6. Fault management services to ensure continuous highly
available services throughout the system. You do not
want your insulin pump to fail or malfunction while
connected to a patient.

7. Scalability services that ensure the ability of the appli-
cation to remain stable and perform to standards even
when the usage and demand grows significantly. Ser-
vices handling patients at a hospital could be put under
severe stress in a major disaster. Without scalability
capabilities, these services could easily start to fail
under this pressure.

8. Security services to help fortify security measures in
general and support integrating domain specific secu-
rity services. This includes ensuring secure utilizations
of devices and services across the whole system.

9. Privacy support services to enable applications to
implement and integrate their own privacy services. For
example, ensuring safe delivery of patient data to their
HER without risks of exposure.

10. Mobility services that ensure a service will continue
normal operations while in motion. EMT vehicles must
remain connected to the healthcare provider to helpwith
diagnosis and temporary treatment, while in transit.

11. Context awareness services to help available services
to act differently if their context changes. For example,
if the patient has a fall detection service, it should
recognize if the patient is walking at home or in the park
versus being in a vehicle on a bumpy road.

12. Collaboration services for entities and services to work
together (both synchronously and asynchronously)
using the same resources or data. For example, when
a patient is transferred to a different facility, records,
diagnostics information and historical data can be easily
shared between facilities. This also allows physicians
to share medical data and work together on the case
remotely.

13. Advanced virtualization and data services provide addi-
tional value-added features for more sophisticated cus-
tomizable capabilities in different applications.

VI. CONCLUSION AND FUTURE DIRECTIONS
Industry 4.0 in general aims to automate and autonomize
the industry it targets. Health 4.0 is one area where industry
4.0 approaches are deemed extremely beneficial. Introducing
smart, autonomous and enhanced healthcare services will

greatly impact the quality and efficiency while reducing costs
of healthcare. It delivers the ability to integrate healthcare
organizations, care procedures, extensive amount of health
data and use these to provide enhanced patient care, improved
facilities and resources management, and effective cross-
organizational collaboration. For example, considering the
current pandemic of COVID-19, many of the efforts to com-
bat it were supported heavily by technology, data analytics,
tracking applications and medical research. If Health 4.0 was
enabled across all these sectors and several others, everyone
involved will be able to collaborate, share data and resources
seamlessly. As a result, more solutions, vaccines, treatment
protocols and protection plans would have been achieved,
more informed decisions made, better public awareness and
protection accomplished, and more effective approaches to
solve the problem found faster and with a lot less resources
and at lower costs.

We introduced the concept of SOMas an enabler to provide
effective and efficient ways to implement and support Health
4.0 applications. It provides standard integration and access
methods for available services. It also provides essential
services to help applications find and use needed services.
Moreover, it allows for better integration across different
platforms. This facilitates developing a wide range of ser-
vices and processes integrated under the Health 4.0 umbrella.
It also allows applications to realize specific requirements for
response times, quality of service, and security to mention a
few.

In this paper we worked our way to demonstrate the advan-
tages of SOM for Health 4.0 applications and demonstrate
how it could offer a holistic approach to healthcare applica-
tions development and deployment as comprehensive Health
4.0 systems. We started by defining the main Health 4.0
objectives: enhancing the quality of healthcare services; and
increasing efficiency and effectiveness with the intention of
doing so at minimum cost. Then we took a close look at pos-
sible applications that collectively can form a comprehensive
Health 4.0 healthcare system. These applications were orga-
nized in four categories for patients, healthcare professionals,
resource management, and healthcare system management.
This revealed the different issues and opportunities in realiz-
ing these applications and in particular helped identify sev-
eral common features and functionalities they share. These
features are ones that any or most healthcare applications
will need to achieve effective integration and utilization of
services, resources and components in the healthcare system.
Therefore, we introduced the SOM framework to provide
these services, support integration and facilitate building dif-
ferent healthcare applications.

The next step is to further analyze the requirements for
effective Health 4.0 implementation, potential healthcare
applications that can be introduced as part of such system.
In addition, practical designs and implementations of the
different services in the SOM framework are needed to pro-
vide the services effectively and efficiently. Ultimately efforts
in this direction should come together to create healthcare
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applications on top of this SOM platform and seamlessly
integrate current healthcare applications and systems under
the Health 4.0 umbrella and achieve its objectives. There are
also some aspects that we did not discuss on in this paper
that will need to be closely examined in the context of Health
4.0. The main driver for the success of Health 4.0 is access
to data and powerful ubiquitous resources. With this we face
several extremely difficult issues like maintaining high levels
of security, implementing and enforcing realistic and strong
authentication and access control policies, and above all pro-
tecting the confidentiality and privacy of everyone involved.
On top of all this we also must not forget ethics. Having this
powerful system, access to incredibly important and private
data, and high levels of control on how things are done raises a
huge question mark on the ethics and ethical conduct of those
using and managing such systems.
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