PLOS ONE

Check for
updates

G OPEN ACCESS

Citation: Yang X, Ren N, Chen A, Wang Z, Wang C
(2022) HSC-MET: Heterogeneous signcryption
scheme supporting multi-ciphertext equality test

for Internet of Drones. PLoS ONE 17(9): e0274695.

https://doi.org/10.1371/journal.pone.0274695

Editor: Shadab Alam, Jazan University Faculty of
Computer Science, SAUDI ARABIA

Received: June 2, 2022
Accepted: September 1, 2022
Published: September 29, 2022

Copyright: © 2022 Yang et al. This is an open
access article distributed under the terms of the
Creative Commons Attribution License, which
permits unrestricted use, distribution, and
reproduction in any medium, provided the original
author and source are credited.

Data Availability Statement: All relevant data are
within the paper and its Supporting information
files.

Funding: Our work was supported by the National
Natural Science Foundation of China, Award/Grant
Numbers: 61562077, 61662069 and 61702552;
The China Postdoctoral Science Foundation,
Award/Grant Number: 2017M610817; The Science
and Technology Project of Lanzhou City of China,
Award/Grant Number: 2013-4-22; The Foundation
for Excellent Young Teachers by Northwest Normal
University, Award/Grant Number: NWNU-LKQN-

RESEARCH ARTICLE

HSC-MET: Heterogeneous signcryption
scheme supporting multi-ciphertext equality
test for Internet of Drones

Xiaodong Yang®'®*, Ningning Ren®'®, Aijia Chen'*, Zhisong Wang'¥, Caifen Wang?*

1 Department of Computer Science and Engineering, Northwest Normal University, Lanzhou, Gansu, China,
2 Department of Big Data and Internet, Shenzhen Technology University, Shenzhen, Guangdong, China

® These authors contributed equally to this work.
F AC, ZW and CW also contributed equally to this work.
* y200888@ 163.com

Abstract

Internet of Drones (loD) is considered as a network and management architecture, which
can enable unmanned aerial vehicles (UAVSs) to collect data in controlled areas and conduct
access control for UAVs. However, the current cloud-assisted loD scheme cannot efficiently
achieve secure communication between heterogeneous cryptosystems, and does not sup-
port multi-ciphertext equality tests. To improve the security and performance of traditional
schemes, we propose a heterogeneous signcryption scheme (HSC-MET) that supports
multi-ciphertext equality test. In this paper, we use a multi-ciphertext equality test technique
to achieve multi-user simultaneous retrieval of multiple ciphertexts safely and efficiently. In
addition, we adopt heterogeneous signcryption technology to realize secure data communi-
cation from public key infrastructure (PKI) to certificateless cryptography (CLC). At the
same time, the proposed scheme based on the computation without bilinear pairing, which
greatly reduces the computational cost. According to the security and performance analysis,
under the random oracle model (ROM), the confidentiality, unforgeability and number secu-
rity of HSC-MET are proved based on the computational Diffie-Hellman (CDH) problem.

Introduction

Unmanned aerial vehicles(UAVs) [1, 2] as devices using radio remote control technology and
self-provided program control mechanism, have the advantages of small size, low cost, and
flexible deployment. As a result, it is widely used in film and television shooting, environmen-
tal monitoring, and smart farms. To provide coordinated and orderly access for UAVs, the
Internet of Drones(IoD) [3-5] came into being. IoD is a sophisticated heterogeneous network
containing a large number of sensors and actuators. In IoD environment, entities communi-
cate through open wireless channels, thus facing many privacy and security issues [6]. Entities
in IoD also have limited computing and storage capabilities, so it is extremely important to
design an efficient and secure algorithm. Bharany et al. [7] proposed a clustering protocol for
flying ad-hoc networks (FANETS) based on a moth flame optimization algorithm for safe and
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efficient UAV access. It ensures UAVs’ efficient and safe access while also improving FANET
fault tolerance. Bharany et al. [8] proposed a unique clustering algorithm EE-SS for FANETS
to increase the service life of UAVs in forest fire detection, which reduced cluster head over-
head and improved system efficiency. With the wide application of UAVs, the storage and pro-
cessing of big data in IoD have become a top priority. Fortunately, cloud computing
technology can provide users with computing services regardless of time and place. However,
since cloud servers are not trusted, data is usually encrypted or signcrypted and stored in
cloud servers, which makes efficient data retrieval difficult.

To ensure the security of UAVs, Bera et al. [9] proposed a blockchain-based secure access
control scheme to achieve authentication between drones and between drones and a ground
station server. The scheme satisfies the immutability of data. Hussain et al. [10] proposed an
authentication scheme based on elliptic curve cryptography to secure the communication
between a data user and a drone. Khan et al. [11] proposed an identity-based proxy signcryp-
tion scheme based on hyperelliptic curves. The scheme allows for outsourced decryption to
reduce the computational cost. They proved that the scheme satisfies indistinguishability
against adaptive selected scrambled text attacks and existential forgery for adaptive selected
plaintext attacks under the ROM. Gope and Sikdar [12] proposed an efficient privacy-aware
authenticated key agreement scheme for edge-assisted IoD. The scheme does not need to store
any secret keys in the devices but still can provide the desired security features. But the IoD is a
heterogeneous and complex network, so these schemes in [9-12] are inapplicable. To realize
secure communication between heterogeneous cryptosystems, Sun and Li [13] proposed a het-
erogeneous signcryption scheme (HSC), which realized the secure communication from pub-
lic key infrastructure (PKI) to identity-based cryptography (IBC). Inspired by Sun and Li,
many HSC schemes have been proposed [14-20].

Although the schemes proposed in [14-20] have realized the secure communication
between heterogeneous cryptosystems, it does not consider the efficient retrieval of cipher-
texts. Cloud storage has brought great convenience, but this approach reduces the availability
of data. Boneh et al. [21] proposed to use keyword search-based public key encryption
(PKE-KS) to realize ciphertext retrieval in cloud servers, but it only supports retrieval of
ciphertext encrypted with the same public key. To improve this limitation, Yang et al. [22] pro-
posed a public key encryption scheme that supports the ciphertext equality test (PKE-ET),
which allows users to compare two ciphertexts obtained by using the different public keys.
Subsequently, scholars have proposed a series of similar schemes [23-27], but these schemes
only support the equality test after dividing two ciphertexts into a group. Therefore, it faces
the challenges of low retrieval efficiency and high computational cost. To reduce computa-
tional cost and improve the efficiency of ciphertext retrieval, Susilo et al. [28] proposed
public-key encryption with flexible multi-ciphertext equality test (PKE-FMET). Although
this scheme supports the equality test of more than two ciphertexts, there are problems such as
not satisfying message authentication and communication between heterogeneous
cryptosystems.

Our contributions

With the motivation of solving the above-mentioned problems, we present a heterogeneous
signcryption scheme that supports the multi-ciphertext equality test (HSC-MET). The main
contributions are as follows.

1. Our scheme utilizes heterogeneous signcryption technology to realize secure communica-
tion from PKI to certificateless public key cryptography (CLC), eliminating the limitation
of existing schemes that only support communication in the same cryptosystem.
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2. We adopt the multi-ciphertext equality testing technique to address the limitations of pair-
wise ciphertext equality testing to reduce the computational cost required for ciphertext
equality testing in multi-user and multi-ciphertext environments.

3. Our scheme is based on computation without bilinear pairing, which greatly reduces the
computing cost and improves the communication and retrieval efficiency for the problem
of limited computing resources of UAVs.

4. Our scheme is proven to meet unforgeability and confidentiality based on the CDH prob-
lem under the ROM. We demonstrated our scheme’s number security using the definition
of a new security number-security proposed in [26].

5. We compared our scheme with similar schemes in terms of confidentiality, unforgeability,
and computational costs. Analysis results show that our scheme meets higher confidential-
ity, unforgeability and lower computational costs.

Organization

The rest of this paper is structured as follows. The complexity assumption, Kramer’s rule, Van-
dermonde determinant, formal definition, and security design are all introduced in section 2.
The system design is presented in section 3. In section 4, we go over the algorithm processes of
the HSC-MET scheme in detail. section 5 describes our scheme’s correct analyses. Our
scheme’s securities were proven in section 6. Section 7 then compares the performance of our
scheme to existing similar schemes in terms of efficiency and function. Finally, in section 8, we
summarize the paper’s conclusion.

Related work

Table 1 summarizes the functional properties, confidentiality, and unforgeability analyses of
the references [13-28].

The concept of heterogeneous signcryption (HSC) was proposed by Sun and Li [13].
Although their scheme realizes the heterogeneous communication from PKI to IBC, it has low
security performances and high computational costs. Inspired by Sun and Li, many scholars
have studied HSC. Eltayeeb et al. [14] proposed a HSC scheme without pairing computation,
which realizes secure communication from CLC to PKI. Ali et al. [15] designed a HSC scheme
from IBC to PKI to realize heterogeneous communication between vehicles and other entities
in VANETS. The scheme supported the receivers to decrypt messages in batches, which greatly
reduced the computational cost. Qiu et al. [16] proposed a HSC scheme based on the dense
communication and heterogeneity of the intelligent mobile Internet of Things, which realized
secure communication from IBC to CLC. The proposed scheme does not need to perform
bilinear pairing operations and outsources part of the verification operations to the gateway,
which greatly reduces the calculation and communication overhead of the sender and the
receiver. Cao et al. [17] proposed an improved mutual HSC scheme between PKI and IBC for
problems, in which the scheme of Wang et al. [18] could not resist attacks. They analyzed the
security of the proposed scheme based on the assumption of the CDH problem. However, the
scheme of Cao et al. uses bilinear pairing, which has a significant computational overhead. Luo
et al. [19] proposed a mutual HSC scheme based on different system parameters for 5G net-
work slices, which realized the mutual communication between CLC and PKI cryptosystem
and satisfied the anonymity of messages. Ji et al. [20] proposed a mutual HSC scheme based on
PKI and IBC, and proved the confidentiality and unforgeability of the scheme based on the g-
Diffie-Hellman inverse problem.
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Table 1. Characteristics of various works.

Schemes

Sun et al. [13]
Elkhalil et al. [14]
Alietal. [15]
Qiu et al. [16]
Caoetal. [17]
Wang et al. [18]
Luo et al. [19]
Jietal. [20]
Boneh et al. [21]
Yang et al. [22]
Rashad et al. [23]
Lietal. [24]
Xiong et al. [25]
Xiong et al. [26]
Hou et al. [27]
Susilo et al. [28]

x: not supported;

v': supported.
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73
@}
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IR Ix x| x |[x

X

HSC Without bilinear pairing Cryptosystem Confidentiality Unforgeability
v X PKI—IBC IND-CCA EUF-CMA
v v CLC—PKI IND-CCA2 EUF-CMA
v X IBC—PKI IND-CCA2 EUF-CMA
v v IBC—CLC IND-CCA2 EUF-CMA
v X PKI—IBC IND-CCA2 EUF-CMA
v X PKI—IBC IND-CCA2 EUF-CMA
v v PKI—CLC IND-CCA2 EUF-CMA
v X PKI—IBC IND-CCA2 EUF-CMA

X PKE-KS IND-CCA X
X X Public key encryption IND-CCA X
X X CLC encryption IND-CCA X
X X Proxy re-encryption IND-CCA X
v X PKI—IBC IND-CCA2 EUF-CMA
v X IBC—PKI IND-CCA2 EUF-CMA
v X PKI—CLC IND-CCA EUF-CMA
X v Public key encryption IND-CPA X

IND-CCA: Indistinguishability against Chosen Ciphertext Attack.
IND-CCA2: Indistinguishability against Adaptive Chosen Ciphertext Attack.
IND-CPA: Indistinguishability against Chosen Plaintext Attack.

EUF-CMA: Existential Unforgearility against Chosen Message Attack.

https://doi.org/10.1371/journal.pone.0274695.t001

The concept of PKE-ET was proposed by Yang et al. [22]. A tester can determine whether
the underlying plaintext corresponding to two ciphertexts encrypted with different public keys
is equal according to [22]. It has attracted the attention of many scholars. Rashad et al. [23]
proposed CL-PKC-ET, a certificateless public key cryptography with equality test, to support
the ciphertext equality test in IoV. Li et al. [24] designed a cryptographic scheme in IoT-based
healthcare systems using proxy re-encryption and ciphertext equality test technology. The
scheme realizes the flexible sharing of medical data. Shen et al. [29] proposed a group public
key encryption scheme supporting equality test without bilinear pairings, G-PKEET, which
greatly reduces the computational overhead. In [22-24, 29], anyone can perform the equality
test algorithm on two ciphertexts, which brings many security risks. Therefore, there are many
authorized equality test schemes were presented [30-32], in which only the authorized tester is
promised to execute the equality test algorithm. Furthermore, some equality test schemes for
heterogeneous systems have been proposed. Xiong et al. [25] proposed a HSC scheme support-
ing the ciphertext equality test for Internet of Things (IIOT). The scheme realizes a flexible
ciphertext equality test under heterogeneous communication between sensors in PKI and
cloud server in IBC. They also prove the security of the scheme in ROM. Xiong et al. [26] pro-
posed a HSC scheme from IBC to PKI with equality test (HSCIP-ET), which realized secure
communication between sensors and data users. According to the IoT application scenario,
Hou et al. [27] proposed a HSC scheme supporting the ciphertext equality test, which realized
secure communication between PKI and CLC. In [25-27], the schemes only support equality
testing after grouping two ciphertexts and have many bilinear pairing operations. As a result,
they face the challenges of low retrieval efficiency and high computational costs. Susilo et al.
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[28] proposed public-key encryption with flexible multi-ciphertext equality test (PKE-FMET)
to achieve efficient ciphertext retrieval in multi-user scenarios.

Preliminaries
Complexity assumption

Definition 1. Computational Diffie-Hellman (CDH) problem [27]: Given a group G, and (P,
aP, bP) € G, computing abP € G, wherea, b € Z,.

Cramer’s rule
a; 1%, + a; X, +- 4+ a, , X, = bl

Ay 1% + AyoXy + -0+ a4y, X, = b,
For the non-homogeneous linear equation set ,

a,,x, +a,,x, +---+a,x, =b,

n,n’"n
a;y Oy a,
Ay Gy a,,
its coefficient determinant is det(V) = | o |- If det(V) # 0, then there is a
aml an‘Z e amn
unique solution for the equation set.
Vandermonde determinant
2 -1
1 a a - a
1 ay a3 --- ay!
The matrix of the form VvV =1| | called the Vandermonde matrix, and
1 a, a& - a!

the corresponding Vandermonde determinant is

1 a a - at
1 ay a3 -+ ay!
)= | T a-a)
oo S Lsicjsn
1 a, a - a!

Formal definition
The HSC-MET scheme consists of the following algorithms.
1. Setup: Input the system security parameter A, and the key generation center (KGC) and

certificate authority (CA) output the system master key s and system parameter para. The
KGC publicizes para and keeps s secretly.

2. PKI-Gen: Input the identity ID, of the PKI system user, and the CA outputs a digital
certificate.

3. CLC-PGen: Input the system parameter para and identity ID, of the CLC system user, and
the KGC outputs the partial private-public key pair.
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4. CLC-SSV: ID, selects s, € Z; randomly and sets it as a secret value.

5. CLC-CGen: Input the system parameter para, the secret value s,, partial private-public key
pair (SK,;, PK,;), and the user outputs the complete private-public key pair (SK,, PK,).

6. Trapdoor: Input the private key SK, and the user outputs td, as trapdoor.

7. Signcryption: Input the system parameter para, the plaintext message m, the receiver’s
public key PK,, and the sender’s private key SK,,, and the sender calculates the ciphertext .

8. Unsigncryption: Input the system parameter para, ciphertext J, receiver’s private key key
SK. and sender’s public key PK,, and the receiver outputs the plaintext message m or error
symbol L.

9. Test: Input ciphertexts J; and trapdoors td; where i € {1, 2, - - -, t}, the cloud server outputs
error symbol L or multi-ciphertext equality test result 0/1.

Security model

In the ROM, the HSC-MET scheme needs to meet the confidentiality of the message,
IND-CCA2, and the unforgeability of ciphertext, EUF-CMA.

Confidentiality. We define two types of adversaries, Type-1 and Type-2. A Type-1 adver-
sary A, does not know the system master key, but can replace any user’s public key. A Type-2
adversary .4, can obtain the system master key, but cannot replace any user’s public key.

Definition 2. If no Type-1 adversary A, wins game 1 with a non-negligible advantage in
PPT, the HSC-MET scheme satisfies IND-CCA2-1.

Game 1. The game process between challenger C and adversary A, is as follows.

Setup: C executes the setup algorithm, outputs the system parameter para and the master
key s, returns para to A,, and stores s secretly.

Phase 1: A, can perform limited following polynomial queries.

« Partial private key query: A, queries for the partial private key of ID,. C executes the
CLC-PGen algorithm to generate SK,; and return it to A, .

« Private key query: A, queries for the private key of ID,. C executes the CLC-CGen algorithm
to generate (SK,, PK,) and return SK, to A4,.

o Public key query: A, queries for the public key of ID,. C executes the CLC-CGen algorithm
to generate (SK,, PK,) and return PK, to A,.

« Replace public key query: A, can select any public key PK_," to replace the original public
key PK,,.

« Trapdoor query: A, queries for the trapdoor of ID,. C executes the Trapdoor algorithm to
generate td. and return it to A,.

« Signcryption query: When receiving the query with (1, ID,,;, ID,;) submitted by A, C exe-
cutes the Signcryption algorithm to generate §;, and returns it to A,.

+ Unsigncryption query: When receiving the query with (ID,;, ID;, 6;) submitted by A,, C
executes the Unsigncryption algorithm to generate m;, and returns it to A, .

Challenge: A, selects the sender’s identity ID,", receiver’s identity ID," and two plaintexts

of equal length mg and m, to C. C selects randomly & € {0, 1} and performs the signcryption
algorithm to generate ciphertext 6* and return it to A,.
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Phase 2: After receiving 6%, the adversary A, continues to execute the queries in Phase 1.
However, A, can neither query the private key of ID_*, nor can A, make unsigncryption query
of (6",ID,",ID,"). A, also can’t query the trapdoor of ID,".

Guess: A, outputs a guess value &* € {0, 1}. A, wins the game if £* = £&. We define the advan-
tage of A, as AdviyP ““4*"1(A) = [Pr[¢" = ¢] — 3|, where Pr[§" = {] represents the probability
of & =&

Definition 3. If no Type-2 adversary A, wins game 2 with a non-negligible advantage in
PPT, the HSC-MET scheme satisfies IND-CCA2-2 security.

Game 2. The game process between challenger C and adversary A, is as follows.

Setup: C executes the setup algorithm, outputs the system parameter para and the master
key s, and returns them to .A,.

Phase 1: A, can perform all the queries in Definition 2 except the replace public key query.

The challenge, phase 2, and guess stage are the same as Definition 2 and will not be repeated
here. We define the advantage of A, as AdvP~““4*"2(1) = [Pr[¢" = &] — ;| where Pr[¢" = &]
represents the probability of & = £.

Unforgeability. Definition 4. If no adversary 7 wins Game 3 with a non-negligible
advantage £ in PPT, it is said that the HSC-MET scheme can satisfy EUF-CMA security.

Game 3. The game between challenger C and adversary F is as follows.

Training: F can perform limited following polynomial queries.

+ Key query: 7 queries for the public key of ID,, and C executes the PKI-Gen algorithm to
generate (SK,,, PK,,) and return to F.

« Signcryption query: When receiving the query with (m;, ID,;, ID,;) submitted by F, C exe-
cutes the signcryption algorithm to generate J;, and returns it to F.

+ Unsigncryption query: When receiving the query with (ID,,;, ID,;, ;) submitted by F, C exe-
cutes the unsigncryption algorithm to obtain m;, and returns it to F.

Forgery: 7 selects the sender’s identity ID," and the receiver’s identity ID,", and forges a

ciphertext 6*. If 5* can meet the following requirements, F can win the Game 3.

The error symbol L will not be returned when the unsigncryption query is performed on
(6",ID,",ID,").

The adversary F can not query for the private key SK," of the ID,".
" cannot be generated by the signcryption query of (m*,ID,", ID,”).

We define the advantage of F to win in this game as Advi"" “MA(L) = Pro[Fwins].

Scheme design

1. Research questions and methodologies: Table 2 displays the main research problems and
relevant solutions of this paper, which are based on the previous relevant work subsection’s
collections and analyses of references.

2. Scheme processes:
» Setup: The KGC and CA initialize the system and generate the system parameters.

« User-Gen: The CA generates digital certificates for UAVs in PKI. The KGC generates par-
tial keys for data users in CLC.
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Table 2. Research questions and solutions.

No. Problem Solution
1 | How can data confidentiality and unforgeability be achieved at the same time? Signcryption
2 How to realize the secure communication between heterogeneous entities in | Heterogeneous signcryption
IoD?
How to achieve secure storage of data on cloud servers? Store ciphertexts
4 How to efficiently retrieve the ciphertexts on the cloud server? Multi-ciphertext equality
test
5 How to reduce the computational cost of the scheme? Without bilinear pairing

https://doi.org/10.1371/journal.pone.0274695.t1002

o Signcrypt and upload: UAVs signcrypt the collected data and upload it to the cloud
server.

o Test: The cloud server performs the equality test for multi-ciphertexts.

« Download and unsigncrypt: Data users download and unsigncrypt data from the cloud
server.

3. System model: The system model of our scheme is composed of five entities: KGC, CA,
UAVs, cloud server and data users. The functions of each entity are as follows. The system
model diagram is shown in Fig 1.

» KGC. The KGC initializes the system, generates the key and system parameter, and dis-
tributes partial keys to data users.

o CA. The CA issues digital certificates for UAVs.

o UAVs. UAVs collect and signcrypt the collected environmental data, and upload it to the
cloud server.

o Cloud server. The cloud server stores the uploaded ciphertext, and processes the data
user’s request to execute the test algorithm, and returns the test result to the users.

« Data users. Users who wish to obtain environmental data, such as monitoring personnel
and data processing centers, are responsible for submitting the trapdoor of the ciphertext
equality test to the cloud server and verifying the ciphertext that meets the requirements.

Multi-ciphertext equality test

[11 o]
[11 o]
(11 o]
Cloud Server
3 N
7 AN
Registration reqneslt] [ @ \l
e ——— N
. Partial key 9 \ Data users /
KGC T O bkl v
By \LgL ;,/ 2
a
cA

Fig 1. System model.

https://doi.org/10.1371/journal.pone.0274695.9001
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Our construction

1.

Setup: Given the system security parameter A. KGC selects a large prime number g(g > 2*)
and an additive cyclic group G with order g and generator P. Four hash functions,

H, :{0,1}" — Z ', Hy: G— {0, 1}*, H3: G — {0, 1}" and H: {0, 1} — {0, 1}" are defined.
KGC randomly selects s € Z; as the system master key SK and calculates the public key PK

= sP. It also selects the maximum number of ciphertexts that can perform the multi-cipher-
text equality test, n. KGC sets and exposes para = {A, G, q, P, PK, Hy, H,, H3, Hy, n}.

PKI-Gen: ID,, selects s, € Z; randomly, and calculates PK,, = s,P. The user sends (ID,, PK,,)
to CA which generates a digital certificate for it.

CLC-PGen: When receiving the registration request from ID,, KGC randomly selects
5, € Z;‘, and calculates PK,, = s;P and SK_, = s; + SKH,(ID,). Then the KGC returns (SK,;,

PK,;) to ID, securely.
CLC-SSV: ID. randomly selects s, € Z; as a secret value.
CLC-CGen: ID, sets SK,, = s,, PK, = s,P, SK. = (SK,;, SK,,) and PK, = (PK,;, PK,).
Trapdoor: Input the private key SK, = (SK,, SK,»), output the td, = SK,.
Signcryption: Input (para, m, PK,, SK,) and output 8. Specific steps are as follows.
a. Calculate fy ,, = Hy(m||n) and f;, = Hy(m||n||fo.u||- - |Ifi - 1, ») wherei € {1,2,---,n—1}.

b. Calculate f;; = H,(f;j,1) wherei € {k, .-, n -1} &j € {0, 1, -, i - 1}. And calculate fi(x)
=foitfrix+- - +fi_ 1 ;x i€k, -, n}, where k is the number of ciphertexts that
can be tested for equality.

c. Selectr, X € Z; randomly. Calculate Y = SK,(PKH,(ID) + PK;) and R = rPK,.

d. Calculate C; = rP, C, = (m||r) @ Hy(Y) @ Hy(R), C3 = (X||[filX)||- - - |[fu(X)) & H3(R) and
Cy = Hy(C[| G| G5l [fol il - I - 1, #l IR[[K).

e. Output the ciphertext 6 = (Cy, C,, Cs, Cy, k).

. Unsigncryption: Input (para, 6, PK,, SK.) and output m’ or L. Specific steps are as follows.

a. Calculate Y = SK,,PK,, R’ = SK,,C, and m'||r' = H,(Y') & H,(R)) & C,.

b. Calculatef’o_” = H,(m'||n) andf’i‘n = Hl(m/||n|[]‘(;7n|| e Hf;l—ln) wherei€ {1,2,---,n
-1}

c. Calculatefi‘j = H, (f’iﬁl) whereie {k,---,n-1}&je{0,1,---,i— 1} and
XNFQOI - |If,(X) = Cy & Hy(R).

d. Verify that the Eqs (1), (2) and (3) are true, where i € {k, - - -, n}.

C, =rP (1)
J ’ 7 7 7 ri—1
f i(X) :f/().i +f X +fi717iX <2)
C4 = H4(C1||C2‘|C3||f/l)7ka/Lk|| e ||f/k—1,kHR/||k) (3)

If the equations are all true, return m'. Otherwise, return L.
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9. Test: Input ¢ ciphertexts d; = (C; 1, Ci», Cp, 3, Ci 4, ki) and trapdoors td;. Let k = max{k;,
ky, - -+, k¢ If k < minf{t, n}, perform the following computations. Otherwise, return L.

a. Calculate X|| [ﬁk X)) - Hf”1 (X)) = Cs @ H,(td,C,,) and extract f; x(X)), /Lx(X2), - - -,
fr — 1, k(X_1) from the ciphertexts.

b. Assume that the plaintexts corresponding to  ciphertexts J; are equal. By calculating f},,

we can get the non-homogeneous linear equation set

fkl (Xl) :fu],k +f11.kX1 +f21,kX12 +o —"_fkl—l,kxfil
ka(Xz) = 02,k "‘fkaz +f22,kX22 +oee +fk2—1,kX§7]

fkk(Xk) :f[fk +.7(1/ka1 +fzk‘kaz +oe +fkk—1.,kXII<(71

Let];f}c :jj’i where iy, i, €{1,2, -, ktandj€{1,2, .-, k= 1LIff, . f; |, is regarded as
the solution of the equation set. And X; is regarded as the coefficient. det(V) # 0 can be
known according to Kramer’s rule and Vandermonde determinant. The unique solution
Joxsfier - o fior, of the equation set can be obtained.

c. For each ciphertext 6; = (C; 1, C;3, C;, 3, Ci g, k;), verify whether the equation C,, =
H4(C1||Cz||C3|W.k|W.k|| T Hﬁj—ltk‘ltdiCiJHk) holds.
If the equation is true for every J;, it represents m; = m, = - - - = m,, and the test result 1 is
returned. Otherwise, 0 is returned.

Correctness analysis

Theorem 1.The unsigncryption algorithm is correct.
Proof. The correctness of the unsigncryption algorithm can be verified by the following
two equations.

1. After receiving the ciphertext § = (C,, C,, Cs, Cy, k), the data user can get m’ by calculating
m' ||¥ = H, (Y) ® H, (R') ® C,. Eq (4) holds.
m,Hr/ =H,(Y)® H,(R) & C, = HZ(SKclpr) ® H,(SK,C,) & G, )
4

=ml||r

2. The data user can calculate X ||[f , (X)||- - - ||f ,(X) = C, ® H,(SK,,C,) to verify the legiti-
macy of the message and signature. Eq (5) holds.

X CON -+ I, (X) = C; @ Hy(R)
= (X[ - - [[f(X)) © Hy(rPK,) & Hy(SK,C,)
= (X[ -+ - [[f,(X)) © Hy(rSK,P) ® Hy(SK,,rP)

= X[l - -~ |fu(X)

Through the above verification, theorem 1 is established.
Theorem 2.The Test algorithm is correct.
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Proof. The correctness of the Test algorithm can be verified by the following equations.
Given t ciphertexts 8; = (C; 1, C;2, C;, 3, Ci g, k). Let k = max{ky, ky, - - -, k. If k < minf{t, n},

calculate Xi”fi,k,- (Xz)” T Hfzn(Xz) = Ci,3 D HS(tdiCi.l)'

Assume that the plaintexts of t ciphertexts J; are m;, m,, - - -, m, respectively.

. When the plaintexts corresponding to the tested ¢ ciphertexts are equal, the correctness of

the Test algorithm is proved as follows.
Ifmy=my=---=m;,we musthaveﬁ}( :]52 where iy, i, €{1,2,---, tfandj€{0,2, - -, ¢
— 1} Let f, = f},. We can get the equation set Eq (6).

fkl (Xl) :ﬁ){k Jrﬁ{le +oee Jrfklfl‘kail
J[1<2(X2) :ﬁ)l,k +f1],kX2 +o "'.7[1<171,1<XI2H

fkk(Xk) :fUl,k +f11,ka +oee +fk1—1,kXII<(71

Iffi e fi - fioiy is regarded as the solution of the equation set, and X; is regarded as a

coefficient. The equation set corresponds to the Vandermonde matrix Eq (7).

1 X, X2 ... Xt
1 X, X2 ... Xt
L (7)
1 X, X2 ... Xt
The determinant of Visdet(V) = [] (X; — X;). Due to the randomness of X;;, the proba-
1<i<j<k
bility of det(V) = 0 is _——-— . The equation set has a unique solution fy;, f!, - - fiL «

when det(V) # 0 from Cramer’s rule. For each ciphertext J;, the equation C;, =
Hy(C |GGkl - - - A 14| [#d,C; | [k) holds. We can get Test(para, 6y, 8, - - -, &, tdy,
td,, -+ -, tdy) = 1.

. When the plaintexts corresponding to the tested f ciphertexts are not equal, the correctness

of the Test algorithm is proved as follows.
Ifm, #my=---=m,thereis j}k ;éfj',L zﬁi,where ini€{2,3,--ttandj€{0,2,--- ¢
— 1}. We can obtain the equation set Eq (8).

fi (X)) :.ﬁll,k +f11,kX1 +- +fk1—1,kX]1€71

fk2 (Xz) :f()Z‘k Jrf12J<X2 +oe +ﬁc2—1‘kX]2{71

fkk(Xk) :f(]Q,k +f12.ka +o +ﬁ<2—1.kXIk(71

Letf, = f} = fj* where j € {0,2, - - -, t — 1}. The unique solution f{ ., f1 %, -+, f;_; ;*

jk T
can be obtained. It cannot make the Egs (9) and (10) hold at the same time.
Cy= H4(C1.1||C1,2‘|C1,3|lﬁ){k1 ||f11,k1 ]| kall—l,kl *|[td, C, , [|k,) 9)
C2,4 = H4(C2,1||C2,2||C2,3‘[ﬁJQ.kZHfll,kQ * || e kaz—u2 * th2c2.1||k2) (10)

Through the above verification, theorem 2 is established.
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Security proofs
Confidentiality

Theorem 3. If an adversary .4, can win the Game 1 in PPT with a non-negligible advantage &,
after g, (i = 1,2,3,4) H; queries, g, partial private key queries, g signcryption queries and
qusc unsigncryption queries, the challenger C can solve the CDH problem with the nonnegligi-
ble advantage &, as show in Eq (11).

, (@, + a5, +
o= (1 (1 4[4, 6 qm)) (1 B q”;C)g1 (1)
4, 2 2"

Proof: C is a challenger to solve the CDH problem. A, is a Type-1 adversary. Given a chal-
lenge example (P, aP, bP) where a,b € Z. C and A, interact as follows.

Setup: C executes the setup algorithm to output the system parameter para = {A, G, g, P, PK,
H,, H,, H3, Hy, n}.

Phase 1: C needs to maintain initially empty lists Ly; i = 1, 2, 3,4, Lg, Ly, Lyx and Lyg to
record the query results of A,.

« H, query: When receiving the query with ID; submitted by A,, C searches for whether there
is (ID;, hy) in Ly,;. When it exists, C returns h; to A,. Otherwise, C slelects h, € Z; randomly

and returns to A,. C inserts (ID;, h;) into Ly, finally.

« H, query: When receiving the query with R; submitted by A,, C searches for whether there
is (R, hy) in Ly,. When it exists, C returns h, to A,. Otherwise, C randomly selects h, = {0,
1}* and returns to A,. And C inserts (R;, h,) into Ly;.

« H; query: When receiving the query with (r;, PK;,) submitted by A,, C searches for whether
there is (r;, PKicy, h3) in Ly3. When it exists, C returns k3 to A, . Otherwise, C randomly selects
hs = {0, 1}" and returns to A;. And C inserts (r;, PK;c, h3) into Ly;.

o H, query: When receiving the query with (C, ;, C, ;, Cs; fix 7i» PKicp, k;) submitted by A,, C
searches for whether there is the corresponding h, in Ly4. When it exists, C returns hy to A, .
Otherwise, C selects h, = {0, 1}/ randomly and returns to A,. Then C inserts (C, ;, C,;, C5, f;,
o Ti» PKico, kis hy) into Ly,

o Partial private key query: When receiving the query with ID,; from A, if (ID;, SK;.1) exists,
C returns it to 4, . Otherwise, C executes CLC-PGen algorithm to generate SK;.; and return
to A,. Cinserts (ID, SK;.;) into L.

« Private key query: When receiving the query with ID; from A, if (ID;, SK,;) exists, C
returns it to A, . Otherwise, C executes CLC-CGen algorithm to generate SK; and return to
A,. Cinserts (ID;, SK,;) into Lg.

o Public key query: When receiving the query with ID; from A,, if (ID.;, PK,;) exists, C
returns it to 4,. Otherwise, C executes CLC-PGen algorithm to generate PK,; and return to
A,. Cinserts (ID;, PK;) into L.

« Replace public key query: A, can select any public key PK_," to replace the user’s original
public key PK,.

 Trapdoor query: When receiving the query with ID; from A, if (ID;, td,;) exists, C returns
itto A,. Otherwise, C executes Trapdoor algorithm to generate td,; and return to 4,, and
inserts (ID;, td;) into Ly,.
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« Signcryption query: When receiving the query with (m,, ID,,;, ID,;) submitted by A,, C exe-
cutes the Signcryption algorithm to obtain the ciphertext §;, and returns it to A,.
+ Unsigncryption query: When receiving the query with (ID,;, ID;, 6;) submitted by A,, C
executes the Unsigncryption algorithm to obtain the plaintext m;, and returns it to A,.
Challenge: A, submits the sender’s identity ID, ", receiver’s identity ID ", and two plaintexts

mq and m; of the same length to C. A, has never asked for the private key for ID,". C randomly
selects a € Z; as the secret value of ID," and calculates PK}, = aP. Then C randomly selects § €

{0, 1} and performs the following calculations.

o Calculate f, , = H (m¢||n) and f; ,, = Hy(mg||n||fo.ul|- - -|Ifi - 1, ») wherei € {1,2,-- -, n—1}.

+ Calculate f;; = Hy(f;j,1) wherei€ {k,k+1,---,n—1}andj€ {0, 1,---,i - 1}.

o Calculate fi(x) = fo, + frix+---+fi_1, ;x'whereie {k,k+1,---, n}

« Randomly select b, X € Z;, and calculate Y* = SK;(PKH, (ID;) + PK}; and R* = bPK,.

+ Caleulate C; = bP, C; = (m,[[b) & Hy(Y") & Hy(R'), C; = (X|,(X)]|- || fu(X)&H(R)
and C; = H, (GG Cyllfo eI fy [ - - [V s ol IR [[K)-

e Creturns 0" = (C;, C;, C;, Ci k) to A,.

Phase 2: A, continues to perform the queries after receiving &, but A, cannot query the
private key of the ID,;, nor can it perform unsigncryption query on J*.

Guess: A, outputs the guess value &. If & = &, A, wins the game. C will select (R;, Hx(R;))
from the list L;, and take R; = abP as the solution of the CDH problem. However, there is cur-
rently no effective way to solve the CDH problem. Theorem 3 is proved.

Theorem 4. If an adversary A, can win the Game 2 in PPT with a non-negligible advantage
gy after g, (i = 1,2,3,4) H,; queries, g4 partial private key queries, g signcryption queries and
qusc unsigncryption queries, the challenger C can solve the CDH problem with the advantage
e; as show in Eq (12).

, Q@+ +
e =(1-% (1 A Oy q’”)) (1 - q)ez (12)
4, 2 2

The proof process is similar to Theorem 3 and will not be repeated here.

Unforgeability

Theorem 5. If an adversary F can win the Game 3 in PPT with a non-negligible advantage 5
after g, (i = 1,2, 3,4) H; queries, g, public key queries and g, signcryption queries, the chal-
lenger C can solve the CDH problem with the advantage €, as show in Eq (13).

/ \Gn, + Gy, + 9,
e _( _ZT) (1_61 (45, ;hg qm))% (13)

Proof: C is a challenger to solve the difficult problems of CDH. F is an adversary. C selects
ID; as the challenge identity. Given a challenge example (P, aP, bP) where a,b € Z;. Cand 7
interact as follows.

Setup: C randomly selects a € Z; and calculates PK = aP. C outputs the system parameter
para={\, G, q, P, PK, H,, H,, H;, Hy, n}.
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Training: The same queries as Theorem 3 will not be repeated here. The different queries
are described below.

+ Key query: When receiving the query with ID,; submitted by F, C executes the PKI-Gen
algorithm to generate (SKj, PK;) and return to F if ID,; # ID;. Otherwise, C randomly

selects b € Z;‘ and calculates PK,, = bP. Then C renturns PK, to F.

« Signcryption query: When receiving the query with (ID,;, ID,;, m;) submitted by F, C exe-
cutes the signcryption algorithm to generate &; and return to F if ID,; # ID;. Otherwise, C
performs the following operations.

o Calculate fy , = Hy(mj||n) and f; ,, = Hi(mj||n||fo.ul| - -||fi - 1, ») wherei € {1,2,---, n—1}.
» Calculate f;; = H,(f;j,1) wherei€ {k,---,n—1}andj€{0, -, i - 1}.
o Calculate fi(x) = fo,; + frix+---+fi_1, ;X Ywhereie{k k+1,--- n}.
« Randomly select r, X' € Z,. Calculate Y* = b(PKH,(ID_) + PK;.;) and R* = rPK;,.
+ Calculate C; = P, C; = (m,lr) ® H,(Y*) & Hy(R"), C; = (XIZ ()| [15C0)SH(R)
and C; = H, (|G| C[lfo el il - - - [ el IR[[K)-
e Return 6" = (C;, C;, C;, C;, k;) to F.

Y

Forgery: F outputs a forged ciphertext = (C,, C,, C,, C,, k,) for m,. If the forgery is suc-
cessful, C can select (Y', H,(Y')) from the list L, and take abP = H’:,aflf,‘) as the solution of the
CDH problem. However, there is currently no effective way to solve the problem. Theorem 5

is proved.

Number security

In this section, we proved the number security of our scheme based on the definition of num-
ber security in reference [28].

Theorem 6. If there is an adversary A, after g, (i = 1,2, 3,4) H; queries, q,4 trapdoor que-
ries, gy signcryption queries and g, unsigncryption queries, can determine whether the
underlying plaintext corresponding to t < K ciphertext 6; = (C; 1, C;2, Ci3, Cig, k;) is equal in
PPT with a non-negligible advantage €4, where k = max{k, ky, - - -, k. C can solve the problem
of CDH with the advantage £," as show in Eq (14).

, o\ dh, T G, + 4,
e = (1 - %) (1 _ 9l ;’13 q’“)) (1 - '12“f>e4 (14)

Proof: There are the following two ways to determine for A.

1. A can determine by obtaining and comparing the plaintexts my, m,, - - -, m,.
In subsection Confidentiality, we have proved the confidentiality of our scheme. So this
way is not feasible for A.

2. A can determine by obtaining the value of f,;/, where i € {1,2, -+ -, t =1}, 1€1{1,2, -, }
and k; < k' < n. For this way, we do the following analysis.

For t ciphertexts 8}, 8, - - -, 8;, A is allowed to perform public key queries and trapdoor que-
ries. So it can calculate X [[f, (X))[| - - |[f,(X;) = C,; ® Hy(td,,C,,) and f/(X,) = fy, + f] X, +

ci il
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Table 3. Characteristics of our scheme.

. —&-];’;UXij’l where k; < j < n. Let k = max{ky, - - -, k;}. A can get the equation set Eq (15).
fkl (Xl) :f()l,k +f11,kX1 +le,kX12 T +fk1—1,kX{<71
sz(xz) :f(JQ,k +f12,kX2 +ﬁz%kX22 + e +fk2—1,kX§71
(15)
K(X) :f(ik +f1t,kXt +f2t,kXt2 +- "’fkthkafl
Since Xi, X5, - - -, X; are randomly selected by users, the probability of non-linear correlation

of t equations is p = m Letfjfk = j}k, wherei€ {1,2, -+, tfandj€ {0, 1, -, k- 1}. If
Jowfixs - - fiiLy 1s regarded as an independent variable, and X; is regarded as a coefficient of
the equations, the equation set consisting of t equations with k independent variables can be
obtained. Because of k > t, there is no solution to make the equation set true. So this way is not
feasible for A.

In summary, the HSC-MET scheme satisfies the number security. Theorem 6 is proved.

Scheme analysis
Functional analysis

Table 3 summarizes the functional properties, confidentiality, and unforgeability analyses of
our scheme. can be seen in Tables 1 and 3. To begin, in comparison to the references [13-20],
our scheme incorporates the MET function to achieve safe and efficient cloud data retrieval,
which is more appropriate for application scenarios involving large amounts of data. Second,
when compared to the schemes in [22-27], our scheme overcomes the limitation of only sup-
porting pairwise grouping for ciphertext equality tests, making it more appropriate for multi-
user and multi-ciphertext application scenarios. Third, unlike [13, 15, 17, 18, 20, 22-27], our
scheme does not use bilinear pairing and has lower computational costs. Furthermore, our
scheme has higher confidentiality than [13, 22-24, 27, 28]. Finally, unlike [22-24, 28], our
scheme has unforgeability and introduces heterogeneous signcryption technology to ensure
the confidentiality, and integrity of data, and realizes the secure communication between het-
erogeneous cryptosystems.

Performance analysis

Our scheme is compared with the schemes in references [25, 27, 28] in terms of performance.
Reference [28] uses the traditional public key encryption scheme. We use a PC equipped with
Intel Core i7-7500u CPU@3.5GHz, 8G memory, and Windows 10 for simulation. The repre-
sentative symbols and their meaning and computational time are shown in Table 4. The
computational cost of each comparison scheme is shown in Table 5. With the increase of
plaintexts/ciphertexts, the computational costs of our scheme and the comparison schemes in

Scheme ET MET SC HSC Without bilinear pairing Cryptosystem Confidentiality Unforgeability
Our scheme v v v v v PKI—CLC IND-CCA2 EUF-CMA
x: not supported;
v': supported.
https://doi.org/10.1371/journal.pone.0274695.t003
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Table 4. Notations.

Symbols Representations Time(ms)
k The number of ciphertexts that can run the Test algorithm —
Ty The time it takes to run a hash operation 0.0014
T, The time it takes to run a point-add operation in group G, 1.3667
T The time it takes to run a multiplicative operation in group G; 0.0032
T, The time it takes to run an exponential operation in group G, 0.2549
T, The time it takes to run a bilinear pairing operation 6.9841

https://doi.org/10.1371/journal.pone.0274695.1004

Table 5. Comparison of computational cost.

Schemes Signcryption/Encryption Unsigncryption/Decryption Test
[25] 5T + 5T, + 2T, = 7.3503ms 4Ty, + T, + 3T, = 21.2122ms 2T}, + 2T, + 2T, = 14.4808ms
[27] 4Ty + Ty + 2T, + 5T, + 3T, = 15.8663ms 4Ty + 5T, + 2T, = 15.2483ms 2Ty + 2T, + 4T, = 27.9456ms
[28] 4T, + 3T, =0.0073ms 3T, +2T,=0.514ms 2T, +2T,=0.5216ms
ours(k =1) 5T, + T, +5T,, = 1.3896ms 5T, + 3T, = 0.0166ms 2T, + 4T,, = 0.0156ms

https://doi.org/10.1371/journal.pone.0274695.t005

the signcryption/encryption, unsigncryption/decryption, and test phases are shown in Figs 2-
4 respectively.

In the signcryption/encryption phase, it can be seen from Table 5 and Fig 2 that compared
with the schemes in [25] and [27], our scheme does not have bilinear pairing operations,
which greatly reduces the computational cost. Although compared with the scheme in [28],
the computational cost of our scheme is higher, our scheme not only achieves confidentiality,
but also satisfies non-repudiation. And our scheme supports communication between hetero-
geneous cryptosystem. In the unsigcryption/decryption and test phases, Figs 3 and 4 clearly
show that our scheme has lower computational costs than the schemes in [25, 27, 28]. When
the number of ciphertexts reaches 20, the computational efficiency in unsigcryption/decryp-
tion phase of our scheme is approximately 2000 times, 1500 times and 30 times that of the
three comparison schemes. And as the number of ciphertexts increases, the advantages of our
scheme become more obvious in the test phase.

—— (23] —f— [25] —— [26] ours

TIME(MS)
S wvi
o
o

w
o
(=}

200
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=
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THE NUMBER OF PLAINTEXTS

Fig 2. Computational cost of signcryption/encryption.
https://doi.org/10.1371/journal.pone.0274695.g002
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Fig 3. Computational cost of unsigncryption/decryption.
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Fig 4. Computational cost of test.

https://doi.org/10.1371/journal.pone.0274695.g004

Conclusion

We proposed the HSC-MET scheme to overcome the problems in the existing schemes, such
as not supporting the communication between heterogeneous cryptosystems, high computa-
tional overhead, and low efficiency of ciphertext retrieval. Our scheme uses HSC technology to
realize secure communication from PKI to CLC. The scheme has no bilinear pairing opera-
tion, which greatly reduces the computational cost and improves communication efficiency.
In addition, the multi-ciphertext equality test technology is introduced to realize the simulta-
neous retrieval of multiple ciphertexts by multiple users, which reduces the computational cost
of the ciphertext equality test in the multi-user scenario. Under the ROM, we proved the confi-
dentiality, unforgeability, and number security of the HSC-MET scheme based on the CDH
problem. Finally, we compared the scheme with several similar schemes. The results show that
our scheme not only has more functional features and higher security but also has lower
computational costs in signcryption, unsigncryption, and test phases. However, our scheme’s
security is proved under the random oracle model, which is not universal in reality more or
less. In the future, we will further investigate the security under the standard model to make
the HSC-MET scheme more practical.
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