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A B S T R A C T   

As nodes in Social Internet of Things (SIoT) become more intelligent, malicious information oc-
curs more frequently and spreads more widely. This problem can severely affect the trustwor-
thiness of services and applications in SIoT. Methods to effectively control malicious information 
spreading in SIoT are essential and necessary. Reputation mechanism provides a powerful tool to 
tackle this challenge. In this paper, we propose a reputation-based mechanism to activate the self- 
purification capacity of the SIoT network by balancing information conflicts triggered by re-
porters and supporters. In order to find the best rewarding and punishment strategy, a bilateral 
cumulative-prospect-based evolutionary game model of SIoT network information conflict is 
constructed. Using local stability analysis and numerical simulation, the evolutionary trends of 
the proposed game model under different theoretical application scenarios are analyzed. The 
findings indicate that the basic income and deposit of both sides, the popularity of information as 
well as the importance of the conformity effect all have a significant impact on the system’s 
steady state and evolutionary path. The specific conditions that both participating sides of the 
game tend to treat conflicts relatively rationally are analyzed. Dynamic evolution analysis and 
sensitivity analysis of selected parameters show that basic income is positively related to smart 
object’s feedback strategies, while deposit is negatively related to that. While weight of confor-
mity effect or the information popularity goes up, the rising of feedback probability is observed. 
Based on the above results, suggestions on dynamic reward and punishment strategies are given. 
The proposed model is a helpful attempt to model the evolution of information spreading in SIoT 
networks, with the ability to simulate several well-known regularities of message dissemination. 
Proposed model and suggested quantitative strategies can be helpful to build feasible malicious 
information control facilities in SIoT networks.   

1. Introduction 

Internet of Things (IoT) framework allows for the creation of intelligent applications and infrastructures by bridging the gap be-
tween the real world and the internet through physical items [1]. The markets of IoT which have steadily evolved over the past few 
years, cover every facet of human life, encompassing energy, smart houses, smart towns and cities, healthcare, smart traffic man-
agement, etc. [2–6]. The Social Internet of Things (SIoT) concept has become increasingly popular in recent years as a result of the 
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indispensable role of devices in people’s daily lives. SIoT is equipped with the characteristics of IoT and human society [7–9]. As an 
integrated network, its purpose is to mold connections of IoT facilities and devices into social interactions in the same way that humans 
do [10]. Physical objects, the basic constituents of SIoT, are foreseen to think, work and act like humans as Artificial Intelligence (AI) 
technologies advance [11,12]. We’re definitely at the dawn of an automated world powered by SIoT, which is seen to become a 
ubiquitous and open platform for information dissemination, opinion expression, emotions sharing with smart objects. Inevitable, 
considerable amount of malicious information travels through SIoT networks, which may cause severe information pollution and 
misleading. Effective mechanisms to control or reduce the spreading of malicious information and maintain a healthy and rational 
interaction environment in SIoT are urgently needed in both industries and academia. 

Past studies in the field of SIoT have put emphasis on four thrust areas: trust evaluation and management, relationship manage-
ment, network navigation, and recommendation for service and application. To identify suitable access services in the SIoT network, a 
recommender system has been put out by Chen et al. [13], in which a node’s credibility is assessed based on its present state, historical 
performance and social connections. A cognitively aware method for the provision of adaptive services in SIoT was created by Hussein 
et al. [14], which was implemented with subjective and objective context information. The properties of the SIoT network’s navi-
gability have been identified by Nitti et al. [15]. In this work, nodes are equipped with information about their neighbors, which can be 
exchanged in the network to provide global navigation. In order to preserve privacy for message transmission in the social internet of 
vehicles, an interest-based approach was presented by Zhu et al. [16]. According to Kokoris-Kogias et al.’s [17] suggested trust ar-
chitecture, which is based on a management system called COSMOS, reputation is calculated with data obtained from the COSMOS 
platform and friends, while trust is determined by one’s personal experiences. Zhou et al. [18] have proposed an integrated scheme for 
trust evaluation, which not only makes use of personal knowledge and firsthand evidence, but also takes counterparts’ ratings into 
account. The trust platform proposed by Truong et al. [19] for SIoT is based on friend-opinion-based recommendations, 
feedback-based reputation, and first-hand knowledge. 

Mechanisms on friends-oriented or experience-based trust, feedback-based reputation are widely studied. In a feedback-based 
reputation system, malicious feedback blended with normal feedback are inevitable. Contradictory feedback is called disagreement 
or conflict. Mild conflict can be helpful to identify malicious information, but serious conflict may lead to system disorder. For 
example, a large amount of contradictory road-related messages in the Internet of Vehicles not only reduce transportation efficiency, 

Fig. 1. Reputation-based dynamic information management mechanism for SIoT.  
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but also increase the risk of traffic jams and accidents that threaten human life. How to keep feedbacks in a rational and controllable 
situation is also an important problem. 

In this research, a reputation-based dynamic information management mechanism for SIoT, which combines hard (information 
management mechanism) and soft controls (reputation accumulation mechanism) is studied. Following the rules in this proposed 
mechanism, contents in system are forwarded (recommended) or reported (identified as malicious) by different nodes. The aim of this 
research is to design strategy to guide smart objects’ behavior to avoid serious information conflicts, for example malicious reports, in 
the SIoT network. 

The proposed mechanism includes reward and punishment strategies and the smart object’s reputation calculation. In order to 
simulate the mechanism, a bilateral evolutionary game model of two parties (information supporters and reporters) in the SIoT 
network, considering the cumulative prospect theory [20] and the conformity effect [21], is designed and set up. Numerical simulation 
together with local stability analysis are employed to study both sides’ evolutionary stable strategies and validate the related analytical 
results. Additionally, quantitative suggestions for reward and punishment strategies that satisfy the above-mentioned conditions are 
given. To the best of our knowledge, this research is the first work to utilize the control of information conflict to address the infor-
mation governance problem in the SIoT network. In addition, it provides targeted and operational strategies for the reputation system 
which aims to activate the self-purification capacities of the SIoT network. 

The remainder of this essay is structured as follows. The proposed reputation-based dynamic information management mechanism 
is described in Section 2. The corresponding evolutionary game model is described in Section 3. The evolutionary results are presented 
and discussed in Section 4. Section 5 analyzes the sensitivity of selected parameters. Section 6 highlights suggestions of strategies for 
practice. The conclusions and implications are provided in Section 7, along with directions for future work. 

2. Theoretical framework 

2.1. Reputation-based dynamic information management mechanism 

In SIoT, smart objects are acting more independently and with more social behaviors. In order to behave more cooperatively, the 
reputation mechanism learned from commercial societies is also used in SIoT. A dynamic reputation management mechanism for 
SIoT is proposed, shown in Fig. 1. Smart objects are asked to use reputation points as a guarantee when sending or forwarding 
information. This kind of mechanism can motivate smart objects to enhance their decision-making trade-offs, enable SIoT networks 
to achieve self-purification, and thereby limit the spreading of malicious information.  
(1) Information publishing: smart objects deposit reputation points as a guarantee for publishing information. If the information 

does not cause controversy within some time, the publisher will be rewarded, and conversely, a certain amount of reputation 
points will be expropriated.  

(2) Information forwarding: smart objects who trust information (supporters) may choose to pay a guarantee to forward the 
message to promote dissemination or make a recommendation. If the message does not cause controversy within some time, 
smart objects in the supporters’ camp will be rewarded, otherwise, they will be punished.  

(3) Information reporting: smart objects who consider the information malicious (opponents) may report the information. If the 
report wins the conflict, smart objects in the opponent’s camp are rewarded with reputation points. Otherwise, they are 
punished with diminished reputation points. 

In social network platforms, users with similar interests usually form homogeneous groups [22]. Smart objects in SIoT networks can 
also be split into two groups: supporters and opponents. For example, when a malicious message is sent, malicious nodes and normal 
nodes are supporters and opponents, respectively. Under the proposed dynamic information management mechanism, the information 
dissemination is actually the process in which two groups compete by forwarding and reporting, which is the keystone of this paper. 

2.2. Analysis of the subject benefits 

In SIoT networks, it is normal that the social identity of a message’s supporters can receive both in-system reputation points and 
out-of-system benefits by forwarding or recommendation. To simplify the modeling, the benefits of these two parts are combined into 
the basic income of the supporter. Opponents whose report is not designed to be spread thus can only receive the reputation points 
reward given by the system as their basic income. When many reposts and reports lead to information conflicts, both supporters and 
opponents will be punished with reputation points reduced by the mechanism. Incentives and penalties for supporters and opponents 
contribute to a game relationship between the two groups. 

Evolutionary game theory is concerned with decision-making problems, which assumes that participants are finitely rational and 
have the capacity for continuous learning. Using analysis of evolutionary stable strategy (ESS) and numerical simulation, it provides 
perceptive suggestions for strategies [23,24]. In combination with our research, the interactions between supporters and opponents 
have a significant influence on how both sides choose their strategies. Decision-makers’ actions are the outcome of constant mutual 
adaptation and adjustment. 

Different from expected utility theory (EU) [25], which makes the non-realistic assumption that human beings are completely 
rational, the cumulative prospect theory [20] provides a more normative and adequate description of individual choice in the face of 
uncertainty. In social network malicious message spreading, reference-dependent and risk preference of individual behaviors are 
observed. The risk attitude of smart objects which are controlled by humans, is risk-seeking when facing “gain” and risk-averse when 
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facing “loss”, consistent with cumulative prospect theory. 
Under the uncertain environment, conformity effect commonly accompanies whole decision process [21]. Smart objects behave in 

exactly the same way as group behavioral preferences. As the usability and scientificalness of the conformity effect in SIoT have been 
examined [26], the conformity effect is taken into account in our model. 

In a word, the proposed mechanism is simulated using evolutionary game theory, conformity effect and cumulative prospect 
theory. To achieve a controllable and balanced condition, the evolutionary trends and stable strategies of participants under various 
scenarios are investigated. At last a practical policy on quantitative reward and punishment strategies is given, which is helpful in 
encouraging smart objects to report malicious message and decrease dishonest report. 

3. Evolutionary game model of dynamic information management in SIoT networks 

3.1. Basic assumptions and analysis of information conflict in SIoT networks 

For the convenience of the following analysis, the definitions of some variables and sets related to the strategies of supporters and 
opponents are given: 

B: Set of supporters’ strategies: B1 denotes feedback (forwarding) and B2 denotes lurking. 
σB: The mixed strategy of the supporter, x is the probability that the supporter chooses to feedback (forward) a message, and 1− x is 

the probability that the supporter chooses to lurk. 
O: The opponents’ strategy set: O1 denotes feedback (reporting) and O2 denotes lurking. 
σO: The mixed strategy of the opponent, y is the probability that the opponent chooses to feedback (report) the information, 1− y is 

the probability that the opponent chooses to lurk. 
Sij: The mixed strategy of supporters and opponents, with supporters choosing strategy Bi and opponents choosing strategy Oj. 
Let the reputation points of supporters and opponents be T1 and T2. The dispute coefficient is a feature of the message, which 

indicates the degree of disagreement between two groups. Therefore, the dispute coefficient of supporters is equal to that of opponents, 
which are respectively denoted by w1 and w2, and the calculation method is given by equations (1) and (2). 

w1 =w2 =(|xθ1 − yθ2| − 1)(xθ1 + yθ2) (1)  

θ1 = T1/(T1 + T2)

θ2 = T2/(T1 + T2)

}

(2) 

Group-related features are transformed into multiple parameters of the system simulation to emulate various situations of the 
message, which are specified in Table 1. 

Assume that supporters can get basic income K1 by forwarding as a reward for sharing. Similarly, opponents can get basic income 
K2 by reporting as a reward for positive feedback. 

(1) Under hybrid strategy S11, neither the supporter nor the opponent chooses to lurk, where a conflict of information exists. In 
addition to the basic income K1 and K2, both parties will face the dispute loss L1 and L2, which can be calculated as follows. In equation 
(3), C1 and C2 are the deposit of both parties. 

L1 = w1C1
L2 = w2C2

}

(3) 

(2) Under hybrid strategy S12, supporter chooses to forward, and the opponent chooses to lurk. Thus the supporter can obtain the basic income K1 , while the 

opponent has no gain nor loss due to the lack of feedback. 

(3) Under hybrid strategy S21, opponents choose to report, while supporters choose to lurk. Thus opponents can get basic income K2, while supporters have neither gains 

nor losses. 

(4) Under hybrid strategy S22, both supporters and opponents have neither gains nor losses because they choose to lurk. 
The payoff matrix of the four hybrid strategies Sij is presented in Table 2, according to the above presumptions and analysis. 

Table 1 
Description of variables of interest in model.  

Variables Description Range 

Supporters x Probability that the supporter chooses to feedback 0 ≤ x ≤ 1 
T1 Reputation points of supporters T1 > 0 
K1 Basic income of supporters choosing feedback K1 > 0 
C1 Deposit of supporters C1 > 0 

Opponents y Probability that the opponent chooses to feedback 0 ≤ y ≤ 1 
T2 Reputation points of opponents T2 > 0 
K2 Basic income of opponents choosing feedback K2 > 0 
C2 Deposit of opponents C2 > 0  
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3.2. Evolutionary game model 

3.2.1. The expected utility 
Smart objects make decisions toward maximizing individual benefit (that is, making rational judgments regarding the system’s 

present status). Over time, the system’s condition changes, and its reward function does as well, which leads to the dynamic adjustment 
of the behavioral strategies of supporters and opponents. For the forwarding probability x and the reporting probability y, their dy-
namic rates of change, denoted as ∂x

∂t and ∂y
∂t, can be defined as equations (4) and (5) in evolutionary game theory. 

∂x
∂t

= x(1 − x)(Ur − Ud) (4)  

∂y
∂t

= y(1 − y)(Nr − Nd) (5) 

Ur and Ud in equation (4) present the expected utilities of the supporters who follow the forwarding strategy (B1) and who adopt the 
lurking strategy (B2), respectively. Nr and Nd in equation (5) are the expected utilities of the opponents who adopt the reporting 
strategy (O1) and who adopt the lurking strategy (O2), respectively. According to the payoff matrix in Section 3.1, these utilities can be 
obtained from equations (6) and (7): 

Ur = y(K1 + w1C1) + (1 − y)(K1)

Ud = y(0) + (1 − y)(0)

}

(6)  

Nr = x(K2 + w2C2) + (1 − x)(K2)

Nd = x(0) + (1 − x)(0)

}

(7)  

3.2.2. The optimization with the cumulative prospect theory 
The reference point, the decision weighting and the value function are important constituents of the cumulative prospect theory 

framework, which describes the risk attitudes of individual smart objects in terms of “gains” and “losses.” [20]. 
Assume that S is a finite set of states, and its subset A denotes events, X is the set of consequences, also called outcomes. The 

uncertain prospect f , a mapping from S to X: f : S→X, assigns to each event a consequence, and the prospect sequence f = (xi,Ai), i =
1,2,⋯, n represents that the consequence xi will appear after the event Ai occurs. All sequences f are sorted in ascending order of the 
consequences, and x1 ≤ x2 ≤ ⋯ ≤ xj ≤ ⋯ ≤ xn can be obtained. Select xj as the reference point, and the value function can be obtained 
as equation (8), where α and β are the risk attitude coefficients, which reflect diminishing sensitivity of the outcomes away from the 
reference point xj. In combination with our research, larger α and β imply greater attention by smart objects to the potential gains and 
losses of the feedback strategy. λ is the loss aversion coefficient, according to the fact that individuals are more sensitive to losses. The 
parameters are shown in Table 3. 

v(xi)=

{ (
xi − xj

)α
, xi ≥ xj

− λ
(
xj − xi

)β
, xi < xj

(8) 

If xi > xj, the outcome is considered as a gain and the value of prospect is positive, denoted by V(f+). Otherwise, the value of 
prospect is negative, denoted by V(f − ). The calculation process is given as follows. 

Table 2 
Payoff matrix of information conflict game for the SIoT network.  

Opponents report (y) lurk 

Supporters forward (x) K1 + w1C1, K2 + w2C2 K1, 0 
lurk 0, K2 0, 0  

Table 3 
Variables in cumulative prospect theory.  

Variables Description Range 

α Risk sensitivity with gains 0 < α < 1 
β Risk sensitivity with losses 0 < β < 1 
λ Loss aversion coefficient λ > 1 
γ Weighting function’s curvature with gains 0 ≤ γ ≤ 1 
δ Weighting function’s curvature with losses 0 ≤ δ ≤ 1  
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V(f+) =
∑n

i=j
π+

i v(xi)

V(f − ) =
∑j

i=1
π−

i v(xi)

⎫
⎪⎪⎪⎪⎬

⎪⎪⎪⎪⎭

(9)  

In equation (9), π+
i and π−

i represent the decision weighting functions, which are correlated with the outcomes of gains and losses, 
respectively. The calculation formulas are as follows. 

π+
i =w+(P(Ai ∪⋯∪An)) − w+(P(Ai+1 ∪⋯∪An)), j≤ i ≤ n (10)  

π−
i =w− (P(A1 ∪⋯∪Ai)) − w− (P(A1 ∪⋯∪Ai+1)), 1≤ i ≤ j (11)  

In equations (10) and (11), P(Ai) is the ideal probability of event Ai occurring. Event Ai represents that supporters make forwarding or 
lurking decisions, and opponents make reporting or lurking decisions. w+ and w− correspond to the capacity function of gains and 
losses, which are defined as follows. 

w+(p) = pγ/(pγ + (1 − p)γ
)

1/γ

w− (p) = pδ/(pδ + (1 − p)δ
)

1/δ

}

(12)  

In equation (12), respectively, γ and δ denote the weighting function’s curvature in terms of the evaluation of outcomes (gains and 
losses). Generally, α = β = 0.88, λ = 2.25, γ = 0.61, δ = 0.69. The choices for α, β, λ, γ, δ are based on median estimates given by 
Tversky & Kahneman [20] and have been used earlier in Ref. [27] for traffic application. 

According to the above description, this paper sets the reference point of the supporter’s value function as xj = K1. Thus the ex-
pected utilities Ur and Ud of the supporter after the revision of the cumulative prospect theory can be obtained as equation (13). 

Ur = π−
11(y)v(K1 + w1C1) + π+

12(1 − y)v(K1)

Ud = π−
21(y)v(0) + π−

22(1 − y)v(0)

}

(13)  

In the same way, set the reference point of the opponent’s value function as xj = K2, and the revised expected utilities Nr and Nd of the 
opponent can be obtained as equation (14). 

Nr = π−
11(x)v(K2 + w2C2) + π+

21(1 − x)v(K2)

Nd = π−
12(x)v(0) + π−

22(1 − x)v(0)

}

(14)  

3.2.3. The optimization with the conformity effect 
In the SIoT network, smart objects adjust their own strategies when interacting with others. The quantitative equation of the 

conformity effect [21] is used to correct the expected utilities of supporters and opponents. Here, the conformist value of strategy is 
denoted by ε, the constant μ determines the strength of conformist bias, and E is the original expected utility. The revised utility E′ is 
given as equation (15). 

E′

= (1 − μ)E + με (15)  

Generally, opponents’ reporting behavior is not visible, but the forwarding fervor of the message is visible. Let the proportion of 
forwarding among supporters be PB1 and the proportion of lurking be PB2, PB1 + PB2 = 1. The expected utility of decision makers who 
choose to forward increases when PB1 increases. Thus the conformist value of supporters ε1 is defined as an increasing function of PB1 
and the expected utility difference between forwarding and lurking, denoted as (Ur − Ud). With conformism constant μ1, the modified 
expected utilities of supporters are presented as equation (16), and the parameter descriptions are shown in Table 4. 

Ur
′

= (1 − μ1)Ur + μ1PB1(Ur − Ud)

Ud
′

= (1 − μ1)Ud + μ1PB2(Ur − Ud)

}

(16)  

3.2.4. Game model construction 
Let G1(x,y) = ∂x

∂t , G2(x,y) =
∂y
∂t, and substitute equations 6–16 into equations (4) and (5). We get replication dynamic equations (17) 

and (18), which present the final evolutionary model of the mixed strategy information game. 

Table 4 
Variables of interest in conformity effect.  

Variables Description Range 

μ1 The strength of conformist bias 0 ≤ μ1 ≤ 1 
PB1 Forwarding fervor of the message 0 ≤ PB1 ≤ 1  
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G1(x, y)= x(1 − x)(− λ)(1 − 2μ1 + 2μ1PB1)

{
yδ

[yδ + (1 − y)δ
]

1
δ

[
((− w1)C1)

β
− K1

β
]
−
[yδ + (1 − y)δ

]
1
δ − yδ

[yδ + (1 − y)δ
]

1
δ

K1
β

}

(17)  

G2(x, y)= y(1 − y)(− λ)

{
xδ

[xδ + (1 − x)δ
]

1
δ

[
((− w2)C2)

β
− K2

β
]
−
[xδ + (1 − x)δ

]
1
δ − xδ

[xδ + (1 − x)δ
]

1
δ

K2
β

}

(18)  

4. Analysis of evolutionary game model 

4.1. Solution of equilibrium point 

The stability analysis of the above information game evolutionary model is carried out. When the forwarding probability x of 
supporters and the reporting probability y of opponents no longer change, the income of both sides changing the strategy cannot 
exceed that of the original strategy, and the system finally reaches an equilibrium state. Let replication dynamic equations (17) and 
(18) equal 0, shown as equation (19). 

G=

(
G1(x, y)
G2(x, y)

)

= f (G, t)= 0 (19) 

Solutions of the above second-order nonlinear differential equations are 5 equilibrium points of the system, namely the silence 
point S1 = (0, 0), the reporting point S2 = (0, 1) , the forwarding point S3 = (1,0), the conflict point S4 = (1,1) and the center point 
S5 = (x∗,y∗), where x∗ and y∗ take values in the open interval from 0 to 1. 

But not all equilibrium points are ESS, which may stabilize after a disruption and tolerate mistakes or deviations brought on by 
finite rationality. In order to assess if the equilibrium point of a system is stable, the method of local asymptotic stability analysis on its 
Jacobian matrix is proposed by Friedman [28]. The discrimination rule is as follows: J denotes the Jacobian matrix of game model, 
tr(J) denotes the trace of J, and det(J) denotes the determinant of J. (1) An equilibrium point is recognized as a saddlepoint if det(J) < 0; 
(2) Under the premise of det(J) > 0, we can identify an evolutionary equilibrium point as an unstable center by tr(J) > 0 and recognize 
it as a stable center by tr(J) < 0. 

The Jacobian matrix of proposed information game evolutionary model is given by equations (20)–(23), which is composed of 
derivatives of equations (17) and (18) with respect to x and y, respectively. 

J =

⎛

⎜
⎜
⎜
⎝

∂G1(x, y)
∂x

∂G1(x, y)
∂y

∂G2(x, y)
∂x

∂G2(x, y)
∂y

⎞

⎟
⎟
⎟
⎠

=

⎛

⎜
⎜
⎜
⎝

(1 − 2x)J11 + x(1 − x)
∂J11

∂x
x(1 − x)J12

y(1 − y)J21 (1 − 2y)J22 + y(1 − y)
∂J22

∂y

⎞

⎟
⎟
⎟
⎠

(20)  

J11 =(− λ)(1 − 2μ1 + 2μ1PB1)

{
yδ

[yδ + (1 − y)δ
]

1
δ

[
((− w1)C1)

β
− K1

β
]
−
[yδ + (1 − y)δ

]
1
δ − yδ

[yδ + (1 − y)δ
]

1
δ

K1
β

}

(21)  

J22 =(− λ)

{
xδ

[xδ + (1 − x)δ
]

1
δ

[
((− w2)C2)

β
− K2

β
]
−
[xδ + (1 − x)δ

]
1
δ − xδ

[xδ + (1 − x)δ
]

1
δ

K2
β

}

(22)  

J11
′

=
∂J11

∂x
, J12 =

∂J11

∂y
, J21 =

∂J22

∂x
, J22

′

=
∂J22

∂y
(23)  

det(J)= [(1 − 2x)J11 + x(1 − x)J11
′

] × [(1 − 2y)J22 + y(1 − y)J22
′

] − xy(1 − x)(1 − y)J12J21 (24)  

tr(J)= (1 − 2x)J11 + x(1 − x)J11
′

+ (1 − 2y)J22 + y(1 − y)J22
′ (25)  

M = T2 / (T1 + T2) (26)  

E1 = 1 − 2μ1 + 2μ1PB1 (27)  

D1 =( − M(M − 1)C1)
β
− K1

β (28)  

H1 =K1
β,H2 = K2

β (29)  

I1 =( − (|1 − 2M| − 1)C1)
β
− Kβ

1 (30)  

D2 =( − M(M − 1)C2)
β
− K2

β (31)  
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I2 =( − (|1 − 2M| − 1)C2)
β
− Kβ

2 (32) 

By substituting the 5 sets of equilibrium points into equations (24) and (25) to calculate det(J) and tr(J), the local stability results 
are shown in Table 5. The calculation process of the intermediate variables involved, denoted as M, E1, D1, D2, I1, I2, H1, H2, is provided 
by equations 26–32. 

4.2. Stability analysis of evolutionary equilibrium points 

From Table 5, variable values of the system payoff matrix, where H1 > 0, H2 > 0, primarily determine the positive and negative of 
det(J) and tr(J). Therefore, E1, D1, D2, I1, I2 play a major role in determining the state of equilibrium points. 

E1 reflects the influence of conformity effect. When E1 > 0, there are two cases. Case 1: μ1 < 0.5, which means that the supporters 
are weakly related to the crowd. Case 2: μ1 > 0.5, PB1 > 1 − 1/2μ1, which means that the supporters are strongly related to the crowd 
and the degree of information forwarding is high. When E1 < 0, i.e. μ1 > 0.5 and PB1 < 1 − 1/2μ1, it means that supporters are strongly 
correlated with the crowd, and the degree of information forwarding is low. D1, D2, I1, I2 reflect the risk-taking cost of feedback 
strategy adopted by supporters and opponents. More specifically, D1 and I1 respectively reflect the minimum risk cost and maximum 
forwarding risk cost of supporters when the reporting probability of opponents is high, I1 >D1. D2 and I2 respectively reflect the 
minimum risk cost and maximum reporting risk cost of opponents when the forwarding probability of supporters is high, I2 >D2. D1, 
D2, I1, I2 can be combined into 9 conditions. Given the conditions and E1, the results of local stability analysis, which is applied to the 5 
sets of equilibrium points under 18 different information flow scenarios, are shown in Table 6. 

According to Table 6, under different initial conditions and scenarios, the evolution results of the system are different. Observing 
the scenarios with an even label, when supporters are strongly correlated but the message is relatively unpopular, supporters are less 
sensitive to interests and tend to imitate other supporters, and opponents tend to take the initiative, which ultimately results in either 
opponents adapting lurking strategy or triggering conflict. 

Observing the odd-labeled scenarios, where supporters are weakly correlated and the information has a certain degree of popu-
larity, supporters are prone to risk seeking, and their sensitivity to interests increases. 

Fig. 2(a) and (b) present the game evolution process of scenario 9 and scenario 10, respectively. Taking scenario 9 as an example, 
the system finally converges to 2 center points S5 = (1, y∗) and S5 = (x∗,1). 

In scenario 9, when the supporters are stronger than the opponents under the initial strategy conditions, there are more smart 
objects who resonate with the message. The system converges to S5 = (1, y∗), which can reduce the probability of the opponent’s 
reporting based on interests through conflict punishment, and avoid malicious reporting in some degree; 

When the supporters are weaker than the opponents under the initial strategy conditions, there is a high probability that the in-
formation is controversial. The system converges to S5 = (x∗, 1). The supporters will reduce the forwarding probability under the 
conflict punishment, reduce the dissemination of disputed information, and avoid the expansion of conflicts. 

Scenario 9 is the evolution result under the rational decision of both parties, which should be reached among smart objects through 
reasonable information management strategies. Therefore, Condition 5 corresponding to Scenario 9 can be used as a reference for 
parameter design principles in actual malicious information suppression measures. 

5. Sensitivity analysis and discussion 

5.1. System dynamics model and the parameter setting 

Using the Vensim software, a system dynamics model of aforementioned game model is established, which is mainly composed of 4 
kinds of variables, including 11 external variables, 8 intermediate variables, 2 rate variables, and 4 level variables. 

According to Fig. 3, the proportion of two groups of smart objects who adopt feedback strategy and lurking strategy is presented by 
4 level variables. The change rate of the percentage of smart objects adopting the feedback strategy is described by 2 rate variables. The 
11 external variables come from the subset of variables in Tables 1, 3 and 4. 

The flow rate and the intermediate variables involved in the above model are mainly formulated in accordance with the replicator 
dynamics equations (17) and (18). 

Whether supporters and opponents choose feedback strategy mainly depends on the other party’s choice, expected benefits, and 
risk preference. The factors affecting the final strategy of the participants include basic income, deposit, reputation points, and 
conformity effect. To further investigate how the above factors influence the implementation of the information conflict suppression 

Table 5 
Rank and trace of Jacobian matrix corresponding to different equilibrium points.  

equilibrium points det(J) tr(J)

S1 λ2E1(K1 + C1)
β
(K2 + C2)

β λ[E1(K1 + C1)
β
+ (K2 + C2)

β
]

S2 λ2E1D1H2 − λ(E1D1 + H2)

S3 λ2E1D2H1 − λ(E1H1 + D2)

S4 λ2E1I1I2 λ(E1I1 + I2)
S5 x∗y∗(1 − x∗)(1 − y∗)(J11

′

|x=x∗ J22
′

|y=y∗ − J12|y=y∗ J21 |x=x∗ ) x∗(1 − x∗)J22
′

|y=y∗ + y∗(1 − y∗)J11
′

|x=x∗
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strategy, a sensitivity analysis of the system dynamics model is performed below, which is based on Condition 5 and Scenario 9 
founded in Section 4. The parameter settings are as follows. 

Based on median estimates given by Refs. [20,29], the risk attitude coefficient β, the decision weighting function’s curvature in the 
loss state δ, and the loss aversion coefficient parameter λ are set to be 0.8798, 0.6891, and 2.2514, respectively. The starting mixed 
strategy (x, y) of participants during sensitivity analysis is fixed at (0.5, 0.5) and the values of K1, K2, T1, T2, C1, C2 are designed to 
satisfy Condition 5. Specifically, for the analysis involved with basic income and deposit, which is independent of conformity effect, 
the values of μ1 and PB1 are set to satisfy the constraint of Scenario 9. 

5.2. Analysis of evolution influencing factors 

5.2.1. Impact of basic income on evolution results 
According to equations (33) and (34), the changing rate of the supporter’s forwarding probability x with respect to t is related to 

(1 − 2μ1 + 2μ1PB1), while the rate of change of the opponent’s reporting probability y with respect to t increases as K2 increases. 

∂G1(x, y)
∂
(
Kβ

1
) = λx(1 − x)(1 − 2μ1 + 2μ1PB1) (33)  

Table 6 
Stability analysis results of equilibrium points under different information cases.  

Condition 
Index 

Condition Conformity Scenario Index S1 S2 S3 S4 S5 

1 D1 > 0, I1 > 0 
D2 > 0, I2 > 0 

E1 > 0 1  ✓ ✓   
E1 < 0 2     ✓ 

2 D1 > 0, I1 > 0 
D2 < 0, I2 > 0 

E1 > 0 3  ✓    
E1 < 0 4     ✓ 

3 D1 > 0, I1 > 0 
D2 < 0, I2 < 0 

E1 > 0 5  ✓    
E1 < 0 6    ✓  

4 D1 < 0, I1 > 0 
D2 > 0, I2 > 0 

E1 > 0 7   ✓   
E1 < 0 8  ✓    

5 D1 < 0, I1 > 0 
D2 < 0, I2 > 0 

E1 > 0 9     ✓ 
E1 < 0 10  ✓    

6 D1 < 0, I1 > 0 
D2 < 0, I2 < 0 

E1 > 0 11     ✓ 
E1 < 0 12  ✓  ✓  

7 D1 < 0, I1 < 0 
D2 > 0, I2 > 0 

E1 > 0 13   ✓   
E1 < 0 14  ✓    

8 D1 < 0, I1 < 0 
D2 < 0, I2 > 0 

E1 > 0 15     ✓ 
E1 < 0 16  ✓    

9 D1 < 0, I1 < 0 
D2 < 0, I2 < 0 

E1 > 0 17    ✓  
E1 < 0 18  ✓     

Fig. 2. Game evolution process under condition 5.  
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Fig. 3. The system dynamics model of SIoT information conflict.  

Fig. 4. The impact of basic income on evolution results.  
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∂G2(x, y)
∂
(
Kβ

2
) = λy(1 − y) ≥ 0 (34)    

(1) Set the parameters as μ1 = 0.3, PB1 = 0.6, C1 = C2 = 4, T1 = T2 = 5, K2 = 2, and control K1 as 1.5, 2.5, and 3.5, respectively. 
Fig. 4(a) presents the evolution trends of supporters’ forwarding probability.  

(2) Set the parameters as μ1 = 0.3, PB1 = 0.6, C1 = C2 = 4, T1 = T2 = 5, K1 = 2, and control K2 to be 1.5, 2.5, and 3.5, 
respectively. Fig. 4(b) presents the evolution trends of opponents’ reporting probability. 

As shown in Fig. 4, with other parameters fixed, when the basic income increases, the feedback probability of game party increases 
and the convergence speed is accelerated. The results show that intentional information with higher basic income, for example ma-
licious message, is more dominant in dissemination in actual social networks [30], which confirms the effectiveness of the proposed 
model. 

5.2.2. Impact of deposit on evolution results 
For both supporters and opponents, the deposit C1 and C2 are their largest estimated risk-taking costs in making feedback decisions. 

According to equations (35) and (36), the rate of change of the supporter’s forwarding probability x with respect to t is related to (1 −

2μ1 + 2μ1PB1). Whereas as C2 increases, the rate of change of the report probability y of opponents relative to t decreases with the 
increase of C2. 

∂G1(x, y)
∂
(
C1

β) = x(1 − x)( − λ)(1 − 2μ1 + 2μ1PB1) ×
yδ

[yδ + (1 − y)δ
]

1
δ
( − w1)

β (35)  

∂G2(x, y)
∂
(
C2

β) = y(1 − y)( − λ) ×
xδ

[xδ + (1 − x)δ
]

1
δ
( − w2)

β
≤ 0 (36)    

(1) Set the parameters as μ1 = 0.3, PB1 = 0.6, K1 = K2 = 2, T1 = T2 = 5, C2 = 4, and control C1 as 3.5, 5.5, and 7.5, respectively. 
Fig. 5(a) displays the evolution results of the changes in supporters’ deposit.  

(2) Set the parameters as μ1 = 0.3, PB1 = 0.6, K1 = K2 = 2, T1 = T2 = 5, C1 = 4, and control C2 as 3.5, 5.5, and 7.5, respectively. 
Fig. 5(b) displays the evolution results of the changes in opponents’ deposit. 

It is clearly seen from Fig. 5 that, with other parameters fixed, when the deposit increases, the feedback probability of game party 
decreases and the convergence rate slows down. 

A proper deposit is important to suppress the dissemination of disagreement of smart objects. To handle malicious message better, 
the deposit for supporters should be increased to balance their higher basic income. 

5.2.3. Impact of conformity effect on evolution results 
The conformity effect influences the tendency of supporters and opponents to give feedback. To investigate how the two param-

eters, the strength of conformist bias μ1 and the forwarding heat PB1, affect the probability of two parties’ strategy selection. 
The values of μ1 is changed to 0.3 and 0.7, respectively indicating the weak correlation and strong correlation of supporters. And 

Fig. 5. The impact of deposit on evolution results.  
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the value of PB1 is changed to 0.1, 0.5, 0.9, indicating the low, medium and high popularity of information, respectively.  

(1) Set the importance of conformity to weak correlation, μ1 = 0.3, set parameters as K1 = K2 = 2, T1 = T2 = 5, C1 = C2 = 4, 
control PB1 as 0.1, 0.5, 0.9 respectively. Fig. 6(a) depicts the evolution trends of supporters’ forwarding probability as PB1 
changes.  

(2) Set the importance of conformity to strong correlation, μ1 = 0.7, set parameters as K1 = K2 = 2, T1 = T2 = 5, C1 = C2 = 4, 
control PB1 as 0.1, 0.5, 0.9 respectively. Fig. 6(b) depicts the evolution trends of supporters’ forwarding probability as PB1 
changes. 

Fig. 6 shows that the increase in popularity of information accelerates the convergence of the supporter’s forwarding probability in 
both cases, and the change range of x increases with the enhancement of conformist bias. Under the influence of the conformity effect, 
the current state of the two parties and the estimated gains or losses are no longer the main basis for the decision-making of the players. 
Instead, their behaviors change according to the decision of others in the same camp (such as their circle of friends). 

The results show that the model matches the general observed phenomenon that individuals have group adaptive expectations in 
their judgment [31]. Therefore, in terms of system design, it is suggested to dynamically increase the deposit when the popularity 
increases, so as to enhance the rationality of decision-making and reduce the degree of group adaptive expectations. 

6. Recommended reward and punishment strategies 

From the foregoing simulation results and analyses, basic income is positively related to the game party’s implementation of 
feedback strategies, while deposit is negatively related to that. For supporters, the conformity effect and the increase in information 
popularity will also promote the rise of forwarding probability. And when there is a large gap between the reputation points of the two 
parties, it plays a facilitating role for the forwarding and reporting strategy, and vice versa, it plays a suppressing role. 

Basic income partly acts as an external factor, which is unlikely to be entirely controlled by the reputation system. The only factor 
that could be fully controlled is the deposit. To achieve good governance, a low deposit for low conflict information would help to 
encourage sharing, and a high deposit for high conflict information would help to limit the disagreement. 

For the mechanism proposed in Section 2.1, a suggestion on how to calculate basic income and deposit is given below. 
Assume that r1 and r2 denote the number of forwarding and reporting, respectively. Then the degree of conflict caused by infor-

mation can be measured by two parts: the degree of disagreement F1 and the scope of influence F2. 

F1 = 1 − |r1 − r2| / (r1 + r2) (37)  

F2 = ln(r1 + r2) (38)  

Fm = r1/(r1 + r2)

Fn = r2/(r1 + r2)

}

(39) 

Equations (37) and (38) present the calculation method of F1 and F2, respectively. F1 is between 0 and 1, and a larger F1 indicates 
greater disagreements between supporters and the opponents. The larger F2 means the greater the influence scope of the information. 
The strengths of forwarding and reporting, denoted as Fm and Fn, are set as equation (39). Information popularity threshold T can be set 
in different situation. Assuming the reputation points that supporters can obtain by forwarding is K1, and the reputation points that 

Fig. 6. The impact of conformity effect on evolution results.  
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opponents can obtain by reporting is K2. According to simulation results, K2 should be 1.5 to 2 times K1 in the actual system. The 
deposits C1 and C2 can be calculated using equations 40–42: 

C1 = e4(F1 − 0.5)
(

2F2

F2 + T

)

FmK1 (40)  

C2 = e4(F1 − 0.5)
(

2F2

F2 + T

)

FnK2 (41)  

K1 < K2 (42) 

The above formula satisfies Condition 5 of Section 4.2. In practical systems, deposit could be dynamically adjusted to achieve good 
governance in following ways: 

(1) When F1 < 0.5, and F2 < T, the disagreement between the supporters and opponents of the information is small, and the in-
fluence of the information is also small. The relationship of basic income given by the system and deposit is C1 < 0.75K1, and 
C2 < 0.75K2, so as to ensure that the atmosphere of sharing is not damaged.  

(2) When F1 > 0.5, and F2 > T, the information divergence and influence range are large. The relationship of basic income and 
deposit is 0.75K1 < C1 < e2K1, and 0.75K2 < C2 < e2K2, which strengthens the rationality of information forwarding and 
reporting. Bigger deposit can be helpful. 

7. Conclusion 

In this paper, dynamic reward and punishment strategies are proposed for the reputation-based dynamic information management 
mechanism in SIoT. The mentality behind the proposed model is that if smart object’s awareness of information conflicts enhances, 
they can judge more precisely about malicious information. We firstly utilized the evolutionary game model for information conflicts 
in the SIoT network, with cumulative prospect theory and conformity effect. The numerical simulations and sensitivity analysis on the 
proposed mechanism verified its usefulness in suppressing controversial information. Such model setup and simulation results would 
motivate the SIoT network developers to design reputation-based information management system as well as to build feasible in-
formation conflict control facilities in their own products. The following are the main conclusions and managerial implications.  

(1) The basic income and deposit of both sides, the popularity of information as well as the importance of conformity effect all have 
a significant impact on the system’s steady state and evolutionary path. Specific condition which can keep the system in a less- 
conflict situation is found, and it can be used as a reference for actual measures design to guide the game parties to rationally 
treat information conflicts and achieve conflict suppression.  

(2) The proposed game model well simulated the reputation system. Results show that the model matches the general observed 
phenomenon: individuals have group adaptive expectations in judgment and intentional information is more dominant in 
dissemination. 

(3) A quantitative information management strategy for good governance in SIoT is given at Section 6: the recommendation for-
mula for real-time calculation of deposit (reputation deposit), which can be used and tested in reputation-based information 
management mechanism proposed for SIoT networks. 

In future work, the corresponding malicious information judgment algorithm and blockchain technology will be integrated with 
information management strategies to achieve an information management system. Taking advantage of security features and 
intelligent management and manipulation of data, the blockchain based information management system can be used in the SIoT 
network to effectively suppress malicious information while efficiently sharing information. It can help improve the data flow system 
in SIoT. 
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