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Queueing theory employs mathematical analysis to establish effectiveness metrics. Optimization
models are then formulated using significant and efficient measures, such as data, to ascertain system
efficiency and requirements. Each queuing system represents a discrete event system problem,

and simulating these systems aids in addressing challenges and conducting practical performance
analysis. Blockchain offers various benefits, including redistribution, accessibility, durability, reliability,
constancy, anonymity, auditability, and data security. Its applications span across cryptocurrencies,
financial services, reputation management, the ‘Internet of Things’, the sharing economy, and social
and community services. Notably, foundational theory is increasingly pertinent in the blockchain field.
For instance, performance analysis and optimization of blockchain systems rely on mathematical
models like Markov processes and queueing theory. In smart healthcare, blockchain technology
enhances disease diagnosis, patient care, and overall quality of life. Due to the substantial patient data
stored on blockchain in smart healthcare architectures, queueing models are indispensable for efficient
data processing. This paper leverages Markov chains to establish queueing theory for blockchain
systems and assess the performance of smart healthcare architecture. A "Markovian-batch-service"
queueing framework is devised for this purpose, modeling input and processing parameters essential
for reliable queuing network simulations.

Keywords Blockchain, Markov chain, Electronic health record, Queueing models, Smart healthcare

With an ever-growing population, it is imperative to immediately and effectively ensure the well-being of the
community. It necessitates the development of smart technologies and devices that continuously monitor a
person’s health while also dispensing timely advice and care. Electronic Medical Record is the term used to
describe how smart healthcare reports the data transmitted by smart health equipment!. Professionals in the
medical field then review this data to help with diagnosis and treatment. Both patients and hospitals can save
money and time with this ‘digital’ record-keeping and analysis®. Blockchain can allow for the protected and
controlled movement of sensitive data between patients, doctors, and other healthcare professionals. As a result,
it can improve data sharing and encourage system-to-system communication. Additionally, it illustrated a
suggested framework for how blockchain might offer a crucial foundation for healthcare organizations to allow
more precise diagnosis and treatment through potentially secure data sharing, including from remote locations.
After observing a symptom, a patient seeks medical attention. Healthcare professionals can access the blockchain
to access his medical records and learn about his recent treatment status. Doctors may order, carry out, and
analyze diagnostic tests for patients using the same blockchain platform?. The patient could potentially avoid
redundant testing, making it more cost-effective for him. The efficient processing of this enormous number
with the least amount of waiting time is necessary for blockchain to operate at its best. Thus, the creation of
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blockchain queues is required. It is necessary to build a queueing model to forecast queue lengths and waiting
times and make analytical decisions®.

The paper is organized as follows. After the brief introduction about Modelling of Queuing Systems in
"Introduction” and "Literature review" sections describes the Method for Inverse Transformation. "Markov
chain" section explores Markov Chain. "A blockchain technology" section deals with Literature Review of
Blockchain in Healthcare. "Proposed blockchain queue model description” section discusses about Proposed
Blockchain Model followed by Working Standards for Healthcare using Blockchain in "Working standards for
healthcare using blockchain technology" section. Finally, in "Results and discussions" section we discuss about
the Results and limitations to proposed work followed by conclusion and future work in "Conclusion and future
work" section.

For a system to be ordered, queueing theory is very important. The mathematical analysis of waiting times
and queue length is known as queuing theory”. In a queue, there are "customers," "objects," or "information."
When resources are scarce, queue formation is necessary. Figure 1 shows the queuing system. There are three
sections in the queue:

Arrival Process: Each user and client in the line is listed, along with the time of their arrival.
The service process explains how consumers access services and depart from the system.
Queue: The queue is filled with the actual number of users.

With the aid of simulation tools, the characteristics and behavior of each network were represented using
queueing models. It is feasible to assess the effects of each change on the system design and gain a better
understanding of the anticipated “performance” of the actual system using simulation. Markov chains” future
states depend only on their current probability, which makes them discrete state-space stochastic processes with
an intriguing property. Computer simulation describes a technique that uses a computer to dynamically display
the system’s structure and behaviors to assess, forecast, and give information for decision-making.

Single-server queue

In real life, single-server queues might be the most common form of queuing. In several situations, such as
commerce (such as a sales clerk), industry (such as a manufacturing line), and transportation, one can find
a line with a single server (such as queues). Therefore, it is quite useful to be able to simulate and analyze the
behaviour of a single server queue. The statistical distributions for "inter-arrival" intervals and “service periods”
both follow the exponential distribution since “arrivals” and “service” are both “Poisson” processes. The single
server represented by (M/M/1) has an endlessly long queue and an unlimited calling population.

Due to the mathematical nature of the exponential distribution, several fairly simple correlations can be
found for a range of performance indicators, given the “arrival rate” and “service rate”. This is advantageous
since a lot of queuing circumstances may be roughly modeled by an M/M/1 queuing model. To simulate the
behavior of a "single-server" queueing system with an “infinite” number of clients and FCFS queuing discipline,
the (M/M/1) model was developed. We'll change the "inter-arrival” and "inter-service" times to see how they
affect the other variables. Estimates will be made for all relevant performance measurements’.

Figure 2 depicts the model layout, and Fig. 3 displays the transition diagram (using Markov representation)
for “Single-Server-Queuing-Model”

Poisson-distribution
The Poisson distribution, which depicts the likelihood of all events occurring during the specified time frame, is
a probability distribution®.
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Fig. 1. Queuing system.
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Fig. 2. Single-server-queuing-model.
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Fig. 3. Transition diagram single-server-queuing-model.

Presumptions

o The sum of all occurrences of an event in the interval is m, where m=0,1,2—-
o Each thing happens on its own.

« The frequency of events occurring is constant.

o There is a little pause between each event and its counterpart.

The Poisson distribution of m variables is defined in terms of these presumptions.

Hlustration
Let’s say that an event occurs on average once.
The number of occurrences of an event in the interval (m)={0, 1, 2...}.
As a result, the likelihood that m events will occur during the specified interval is

aan

m!

(1)

P (m “interval”) = e

\: average frequency of occurrence of an event. The Euler number e is 2.71828. m: 0, 1, 2..., m!: factorial of m.

Exponential distribution
In a Poisson process, the interval of time between event occurrences has an exponential distribution.
The formula is:

P (ti) = e " )
W: average service rate (ti> =0), ti: time spent performing service, Probability of service time > ti=P(ti).

Multi-server queue
Additionally, it is known as a multi-server queue. Customers can access services from any server shown in Fig. 4.
The first server that becomes available will be given to the customers once they have waited in line!°. Customers
arrive on many server systems with a Poisson distribution and an ‘A’ arrival rate. The customer may access any of
the k systems that are arranged in parallel. The service-time is distributed ‘exponentially. Regarding ‘arrival rate’
and ‘service rate; each of the k servers is separate from the others.

In a system with multiple servers, there are two circumstances:

o There will be no queue formation (q—k) and all clients will be serviced at once if (k=q). The servers might
not do anything.

[uk = k] @)

This equation applies when there are fewer customers than servers or an equal number of customers and servers.
Each server has an individual service rate y, so with k servers in operation, the total service rate becomes pk=ky.
k=0, 1, 2,..., g=number of servers; k=number of customers.

« All of the servers are considered busy if (k> = q). There will be a maximum number of clients in line (k—q).

Scientific Reports |

(2025) 15:17248 | https://doi.org/10.1038/s41598-025-01652-5 nature portfolio


http://www.nature.com/scientificreports

www.nature.com/scientificreports/

Queue

Arrival
process Departure Process

MN
— 0 = — I

MN

Fig. 4. Multi-server-queuing-model.

[k = qu] (4)

This equation applies when the number of customers exceeds the number of available servers. Even though
more customers are waiting, the total service rate does not increase because all servers are already fully utilized.
Therefore, the service rate remains ptk = qu, where q is the number of servers.

In the "M/M/k" sequence, the "arrival' and "departure" are shown in Fig. 4. More than two servers are used
in the M/M/k system to serve customers.

Literature review

A thorough description of the blockchain network’s structure may be found in'!. Additionally, a thorough
analysis was done of each node’ self-organizing mechanisms in the blockchain backbone network. In response
to concerns about “access control” and the handling of "sensitive data,"12 developed a blockchain-based data-
sharing system. This method completely utilizes the independence and stability of the blockchain.

Identification-related technological problems and limitations can be solved by the blockchain, as'® shows.
They provided a succinct summary of the blockchain’s potential for expansion into both new and ongoing
industrial initiatives. The researchers proved that “blockchain technology” is workable for application in the
business sector after examining the “challenges” and market restrictions that it has to go beyond. According to'%,
a “batch” service-queuing system with two separate “service phases” can accurately simulate block establishment
and mining operations.

Numerous studies have also examined the use of blockchain technology in conjunction with a queuing
paradigm. In order to describe the latency encountered in Bitcoin transactions, a methodical framework
including of both machine learning and the queuing theory approach was made available'®. The architecture
created a connection between transaction delays and the intervals between each pair of block validations. A
blockchain simulation model was created!® using queuing theory. To confirm their blockchain model, they next
simulated two months’ worth of transactions using real data from “bitcoin” and "ethereum.".

A method for estimating queue waiting times was proposed by!” using only the historical log data generated
by the batch task scheduler. It is advised to use a hidden Markov model, particularly for predicting line wait times.
The steps in the list below are as follows: first, outliers are removed before using a statistics-based parametric
approach for outlier detection; second, the hidden state parameters are derived using the historical job log and
the observed queue waiting for the time sequence; and third, the predicted parameters at time (t) are used to
calculate the queue waiting interval at time t+ 1. These findings show that the proposed technique increases
prediction accuracy when compared to more well-established prediction algorithms.

A “hidden Markov” model (HMM) was presented by Neuts'® to simulate such queuing procedures in
environments with probing vehicles. The observed pattern of probe vehicles is an observation in this model,
while the length of the queue during each cycle represents a hidden state. Using an "HMM," they suggested
two different methods for estimating the queue length. They created a method for calculating the HMM quality
metrics using previous data from probing vehicles. The suggested queue length ("cycle-by-cycle") estimating
approaches outperform the currently employed methods, according to validation data.

In-depth analysis of the trends and the benefits of applying blockchain technology to the Internet of Things
and healthcare is done in'°. Moreover, it is noted that although blockchain has several benefits for the healthcare
industry, authors choose to use it mostly for data handling and medication supply chain management. By
providing patients more control over their own data, this helps to empower them and prevent the sale of fake
medications.

Through a thorough assessment of the literature, Villarreal et al.?* provides a thorough analysis of the
architectural approaches used to improve security and interoperability in blockchain-based health management
systems. Based on the results, a number of situations were found in which these methods can be used successfully.
These scenarios also included information about the settings, difficulties, and architectural considerations of
each scenario, with an emphasis on interoperability and security. Then, a high-level architectural framework
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was suggested and verified by means of an experiment that covered the whole process of developing a language
appropriate to a given domain by employing the model-driven engineering technique customized for particular
smart contracts.

A comprehensive analysis of current efforts to use blockchain-based solutions is examined in?!. This
study presents a methodical approach for classifying and evaluating various systems. The authors carefully
positioned each of the more than 40 systems and solutions in the study by defining their scope and placing
them in accordance with the previously described categories pertaining to interactions, functional components,
obstacles, and advantages.

This study focuses on analyzing blockchain-related studies in the medical field, as reported in?2. Healthcare
stakeholders have criticized the traditional approach for exchanging health record data because of its centralizing
tendencies and vulnerability to data exchange disruptions and breakdowns. Access control, data integrity,
consistency, and provenance are the main problems of distributed ledger technology that require improvement.
Ethereum and Hyperledger are the two most common blockchain frameworks and platforms used here.

A method for inverse transformation
This method is relevant only in situations where the cumulative density function can be reversed computationally.
Let’s say we want to create stochastic variates using a probability density function (pdf). Be the cumulative density
function, F(y), we observe that the region [0,1] is where F(y) is defined. To create the following straightforward
stochastic variate generator, we investigate this characteristic of the cuamulative density function®.

First, we create a random number, n, and set it to be equal to F(y). As a result, F(y) =n. Then, by inverting F,
the quantity y is determined. To put it another way, y=F — 1(n), where F-1(n) denotes the inverse transformation
of F*4,

Exponential distribution sampling
To create variables from a uniform distribution, we employ the inverse transformation technique. The exponential
distribution’s probability density function is described as follows:

f(y) = be—by,b >0,y > 0. (5)

The cumulative density function is defined in**:
y

y
F(y) = /f(t)dt = /be*btt dt=1—e" (6)

0 0

The following expressions provide the expectation and variance.
0
E(Y) = / bet"*dt dt = 1/b ?)

The following is the inverse transformation approach for producing random variables®*.

N=F(y)=((1- ™)) (8)
(1-n= ™)) ®

(y = (=1/b) log (1-n) = —E (y) log (1 —n)) (10)
(y = (=1/b) log (n)) (11)

Markov chain
“Discrete-Markov” represents a “Markov” process having parameters (“time” and “state”). Since time is an
infinite and continuous variable, any two numbers that are close neighbors can be divided indefinitely®>. The
Markov chain’s state is finite, and its time parameter is discontinuous at this time.

When one state is listed, the subsequent state has no connection to the preceding state and is only tied to the
present state?°,

Consider a "discrete-time" process such as Yi, =0, 1, 2,....] The process X’s "state-space” in this case is value.
The set X is “finite” or "countable." The set of all possible states, which includes the Markov chain, is referred to
as state space?’. The finite-dimensional distributions for the procedure are shown below:

P{Y’=mo,...... ,Y'=n}, mo,...., n€X,i>=0, (12)

A probability distribution unique to the set X, the process’s state space, and the value Yi € X, the process’s state at
the time i are used to calculate the likelihood of each event in the process?®. Therefore, if the “finite” dimensional
distributions of two random processes are the same, then their distributions are the same.

P{Y T =Y’ . Y = P { YT = Y} (13)
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For each m, n € X and i> =0, the “stochastic” method based on countable-set X and Y = {Y’: i> =0} is a “Markov”
chain.

P{Yi+1 = H|Y’L = m} - Pmn (14)

where P represents the likelihood that a Markov chain will transition from state m to state n.

oo
Py >= OZP,,W =1, n =0:1;.. (15)

i=0

(i) The state Yi+1 is independent of the preceding state at any time according to the Markov property. The
present state, or YO0,..., Yi+ 1, is necessary for the future state to exist and is independent of the prior state.

(ii) Due to the characteristics of the Markov chain, the process is time-homogeneous, meaning the time param-
eter does not affect the transition probabilities. If the transition probabilities were time-dependent func-
tions, the Markov chain for P(Yi) would no longer be time-homogeneous.

A matrix called P, contains the transition probability.

P, P
P=| P P - (16)

The transition probability matrix is the name of this procedure.

When examining the structure of stochastic processes, one of the most challenging problems is how to
describe the distribution of finite-dimensional stochastic processes?. The initial probability distribution of Y°
and the transition probability of Y! together determine the distribution of Y' in limited dimensions.

We may get the following formula by assuming that P is the “transition” —probability and beginning prob.
Markov chain Y' and that m=P, Y'=m for all m®,., m, €Xandi>=0.

{YO = Ing,.., Yl = 1’1’11} = ,Bmopmoﬂh e Pmi_lni (17)

The likelihood of the process taking i steps to move from state m to state n is known as P, . Specifically, Plij =P;
P'=PP...P (18)

The transition graph, which may be used to represent a Markov chain state transition, is depicted in Fig. 5.
Additionally, a transition probability is provided for each edge in the graph. The transition graph can be used to
teach the terms “reachable” and "connected.”

A Markov chain having six states (A, B, C, D, E, and F) is depicted in Fig. 5. Transition probabilities are shown
by the arrows connecting the states. Moving from B to E, for example, has a probability of 0.4, but moving from B
to C has a probability of 0.6. B (0.7) and E (0.6) self-loops indicate the likelihood of remaining in the same state.
The diagram, which is frequently used in stochastic processes such as queueing systems or decision models,
represents a probabilistic system in which entities change states according to the provided probabilities.

Fig. 5. Graph of Markov chain.

Scientific Reports |

(2025) 15:17248 | https://doi.org/10.1038/s41598-025-01652-5 nature portfolio


http://www.nature.com/scientificreports

www.nature.com/scientificreports/

A blockchain technology

Blockchains are decentralized electronic ledgers that often operate independently of a bank, corporation, or
government and are very safe, impervious to manipulation, and decentralized. A group of users can enter
transactions into a shared ledger that is unchangeable once it is entered, as long as the blockchain network
remains operational®’. 2008 saw the development of contemporary "crypto-currencies" through the fusion of
many computing and technology concepts, including the blockchain idea. These digital currencies are secured
by cryptographic techniques rather than by a centralized database or authority.

This technology became well-known in 2009 with the launch of the Bitcoin network, the first of several
modern cryptocurrencies. The transfer of digital data, which functions as electronic money, takes place in a
distributed system similar to Bitcoin and other similar systems. Because this transfer is openly documented on
the Bitcoin blockchain, anyone connected to the network can independently verify the transaction’s legality®.
Information can be digitally signed by users with Bitcoin, transferring ownership to another user. The Bitcoin
blockchain is independently managed and updated by a distributed group of individuals. Because of cryptographic
procedures, the blockchain is immune to later attempts to change the ledger (changing blocks or fabricating
transactions). “Bitcoin” and “Ethereum” are the only two cryptocurrency platforms made possible by blockchain
technology. For this reason, blockchain technology is often associated with Bitcoin or even companies that deal
with cryptocurrencies in general®’.

There are more uses for “technology” than merely the fields in which it is now being researched. On the other
hand, a simple description of each part can help one grasp the more complex overall system. A decentralized
digital record with cryptographically signed blocks of transactions is what is commonly referred to as a
blockchain. Each block is cryptographically linked to the previous one after validation and a consensus decision,
making tampering evident. Tamper resistance arises from the difficulty of altering older blocks while new ones
are constructed. The ledger is replicated across the network, and predetermined standards automatically resolve
inconsistencies.

A basic blockchain paradigm is shown in Fig. 6, where each block has block data and a block header. The
hash of the data in the current block, a timestamp, a nonce, and the hash of the preceding block are all included
in the block header. These hashes are used to consecutively link blocks, guaranteeing data security and integrity
over time.

Need of blockchain in healthcare

The field of healthcare is advancing at a very quick speed. There is currently a rising need for first-rate medical
facilities that use state-of-the-art technology. Blockchain has the potential to completely transform the healthcare
industry. Additionally, a patient-centric approach is becoming more prevalent in the healthcare industry, with a
focus on two essential components: always having access to the right healthcare resources and easily accessible
services. Healthcare firms may now provide the best possible patient care and facilities thanks to blockchain
technology. The exchange of health information is another time-consuming and repetitive activity in the
healthcare sector that adds significantly to business costs. By using blockchain technology, this problem can be
quickly resolved®2.

Through the use of blockchain technology, people can participate actively in health research projects.
Furthermore, better research and data sharing on public health would enhance healthcare for different
populations. Traditionally, the whole healthcare system and its affiliated institutions have been governed by
a single, centralized database. Up until now, data security, data sharing, and interoperability in population
health management have been the most urgent problems. Blockchain solves this particular problem well. When
used correctly, this technology offers real-time updates and access while improving security, data interchange,
interoperability, and data integrity. Furthermore, data protection is a major problem, especially with regard to
wearable technology and personalized treatment?.

Safety concerns arise because patients and healthcare providers need a safe and convenient way to
capture, transmit, and consult data over networks. Thus, these problems are addressed by the application of
blockchain technology®. Blockchain guarantees total transparency throughout the prescription process, from
manufacturing to drug availability in pharmacies. In order to efficiently schedule procurements and avoid
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disruptions and shortages in clinics, pharmacies, and other healthcare institutions for specific pharmaceuticals,
IoT and blockchain can be used to monitor traffic, shipping routes, and speed®. Adoption of blockchain-based
digital systems guarantees that logistics data is unchangeable, fostering confidence and prohibiting diverse drug
procurement parties from altering records, payments, and medications without authorization. By removing
obstacles to multi-level authentication, this system can improve patient outcomes while remaining cost-
effective®®.

Blockchain’s ability to maintain an immutable, decentralized, and transparent record of all patient data makes
it well-suited for security applications. Moreover, while blockchain is publicly visible, it also offers privacy by
concealing individuals’ identities behind intricate and secure algorithms, safeguarding the confidentiality of
medical data®”. Thanks to its decentralized structure, patients, physicians, and healthcare providers can rapidly
and securely share the same information.

Security challenges in blockchain for healthcare

Blockchain technology has a lot to offer the healthcare industry in terms of data quality, transparency, and
effective medical record administration. Nevertheless, a number of security issues still exist, endangering its
uptake and dependability. With the backing of recent research, this essay examines these issues and offers
solutions.

Sybil attacks

In order to disrupt the network, malicious actors generate many false identities. Because identity authentication
is frequently less stringent in permissionless blockchains, this kind of attack poses a serious risk. For instance,
Sybil attacks have the ability to skew consensus processes, which hinders decision-making and undermines
network confidence.

51% attack
When a malicious entity gains control of more than half of a blockchain network’s processing capacity, they can
alter transaction histories and prevent new blocks from being added.

Because of their lower computational limits, research indicates that smaller blockchain networks are
especially susceptible to this attack™.

Smart contract vulnerabilities

It is possible to take advantage of smart contract shortcomings which could result in financial losses or illegal
access to data. As highlighted in®’, there is a chance that improperly inspected smart contracts could reveal
private patient information, especially in healthcare institutions.

Data breach and privacy issues

Despite the immutability of data provided by blockchain, patient privacy may be jeopardized if metadata is
exposed or if off-chain storage is vulnerable. According to studies, the danger of data breaches is greatly increased
when insufficient encryption or reliance on unsafe cloud storage is used*’.

Man-in-the-middle (MITM) attacks

Unprotected lines of communication between blockchain nodes and healthcare IoT devices may lead to data
tampering. MITM attacks have the ability to introduce fabricated medical data into the system, which could
result in inaccurate and perhaps hazardous treatments?!.

Mitigation strategies for healthcare blockchain

Identity management

To counter Sybil attacks, make sure that Decentralized Identifiers (DIDs) have strong identity verification
procedures in place®?. Multi-signature authentication improves security by ensuring that only authorized parties
are able to complete transactions.

Consensus mechanism

The Byzantine Fault Tolerance (BFT) boosts defenses against 51% of attacks, particularly in consortium and
private blockchains®’. Equitable Allocation of Resources: Put laws into place to restrict mining concentration
and lessen the dangers of computing power monopolies.

Secure smart contracts

The formal Verification prior to deployment, find and fix smart contract flaws using mathematical analysis.
Regular Audits should be done to make sure that defined security criteria are being followed, conduct ongoing
security audits®.

Privacy and data encryption

Secure data processing is made possible by homomorphic encryption and zero-knowledge proofs, which
preserve secrecy and privacy. Sensitive patient data is encrypted and safeguarded off-chain in hybrid storage,
which only stores metadata on-chain®’.

Protecting communication channels
End-to-end encryption (E2EE) secures and maintains the secrecy of data transferred between devices and
blockchain nodes. Blockchain-Based Communication Protocols provide safe and compatible frameworks for
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the Internet of Things in healthcare, improving the security of communications*!. Although blockchain usage in
healthcare has enormous potential, its inherent security issues must be resolved. Strong identity management,
cutting-edge encryption methods, safe consensus processes, and careful observation can all help to reduce risks
and maintain confidence. To create a safe and effective blockchain-based healthcare environment, ongoing
research and development will be essential.

Constant network monitoring using AI and ML techniques
Use AT and ML techniques to identify possible threats and anomalous patterns. Implementing real-time alert
systems will allow for prompt reactions to security threats that have been recognized*2.

Proposed blockchain queue model description

In this section, we have devised a blockchain queuing system in conjunction with a Markov process. A queueing
model is imperative for all stages of a smart healthcare system. To effectively utilize this feature, it is essential to
incorporate the appropriate queueing models. Assuming the blockchain system functions as intended, we can
conceptualize the system as a blockchain queue. Figure 8 demonstrates the proposed blockchain queue model
with a Markov chain. In healthcare, users (doctors, patients) send medical data following a "Markovian-arrival
process" (MkAP) while entering the blockchain_system, which encompasses the steps of “block_generation” and
“blockchain_building”. In this part, we define six stages: Defining roles and permissions, the "Markovian arrival
process"”, the “block_generation process”, blockchain logging, the "blockchain _building process and smart
contracts." Additionally, we introduce an intriguing blockchain queue based on real blockchain history.

Roles and permissions

In order to establish a safe and effective blockchain queuing system for the healthcare industry, responsibilities
and permissions must be established first. The following describes the roles and the permissions that go with
them:

Patient
They have the ability to access their own billing information and medical reports. A user’s login and password
are used to verify access.

Doctor
Doctors are able to see and edit patient details.To protect data privacy and stop unwanted modifications,
administrative access has been restricted.

Administrator
The administrator possesses extensive permissions to oversee all documents. Maintaining overall system health,
ensuring regulatory compliance, and supervising system operations are among the responsibilities.

Markovian-arrival-process (MkAP)

The blockchain receives transactions using a "Markovian-arrival process." A continuous-time Markov process
of the "GI/M/1 type" is established in a section on Markov processes of that type. It uses a geometric solution to
express the stationary-probability-vector and specifies a sufficient stability condition for the blockchain.

An Markov process of G1/M1/Type
For the blockchain queuing system depicted in Fig. 7!!, we establish a continuous-time “Markov” process
[GI/M/1] type in this section. The stationary probability-vector for this system and a stable condition for the
system are then produced using the (matrix-geometric) solution®*.

“X (t)” and “Y (t)” represent, respectively, the block and queue transaction counts at time t. The queuing
system at a time [t] may then be considered to be (X (t), Y (t)). Note that for various situations of (“X (t)”, “Y
(t)”),X=[0, 1,...,b]and Y=[0, 1, 2,...]
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Fig. 7. Markov process to its states.
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I(t) shall equal X (t) and Y (t). Consequently, (‘T (t): “(t> =0)) is ‘continuous-time” {{GI/M/1’} on the state-space.
The Fig. 7 depicts Markov process ‘I (t)’: (t> =0) state transition relation; as a result, its “infinitesimal” generator

is provided by
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In this part, we'll discuss the mean drift approach’s application to the system stability requirement.
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Indisputable irreducibility, aperiodicity, and positive recurrence characterise the Markov process A with finite
states®. In this instance, its stationary probability vector is denoted by the notation A= (A, A ..., A,). A=0and
e=1 are the only solutions to the linear equations, “column vector” is e. It is easy to confirm that

nl 12

A=———,0,...,0, 24
nl +n2 nl+n2 (24)

The Markov process P is positive continuous under the following theorem’s necessary and sufficient conditions.

Block generation process

When data flows reach the block generation phase, they enter a queuing system. The system employs a first-
come, first-served queuing criterion to select data. Recently generated blocks are linked to create a blockchain,
and a new block is generated during this phase using a cryptographic hash algorithm.

Blockchain logging

The blockchain component uses the following characteristics to guarantee reliable data monitoring and auditing:

Data access logs
A blockchain ledger records every instance of data access. Logs contain the timestamp, the type of access, and
the identity of the person who accessed the data.

Immutability
Because of the intrinsic immutability of blockchain technology, access records cannot be changed, resulting in a
trustworthy and impenetrable audit trail that guarantees total accountability and transparency.
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Blockchain building process

In addition to a list of transactions, a block also contains metadata such as timestamps for previous and most
recent blocks and a nonce field. Considering the historical context of the blockchain, it becomes evident that
the two phases (block generation and blockchain development) can be easily understood. The time required at
this stage depends on network consensus and the network delay present during the consensus process, as the
freshly created blockchain also employs its consensus method. The term “blockchain time” here refers to the
time needed to construct a blockchain.

Using this method, we can calculate the “mean” wait time, mean idle time, delay, throughput, and channel
utilization for all data streams within a blockchain. Figure 8 represents the blockchain system consisting of
six phases: (Roles and Permissions), ("Markovian-arrival-process” MkAP), (Blockchain generation process),
(Blockchain Logging), (Blockchain building process) and (Smart Contracts).

Annotation 1: A non-Poisson form of transaction receiving is possible with the blockchain system (for
example, a "Markov arrival process," a "renewal process," or a non-homogeneous “Poisson process”). Service
wait times might not always shorten, though. The study of blockchain queues with "renewal arrival techniques"
or with "generic service time" distribution is still an interesting open question in the field of research.

Anmnotation 2: The maximum block size, “blockchain” security, and other factors are crucial in the blockchain
system. We may employ “decision models” and “game queueing” models based on certain of them in the research
of blockchain systems. It will be important and useful to advance blockchain technology in several prospective
applications, so it is important to analyze these fundamental components.

Smart contracts
Smart contracts add automation to the system to improve accuracy and efficiency:

Automated tasks
Transaction approvals These require no human involvement and validate eligibility (such as insurance cover-
age).
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Fig. 8. A blockchain queuing system using Marckov chain.
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Invoice generation This feature computes charges using preset pricing models and automatically creates in-
voices based on treatment data.

Trigger mechanisms
Certain operations, such processing payments upon patient approval or validating and submitting insurance
claims, can be started by smart contracts.

Medical data is entered into the system by a user, such as a patient or healthcare professional in Fig. 8.
This information may consist of insurance claims, billing details, or patient medical records. A probabilistic
approach called the Markovian Arrival handle (MkAP), which optimizes block generation and scheduling, is
used to handle data from the queue. The data is grouped into a block by the system in order to be added to the
blockchain. Every block contains the Transaction Number, Nonce: A distinct value used in block validation
Date and time of creation: The precise moment the block was made A cryptographic connection to the previous
block in the chain is known as the hash of the previous block. The integrity of the blockchain is ensured in the
suggested model by including a hash of the preceding block in every block. If a hash mismatch for all blocks
after a single block is altered then it renders the chain invalid. Data tampering is prevented and immutability is
guaranteed by this approach. It is computationally prohibitive for an attacker to try to change data in a single
block because they would have to change all following blocks. A nonce—a number that is used only once—is also
included in every block to aid with mining and validation procedures like Proof of Work (PoW). The probability
of fraudulent block production is decreased by the substantial computational difficulty introduced by the nonce.
This function reduces the possibility of Sybil attacks by making sure that adding a new block efficiently uses a
significant amount of processing power preventing malicious actors.

Adding a timestamp to every block improves security by accurately documenting the addition of data to
the blockchain. By verifying the sequence and timestamp of every block, this method aids in the detection
and prevention of replay attacks. User medical records and other incoming data go through a queue before
being processed and published to the blockchain. This queuing method lowers the possibility of data injection
attacks by acting as a buffer to confirm and authenticate the integrity of the input. To keep transaction patterns
unexpected, the stochastic arrival of data and transactions is modeled using the Markovian Arrival Process
(MKAP). MKAP defends against timing attacks and improves system security by blocking recognizable patterns.
Lastly, because the blockchain is decentralized and replicates across several nodes, it safeguards against single
points of failure.

The blockchain ledger, a decentralized and unchangeable record, is updated with the freshly formed block.
An unbreakable data chain is created by securely connecting each block to the one before it using cryptographic
hashes. Critical tasks are automated using smart contracts, including Transaction Approval and invoice
generation. By eliminating the need for manual intervention, these procedures improve reliability as well as
effectiveness. The cornerstone of the blockchain is a Genesis Block. The chain is expanded by adding subsequent
blocks, such Blocks 1 and Z. Cryptographic hashes are used to link each block, guaranteeing security and
continuity. Admin oversees the system, controls users, and makes sure rules are followed.

This design ensures high availability and strong security by making the system resistant to Distributed Denial
of Service (DDoS) attacks and individual node breaches.

Working standards for healthcare using blockchain technology

Every time a patient visits a physician for a checkup, there’s a chance that, following a diagnosis, the physician
will advise the patient to undergo some useless testing. Additionally, a patient may be willing to switch doctors
and wish to begin treatment with any other physician. All reports, lab results, and medications with appropriate
invoices must be kept on file on the blockchain in the event that a patient or doctor needs to know how much a
patient spent on a specific treatment, as shown in Fig. 9.

No person may change medication charges or treatment invoices without the patient’s consent, even when
all records are maintained on the block chain. If a patient has a variety of tests or medications during their
treatment, the billing or record-keeping for each report and meeting needs to be updated on the block chain. In
order to update the records following the surveillance review, in the event that medicines and lab tests generate
substantial expenditures for the treatment. If all of the patient’s activities are recorded inside the block chain, it
will be unable to make any more modifications to the bill once it has been created and added. Two separate cases
were covered in the text below.

Case 1: Patient report tracing from the system

Let us envision an example where a number of patients obtain blockchain-based assistance with their medical
records. Reports are automatically created, logged, and arranged appropriately. Three components make up every
block on the blockchain: data, a distinct hash, and the hash of the block before it. Depending on its intended
use, several types of data are stored on blockchains. For example, the unique hash functions as a fingerprint to
identify a block and its contents in a patient record blockchain that holds patient information. A block’s hash is
produced at creation and is updated whenever its content changes. In Fig. 10, a transaction block is shown to
demonstrate this. Hence, in order to identify any alterations, the block hashes are essential.

To demonstrate this within the healthcare industry, let’s look at a set of three blocks, as shown in Fig. 11. The
entity name, block hash, and hash of the previous block make up each block. Every relevant piece of information
is documented on the blockchain whenever a patient sees a physician. The block’s hash will change if this data
or report counts change. Block 3 and any subsequent blocks will become invalid as a result of the block’s hash
changing since they will no longer be able to refer to a valid prior hash. Because changing one block changes all
the others, it is necessary for an attacker to change each block in the chain in order to successfully tamper with
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Fig. 9. Healthcare using blockchain.
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Fig. 11. Blockchain creation in healthcare.

the blockchain. This means that unless these differences are found, it is almost hard for a tampered block to be
approved by others.

Case 2: Securing patient invoices distributed within a medical facility

While transferring the patient invoices, there can be another instance. There could be compromised data if
malicious activity modifies the patient billing. Any reputable third-party authority is usually used to carry out
this process. Nevertheless, there are additional costs associated with this process. However, all of these problems
can be easily handled with blockchain solutions. Blockchain safeguards patient bills against fraudulent activity
and is faster. Blockchain will add a block from the first chain using the Markovian method once the bill is ready.
The user will add a new block with its new hash and old hash to the chain in the following phase, which will mark
the conclusion of the final block chain as provided.

Results and discussions

Initially, a Matlab simulator was used to verify the security of the proposed blockchain-based framework before
giving the simulation tests. As previously stated, an analysis of the suggested framework’s internal operation
has been done in this study. While ensuring the security of both the network and the application at the same
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Type Parameter Value
Windows 10 Operating system (64-bit)
Intel i7, 4.8 GHz

System Settings | Processor

Memory 32GB

No of nodes 250

Area 400 x 400
Proposed Model | Data size 128 Bytes

Simulation time | 60 s
Physical layer PHY 802.11

Table 1. MatLab Simulation parameters.

Cases Arrival rate | Service rate | Mean waiting time | Mean idle time
“CASE-1” | 0.9 0.6 310 0.0025
“CASE-2” | 0.9 0.4 650 0.005
“CASE-3” | 0.7 0.6 110 0.008
“CASE-4” | 0.5 0.6 11 0.33

“CASE-5” | 0.1 0.6 0.28 9

Table 2. Single server queue performance evaluation.

time is a difficult problem, we have presented a trusted security architecture that guarantees both high levels of
trust between nodes and the provision of legitimate network services to users. A 400 m x 400 m network area is
established, and 250 nodes are installed, as shown in Table 1. Moreover, 802.11 is the MAC layer protocol in use.

The system’s behavior throughout the model’s implementation phase is measured or estimated using the
performance evaluation procedure. Each constructed or generated reliable model is useful for predicting
performance during the stages of planning, designing, or operation. Performance modeling is the process of
simulating a system with a model and then manipulating the model to learn more about the behavior and
performance of the real world. Correct and trustworthy measurements are the most crucial and essential
technique for performance evaluation. It is frequently utilized to ensure that the proposed model does not
deviate from the performance tolerances and conforms to the planned requirements.

To apply and validate the models and acquire parametric values for the results, measurements are used in
analytical and simulation modeling. In our work, we use the blockchain-based queuing model with the Markov
Chain. The arrival procedure adheres to the Poisson distribution. An exponential distribution is used to describe
the service time. Throughput, delay, and channel utilization are the three components of data transmission that
are modeled here. Additionally, we determined the system’s average waiting time and average idle time.

Performance measures
Several performance measures are taken to illustrate the effectiveness of the aforesaid blockchain-based queueing
healthcare system using Markov process. It is listed as follows:-

Arrival-rate (1)
What controls how "users/customers” enter a queue is their "arrival rate." Customers might arrive at various
times in both groups and alone.

Service-rate (1)

The Service Rate determines the resources required to begin the service as well as how long it will take to
complete. The quantity of resources available and whether servers are set up in parallel or in series are also taken
into account when determining the service rate.

Mean-waiting-time
The waiting time is the length of time customers must wait in line before obtaining services (W).

Mean idle time
In queuing systems, idle time occurs whenever a server is not providing clients with a service. A server that is in
this status is known as a free server. A free server is typically thought to be ready and prepared to begin providing
service anytime a demand arrives.
Single server queue
Table 2 depicts the several Cases and parameters to be used for Single-Server-Queue Performance Evaluation.
Case 1: Arrival rate (\) =0.9 Service rate (1) =0.6
See Fig. 12
Case 2: Arrival rate (\) =0.9 Service rate (u)=0.4
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Fig. 12. Arrival distribution, service distribution, mean waiting time and mean idle time for case 1.
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Fig. 14. Arrival distribution, service distribution, mean waiting time and mean idle time for case 3.

See Fig. 13

Case 3: Arrival rate (\) =0.7 Service rate (1) =0.6

See Fig. 14

Case 4: Arrival rate (\) =0.5 Service rate (u) =0.6

See Fig. 15

Case 5: Arrival rate (\) =0.1 Service rate () =0.6

See Fig. 16

Figures 12,13, 14, 15, 16 shows the various parameters used for Single-Server-Queue performance evaluation.
The different cases ranging from 1 to 5 were taken which tests the single server queue on different arrival rates

and service rates, thereby calculating their Mean Waiting Time and Mean Idle Time.

Since A >y, the server in Fig. 12 has a high workload, resulting in long mean waiting times (310 units) and
little idle time (0.0025 units). This situation shows a strained blockchain node processing a large number of
transaction requests, which could lead to congestion and transaction delays.

Figure 13 shows that the system becomes overloaded when the service rate is further decreased. Idle time is
almost negligible (0.005 units), and the mean waiting time peaks at 650 units. Processing issues may result from

this crucial blockchain node being overloaded with transaction intakes.
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Figure 14 shows how the workload is balanced when the arrival rate gets closer to the service rate. The
average waiting time decreases to 110 units, while idle time marginally rises to 0.008 units. This is an example of
an ideal blockchain node that efficiently handles modest transaction loads.

In Fig. 15, waiting time decreases considerably (by 11 units) and idle time rises to 0.33 units when the service
rate exceeds the arrival rate. This situation demonstrates a blockchain node that is moderately loaded and has
enough capacity to process incoming transactions.

Figure 16 illustrates how a low arrival rate leads to significant idle time (9 units) and very little waiting time
(0.28 units). This situation reflects an underutilized blockchain node that is frequently dormant and awaiting
transaction information.

Case I: Service Rate (u) =0.6, Arrival Rate (A)=0.9

A single-server queue with a higher arrival rate than service rate is examined in Fig. 12. Given that the server
is slower than the incoming rate, there may be longer wait times. The server will operate almost continuously
with few idle periods as a result of the increasing load.

Case 2: Service Rate (u) =0.4, Arrival Rate (A)=0.9

Figure 13 illustrates how the server becomes overloaded with inbound requests due to the reduced service
rate. The mean waiting time will rise dramatically as the server tries to keep up, with an even worse service rate
than in Case 1. Idle time is almost nonexistent because the server is always being used by queries. Cases 1 and
2 illustrate how high arrival rates that exceed service rates result in longer wait times and shorter idle periods,
imitating the situations where transaction backlogs arise as seen in Figs. 12 and 13.

Case 3: Arrival Rate (A\) =0.7, Service Rate (1) =0.6

As seen in Fig. 14, the arrival rate is now approaching the service rate, which eases the server’s workload. As
a result of the system’s improved ability to balance incoming workloads and processing capacity, waiting times
are shorter than in Case 1. Anticipate a little bit extra idle time as there may not always be a request waiting on
the server. Because Case 3 shows arrival rates close to service rates, performance is balanced and appropriate for
the average blockchain transaction loads in Fig. 14.

Case 4: Arrival Rate (A\) =0.5, Service Rate (1) =0.6

The server will spend more time idle as Fig. 15 illustrates that the service rate is higher than the arrival rate.
Because fewer requests are received and duties are completed swiftly, waiting periods are reduced. Because the
server is frequently waiting for requests, idle time grows.

Case 5: Arrival Rate (\) =0.1, Service Rate (i) =0.6

Figure 16 illustrates how a system where the server is primarily idle is created by a very low arrival rate
and a greater service rate. There is very little waiting time because arrivals are rare. There will be long stretches
of inactivity on the server. Figures 15, 16, and Case 4,5 illustrate how underutilized nodes in the blockchain
network are indicated by reduced arrival rates relative to service rates, high idle times, and little delays.

Multi-server queue
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Arrival rate | Service rate for servers | Mean waiting time | Mean idle time
0.9 ul=0.9 7 0.05

0.9 u2=0.8 14 0.06

0.9 u3=0.6 10 0.07

0.9 u4=0.4 23 0.9

Table 3. Multi server queue performance evaluation.
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Fig. 17. Arrival distribution, service rate, mean waiting time and mean idle time for four servers.

Table 3 depicts the parameters to be used for Multi-Server-Queue Performance Evaluation.

Figure 17 shows the various parameters used for Multi-Server-Queue performance evaluation. Multi-Server
Queue was evaluated on different service rates, thereby calculating their Mean Waiting Time and Mean Idle
Time.

This Fig. 17 evaluates the performance of a multi-server queue under different service rates. Arrival Rate
(A\)=0.9 for all servers, with service rates varying from ul=0.9 to p4=0.4. The waiting time increases as the
service rate of the servers decreases, with the slowest server having the highest waiting time. Idle times vary
inversely with the service rate, where faster servers are less idle, and slower ones have more idle periods.
When servers are set up properly, multi-server configurations can improve speed in a blockchain network by
distributing workload. This is seen in Fig. 17.

Parameters used for performance evaluation

Here are a few fundamental performance metrics for the proposed model in comparison to the existing
approaches. The proposed model undergoes evaluation by considering several performance criteria in contrast
to the existing methods. The experimental assessment of both the proposed and existing approaches has been
carried out effectively, yielding numerous outcomes across various parameters.

Delay
Network delays include sending delays, transmission delays, processing delays, and queue delays.

[Delay = T'send + T'txn + Tprocessing + Tqueue] (25)
where Tprocessing denotes the processing delay and Tsend the ‘block-sending-delay'. The transmission delay
Ttxn is the time it takes a block to reach the next-node; Tqueue is the data flow’s *queuing-waiting-delay".

In Fig. 18, the focus is on comparing the queuing and processing delays between two models in the context
of a Blockchain Queuing System Using Markov Chain for Smart Healthcare. The transmission and propagation
delays are considered constant across both models. The primary difference arises in how the data is queued
and processed within the two frameworks: The existing blockchain-based electronic healthcare paradigm shows

Scientific Reports |

(2025) 15:17248

| https://doi.org/10.1038/s41598-025-01652-5 nature portfolio


http://www.nature.com/scientificreports

www.nature.com/scientificreports/

Delay (msec)
p
0
[e]

2. 3 4 5 6
Runtime (min)

=@ Existing Blockchain-based electronic healthcare
Proposed Blockchain Queue Model with Markov Chain

Fig. 18. Comparison of delay through MM1 and MMk queuing model.

better performance (lower delay) when the system’s runtime is less than one minute*®. The proposed blockchain
queuing model with Markov Chain excels as runtime and throughput increase due to the integration of Markov
Chain theory.

The Markov Chain improves the queuing mechanism by optimizing the data flow within the blockchain
network. This enhancement leads to reduced queuing delay compared to the existing system. As the processing
capacity of the system increases with runtime and throughput, the proposed model processes data more
efficiently than the traditional model. The proposed model ensures that delays are minimized over time. The
blockchain system achieves higher throughput and faster data processing, which is crucial for real-time healthcare
applications where timely data transmission and processing are critical. The graph likely demonstrates that the
proposed blockchain queuing system with Markov Chain outperforms the existing system in terms of delay
reduction, particularly in scenarios with higher operating times and data throughput. This performance gain
makes it highly suitable for smart healthcare systems that require efficient and rapid data handling.

Throughput
Throughput measures how well a system can handle problems, requests, and transactions in a certain amount
of time. It also serves as a key indicator for concurrency in the system. To describe it in this context, we use TPS
(transactions per second).

The following is the formula:

T
TsecAT - % (26)

T is the amount of time between when the transaction was issued and when the block was confirmed, “TSum”
(AT) is the total number of transactions that were included in the block. The FCFS queuing paradigm operates
under the principle of "come first, be served first," hence managing data flow based on priority is not required.
Markov theory is used in the proposed queuing model, which over time increases queuing efficiency and reduces
data flow wait times*’. As a result, the model’s throughput can be increased.

In Fig. 19, throughput (measured in transactions per second, TPS) is analyzed for a Blockchain Queuing
System Using Markov Chain in the context of smart healthcare. The comparison highlights the efficiency of the
proposed model under varying loads. The proposed Markov Chain-based queuing model demonstrates higher
throughput compared to the existing blockchain system. As transaction loads increase, the efficiency of the
proposed system improves, showcasing its ability to process more transactions per second without significant
delays.

The MMk queuing model is integral to the proposed system. It distributes the workload across multiple
servers within a multi-node blockchain network. This distribution reduces bottlenecks, ensuring that higher
transaction volumes are handled efficiently. The proposed system’s architecture, powered by Markov Chain
theory and the MMk model, supports scalability by effectively managing increased transaction loads. The multi-
node blockchain network leverages parallel processing, allowing the system to maintain a high throughput even
during peak demands, which is critical for real-time smart healthcare applications.

The Markov Chain model optimizes the queuing and processing mechanisms, ensuring transactions are
completed quickly and efficiently. Compared to the existing model, the proposed system demonstrates a superior
ability to scale and adapt, making it suitable for handling the complex and high-volume data requirements of
smart healthcare systems.

The graph likely illustrates that the proposed Markov Chain-based blockchain system achieves significantly
higher throughput than the traditional model, particularly under increasing transaction loads. This improvement
demonstrates the system’s potential to enhance the efficiency of smart healthcare applications by supporting
real-time, high-volume transaction processing in a scalable and reliable manner.

Channel utilization
When a channel is sending data, channel utilization is the ratio between time Tjob to the total time T,pie
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Tjob

channel =
K Tau

(27)

In Fig. 20 channel utilization is analyzed, focusing on the efficiency of resource use in a Blockchain Queuing
System Using Markov Chain for smart healthcare applications. The proposed blockchain queuing model with
Markov Chain achieves a higher channel utilization rate (over 80%) compared to the existing blockchain
model, which has a channel utilization of only 55%. This significant improvement highlights the ability of the
proposed system to utilize available bandwidth and resources more effectively?”. The MMk model optimizes the
distribution of tasks among multiple servers, reducing idle time and improving resource allocation.

By minimizing inefficiencies, the proposed model ensures that the blockchain nodes operate closer to their
full capacity, leading to higher throughput and reduced data wait times. Higher channel utilization reflects
better system performance, meaning more data can be processed in less time. Improved resource utilization
directly reduces the delays in data processing and queuing. The system satisfies the demanding performance
requirements of smart healthcare applications, where timely data processing is critical.

Higher channel utilization ensures that critical healthcare data, such as patient records and real-time health
monitoring data, is processed with minimal delays. The proposed model demonstrates its scalability and
reliability in handling the complex and high-volume transactions typical of smart healthcare systems. Figure 20
illustrates how the proposed blockchain queuing model with Markov Chain significantly improves channel
utilization compared to the existing model. By leveraging the MMk queuing system and optimizing resource
allocation, the proposed model achieves over 80% channel utilization, reflecting lower idle capacity, higher node
efficiency, and overall better performance for smart healthcare blockchain applications.
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Fig. 21. Scalability comparison of performance metrics—latency, throughput, and success rate across varying
load conditions.

Evaluating scalability across varying load conditions and network sizes

We have used a simulation technique to assess the scalability of the proposed architecture, which includes
developing various scenarios with differing number of transactions (i.e., requests for patient data) and growing
the network to include additional clinics, hospitals, and patients. Measured metrics include load balancing
across nodes, throughput, transaction latency and success rate.

Latency = Transmission Time + Propagation Time + Processing Time + Queuing Delay (28)

The resulting graph illustrates how three important performance metrics—latency, throughput, and success
rate—are affected by network growth. Every statistic is examined as the overall number of nodes (patients,
clinics, and hospitals) rises, offering information about the system’s scalability and effectiveness.

Figure 21 shows that latency increases as the number of nodes in the network increases because more
transactions are created as the network grows, lengthening queues and lengthening waiting periods. Higher
workloads cause the processing time at each node to increase and the communication overhead across dispersed
nodes (patients, clinics, and hospitals) to expand.

As the number of nodes increases, throughput slightly declines. Resource contention results from the system
having to manage a greater number of transactions and coordinate across dispersed components when there are
more nodes.

As the network expands, the transaction success rate somewhat drops. Failures may result from overloaded
nodes’ inability to complete certain transactions within reasonable time frames.

To overcome this problem we have used load balancing in scalability of proposed model using H_FAC
(Hybrid Firefly and Cuckoo Search Technique)*®.

The Fig. 21 compares the performance metrics—latency, throughput, and success rate—as the network
expands with and without load balancing. In a healthcare network, these metrics show how a distributed system
manages growing numbers of nodes (patients, clinics, and hospitals). Latency rises with the number of nodes
because more transactions lead the system to become more congested. Overloading each node results in delay in
processing and response times. The implementation of load balancing results in an equal distribution of the load
among the nodes. This lowers latency by reducing congestion. Because resources are employed more effectively
and response times are faster in the load-balanced scenario, the latency is continuously decreased.

As the network grows, the latency with load balancing improves by 20%, demonstrating how well load
distribution works to cut down on delays. Distributing queries among several nodes lowers latency and avoids
bottleneck-induced delays.

The throughput of the network is excellent at first, but it steadily drops as additional nodes are added. This is
because unequal load distribution reduces system efficiency, giving certain nodes bottlenecks and underutilizing
others. Even when there are more nodes in the system, load balancing allows it to process more transactions per
second. This is so that no node is overloaded and the system as a whole can process more transactions. This is
made possible by the traffic being dispersed evenly.
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Implementing load balancing improves system efficiency by increasing throughput by 10%, enabling the
system to process more transactions per second. The system can manage more transactions by effectively
utilizing all of its resources, which results in an increase in throughput.

Because more nodes and traffic result in more failures (such as timeouts or overloaded servers), the success
rate decreases as the system grows. Dropped or unsuccessful transactions may result from inability of node to
manage the traffic. By distributing the load uniformly, load balancing reduces overloads and failures. As a result,
a greater proportion of transactions are successfully completed as the system grows, increasing the success rate
by 2%.

As the network expands, load balancing lowers the chance of unsuccessful transactions by increasing the
success rate. As the load is better managed, the chance of transaction failures decreases and the success rate
increases.

The graph in Fig. 21 illustrate how congestion and overloads can cause the system’s performance to deteriorate
as the number of nodes (patients, clinics, and hospitals) increases. Nonetheless, load balancing enhances every
important metric.

Limitations of current research

One of the key limitations of the proposed framework is its scalability. Although the design aims to establish
a high level of trust among nodes, the challenges associated with scaling block chain networks cannot be
overlooked. The study did not thoroughly investigate how the framework performs under conditions of increased
demand or within larger network configurations. Additionally, the performance evaluation did not take into
account temporal dynamics—specifically, the fluctuations in network conditions that may occur over time. Such
variations can be considered highlighting the necessity for a more comprehensive analysis that considers these
evolving factors.

Conclusion and future work

In the pursuit of delivering timely and efficient healthcare services, healthcare professionals engage in the
continuous collection, documentation, and assessment of extensive patient data. To streamline decision-
making processes, our research adopts the blockchain queue model. In this research, we employ a Markov
chain to establish a queueing theory specifically tailored to blockchain systems. We thoroughly evaluate various
performance indicators within the healthcare system, supporting the assertion that our model has the potential
to facilitate the creation of an effective smart healthcare system. Within the context of the "multi-service" and
"multi-channel model" integrated with blockchain, queuing theory plays a pivotal role. Notably, we focus on
metrics such as the average waiting time and average idle time. In our performance assessment, we employ
metrics including throughput, delay, and channel utilization. Our research consistently demonstrates superior
performance across all three of these pivotal metrics when compared to existing approaches. Consequently, our
model enhances the efficiency of healthcare systems incorporating blockchain applications. One of the major
challenges in this research was analyzing the multiple channel model in blockchain systems where transactions
are processed during the block-generation and blockchain-building operations. In the future, this problem can
be solved and system efficiency can be increased by implementing the priority service discipline. Even though
third parties are not involved in blockchain technology and it is extremely safe, numerous attacks like the Sybil
attack have grown to be a serious issue. Private blockchains can be utilized in the healthcare industry in the
future so that every user may be authenticated by the network administrator using distinct IDs and no security
risks arise.

Data availability
For the research that was reported in the paper, no data was used.

Received: 4 November 2024; Accepted: 7 May 2025
Published online: 18 May 2025

References

1. Obulor, R. & Eke, B. O. Outpatient queuing model development for hospital appointment system. Int. J. Sci. Eng. Appl. Sci. 2(4),
15-22 (2016).

2. Wilhelmi, E, Barrachina-Mufioz, S. & Dini, P. End-to-end latency analysis and optimal block size of proof-of-work blockchain
applications. IEEE Commun. Lett. 26, 2332-2335 (2022).

3. Zhang, W, Li, W, Zhang, C. & Zhao, T. Parallel computing solutions for Markov chain spatial sequential simulation of categorical
fields. Int. J. Digital Earth 12, 566-582 (2019).

4. Qian, Y. et al. Towards decentralized IoT security enhancement, A blockchain approach. Comput. Electr. Eng. 72, 266-273 (2018).

5. Law, A. M. & McComas M. G. Simulation of manufacturing systems. In Proceedings Winter Simulation Conference. (Cat. No.
98CH36274), 49-52 (IEEE, 1998).

6. Ricci, S. et al. Learning blockchain delays: A queueing theory approach. ACM SIGMETRICS Perform. Eval. Rev. 46, 122-125
(2019).

7. Kemkar, O. S. & Dahikar, D. P. Can electronic medical record systems transform health care? Potential health benefits, savings, and
cost using latest advancements in ict for better interactive healthcare learning. Int. J. Comput. Sci. Commun. Netw, 453-5 (2012).

8. Hussein, A. F. et al. A medical records managing and securing blockchain based system supported by a genetic algorithm and
discrete wavelet transform. Cognit. Syst. Res. 52, 1-11 (2018).

9. Wang, W. et al. A survey on consensus mechanisms and mining strategy management in blockchain networks. IEEE Access 7,
22328-22370 (2019).

10. Andoni, M. et al. Blockchain technology in the energy sector: A systematic review of challenges and opportunities. Renew. Sustain.

Energy Rev. 100, 143-174 (2019).

Scientific Reports |

(2025) 15:17248 | https://doi.org/10.1038/s41598-025-01652-5 nature portfolio


http://www.nature.com/scientificreports

www.nature.com/scientificreports/

11. Li, Q L. Ma, J. Y. & Chang, Y. X. Blockchain queue theory. In: Proceedings of Computational Data and Social Networks: 7th
International Conference, CSoNet, 25-40 (Springer, 2018)

12. Ma, B., Cheng, S. & Xie, X. PRP M/G/m queuing theory spectrum handoff model based on classified secondary users. F- ¥ 515
22441 40, 1963-1970 (2018).

13. Hillestad, R. et al. Can electronic medical record systems transform health care? Potential health benefits, savings, and costs. Health
Aff. 24, 1103-1117 (2005).

14. Shi, H., Wang, S. & Xiao, Y. Queuing without patience: A novel transaction selection mechanism in blockchain for iot enhancement.
IEEE Internet Things J. 7, 7941-7948 (2020).

15. Yermack, D. & Fingerhut, A. Blockchain technology’s potential in the financial system. In Proceedings of the 2019 Financial Market's
Conference, (2019).

16. Li, Z., Huang, M., Meng, X. & Ge, X. The limit theorems for function of Markov chains in the environment of single infinite
Markovian systems. Math. Probl. Eng. 2020, 1-1 (2020).

17. Wu, O. et al. Performance modeling and evaluation of the inter-blockchain network: A queuing approach. SSRN Electronic |
https://doi.org/10.2139/ssrn.4043298 (2021).

18. Neuts, M. E Matrix-geometric solutions in stochastic models. (volume 2 of Johns Hopkins Series in the Mathematical Sciences).

19. Adere, E. M. Blockchain in healthcare and IoT: A systematic literature review. Array 14, 100139 (2022).

20. Villarreal, E. R., Garcia-Alonso, J., Moguel, E. & Alegria, J. A. Blockchain for healthcare management systems: A survey on
interoperability and security. IEEE Access 12(11), 5629-5652 (2023).

21. Arbabi, M. S. et al. A survey on blockchain for healthcare: Challenges, benefits, and future directions. IEEE Commun. Surv. Tutor.
25, 386-424 (2022).

22. Saranya, R. & Murugan, A. A systematic review of enabling blockchain in healthcare system: Analysis, current status, challenges
and future direction. Mater. Today Proc. 1(80), 3010-3015 (2023).

23. Siddiqui, S., Darbari, M. & Yagyasen, D. An QPSL queuing model for load balancing in cloud computing. Int. J. e-Collab. 16, 33-48
(2020).

24. Chaisawat, S. & Vorakulpipat, C. Towards achieving personal privacy protection and data security on integrated E-Voting model
of blockchain and message queue. Secur. Commun. Netw. 2021, 1-4 (2021).

25. Siddiqui, S., Darbari, M. & Yagyasen, D. Modelling and simulation of queuing models through the concept of petri nets, (2020).

26. Li, Q. L. Constructive Computation in Stochastic Models with Applications: The RG-Factorizations (Springer, 2011).

27. George, M., Jafarpour, S. & Bullo, F. Markov chains with maximum entropy for robotic surveillance. IEEE Trans. Automat. Control
64, 1566-1580 (2018).

28. Mukherjee, P, Barik, R. K. & Pradhan, C. A comprehensive proposal for blockchain-oriented smart city. In Security and Privacy
Applications for Smart City Development (eds Tamane, S. C. et al.) 55-87 (Springer, 2021).

29. Yiwei, L., Yanhua, Z., Ruizhe, Y., Yuan, G. & Xuanyi, Z. Performance analysis of blockchain for civil aviation business data based
on M/G/1 queuing theory. High Technol. Lett. 27, 388-396 (2021).

30. Memon, R. A,, Li, J. P. & Ahmed, J. Simulation model for blockchain systems using queuing theory. Electronics 8, 234 (2019).

31. Zhao, Y., Shen, S. & Liu, H. X. A hidden Markov model for the estimation of correlated queues in probe vehicle environments.
Transp. Res. Part C Emerg. Technol. 128, 103128 (2021).

32. Farouk, A., Alahmadi, A., Ghose, S. & Mashatan, A. Blockchain platform for industrial healthcare: Vision and future opportunities.
Comput. Commun. 154, 223-235 (2020).

33. Dhillon, V., Metcalf, D. & Hooper, M. Blockchain in healthcare. In Blockchainenabled Applications (eds Dhillon, V. et al.) 201-220
(Apress, 2021).

34. Chouhan, A. S., Qaseem, M. S., Basheer, Q. M. & Mehdia, M. A. Blockchain based EHR system architecture and the need of
blockchain inhealthcare. Mater. Today Proc. 1(80), 2064-2070 (2023).

35. Tripathi, G., Ahad, M. A. & Paiva, S. S2HS-A blockchain based approach for smart healthcare system. Healthcare 8(1), 100391
(2020).

36. Wenhua, Z. et al. Blockchain technology: Security issues, healthcare applications, challenges and future trends. Electronics 12(3),
546 (2023).

37. Srivastava, G., Parizi, R. M. & Dehghantanha, A. The future of blockchain technology in healthcare internet of things security. In
Blockchain Cybersecurity Trust and Privacy (eds Choo, K. K. R. et al.) 161-184 (Springer, 2020).

38. Ferdous, M. S., Chowdhury, M. J. M., Hoque, M. A. & Colman, A. Analysis of 51% attack on blockchain. J. Netw. Comput. Appl.
171, 102778 (2021).

39. Wang, Z., Zhao, Y. & Chen, X. Smart contract vulnerabilities and mitigations: An overview. Blockchain Res. Appl. 3(1), 100089
(2022).

40. Zhang, H., Luo, J. & Yang, S. Privacy-preserving techniques for healthcare blockchain systems. Health Inform. J. 29(2), 276-295
(2023).

41. Gupta, R., Kumar, N. & Singh, M. Securing IoT communication in healthcare systems via blockchain. J. Healthc. Eng., 1-10 (2020).

42. Mistry, P, Tanwar, S. & Tyagi, S. Blockchain for healthcare: A comprehensive review. Secur. Commun. Netw. 1-15 (2021).

43. Liu, X, Peng, C. & Wang, Y. Byzantine fault tolerance in blockchain systems: Challenges and solutions. IEEE Access 10, 15022
15033 (2022).

44. Lian, H. & Wan, Z. The computer simulation for queuing system. World Acad. Sci. Eng. Technol. 34(1), 176-179 (2007).

45. Nguyen, G. D., Kompella, S., Kam, C. & Wieselthier, J. E. Information freshness over a Markov channel, the effect of channel state
information. Ad Hoc Netw. 86, 63-71 (2019).

46. Rathee, G., Sharma, A., Saini, H., Kumar, R. & Igbal, R. A hybrid framework for multimedia data processing in IoT-healthcare
using blockchain technology. Multimed. Tools Appl. 79(15-16), 9711-9733 (2020).

47. Tanwar, S., Parekh, K. & Evans, R. Blockchain-based electronic healthcare record system for healthcare 4.0 applications. J. Inform.
Secur. Appl. 1(50), 102407 (2020).

48. Siddiqui, S., Darbari, M. & Yagyasen, D. Enhancing the capability of load management techniques in cloud using H_FAC algorithm
optimization. Int. J. e-Collab. 16(2), 65-81 (2020).

Acknowledgements

I would like to thank KL University for helping me in carrying out this research.

Author contributions

Shadab Siddiqui: Development of concepts, investigation, method, and draft writing. Shahin Fatima: Investiga-
tion, Methodology, Software Aleem Ali: Supervision, Writing—review and editing. Shashi Kant Gupta: Super-
vision, Writing—review and editing. Hemant Kumar Singh: Supervision, Writing—review and editing. SeongKi
Kim: Supervision, Funding, Writing—review and editing.

Scientific Reports |

(2025) 15:17248 | https://doi.org/10.1038/s41598-025-01652-5 nature portfolio


https://doi.org/10.2139/ssrn.4043298
http://www.nature.com/scientificreports

www.nature.com/scientificreports/

Funding
This research work was supported by the National Research Foundation of Korea(NRF) grant funded by the
Korea government (MSIT) (NRF-2023R1A2C1005950).

Declarations

Competing interests
The authors declare no competing interests.

Additional information
Correspondence and requests for materials should be addressed to S.K.

Reprints and permissions information is available at www.nature.com/reprints.

Publisher’s note Springer Nature remains neutral with regard to jurisdictional claims in published maps and
institutional affiliations.

Open Access This article is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives
4.0 International License, which permits any non-commercial use, sharing, distribution and reproduction in
any medium or format, as long as you give appropriate credit to the original author(s) and the source, provide
a link to the Creative Commons licence, and indicate if you modified the licensed material. You do not have
permission under this licence to share adapted material derived from this article or parts of it. The images or
other third party material in this article are included in the article’s Creative Commons licence, unless indicated
otherwise in a credit line to the material. If material is not included in the article’s Creative Commons licence
and your intended use is not permitted by statutory regulation or exceeds the permitted use, you will need to
obtain permission directly from the copyright holder. To view a copy of this licence, visit http://creativecommo
ns.org/licenses/by-nc-nd/4.0/.

© The Author(s) 2025

Scientific Reports |

(2025) 15:17248 | https://doi.org/10.1038/s41598-025-01652-5 nature portfolio


http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://www.nature.com/scientificreports

	﻿Modelling of queuing systems using blockchain based on Markov process for smart healthcare systems
	﻿Single-server queue
	﻿Poisson-distribution
	﻿Presumptions
	﻿Illustration

	﻿Exponential distribution
	﻿Multi-server queue
	﻿﻿Literature review
	﻿A method for inverse transformation
	﻿Exponential distribution sampling


	﻿﻿Markov chain
	﻿﻿A blockchain technology
	﻿Need of blockchain in healthcare
	﻿Security challenges in blockchain for healthcare
	﻿Sybil attacks
	﻿51% attack
	﻿Smart contract vulnerabilities
	﻿Data breach and privacy issues
	﻿Man-in-the-middle (MITM) attacks


	﻿Mitigation strategies for healthcare blockchain
	﻿Identity management
	﻿Consensus mechanism
	﻿Secure smart contracts
	﻿Privacy and data encryption
	﻿Protecting communication channels
	﻿Constant network monitoring using AI and ML techniques

	﻿﻿Proposed blockchain queue model description
	﻿Roles and permissions
	﻿Patient
	﻿Doctor
	﻿Administrator


	﻿Markovian-arrival-process (MkAP)
	﻿An Markov process of G1/M1/Type

	﻿Block generation process
	﻿Blockchain logging
	﻿Data access logs
	﻿Immutability

	﻿Blockchain building process
	﻿Smart contracts
	﻿Automated tasks
	﻿Transaction approvals
	﻿Invoice generation


	﻿Trigger mechanisms
	﻿﻿Working standards for healthcare using blockchain technology
	﻿Case 1: Patient report tracing from the system
	﻿Case 2: Securing patient invoices distributed within a medical facility

	﻿﻿Results and discussions
	﻿Performance measures
	﻿Arrival-rate (λ)
	﻿Service-rate (µ)
	﻿Mean-waiting-time
	﻿Mean idle time


	﻿Parameters used for performance evaluation
	﻿Delay
	﻿Throughput
	﻿Channel utilization

	﻿Evaluating scalability across varying load conditions and network sizes
	﻿Limitations of current research
	﻿﻿Conclusion and future work
	﻿References


